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Abstract. The current paper studies differential properties of the com-
pression function of reduced-round DM-PRESENT-80, which was pro-
posed at CHES 2008 as a lightweight hash function with 64-bit digests.
Our main result is a collision attack on 12 rounds with a complexity of
22918 19 round DM-PRESENT computations. Then, the attack is ex-
tended to an 18-round distinguisher and an 12-round second preimage
attack. In our analysis, the differential characteristic is satisfied by the
start-from-the-middle approach. Our success lies in the detailed analysis
of the data transition, where the internal state and message values are
carefully chosen so that a differential characteristic for 5 rounds can be
satisfied with complexity 1 on average. In order to reduce the attack
complexity, we consider as many techniques as possible; multi-inbound
technique, early aborting technique, precomputation of look-up tables,
multi-differential characteristics.

Keywords: DM-PRESENT-80, Collision, Second preimage, Multi-
differential cryptanalysis, Rebound attack.

1 Introduction

Recently, demand on the secure communication in a resource constraint envi-
ronment has been increased, e.g., sensor network with RFID tags. From this
background, block-ciphers and hash functions suitable for a resource constraint
environment are actively discussed. They are called lightweight block-ciphers
and hash functions. One of the remarkable designs for lightweight block-ciphers is
PRESENT, which was proposed by Bogdanov et al. at CHES 2007 [4]. The block
size of PRESENT is 64 bits, and it supports 80- and 128-bit keys. It adopts an
SPN structure and consists of 31 rounds for both key sizes. Recently, PRESENT
has been adopted by ISO as one of the international standards in lightweight
cryptography [12]. Several cryptanalytic results were published against reduced-
round PRESENT [2,17,[8, [11], [14, 21-23, [25]. The current best key recovery attack
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is up to 26 rounds with the assumption that the full codebook is available to the
attacker. Without the full codebook, the best attack is up to 25 rounds.

Hash functions are usually constructed by using a block-cipher or permutation
as a building block. Hence, it is natural to design lightweight hash functions based
on lightweight block-ciphers or a permutation inside lightweight block-ciphers.
In fact, there are several lightweight hash functions based on PRESENT or the
permutation inside PRESENT. DM-PRESENT was proposed by Bogdanov et al.
at CHES 2008 [5], where the compression function is simply constructed by using
the PRESENT block-cipher in the Davies-Meyer mode [20, Algorithm 9.42].
Another compression function called H-PRESENT was proposed in [5], which
consists of a double-block-length mode-of-operation instantiating the PRESENT
block-cipher. SPONGENT was proposed by Bogdanov et al. at CHES 2011 [3],
which adopts the sponge construction [1], and its internal permutation is based
on PRESENT.

Attack scenarios for block-ciphers and hash functions are very different. In-
tuitively, the complexity for the attack on block-ciphers is bounded by the key
size, while, for collision attacks agains hash function, the attack complexity is
bounded by only a half of the digest size. Thus, attacks on block-ciphers can-
not be converted to the attack on hash functions directly. Hence the security of
PRESENT-based hash functions must be evaluated independently of the attacks
on the PRESENT block-cipher.

In this paper, we study the security of DM-PRESENT. As far as we know,
no result is published about it. Regarding H-PRESENT, two results have been
announced. One is by Ferguson at the rump session of CRYPTO 2011 [9]. It
reported a weakness of the mode-of-operation of H-PRESENT-128 leading to the
pseudo-preimage attack whose complexity is a half of the brute force attack. The
other is by Kobayashi and Hirose at SCIS 2012 [13], which reports differential
attacks for H-PRESENT-80 reduced to 10 rounds.

Our Contributions. This paper studies differential properties of the compres-
sion function of reduced-round DM-PRESENT-80. Our main result is a collision
attack on 12 rounds with a complexity of 229'® 12-round DM-PRESENT com-
putations. Attacks on block-ciphers and hash functions are different. Therefore,
we need to construct a differential characteristic from scratch with consider-
ing the following properties; (1) for attacks on hash functions, the attacker can
choose internal state and message values so that differential characteristics for
several rounds can be satisfied with low complexity. Hence, characteristics must
be chosen to take into account such impact. (2) To generate collisions, the dif-
ferential form of the plaintext and ciphertext must be identical so that they can
be canceled each other with the feed-forward operation.

As a result, we construct a 12-round differential characteristic that produces
a collision of the compression function with probability of 277 for a randomly
chosen message and chaining variable. We then search for paired values satisfy-
ing the characteristic much more efficiently with the rebound attack |[19]. The
characteristic is divided into inbound part (Round 3 to 7) and outbound part
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(Round 0 to 2 and Round 8 to 11). With several techniques such as multi-inbound
technique [15, [16] and precomputation of a look-up table, the inbound part is
satisfied with a very low complexity, which reduces the attack complexity from
270 to 237. Moreover, with several techniques such as early aborting technique
[6, 26] and multi-differential characteristics [18], the outbound part is satisfied
with the complexity of 229® 12-round DM-PRESENT computations. Finally,
the attack becomes faster than the birthday attack.

The 12-round differential characteristic can be extended for other attack sce-
narios. With respect to a distinguisher, the differential form of the plaintext
and ciphertext can be different and the attacker may be allowed to spend more
than 232 computations. By extending the 12-round characteristic in forward and
backward, we can construct an 18-round distinguisher. Furthermore, with the
approach by Yu et al. [27], this can be used to mount a second preimage attack
for 12 rounds of the compression function. The attack results are summarized in
Table [

Table 1. Summary of our attacks

Attacks fRounds Time Memory

Collision 12 2218 gl2
2nd Preimage 12 2%%9" Negl
Distinguisher 18 25718 gl2

Paper Outline. The organization of this paper is as follows. Sect.[2summarizes
related work. Sect.[Bldescribes a new collision attack against 12 rounds. In Sect. [l
we extend the attack to several different scenarios. Finally, we conclude the paper
in Sect. Bl We postpone the specification of DM-PRESENT-80 in App. [Al

2 Previous Work

2.1 TIterative Linear Characteristic of Key Recovery Attack

Linear and multi-linear analyses are the best approach for the key recovery
attack on PRESENT. They use linear characteristics of an iterative form. The
base of the iterative characteristic is as follows. The linear form of 0x02 can be
transformed into 0x06 during the S-box transformation, and the opposite also
can be transformed. The idea is also useful to construct an iterative differential
characteristic in our attack.

2.2 Rebound Attack

Rebound attack, which was proposed by Mendel et al. at FSE 2009, is an ap-
proach to satisfy a truncated differential characteristic when the key value is
known to the attacker [19]. The technique is useful to analyze hash functions.
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Suppose that the round function adopts the SPN structure, where S-layer adopts
the S-box transformations, and P-layer introduces a diffusion. In truncated dif-
ferential cryptanalysis, the only probabilistic part is the transformation in the
P-layer. The basic rebound attack can satisfy the differential characteristic with
two P-layers fIN — P — S — P — fOUT. The attacker chooses the input dif-
ference A™ and compute P(A™). This can be computed without determining
actual values. Similarly, the attacker chooses the output difference A°YT and
compute P~1(A9UT), Finally, paired values are determined so that the differ-
ential transformation through the middle S-layer is satisfied. Several improved
techniques have been proposed after the publication of [19]. In this paper, we
particularly use the start-from-the-middle technique [17] and the multi-inbound
technique |15, [16]. We stress that our attack is the differential attack, not the
truncated one. Thus, these techniques cannot be applied straight-forward, but
the ideas of determining internal state values and bypassing several rounds are
also useful for our attack.

2.3 Second Preimage Attack on MD4

In 2005, Yu et al. proposed a second preimage attack on MD4 [27)]. In the second
preimage attack, the attacker is given a message M and its digest H(M). For a
random oracle, the probability that H(M) = H(M') is satisfied for M # M’ is
27" where n is the size of the hash value. Therefore, finding a way to choose
M’ satisfying the above equation with a higher probability than 27" can be
regarded as the second preimage attack. MD4 generates 128-bit hash values. Yu
et al., against full MD4, found the message difference AM that would result
in H(M) = H(M & AM) with a probability of 2761, In a later section, we
propose the second preimage attack on the reduced-round compression function
of DM-PRESENT-80 with a similar idea.

3 12-Round Collision Attack on Compression Function

This section shows a collision attack against the 12-round DM-PRESENT-80
compression function with a complexity of 22918, We choose the differential ap-
proach to find a collision. At first, we give the detailed analysis of the differential
propagation within 1 round. Then, the differential characteristic for 12 rounds
is introduced.

3.1 Analysis of Differential Properties of S-box

The S-box used in PRESENT is a 4-bit to 4-bit S-box S(-). The following table
gives the detailed specification of the S-box in hexadecimal notation.

1 2 4 5 8

0 3 6 7 9 A B C D E F
Sz) C¢C 5 6 B 9 0 A D 3 E F 8 4 7 1 2
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We search for pairs of input/output differences of the S-box (Az, Ay), where
Az, Ay € 3, satisfying the following two conditions.

HW(Az) + HW(Ay) = 3, (1)
Jo,y € F4 <S(a:) ® S(z @ Az) = Ay) A (S(y) @ S(y ® Ay) = Aa:). (2)

Note that HW(z) indicates a Hamming weight of x. Let Pr(Aa, Ab) be the
probability that the input difference Aa is transformed into Ab with an S-box
transformation. More strictly, Pr(Aa, Ab) is defined as #{a|S(a) & S(a & Aa) =
Ab} /2%, Then, we identify (Ax, Ay) which achieves the maximum value for the
following probability;

Pr(Az, Ay) x Pr(Ay, Azx). (3)

— ([@): Slower differential propagations lead to longer differential characteristics.
Thus, we need to minimize the number of bits with differences. In the S-box
of PRESENT, any input difference with a single bit always produces output
differences with at least two bits. Thus, the minimum number of () is 3.

— @): For a fixed (Az, Ay), we get an input/output pair with the probability
Pr(Az, Ay). The Pr(A-, A-) is either 272, 273, or zero.

These can be verified by enumerating through all 2% x 24 input /output pairs. It is
remarkable that there is no differential pairs satisfied with the total probability of
27272 = 274 in the condition (@). In other words, the maximum value is 27273
or 27372 which is 27°. As a result, we found only three pairs (A0x4, A0x9),
(Ao0x4, A0x5), and (A0x1, A0x3) that satisfy the all conditions. A detailed de-
scription of the pairs is given in App. [Bl

3.2 Entire Differential Characteristic

We construct a 12-round differential characteristic by using the good 1-round
characteristics observed in Sect. B.Il Each three pair can be used to construct
a 6-round iterative characteristic with the same probability. However, using
(A0x4, A0x9) and (A0x4, A0x5) is more advantageous than using (A0x1, A0x3)
because multi-differential characteristics can be constructed. Hereafter, we mainly
use the pair (A0x4, A0x9) to construct 12-round characteristic, and use (A0x4,
A0x5) for the multi-differential characteristics.

Fig. [ shows our 12-round differential characteristic. Hereafter, we call the
bits with differences active or active bits. In Fig. [Il the blue and black bits
represent active bits for the characteristic for (A0x4, A0x9), and the red and
black bits in the first and last 3 rounds represent the ones for (A0x4, A0x5). We
describe the 12-round characteristic for (A0x4, A0x9) right now, and mention
the characteristic for (A0x4, A0x5) later in Sect. B3l Note that Pr(A0x4, A0x9)
and Pr(A0x9, A0x4) are 273 and 272, respectively. First of all, by using the
pair (A0x4, A0x9), we construct a 6-round iterative differential characteristic
where the number of active bits transits 8 - 4 - 2 -1 =+ 2 -4 = 8
with a probability of 2787472-3-6-12 — 9-35 GQecond, we repeat the iterative
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Fig. 1. Differential characteristics on 12-round DM-PRESENT. Black bits denote ac-
tive bits. White bits denote zero difference. Red and blue bits represent two variants.

characteristic twice and construct the 12-round differential characteristic. The
total probability that a randomly chosen input/output pair satisfies the 12-round
differential characteristic is 2735735 = 270,

3.3 Multi-differential Characteristics for Collisions

As later discussed, we use the rebound approach to satisfy the characteristic.
For this purpose, we fix the differential characteristic for the middle 5 rounds
(Round 3 to Round 8) and choose internal state and message values so that the
characteristic can be satisfied. Then, the first 3 and last 4 rounds belong to the
outbound phase, where the characteristic is satisfied probabilistically.

We consider reducing the complexity of our collision attack by introduc-
ing multi-differential characteristics for the outbound phase. Because both of
(Ao0x4, A0x9) and (A0x4, A0x5) contain A0x4, from the fixed middle 6-round
characteristic, we can construct two differential characteristics which have the
same active-bit patterns at the plaintext and ciphertext. In Fig.[Il two character-
istics are denoted by blue and red. Pr(A0x4, A0x5) and Pr(A0x5, A0x4) are 22
and 273, respectively. Hence, the probability of satisfying the red characteristic
is the same as the one for the blue characteristic. As a result, we can obtain a
collision pair that follows either two differential characteristics with 279, which
is double of the single-characteristic case.

3.4 Attack Overview

This section gives an overview of our collision attack procedure. The procedure
mainly consists of an inbound phase and an outbound phase. These names de-
rive from the rebound attack described in Section We start searching for
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a colliding pair from a middle round. In the inbound phase, we aim to obtain
many of internal-state values and round-message values that satisfy the differ-
ential characteristic for the middle five rounds; state #3 to state 48 of Fig.[21 The
paired values satisfying the differential characteristic for the inbound phase are
called start points. We need to generate many start points so that the differ-
ential propagation of the outbound phase can be satisfied. The inbound phase
is further divided into five 1-round procedures. In each procedure, several bits
of internal states are fixed to satisfy the differential characteristic. We indepen-
dently perform the procedures, and then choose several bits of round-message
values that connect the results of procedures without any contradiction. After
we choose several bits of the internal states and round messages that satisfy the
middle five rounds, 63 bits of a round message remain unfixed. We use those bits
as the available degrees of freedom for the outbound phase. Therefore, we can
prepare enough start points with a very low complexity.

In the outbound phase, we compute each start point in outward until plain-
text and ciphertext with checking whether or not the differential propagation
conforms one of the multi-differential characteristics. Because the differential
propagation is probabilistic, we need to generate enough start points. Due to the
DM-mode, the output of the compression function is derived from the exclusive-
or of plaintext and ciphertext, and they have the identical differential form.
Therefore, the plaintext and ciphertext differences cancel each other surely. In
the following part, we describe the procedure of inbound phase and outbound
phase in more details.

The Inbound Phase. This phase consists of five 1-round inbound procedures.
In each l-round inbound procedure, the goal is finding paired values satisfy-
ing the differential characteristic between the state just before the sBoxlayer
and immediately after the pLayer. Note that our inbound phase is the (single)
differential attack, not truncated differential attack. Therefore, the differential
characteristic is already fixed uniquely. In the inbound phase of i-th round, we
firstly fix active column values of state #i.5 to satisfy the differential characteris-
tic. For instance, if 1 active column transits from A4 to A9 through the S-box,
the output of the S-box must be either 0x7 or 0xE due to the S-box characteris-
tic. For more details of possible output values of the active column, please refer
to App. After we fix the paired values of active columns either (0x7, 0xE)
or (0xE, 0x7), we compute these values in backward through one S™! function
and in forward by one pLayer. The inbound procedure is applied to another ad-
jacent round independently. Then, we merge two inbound procedures by fixing
several bits of a round-message value. By iterating the above, we can merge five
inbound procedures by fixing several bits of round messages. Choosing several
bits of round-message values in different rounds sometimes causes the contradic-
tion in the key schedule function. Using the precomputed look-up table, we can
merge five inbound procedures. That is to say, a start point for the outbound
phase is generated with a low complexity.
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The Outbound Phase. The first and last three rounds belong to the outbound
phase, where the differential transition of each S-box is satisfied probabilisti-
cally. The probability that one start point satisfies the differential characteristic
of seven outbound rounds is 2727478-2-3-6-12 — 9-37 By yging the multi-
differential characteristics described in Section B3] the probability increases to
2736 In other words, one of the 236 start points can yield the collision. We check
the differential propagation of each of 23 start points round by round with the
early aborting technique |6, 26]. Namely, we first check whether or not the start
points satisfy the differential transition from round 8 to round 9. If it is not
satisfied, we stop the computation of this start point, and choose different one.
If it is satisfied, we continue the computation for the next round. Due to this
effort, the complexity for examining 23 start points can be reduced into about

Lors X 230, which is faster than the birthday attack on 64-bit values, 232,

3.5 Attack Procedure
Our attack procedure against the 12-round compression function is as follows.

1. In the precomputation step, we generate a lookup table that are used in
Step 11 of inbound phase. We compute 24T4T4=12 tyuples of
{(z,y,m)|z,y,m € Fi;y = S(z ® m)} and store them in the look-
up table. z and y indicate the input/output of a single S-box, and m
is 4 bits of a round message.

2. Inbound phase consists of 11 steps as follows. In this phase, we look for
a pair of internal state values and one message value that satisfy the
differential transition from state #3 to 8. We fix the internal states and
round messages bit by bit. In Fig. 2 the colored bits in the inbound
phase are classified into two types, simple-colored bits and shaded-
colored bits. The simple-colored bits of internal states are fixed solely
by the S-box characteristic. The shaded-colored bits are fixed after all
bits of round message are determined.

Step 1. fix the values of the four columns indicated by black and red (active
columns) in state 5.5 so that the differential transition from A0x4 to
A0x9 is satisfied through the sBoxlayer in round 5. The probability
of this transition is 272 per column, which means that only one pair
of values can satisfy the transition. 0x7 and OxE are the values of the
S-box output satisfying the transition. For the eight black bits, we have
24 choices (2 choices per column). We pick any 1 from these 2% patterns.
We then compute these 4 columns in forward until state 46.

Step 2. fix similarly the black and blue active columns in state §4.5. We need to
fix the values of each S-box output only either 0x7 or 0xE for the same
reason as described in Step 1. We pick any 1 from these 22 patterns,
and then compute these 2 columns in backward until state #5. The 8
bits of the state just before the sBoxlayer of the fourth round are also
uniquely computed.

Step 3. merge the fixed values in Step 1 and 2 to satisfy the transition from
state 5 to #5.5 by fixing the four red bits of Mg. Depending on un-fixed
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Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.
Step 11.

Step 1.

Step 2.

bits of Mg, there are several possibilities for the shaded-red bits of state
#5 in Fig.[2l The following Steps from 4 to 9 are similar to Step 2 and 3.
Only positions of the fixed bits and the number of choices are different
from Step 2 and 3. Step 8 and 9 are, however, reverse of Step 2 and 3.
fix the black and yellow active columns in state £3.5. For the four black
bits, we have 2 choices. After we pick one choice for two black bits, we
compute the fixed bits in forward until state 4 and in backward until
state #3.

merge the fixed values in Step 2 and 4 to satisfy the transition from
state #4 to §4.5. We can fix two blue bis of Ms.

fix the black and green active columns in state #6.5. In fact, we can fix
the each column either 0x0, 0x4, 0xB, or 0xF due to the differential
characteristic of S-box. For the eight black bits, we have 28 choices (4
choices per column).

merge the fixed values in Step 1 and 6 to satisfy the transition from
state #6 to 46.5. We can fix eight green bis of M.

fix two orange bis of Mg to merge the fixed values in Step 6 and 9 to
satisfy the transition. Due to the message schedule, the values of two
bits of fixed M7 and two bits of Mg are overlapped. Thus we cannot
fix both adjacent inbound procedures independently. Because of the
characteristic of S-box, we can still merge them by reducing the choices
from 4 to 2 per column.

fix the two black and orange active columns in state §7.5. We already
fixed some bits of Mg, thus we have 22 choices (2 choices per column,
not 4 choices) for the two black bits.

fix all remaining 63 bits of round messages randomly.

merge whole inbound procedures. After Step 10, we can compute the
shaded-colored bits in Fig. 2l In £5, each of 12 columns including fixed
yellow or fixed blue bit must transits compatibly to #5.5. Thus, we fix
the white bits of the internal states to satisfy the transition referring
the look-up table. For each of 12 columns, we have two choices of val-
ues on averages. In other words, 22 start points for one round message
can be constructed with a low complexity. And we can construct more
Q4+2+ 14842463412 — 992 gtart points because of the forementioned free-
dom degree.

Outbound phase consists of two steps as follows.

compute start points in both forward and backward. Then, the total
probability of the outbound phase is 2737. We check the differential
propagation round by round by using the early aborting technique.
link the input and output values of the internal cipher by exclusive-or of
the DM-mode. The input and output differences match with probabilit
ofexactly 1, because both of these differences are A0x900900000000900

! Note that our attack is a differential attack, not a truncated differential attack. Hence,
the probability of the match is 1, not 278,
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3.6 Complexity Evaluation

We can generate 2'2 start points for the outbound phase that satisfies the in-
bound phase with the complexity of about 1 on average and the 2'2 bits memory
requirement. The probability that a pair satisfies the whole outbound phase is
2737, Utilizing the multi-differential characteristics, the probability that a pair
satisfies outbound phase is 2735, Then, we have to generate 236 start points to
find a collision pair. Remember that we can generate enough start points for the
outbound phase because of the freedom degrees of internal state and message
values. At a glance, a rough evaluation of our attack complexity to find a colli-
sion is 236 12-round DM-PRESENT-80 computations. However, considering the
early aborting technique [6, 26], our attack complexity to find a collision is in
fact much smaller. Let the complexity of 1-round function is 112 of the 12-round
DM-PRESENT-80 function, and the complexity of a column is 116 of 1-round
function. We examine all 236 start points for round 8. It is only necessary to
compute a column whether or not the start points satisfy the differential charac-
teristics. Hence, the complexity for round 8 is 112 X 116 x 236, After round 8, only
236=2 = 234 pairs follow the characteristics in Fig. Il Similarly, we examine 234
start points for round 3. And then, 23473 = 23! pairs follow the red characteristic,
and 234 x 272 = 232 pairs follow the blue one. Hence, we examine 23! 4 232 pairs
for round 9, and thus the complexity for round 9 is 112 X 146 x (231 4 232). After
round 9, 2367273-2 — 229 pairs satisfy the red characteristic and 236—2-2-3 = 229
pairs satisfy the blue one. After all, the attacker computes 12i16 x (236 4 234) 4

12;4<16 % (231+232+229+229)+ 112 % (223+225+211+217+27+211) %229418
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12-round DM-PRESENT-80 computations. Finally, we can find collisions of the
12-round DM-PRESENT-80 compression function faster than the birthday at-
tack, which requires 232 computations.

4 Application for other Attacks

The differential characteristic discussed in the previous section can be used to
construct other kinds of attacks. In this section, we discuss an 18-round distin-
guisher and 12-round second preimage attack on the compression function.

4.1 18-Round Distinguisher

We construct an 18-round differential distinguisher that finds a pair of messages
with specific input and output differences. We show that the attack on 18-round
DM-PRESENT-80 is faster than the attack on an ideal compression function.

g eSS e R e R e Y
3 lm T \|2|78 i 272
] |

T
I
[
o I l
A From Round 3 to || 16 18%%
% Round 14
Differential Sy 24
% Characteristic for %

12-Round Collisions
¥

/Jhash

Fig. 3. Differential characteristic for 18-round distinguisher

For this attack, we extend the differential characteristic by 3 rounds in back-
ward and 3 rounds in forward. The procedure of the multi-inbound phase is the
same as the one in Sect [B] where middle 5 rounds can be satisfied with average
complexity 1. Hence, only the outbound phase is extended and satisfying the
entire differential characteristic becomes harder for these extended outbound
phase. Note that we do not have to match the differential forms of the plaintext
and ciphertext. This enables the attacker to use the differential propagation with
probability 272 for each S-box transformation in both directions, i.e., Al — A9
with probability of 272 instead of A4 — A9 with probability of 273.

The differential propagations for the first and last 3 rounds are shown in Fig.[3l
The input value has 1-bit difference in the chaining variable and no difference
in the message. The output values has 1-bit difference. As discussed in Sect. [3
satisfying the middle 12 rounds (round 3 to round 14) requires the complexity of
229-18 Then, extending the characteristic from Round 3 to 2, 2 to 1, and 1 to 0 re-
quires the complexity of 22%4 = 28, 22%2 = 24 and 22, respectively. Similarly ex-
tending the characteristic from Round 14 to 17 requires 287424214, Finally, the
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entire characteristic is satisfied with the complexity of 22+4+8+29.18+14 _ 957.18
18-round DM-PRESENT computations. We then show that finding such pairs
in an ideal compression function requires more complexity. In the truncated
differential analysis, this complexity is evaluated by the limited birthday at-
tack proposed Gilbert and Peyrin |[10]. However, our attack only allows a 1-bit
difference on the input. Therefore, the structure technique (constructing 22~1
pairs with 2% queries) cannot be applied. The best way is randomly generating
(hi—1, M) and check whether or not CF(h;_1, M)®CF(h;—1 ® AN M) = AOUT,
The relation holds with a probability of 27%4. Thus, our attack is faster than the
ideal case.

4.2 12-Round Second Preimage Attack on Compression Function

Our differential attack can be converted into a second preimage attack on the
compression function by using the conversion proposed at CANS 2005 by Yu
et al. [27]. In the second preimage attack on the compression function, the at-
tacker is given a message M, input chaining variable h, and the output of the
compression function CF(h,M). For an ideal compression function, the prob-
ability that CF(h, M) = CF(h/,M’) is satisfied for (h, M) # (h',M’) is 27"
Therefore, finding a way to choose (h', M’) satisfying the above equation with
a higher probability than 27" can be regarded as the second preimage attack.
Note that the second preimage attack on the compression function is also dis-
cussed by Rechberger [24]. Finally, if we can find the differences (Ah, AM) where
Pr[CF(h, M) = CF(h® Ah, M & AM)] > 27", for a randomly chosen h, M, we
can succeed in constructing the second preimage attack. The differential charac-
teristic for 12-round collisions in Sect. [§] satisfies the above equation with proba-
bility 2770, At a glance, we need 27° 12-round DM-PRESENT-80 computations
to the second preimage attack. However, considering the early aborting technique
again, our attack complexity can be much smaller. In fact, we can construct the
second preimage attack on the compression function with a complexity of 2619
12-round DM-PRESENT-80 computations. Due to the regulation of pages, we
omit the detail of the complexity evaluation.

5 Concluding Remarks

In this paper, we presented the first third-party security analysis of reduced-
round DM-PRESENT-80. The main result is a collision attack on the 12-round
compression function. We constructed a differential characteristic suitable for
collisions, and efficiently found paired values with the multi-inbound technique.
Based on this attack, we also presented the 18-round distinguisher and 12-round
second preimage attack on the compression function. Because PRESENT is one
of the most successful designs for the lightweight cryptography, we believe that
our results contribute to deeper understanding of lightweight designs.

Acknowledgments. The authors would like to thank anonymous reviewers for
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A Specification of DM-PRESENT-80

The lightweight block cipher PRESENT was proposed by Bogdanov et al. in
CHES 2007 [4]. PRESENT has a 31-round SPN (Substitution and Permutation
Network) construction. The block length is 64 bits and two key lengths of 80
and 128 bits are supported. The lightweight hash functions DM-PRESENT-80/-
128 were also proposed by Bogdanov et al. at CHES 2008 |5]. The compression
function of DM-PRESENT is constructed by PRESENT with the Davies-Meyer
(DM) mode |20, Algorithm 9.42]. Thus, the j-th 64-bit chaining variable H,
of DM-PRESENT is updated using a 80 or 128 bits message M; to Hj{1 =
E(H;,M)® H;. E(--- ,K) indicates the encryption operation of PRESENT
under a secret key K. The proposers of PRESENT recommended the 80-bit key
version for applications in resource constraint environments. So we show attacks
on DM-PRESENT-80 in this paper, and the details of PRESENT-80 in this
section. We denote a state of 64 bits data block X = (zg3, 62, ..., o) by 4-by-16
matrix as;

L63, 59, L55, L51, LaT, L43, 39, L35, 31, L27, L23, 19, L15, L11, L7, T3
X = L62, 58y X545 L505 La6y L42, 38, L34, L30, L26, L22, L18, L14, L10, L6, L2
T61, T57, L53, L49, T45, 41, T37, L33, L29, T25, T21, L17, 13, L9, T5, L1
T60y L56, L52, LA8y Ldd, L40, T36, L32, L28, 24, L20, L16, L12, L8, L4, L0

(4)
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The round transformations of PRESENT are as follows.

— addRoundkey (AK) adds the the 64 bits round key.

— sBoxlayer (S) is a 4-to-4 bits S-box of PRESENT and applies to each vertical
4 bits. The transition by sBoxlayer is illustrated at the right side of Fig. @

— pLayer (P) permutes the horizontal 4 bits to the vertical 4 bits. The left side
of Fig. @ illustrates where every 4 bits group is permuted by pLayer.

Fig. @ illustrates the transition by S and P. Then, the i-th round function F of
PRESENT can be denoted by

Xi+1 = F(XZ) =PoSo AK(XZ) (5)

The round keys are generated as follows. The 80 bits secret key is stored in a key
register K and represented as krgkrs...ko. The i-th round key K; (1 < i < 32)
consists of leftmost 64-bit of the actual content of register K. Thus the first
round key K3 is K1 = krgkrs...k16. To generate next round key, the key resister
K is updated as follows.

— 61 bits rotation: [k79k78-~-k0} = [k18k17...]€0]€79...k19}
- partial sBoxlayer: [k79k78k77k76} = SBO£lay€T[k79k7gk77k76]
— addRound counter: [[k19k1sk17k16k15] = [k10k18k17k16K15]Dround counter(i)

The round counter(i) is the 5-bit binary representation of i. K3 is used for
post-whitening. It is similar to the round keys that we call M; as i-th round
message from the message M.

We use the following notation to the internal states to describe our attacks:
2.y denotes the number of intermediate states. See Fig. [l state #0, for example,
indicates an input differential value, and state #5.5 indicates the internal state
after the S transformation of the fifth round and before the P transformation of
the fifth round, and state £5.5, for example, indicates the internal state after the
S transformation of the fifth round and before the P transformation of the fifth
round.

15 14 13 12 P
g ;\lllll 11 10 9 8 S N ||
5432109876543210 .43210‘)876543210 7 3 3 1 > o0 o)
1

Fig. 4. The sBoxlayer and pLayer of PRESENT. Each rectangle contains 4 bits. Both
transformations are operated per 4 bits.

B Differential Characteristics of S-Box

This section shows the input/output pairs of S-box that are used in our differ-
ential characteristic in detail. We note that following values of the transition
are represented in hexadecimal notation. For a fixed differences (Ax, Ay), where
Azx =x @2’ and Ay = S(x) @ S(a’), we searched for the input pairs (z,z’) that
satisfy (Az, Ay). These pairs can be searched by computing all 16 x 16 pairs
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of (z,2’) and (S(x),S(z')). As a result the number of input/output pairs that
satisfy one (Az, Ay) is either two, four or zero. Obviously, the number of input
pairs (z, z') that satisfy Ax = x@®a’ is 16. Table[@indicates all the possible input
pairs (z,z") that satisfy either (A4, A9), (A9, Ad), (A4, A5), or (A5, A4). The
input pair (9, D), for instance, satisfies the differential transition of (A4, A9).
The order of z and z’ can be exchanged against the S-box operation. Then
the symmetric input pairs (9, D) and (D, 9) satisfy (Axz, Ay). Hence, there are
two pairs that satisfy (A4, A9). And there are four pairs that satisfy (A9, A4)
similarly. The same analysis is applied to (A4, A5) and (A5, A4).

Table 2. The input pairs (z,z’) of S-box used in our differential characteristic

(z,z") Ainput Aoutput

(9, D) 9aD =4 S(9)®S(D ) EGT =9
(3, A) 3®A =9 S(3)®S(A)=BapF =14
(5,C) 5pC =9 S(B)PS(C) =054 =14
(0,4 0m4=4 S(0)@S(4 ) Ccae9 =5
(1,5) 105=4 S(1)®S(5) = 530 = 5
(8, D) 8aD =5 S(8)@S(D) =307 =4
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