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Abstract. Threat vectors against information systems are constantly changing 
and increasing in both diversity and frequency. This talk will review the latest 
threats to global information assets and mechanisms to assess risk exposure and 
mitigation approaches. Using examples from academia, industry, personal expe-
rience, and audience members; a spotlight will be cast on the major vulnerabili-
ties that pervade our daily lives. 

Appropriate access to most information technology resources inherently  
requires some risk. Assessing, eliminating, mitigating, and accepting risk then 
become functions that are necessarily performed by both individuals and organ-
izations. Just as the threats themselves are misunderstood, so too are each of 
these four risk management elements often mismanaged. We’ll explore struc-
tures to address each element, common theoretical and practical errors in appli-
cation, and how these gaps might be closed by a different approach or through 
future research. 

Finally, we’ll review how the very actions that expose individuals and com-
panies to significant risk may be exploited to thwart and prosecute criminals, by 
looking at recent approaches in digital forensics. 

 
Curriculum Vitae: Mark Weiser is the Fleming Professor of 
Information Technology Management and Professor in Manage-
ment Science and Information Systems and serves as Associate 
Dean for Undergraduate Programs, Spears School of Business at 
Oklahoma State University, Stillwater, USA since 2006. He is also 
the director of center for Telecommunications and Network Secu-
rity since 2003. In addition, he is in charge of the Master of 
Science in Telecommunications Management program. His re-
search interests are in the area of Information Assurance & Foren-
sics, Applied telecommunications and applications, Technology to 
support education and training, and Organizational Memory. 


	Critical Issues and Information Security and 
Managing Risk



