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Abstract Legal ontology is one of the most researched areas of Artificial
Intelligence and Law, but is less applied in the compliance world. In this chapter
we discuss the application of a domain-specific ontology building tool used for
compliance monitoring with suitable extensions for modelling duties and roles.
We first provide a description of the Eunomos package, before describing in detail
the extensions with duties and roles applied to the Eunonmos ontology so that
compliance officers can research laws and monitor compliance within the same
web environment.

1 Motivations and Research Question

The law is getting more and more complex and difficult to understand due to
subsidiarity, specialisation and the increasing power of state authorities. In Italy,
for example, finance law is one area of the law which is so complex and ever-
changing that they employ or sub-contract compliance officers to monitor and
check that banking processes remain compliant. This is largely due to a funda-
mental change in the law on accountability of financial institutions, a change that
has resulted in continuous clarification and extension of the law over the last
decade.
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Until ten years ago Societas delinquere non potest' was the dominant doctrine
in Italian financial law. This meant that if the director of a bank or insurance
company committed a crime, he may be tried and punished, but the company
would not be liable. Legislative Decree 231/2001 was a radical piece of legislation
that changed the nature of legal obligations for banks and insurance companies.
Now such organisations can be held responsible for criminal activities carried out
by their employees even when such activities were not prescribed or authorised.
Legislative Decree 231/2001 and related legislation impose permissions, obliga-
tions and constraints on financial professionals in given situations.

Financial institutions have a strong business motivation for ensuring they
comply with the law, and demonstrating that they have systems and procedures for
compliance monitoring. If a financial organisation has demonstrated that they have
a responsible monitoring system in place but an employee still manages to engage
in illegal activities under their watch, the organisation can avoid paying out
substantial fines and incurring damage to its reputation. Financial institutions
manage compliance law by summarizing the legislation in a series of so-called
prescriptions and mapping them to processes in the workflow. However, financial
institutions do not make the best use of technology. They employ legal researchers
who trawl through various sources to manage information about legislative
changes and influential cases. For particularly difficult areas, they seek the
expensive guidance of lawyers expert in this field. But the information is sought on
an ad-hoc basis, is not stored and managed effectively, and not linked to termi-
nology and relevant legislation that are crucial to a true understanding of the law.

Boella et al. [1] provides a general description of Eunomos, a legal document
management system developed by the University of Turin for researching legis-
lation and legal terminology. Boella et al. [2] describes the extension of the
Eunomos ontology with a prescription data type so that a compliance officer can
view related legal requirements, accountable job roles and sanctions in one web
view. This bases on the Eunomos system and introduces in it the notion of role.
Roles have several uses in a system to support compliance:

e Prescriptions are associated with roles rather than individuals.

e Participation in processes is distributed in terms of roles.

e Permissions to access resources, primarily to information systems, are associ-
ated with roles, as in the Role Based Access Control (RBAC) methodology.

e Constraints like separation of duties are expressed in terms of roles, e.g., pre-
venting role combinations such as receiving checks (payment on account) and
approving write-offs, depositing cash and reconciling bank statements,
approving time cards and having custody of pay checks.

e Risk management is often based on the responsibilities assigned to the different
roles.

(Savigny - XIX Century)
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However, often all these dimensions are kept separate, leading to problems when
they interact. For examples, access permissions are assigned by offices which do
not have a complete picture of the evolution of who plays which role. Analogously
separation of duties fails when people change role after static verification of the
constraints. Finally—the example we will consider in this chapter—roles associ-
ated with duties in the law are not always immediately mapped onto processes of
an organization. The problem is that there is no common conceptual framework
defining the notion of a role. Ontology is the discipline in Computer Science which
studies how to provide a formal, explicit specification of a shared conceptualisa-
tion. The research question of the chapter is: how to construct an ontologically
well founded notion of role that is practical at the same time?

The methodology of this chapter is to start from the foundational work of
Boella and van der Torre [3] on roles and adapt it to a practical scenario. In this
chapter we will focus on the interplay between roles and duties and processes,
while we leave other issues as future work. Moreover, here we do not consider in
detail the ontology of processes and we abstract them as concepts with relation-
ships concerning the participants.

The intersection between legal and organisational knowledge is a difficult
domain to model in an ontology because many legal and organisational concepts
are socially constructed objects that may or may not have a close connection to
physical reality. Moreover, relating organisational roles as defined in legislation to
other concepts is impossible with classical is-a hierarchies only [4].

2 Eunomos for Compliance
2.1 The Eunomos’ Infrastructure

Eunomos is a knowledge management system that enables users to research laws
and legal concepts. Eunomos offers a highly structured framework with legislative
XML, enabling users to view relevant legislation from various sources from the
same web interface, and access a database of duties and prohibitions, annotated
with explanations in natural language, as well as an ontology of terms that are
relevant for particular domains. Each piece of legislation in the Eunomos database
is stored in accordance with the Norme in Rete (NIR) legislative XML standard
using the ITTIG CNR parser”.

The Legal Taxonomy Syllabus ontology [5] integrated in Eunomos was orig-
inally modelled on European Consumer Law, where terms can mean different
things in different languages, within European versus national jurisdictions, and

2 The conversion in the current version of the software is done using the XMLeges Marker tool
developed by Istituto di Teoria e Tecniche dell’ Informazione Giuridica (ITTIG) of Florence
(http://www.xmleges.org)
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within different domains. As such the main assumptions of the Legal Taxonomy
Syllabus ontology come from studies in comparative law and ontologies engi-
neering. Eunomos also contains an extended structure for certain concept types.
We discuss the Prescriptions and Roles extensions below.

2.2 Prescriptions

Within Eunomos, a prescription is a legal rule abstracted from legislation and
linked to information that is relevant to that particular rule. Each prescription is
necessarily connected to other concepts in the ontology by the relations:

Deontic clause: the type of prescription: obligation, prohibition, permission,
exception.

Active role: the addressee of the norm (e.g., director, employee).

Passive role: the beneficiary of the norm (e.g., customer).

Crime: the type of crime resulting from violation of the prescription, often defined
in other legislation such as the Penal Code.

Sanction: a concept describing the sanction resulting from the violation.

Figure 1 illustrates a prescription together with its links to other concepts.

Each prescription contains links to the articles of legislation in which the
prescription is defined. Note that some prescriptions can span several paragraphs
and/or articles of a piece of legislation; conversely a single paragraph within one
article can include more than one prescription. A macro-prescription can also be
stored which specifies a general principle and contains links to specific prescrip-
tions that come under this principle. For each prescription, the relevant text are
quoted and then described in natural language.

2.3 Roles

To ensure traceability and accountability, each business process is subject to
prescriptions either directly or via the links to roles and the individuals who act in
those roles, depending on whether the prescription refers to processes or roles.
Modelling roles is not as easy as it seems—how can ontologies model the fact
that roles can be held by more than one person, that roles can be vacant, that
individuals can change jobs or hold multiple roles concurrently or switch between
different roles at different times, or that roles can take on other roles. The latter is a
real issue in compliance—a general manager or managing director assumes the
role of a public officer in situations where the bank performs services in the public
interest, e.g., collecting taxes on behalf of the state, and is then subject to pre-
scriptions that apply to public officers. The issue of changing jobs can also cause
problems such as conflict of interest. For instance, the law states that the same
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Descrizione

Se i soggetti (apicall 0 sottoposti) di un ente, strumentalizzando la loro qualifica, commetiono un reato di corruzione impropria,
allora I'ente & punito con una sanzione pecuniaria fino a 200 quote, mentre I'autore dellillecito soggiace alle pene previste dall’Art.
MBep.

Medesima sanzione & riservata all'ente che, mediante uno dei suoi Hi qualificati, e un reato di istigazione alla
corruzione impropria (Art. 322 ¢.p., comma 1 & comma 3) nei confronti del pubblico ufficiale o dellincaricato di pubblico senvizio
(nelle vesti di pubblico impiegata).

Note

Autorita: Tribunale Milano sez |
Data: 18 dicembre 2008

«Lillecito dell'ente si configura - solto il profilo oggettivo - diante la i i diuna dotta di reato da parte di un soggetto
che abbia un rapporto qualificato con I'ente, dalla quale derivi un interesse o un vantaggio per I'ente medesimo. Il presupposto del
rapporto qualificato dell'ente con la persona fisica che ha posto in essere il reato, si fonda sulla teoria della immedesimazione
organica ed & posto a salvaguardia del principio della personalita della responsabilit penale. Pertanto, il soggetto apicale non
coinvolgera nella responsabilita I'ente solo ove abbia agito in modo radicalmente eterogeneo rispetto agli interessi della persona
giuridica rappresentata, cosi da determinare la interruzione stessa del rapporto organico.s

Riferimenti In relazione alla commissione dei delitti di cui agli
articoli
£ re 1930, 1 139] 318,321 @ 322, commi 1 e 3, del codice penale, si

applica la
sanzione pecuniaria fino a duecento quote.

icol
Adicolo 25, comma 1 della ©

1930, n. 139

o del 8 giugno

Adempimento creato da: Andrea Violato il 10 marzo 2011, alle 12:46:08
Ruolo passive

Huolo passivo

[ pubblica amministrazione
Ruolo attive

Aggiungi Ruolo attivo
Hente

Sanzione

B sanzione pecuniaria fino a 200 quote

Fig. 1 The description of a prescription with the related concepts

person cannot approve their own expenses. However it is perfectly conceivable
that an employee might submit an expenses claim as a sales representative, move
to an expenses administration role, and end up monitoring their own expenses
claims.

Even if it is well recognized that roles are a representation primitive which
should be described in the meta-ontology, we adopt a pattern based approach
which allows roles to be expressed in current ontology formats such as Web
Ontology Language (OWL), the de facto standard language for ontology. This not
only simplifies the adoption of the notion of roles but also allows roles to be
integrated with legacy systems.

In this chapter we use as an example a subtle interaction between roles con-
cerning prescriptions and roles concerning processes.

In art. 318 of the Penal Code “public officers* or persons involved in functions
of public service (pubblica utilita) are subject to obligations to prevent corruption.
This norm would not appear to be relevant for a private institution like a bank.
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However, in Italy, there is a relationship, since banks can provide functions of
public service, and banks need to know which employees are subject to these
obligations. We can make this reasoning only by analysing which roles in the
organization participate in processes which can be considered a public service: the
reasoning pattern is that the subjects (here called activeRole) of the obligations are
not only agents playing the role of public officer, but also further roles (e.g., bank
director) when they are considered as public officers, due to the kind of processes
they are involved into.

Note that there are several complexities concerning the meanings of the term
“role” in this example. First of all, we have the notion of social role, an individual of
type agentive entity, which is part of an organization. E.g., the director is a role of a
bank and public officer a role of the public administration. The second issue is the
notion of a participant in a process, a processual role. There are subtle interplays
between these two notions. On the one hand, processual roles connect processes to
social roles: e.g., the bank director (a social role) is the activeRole of the process of
giving loans or collecting taxes. On the other hand, as agentive entities, social roles
such as bank director can play other social roles. Hence, the bank director plays the
role of public officer when involved in some process. Due to the anti-rigidity of this
property (i.e., it can change over time), the director cannot be considered as a
specification of public officer so the former is not connected to the latter in the “is-a”
hierarchy but by a playerOf relation. Note that in our model it is the director role
instance which is playing the role of public officer and not the directly the person
who is acting as director: the rationale is that in the latter case we would lose the
intuition that the person is a public officer only gua director.

To model these distinctions, we resort to two patterns for modelling roles in
ontologies. The first is to model processual roles, with a simplified view of roles.
The other is to model social roles in a full fledged mode. To model processual roles
we regard them as properties or relations, without introducing a proper role con-
cept to be instantiated. E.g., the active role is represented with an activeRole
property. Its domain and range represent the context on which the role depends and
the potential players that can play the role, respectively. Therefore, the role makes
sense only if individuals of the process and players exist.

We adopt the same solution for roles concerning prescriptions: active and
passive roles. Using [6]’s terminology, we call them relational roles.

Meanwhile, social roles, since they are individuals, are modelled using a more
complex pattern (see Fig. 2). We introduce role concepts, and specifications of that
class, e.g., director. Roles are related to a context, the organization class via a
roleOf relation and their possible players are connected via a playerOf relation
(a person in the case of a director). On the one hand, role concepts are associated
with an organization concept which provides the context of the role. On the other
hand, they are also associated with the class of the player, creating a restriction on
the possible players. The introduction of role concepts means that the roles are
treated as instances separated from the instance of their players. This allows
properties to be associated with the role, which are different from that of the
player. Moreover, it allows for identity of roles (thereby addressing the so-called
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counting problem) and the possibility that an individual can play multiple roles:
this is represented by connecting the same individual as the player of several role
instances. Dynamics of roles (players can stop playing roles) is ensured by
changing the playerOf relationship.

Since Eunomos uses a lightweight ontology, in our model we do not consider
explicitly restrictions on fillers of relations. However, constraints are ensured at the
level of the insertion and modification interfaces and at the level of database, with a
system of triggers for ensuring consistency. The reason for this is that roles have
been added to a legacy system which started with the Legal Taxonomy Syllabus
whose first aim is the acceptability to law scholars and practitioners. For example, a
role instance must be always connected to an instance of an organization by a roleOf
relation and to an instance of a class connected by the playerOf relation to the role
class. Thus, the latter arrow in the figure does not mean that the instances of a player
class must be always connected to an instance of the role class, since roles are anti-
rigid by definition. Moreover, roles can be played by instances of different classes.

Figure 2 illustrates the example about public officers. On the top left corner we
have the role concept associated with its context: an organization related with the
roleOf relation. Each role can belong only to one organization, due to definitional
dependence, while organizations can have multiple roles. However, as discussed
above, we do not have such explicit constraint in the ontology. Each specialization
of the role concept is related to a specialization of the organization class. In the
figure, the director role is associated with a bank. Instances of director roles can be
played only by instances of persons (see the playerOf relation). The director role
participates in the process of collecting taxes with the processual role activeRole.
Note that this process is also considered a public service besides being a process of
a bank (processOf).

processOf

roleOf

roleOf

activeRole

prescription
isa
activeRole
no corruption
passiveRole

Fig. 2 The ontology of roles.



458 G. Boella et al.

Analogously, the public officer role is a role of the public administration and
can be played only by persons. The public officer is subject to the obligation not to
be corrupted. The relation between the prescription and the social role of public
officer is similar to the processual roles: the public officer is the active role in the
prescription, while the public administration is the passive role (i.e., the benefi-
ciary of the obligation). For simplicity we do not represent in the figure the link
between processes and the organizations defining them: e.g., a public service is a
process within a public organization. The link with the regulations (Art. 318 of
Penal code) is not illustrated in the figure, but it is an essential component of
Eunomos’ ontology.

Coming to the main question of the example, the bank can understand who is
subject in the bank to the prescription against corruption when there is a link
playerOf between an instance of the role director and and one of the role public
officer, a link which must be set when a director plays the role of public officer in
the context of a process which is a public service.

The key to unravelling these problems is to look at the context—namely pre-
scriptions, process universals and process instances. Prescriptions are assigned
active and passive role relations to universal role concepts which are defined by
the law. Universal processes are assigned active and passive role relations to
universal role concepts defined by the organisation. Instance processes are
assigned active and passive role relations to instances of roles defined by the
organisation.

3 Related Work and Conclusions

There is a wealth of literature about roles [7], and we will focus here on only the
most relevant work. The distinction between processual and social roles is inspired
by Loebe [6], however we have a simplified view of processual roles in our model.
Loebe [6], for the sake of generality proposes a unified model of processual and
social roles, in which the former also have instances of role concepts. In our model
processual roles are modelled as relations connecting processes (and prescriptions)
to the players (which happen to be social roles). The model is very similar to the
one of HOZO [8], with the exception that we do not model the aggregation of the
role instance and the role player. In particular, we are inspired by the HOZO
philosophy of mapping the notion of role onto traditional ontology patterns.

We have described a practical use of an ontological model of roles within a
legal monitoring system for regulatory compliance. The basic ontology of pre-
scriptions for compliance as described in [2] is suitable not only for navigating
conceptual terms and linking to source legislation in a highly complex area of the
law but also for managing structured information about the ever-evolving series of
prescriptions that apply to the financial sector. This chapter has discussed a further
extension to the ontology to reason about roles so as to enable monitoring of actual
processes and ensure accountability on an individual level.
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