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Abstract. This chapter provides an overview on several techniques used for
surface imaging, including SQUIDs, Hall-effect sensors, Giant magneto-
impedance sensors, and magnetoresistive (MR) sensors. Among all magnetic
field sensors, only SQUIDs and MR devices have the potential to localize
buried and non-visual field sources (such as defects in integrated circuits or
magnetic field sources in biological environments. In particular, we describe
how MR sensors have been used with advantage for integrated circuit (IC)
mapping, with resolution below 500 nm and sensitivity to detect currents as low
as 50 nA and have been used for many applications requiring low magnetic
field detection. Challenges and experimental considerations on integration of
MR sensors on a commercial analysis tool are provided here. Examples
obtained with real devices demonstrate how Scanning Magnetic Microscopy
has become an established failure analysis technique for visualizing current
paths in microelectronic devices.

1 Introduction

In recent years has become essential to ensure the reliability, integrity and safety of
systems in industry (nuclear, petrochemical, gas) and transport (aeronautics, railway,
automotive) sectors. The detection of generation, propagation and failure of a defect
in metallic parts is highly desirable, enabling a significant reduction of maintenance
costs and consequently improving profit and productivity.

Non destructive testing (NDT) meets this challenge gathering methods to provide
information on the health of a structure without impairing its future usefulness.
Currently, conventional NDT techniques rely on eddy current (EC) inspection,
ultrasonic, and acoustic emission. EC inspection is widespread, ensuring subjacent or
surface-breaking flaws detection. EC-NDT works by inducing electrical currents in
the structure under test with an electromagnetic field, and thus cracks within the
structure distort the EC flow enabling its detection. Nevertheless, EC NDT using
traditional inductive sensors has shown difficulty in locating hidden buried defects,
low spatial resolution and slow speed of inspection.

Nowadays, the EC inspection method is undergoing a rapid change to answer
industry specifications in terms of product quality and cost saving, focusing on the

C. Reig et al.: Giant Magnetoresistance (GMR) Sensors, SSMI 6, pp. 275-p99]
DOI: 10.1007/978-3-642-37172-1_11  © Springer-Verlag Berlin Heidelberg 2013



276 D.C. Leitdo et al.

detection of small (< 100 um) and deep flaws (buried under several mm), while
decreasing the inspection time.

Among the existent magnetic field detection techniques, only superconducting
quantum interference devices (SQUID) [1-3] and magnetoresistive (MR) [4, 5] devices
have the potential to localize buried and non-visual field sources. SQUID sensitivity
translates to the following in terms of maximum depth and minimum current: 18 pA
currents can be detected 1 mm away with a SNR ratio better than 5 [1-3]. Lowering
the scanning distance lowers the minimum detectable current: ~ 200 nA can be
detected at a distance of 300 pm. Alternatively, increasing the current facilitates
detection at a greater distance; for example, 1 mA of current can be detected 54 mm
away. However, the extremely high field sensitivity of the SQUID compromises
the spatial resolution, and requires complicated apparatus for operation at low
temperatures.

These drawbacks motivated the search for alternative NDT methods, such as MR
sensors. The excellent spatial resolution of MR sensors has been used with advantage
[5]. Their potential for NDT has been addressed in experimental systems namely the
detection of cracks on 20 mm thick aluminum [2], to locate and characterize small
surface cracks [6], in the evaluation of metal medical implants for invisible cracks [7],
inspection of printed circuit boards [8] and detection of hidden corrosion [9]. The
detection of very small magnetic fields with high spatial resolution, makes MR
sensors ideal for NDT [10, 12, 13] but also for biosensors [11, 13], precision position
sensing, document validation [12] and magnetic imaging [14].

Nowadays, the miniaturization levels required in the electronics industry has
resulted in complex packaging solutions [15]. Therefore, the difficulty in imaging
buried defects or flaws in complicated packaging schemes with multiple stacked
devices has increased significantly [Figure 1]. Also, notice that intricate die level
analysis is ever more challenging, targeting the accurate detection of buried
metallization layers such as 8 to 10 levels down from the chip surface [1, 2, 16].
Currently used non-destructive techniques to detect electrical fails in such complex
microelectronic package technologies include Scanning Acoustic Microscopy [16, 17],
Scanning SQUID Microscopy [2] and magnetoresistive microscopes [18, 19].
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Fig. 1. Example of packaging inspection. Reprinted from Ref. [15] Copyright (2004), with
permission from Elsevier.
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Next sections will describe briefly some examples where these techniques have
been used with advantage for mapping. Finally, section 3.4 will describe how MR
sensors have been used for this purpose at an industrial level.

2 Imaging Sensors Devices: Overview

2.1  Flux Sensors

2.1.1 SQUIDs

A scanning superconducting quantum interference device (SQUID) incorporates a
superconducting loop containing one or two Josephson junctions. The Josephson
junction consists of a thin insulating layer (or constriction) between two
superconductors [20, 21]. Overall, when the superconducting loop is submitted to a
change in the applied flux applied, a phase difference across the junction will appear
due to flowing currents.

In contrast to Hall probes or MR devices where the field sensitivity is nearly
independent of the sensing area, in SQUIDs magnetic field sensitivity scales with 1/a>
(a is the diameter of the sensing area) [20, 22]. Typically, commercial DC SQUIDs
exhibit a magnetic field noise of ~ 10 fT/NHz [20, 21], still for NDT even small
amounts of position noise during scanning can cause significant degradation of the
obtained images [23]. Nevertheless, and although SQUIDs provide an extreme
sensitivity, they bear the main disadvantage of operating at cryogenic temperatures, at
least 77 K for high-T¢ superconductors [20].

Several reports using particular designs for highly sensitive scanning SQUID
microscope allowed direct observation flux quanta in high-T¢ superconducting rings
[24, 25]. SQUID microscopy has been used for visualization of magnetic structures at
77 K with a spatial resolution of about 30 x 10® m in the vertical component of the
magnetic field [28]. Still, recent research on scanning SQUID microscopy focus on
room temperature samples, where the main developments target improvements in
hardware or software to achieve better spatial resolution [26, 27]. Fong et al. were
able to image magnetic fields of room-temperature samples with sub-millimeter
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Fig. 2. Time trace of the transmembrane potential and the magnetic field recorded from a rabbit
heart (Figure 10 of Ref. [26]). Reprinted with permission from Ref. [26] Copyright (2005),
American Institute of Physics.
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resolution. Their low-T¢ multiloop SQUID sensor provided a field sensitivity of 1.5 x
102 TAHz, for frequencies above 100 Hz. Figure 2 displays action currents in
cardiac tissue imaged by such device. The authors reported field sensitivities on the
order of 180 x 10" T/VHz for an optimized 1 mm multiloop SQUID sensor [26].

2.2 Field Sensors

2.2.1 Hall-Effect Sensors

Scanning Hall probe microscopy (SHPM) [29, 30] allows a noninvasive detection of
surface magnetic fields. This technique is based on Hall Effect probes, where the
changes of the external magnetic field translate into changes in the sensor output
voltage [31]. With a theoretical field sensitivity of 2 nT/\NHz [32], SHPM offers a
lower sensitivity than SQUID, but allows for nanometer-scale spatial resolution [30],
works under variable temperature and variable magnetic field conditions. Figure 3
(left) shows an example of a nano-Hall sensor design [33]. Oral et al. described a low-
noise SHPM with a magnetic field sensitivity of ~ 2.9 x 10® T/VHz at 77 K and a
spatial resolution of ~ 0.85 um [30]. The same system was successfully operated at
room temperature with a magnetic field resolution of ~ 3.8 x 10°® T/VHz [30, 34]. In
addition, Howells et al. showed a high-resolution imaging of a magnetic media at
77 K with a SHPM system displaying a magnetic field sensitivity of 30 x 10 T/NHz
and spatial resolution of 0.8 um [Figure 3(right)] [35].

Chang et al. introduced a hybrid Hall/STM microscope which provided a magnetic
field sensitivity of ~ 10° T and a spatial resolution ~ 0.35 pum [36], whilst an
optimized planar Hall effect magnetic sensor exhibited a field detection level down to
10°T [37].

Recently, nanometric Hall sensors with dimensions of ~ 50 nm [Figure 3 (left)]
were incorporated into a room temperature SHPM exhibiting an optimum magnetic
field sensitivity of 8.0 x 10” T/ANHz [33]; quantification of the spatial resolution was
lacking. Although electron-beam lithography allows one to prepare sensors with lateral
sizes down to the nanoscale range, effective lateral resolution of such a scanning
sensor is limited by sensor-sample distance. When the sample is near the end of a
measuring tip, its tilting can displace the sensor by hundreds of nanometers, being this
the limiting factor of the resolution [38]. However, careful design of the sensor in
recent systems claimed a minimum detection size of 80 nm [39].

SHPM systems can be built by attaching a suitable sensor to a commercial table-
top AFM [40]. But many SHPM systems are developed to image superconducting
materials and must work at cryogenic temperatures [42]. Several authors worked to
overcome the small scan range of cooled piezoelectric crystals, either by using
stepping motors effectively increasing the range to the centimeter scale [43-45]
or by keeping piezoelectric scanner at room temperature while the sample is cooled
[41]. Also, in order to reduce the infrastructure needed to operate the systems, others
integrated a Stirling cycle refrigeration system allowing the operation at 35 K without
the need for cryogenic fluids [46].

Most SHPM systems actually measure the component of the magnetic field
perpendicular to the plane of the sample. Using three sensors patterned onto a
pyramidal-shaped mesa, Fedor et al. [47] developed a SHPM system measuring the
three components of the magnetic field.
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Fig. 3. (left) Nanometric Hall probe (from Ref. [33]). Copyright 2004 The Japan Society of
Applied Physics. (middle; rigth) SHPM image at 77 K and simultaneous STM image. Reprinted
from Ref. [35], Copyright (1999), with permission from Elsevier.

2.2.2 Giant Magneto Impedance Sensors

When a magnetic field is applied to a soft ferromagnetic conductor which is in turn
subjected to a small alternating current (AC), a large change in the AC complex
impedance of the conductor is visible [48]. This effect is known as Giant magneto-
impedance (GMI) and is the base of GMI sensors, typically made of in metal-based
amorphous alloys [48-50]. Although a field sensitivity of a typical GMI sensor can
reach a value as high as 500 %/Oe [48, 52], the large size required for the sensing
element restricts its spatial resolution [53, 54]. Nevertheless, since the GMI response
strongly depends on the composition and shape of the sensor core a double-core GMI
sensor based on Co-based amorphous magnetic wires, with reduced size has shown
improved sensitivity [55]. The high magnetic field sensitivity of GMI sensors has
already proved important in microstructural characterization at close proximity of the
samples [56], being also used for detection surface of cracks [53], corrosion defects
[56] and embedded flaws [57].

2.2.3 Comparison Table
In table 1 one compares figures of merit of selected sensors discussed above.

3 Magnetoresistive Sensors in Imaging and Scanning
Microscopy

The spatial resolution of MR microscopy depends directly on the dimensions of the
MR sensor, which in contrast to previously discussed sensors, is readily scalable
through fabrication techniques. Furthermore, NDT imaging systems strongly profit
from measuring distinctively the 3 components of the magnetic field along distinct
directions. Such configuration is easily achieved with engineered MR sensors design.
The latter, together with the relatively low cost and ease of implementation of such
sensors and their ability of detecting very small magnetic fields give MR devices
significant advantages over other magnetic imaging techniques such as SQUID, Hall
sensors or Magnetic Force Microscopies.
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Table 1. Details and figures of merit concerning NDT sensors, namely SQUID, GMI and Hall
probes

Sensor| Particularities Sensitivity/ Field Spatial Resolution | Ref.
Detection
AlGaAs/InGaAs/ | 4 x 107 T/NHz @ 300 K 0.08 um [39]
GaAs
5 pum patterned 1 x 107 TAHz 5 um [44]
8 GaAs/AlGaAs @ 4.2-300 K
o
A 2| Submicron Hall |~29x 10°TWHz @ 77K ~0.85 pm [30]
£ 2 probe ~3.8x 10° TAHz [34]
28 GaAs/AlGaAs @ 300K
=
8 hybrid Hall- ~0.36 x 10 TAHz ~0.35 um [36]
©n sensor/STM- @42K
positioning
Planar Hall effect | 300 VT'A' @ 300 K N/A [37]
FeNi on Si(100)
5 Amorphous wire | Up to 500 %/Oe @ 300 K Low and size [52]
é based dependent
&)
high-T¢ N/A 30 um (magnetic | [28]
% o superconducting field vertical
o component)
wn
o0 % low-T¢ niobium 1.5 x 102 TAHz 80 um (sensor | [26]
g é bare diameter)
§ low-T¢ niobium | 480—180 x 10" T/AHz | 250 um-1mm | [26]
multiloop (sensor diameter)

The idea of using MR sensors as element to detect magnetic stray fields stems from
the widely implemented hard-disk-heads, typically used to read information from hard
disk media. In fact, the first reports concerning scanning MR microscopy used
commercial MR record/playback heads as sensing elements which were raster
scanned over particular magnetic samples [58-61]. Following these studies, the MR
microscope system has been adapted to perform magnetic domain imaging on steel
sheets [62] and nondestructive testing of materials [63]. Application of magnetic
imaging to other research fields include the detection of defects in metallic plates
[64, 65], in aircraft structures [66] and metallic containers used in nuclear power
plants [67] showing ability to detect defects embedded 7 mm inside the metal, and
land mine buried up to 8 cm inside the ground [68].
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In particular, GMR based sensors have been successfully used in EC testing of
nonmagnetic metals accurately detecting small surface-breaking cracks [7]. These
probes had small dimensions and high sensitivities (220 mV/mT) with resolutions of
10 uT over a broad frequency range. Besides GMR, other types of magnetoresistive
sensors are also used for the imaging applications such as anisotropic
magnetoresistance (AMR) [69] and tunnel magnetoresistance (TMR) [70], although
the first being the most used in current works. Still, AMR effect sensors are actively
used in imaging either for scanning MR microscopy [71] or in multichannel scanning
systems [72].

3.1  Arrays of Individual MR Sensors

When more than one individual sensor is located on a chip, the additional available
information allows imaging and scanning of larger areas, and determining the location
of magnetic objects. The use of arrays can provide substantial gains of scanning
speed, or even remove the need for scanning and of moving parts altogether. Notice
that, scanning over a surface or volume using a single sensor has the advantage of
being an uniform measurement, while in arrays of magnetic sensors a dispersion in
their properties of magnetic sensors will be reflected in the final result. Also, in the
case of the scanning technique one is allowed to choose the spatial resolution by
setting appropriate scanning speed and data acquisition rate, whereas an array
provides a fixed value where the minimum distance is physically set by the individual
sensor size, or by the size of each bridge arrangement of sensors. To compensate for
the granularity and enhance the visual output, isolines of interpolated data can be used
[73]. On the other hand, scanning systems often show line to line differences, which
can be addressed during post-process data by a digital 3x3 low-pass convolution filter
[74] or by other functions available in scanning-probe data analysis software. Another
possibility to measure distances smaller than those provided by the sensor spacing
resorts to the use of a fixed array together with a scanning system, the latter providing
small displacements [75].

Due to fabrication reasons, most works use in-line or in-plane sensors. However,
sensors can be disposed on a molded shape, allowing field imaging of industrial parts
with known shapes [75]. The easiest way to obtain an array of sensors is to arrange
discrete commercial sensors. Cano et al. [72] used 16 commercials in-line AMR
sensors spaced by 5 mm, to scan in one direction over the surface of a magnetized
sample with a magnetic field resolution of 0.1 pT. The same authors later used a
scanning device equipped with 3 sensors with a smaller measurable field of 10 nT and
with the capability to image the three components of the magnetic field by scanning
over a surface. Other works extended the scanning method to the measurement of a
volume using a three-axis stepper motor system [73]. As usually a MR sensor is
sensitive to only one component of the field. However, the use of triple-axis
magnetometers provides complementary information which can prove essential when
a defect can be clearly evidenced in a specific field component [70].

When discrete sensors are used together, a higher data throughput can be obtained,
but at the expense of complex wiring and control electronics. Moreover, and due to its
compatibility with CMOS technology, a complete device can incorporate signal
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Fig. 4. (left) Example of a 16 element array. Reprinted with permission from Ref. [5].
Copyright (2003), American Institute of Physics. (right) Example of a sensor array
measurement set-up. Reprinted with permission from Ref. [72]. Copyright (2005), American
Institute of Physics.

conditioning and logic features besides the micrometer-scale MR sensor providing an
optimized overall system performance [5]. In fact, large-scale integration of these
sensors boosted a strong progress on the materials side, as smaller and denser
elements required higher magnetic anisotropy [76]. Furthermore, intense research
effort in large MR sensor arrays is devoted to assays [77], with an emphasis in
compatibility with spotter technology [78, 79]. Additional works on biomedical
applications focus also on simultaneous measurement of several sensors to provide
imaging of biological samples or kinetics in solution [80].

3.2  Gradiometer Configuration

In a gradiometer, two magnetic elements are present and the signal measured depends
on the difference of the magnetic fields at the two positions. Indeck et al. [81]
introduced a magnetoresistive gradiometer composed of two MR sensors connected in
a Wheatstone bridge, showing a reduction of thermal drift by one order of magnitude.
In the case of a single MR sensor connected within a bridge in magnetometer
configuration, magnetic shields are commonly used to render particular sensors
insensitive. In the case of a gradiometer, these shields are often not required as two
active sensors are used. Moreover, pairs of sensors in gradiometers configuration can
be arranged in arrays for faster scanning or imaging.

Since two sensors are used for each measurement point, specific geometric
considerations have to be taken into account, e.g. while scanning along a defect, the
width of one sensor cannot exceed half the size of the smallest defect to be detected
[82]. Such configurations can be used in the non-destructive control of metal parts to
detect cracks [83] or inclusions of non-magnetic materials [84].

3.3 Cantilever MR Probes

MR sensors either AMR or GMR based, have already been used in scanning MR
microscopy integrated in the back side of a cantilever [Figure 5]. In these systems,
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the sensor measures the magnetic fields while the cantilever detects the surface
morphology [85, 86]. For hybrid AMR cantilever a lateral spatial resolution of a few
mm and a field sensitivity of 0.17 mT were reported [85]. Recently, Sahoo et al. [87]
used the MR sensor to detect the cantilever displacement, instead of the typical
optical or piezoelectric detection modes. In this case, one aims to translate the
cantilever displacement into a change in the magnetic field sensed by a MR sensor in
close proximity. Here, MR sensors offer the advantages of high bandwidth (in excess
of 1 MHz), small form factor, straightforward integration and scalability providing a
route for high-throughput scanning probe microscope devices. The proposed solutions
by Sahoo er al. rely on having a micromagnet attached to the end of the moving
cantilever and a MR sensor placed at a fixed position relative to the cantilever [Figure
5]. Hence, a change in the cantilever position will induce a change in the magnetic
field created by the micromagnet on the sensing layer of the MR probe, thus changing
its resistance. Figure 5 (bottom) shows MR scanning probe microscopy contact-mode
imaging of a surface using one of the architecture suggested in Ref. [87]. The authors
envisaged a resolution of 84 pm achieved over a bandwidth of 1 MHz, overcoming
the 200 pm (over 1 MHz) achievable using optical means in state-of-the-art AFMs.
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Fig. 5. (top) Examples of hybrid cantilever/MR sensor designs. (top-left) Reprinted with
permission from Ref [85]. Copyright (2002), American Institute of Physics. (top-rigth)
Reprinted with permission from Ref [87]. Copyright (2011), Institute of Physics (IOP).
(bottom) Output of a MR-SPM system operating in contact mode. Reprinted with permission
from Ref [87]. Copyright (2011), Institute of Physics (IOP).
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3.4  Comparison of MR Sensors

The following table compares the distinct particularities and performance of selected
MR based devices for NDT.

Table 2. Details and figures of merit multiple MR sensors

Particularities and details Sensitivity | Field Detection | Ref.
Isolated Sensor conventional 0.04 %/G
Multilayer low hysteresis 0.07 %/G N/A
high sensitivity 0.2 %/G
half-bridge conventional | 0.2 mV/V/G | 20 nV/nT 5]
Multilayer @10V
low hysteresis 0.35 25 nV/nT
" mV/V/G @ioVv
§ high sensitivity 1.0 mV/V/G 100 nV/nT
5 @10V
90}
° TMR 40 % TMR; 1.5 nm | 30 mV/V/G |3 mV/nT @10V | [103]
g=) AlLQ, barrier
£ Phillips AMR thin film 0.1 uT N/A [72]
b KMZI10A NiFe
[=}
&b (16 channel)
= Bridge AMR; 0.l mT@ 20 nT/VHz [102]
configuration | Ta/Ru/IrMn/Ru/Ni | 8 kscans/s.
of 4 barber pole Fe/Ta
256 channel;
- GMR 10 uT 220 mV/mT (7]
Hybrid Sensor/ | AMR; 40 nm-thick | 0.17 mT N/A [85]
Cantilever NiFe

4 Magnetoresistive Microscopy for Die Level Fault

Test and Failure Analysis (FA) of integrated circuits (IC) and micro-devices is
becoming an increasingly complex science. The ever-shrinking nature of the silicon
technology and increased complexity of design and packaging has been making the
search of root cause failure a difficult problem. This has forced the industry over the
years to search for new techniques and tools to find defects that require increased sub-
micron resolution with lower power consumption and more difficult access to circuits
and transistors because of increased levels of metallization involved. To complicate
things even more, in addition to the miniaturization trend, the need to expand
functionality, form factor and real-state management and faster connections have
pushed the industry to develop complex 3D package integration. This 3D circuit
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Fig. 6. Several examples of complex packaging

technology includes System-in-Package (SiP), wafer-level packaging, through-
Silicon-vias (TSV), stacked-die and flex packages among others that calls for vertical
stacking of multiple dies, fully integrated interconnects within Silicon and
multiplication of opaque and metal layers, as exemplified in Figure 6.

The presence of buried, non-visual defects has forced scientist and engineers to
develop new techniques to locate the failure location and to innovate in existing ones
in order to keep pace with the trends and needs of the semiconductor industry and
consequently, there is a myriad of acronyms right now for all the different techniques
being currently used by the FA community. Complexities of present-day and future
designs require use of nondestructive, non-contact fault isolation tools and techniques
capable of guiding the FA engineer accurately, reliably, and quickly through multiple
layers to the failure location.

Among them, magnetic field imaging, using SQUIDs as the sensing element, was
introduced in 1998 [88] as a way to detect short circuit failures in ICs. The principle is
very simple: the circuit of interest in the device under test (DUT) is powered up. The
current generates a magnetic field around it and this magnetic field is detected
by a sensor above the device. The sample is raster scanned and magnetic field is
acquired at determined steps providing a magnetic image of the field distribution.
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This magnetic field data is typically processed using an standard inversion technique
[27, 89] to obtain a current density map of the device. The resulting current map can
then be compared to a circuit diagram, an optical or infrared image, or a non-failing
part to determine the fault location. In this sense, magnetic field imaging allows the
Engineer to “see” what the current is doing in the DUT. Recent advances expanding
the bandwidth of operation of SQUID sensors has allowed the localization of open
circuit failures by detecting radio-frequency (RF) magnetic fields [1, 90].

The main advantage of magnetic imaging is that is a fully non-destructive, non-
invasive, contact-less technique. In addition, magnetic signals generated by the
current in the device under test pass unaffected by virtually all materials used in
modern packaging technologies. It can thus see through multiple layers of metal,
insulator and even multiple dies vertically stacked. All this makes magnetic imaging
an excellent technique for Fault Isolation (FI) of defects and it is currently established
as a standard technique for isolating shorts, leakages and high resistance defects in
packages and die, as well as distinguishing between package-level and die-level
defects [2, 16, 92-96].

As SQUIDs operate at cryogenic temperatures (typically at 77 K for high-
temperature superconductors), they need to be isolated from the environment by an
enclosure under vacuum while the DUT is raster scanned, at room temperature, under
the sensor. The presence of the enclosure limits how close to the surface one can scan
a sample. Ultimately, resolution is limited by the scanning distance or the sensor size
and thus, SQUID imaging resolution is limited to about 25 um lateral resolution for
typical scanning distances and device thicknesses.

In FA, though, resolution is linked to failure localization accuracy, being this a
better descriptor of a technique's capability. Failure localization accuracy is defined as
the ability to correlate a defect through physical deprocessing results with the
signature obtained from the fault isolation tool to meet or exceed some expected
resolution. These two terms, lateral resolution and defect localization accuracy are
often used to refer to the same concept: how good can a tool or technique physically
locate the defect.

Magnetic imaging as applied to FI normally uses the processed current density
image to pinpoint the failure location. Because of this, a peak localization technique
allows, by use of software, to improve defect localization to about 3 pm.

Using magnetic imaging for FA imposes demanding restrictions on the type of
sensor that can be used. There are three main requirements that are linked: need of
high resolution, high magnetic field sensitivity (and thus, low noise figures) and the
geometry of the sensor itself.

As stated before, SQUID sensors provide very high sensitivity and resolution in the
few microns, making them ideal for packaged devices. They also provide coarse
localization for die-level fault isolation. They lack, however, the submicron resolution
required for die-level analysis. MR-based sensors on the other hand can be
manufactured in small sizes, they operate at room temperature and noise figures have
improved substantially in the recent years to provide enough sensitivity to be usable
for FA [3, 12, 97-101]. Furthermore, they can be fabricated in a tapered-tip shape
which allows for getting close to wirebonds or probe needles in front-side scanning
situations as well as scanning in milled-out cavities [12].
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4.1  Sensitivity

The key figure of merit for sensitivity in FA is minimum current detection. The reason
is that the own nature of the defect can make it very sensitive to applied current or
voltage and in some situations, too large voltage or current can result in the
destruction of the defect or “healing” of the device. Besides that, different devices
have different requirements in terms of limiting voltage and current. In general, FA
Engineers tend to be on the safe side and restrict the current levels to < 1 mA with 20
mA to be typically considered too high. In addition, the need to locate defect leakage
currents which can be as low as 20 nA imposes additional restrictions to the sensor
sensitivity.

On the other hand, for magnetic imaging, the key figure is magnetic field
sensitivity. There are two components to determine the magnetic field sensitivity
when it comes to magnetic field scanning for FA: the intrinsic noise figure of the
magnetic sensor used and the overall signal-to-noise ratio (S/N) for the image
acquisition equipment. We will consider the second to be optimized for the
application and identical for different type of sensors allowing us to just focus on
intrinsic sensor noise figures.

The link between magnetic field sensitivity and minimum detectable current is
obviously the distance from the current source to the sensor. For fixed scanning
distance (that is, sensor-to-current distance), the sensor with better magnetic field
sensitivity (lower noise figure) will allow for the lowest detectable current, making it
the most desirable.

MR sensors used for magnetic field imaging in FA are typically based on a spin-
valve (SV) or a magnetic tunnel junction (MTJ) device. Although MT]J sensors have
larger response as compared to SV, the comparatively simple design, low voltage
noise, high yield, and robust physical characteristics of SV sensors make them
attractive for initial development and integration in commercial magnetic field
microscopes [12, 101].

For practical imaging applications, the field noise of the sensor provides the best
figure of merit for a sensitivity comparison and can be measured the same way for all
sensors, including SQUIDs. Field noise measurements represent the minimum field
that can be measured at a given frequency above the noise floor of the sensor and
associated electronics. Figure 7 shows noise data for a SQUID, MTJ, commercial SV
(hard-drive head), and an optimized SV sensor for failure analysis.

The SV and MTJ sensors only reach a white noise response beyond the upper end
of this frequency range, so there is a steady improvement as a function of frequency.
At 10 kHz, the MTJ sensor has a noise level of approximately 1 nT/NHz. The
optimized SV sensors have a noise level of approximately 6 nT/NHz, 2 orders of
magnitude better than SV hard-drive heads, which have a noise level of 900 nT/NHz
at 10 kHz. These noise figure improvements directly translate into improvements in
minimum current detectability in magnetic field imaging. For identical image S/N, the
amount of current required scales directly with the noise level of the sensor.
For example, an image of a circuit carrying 2 pArms imaged with an optimized SV
sensor would require, under identical configuration and conditions, approximately
300 pArms to obtain the same quality image with a SV hard-drive sensor.
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Fig. 7. Magnetic field noise as a function of frequency for SQUIDs, SV hard-drive heads,
optimized SV sensors, and MTJs. Optimized SV sensors show 2 orders of improvement over
conventional MR hard-drive heads.

MM
capacitor

Fig. 8. (left) Current density image from backside scanning decreasing the current for a 5 um
thinned down die. (right) Zoom in detail of the current path at the defect MIM capacitor. The
current image is overlaid with the infra-red (IR) image of the die. Images courtesy of M.
Hechtl, Infineon.
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The effect of current into the resulting images acquired with SV MR sensors has
been widely studied. An excellent example was presented in the paper by M. Hechtl
[100] and can be summarized in Figure 8(left) showing current density images from
identical scans from the back side of a flip-chip mounted IC. A 5 pm-thick thinned
down die was scanned using a commercial magnetic field imaging system. Identical
scans were acquired except for varying the current for each scan from 1 mA to 25 HA.
The impact of reducing the current on the sharpness, resolution and clarity of the
images is evident.

Figure 8(right) shows the actual defect location, a defective MIM capacitor that
was shorted. Two things are worth noticing: first, the SV sensor has enough sensitivity
to locate the defect when applying just 25 pA of current to the device, as seen by the
presence of the bright current paths produced by the short. The intensity of the
current seen on the zoomed image on the MIM capacitor actually reveal that even
lower current could have been used and the defect could have still been detected.
Although details on the circuit parts that carry less current are vanishing progressively
as the current decreases, just 1 mA of current is enough to reveal many details of the
circuitry. Second, sensitivity and resolution are linked together. The lower the current,
the less details of the circuit can be obtained.

The same author also did a study on how distance impacts current detectability and
resolution. Figure 9(left) shows current density images for the same device scanned
from the back side. In this case, the die was thinned down from 200 pm to 5 um while
all other conditions were kept identical. Obviously, the thinner the die, the closer the
sensor-to-current distance.

MIM
capacitor

Fig. 9. (left) Current density image detected by the SV sensor at a current of 1 mA for different
die thickness. (right) Zoom in detail of the current path at the defect MIM capacitor. The current
image overlaid with the infra-red (IR) image of the die. Images courtesy of M. Hechtl, Infineon.
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A large portion of the path structure can be identified by comparison with the top
metallization layout of the interposer and only some short metal line of the bottom
interposer layer is involved in the current path shown, appearing as blurred, as it is
farthest away from the scanning sensor. At about 75 um, the rectangular shape of the
on-die current paths are distinct enough, a clear sign of resolution improvement.

It is remarkable that the image reveals not only on-die currents but also interposed
current paths that are further away.

4.2  Resolution and Sensor Geometry

The resolution, d, for a sensor is proportional to the sensor-to-current distance, z, and
the lateral dimensions, w, of the sensing area as d ~ (4 2+ Wz)o.s. MR sensors, with
active sensing dimension along the scanning direction smaller than 50 nm, are thus
capable of sub-micron resolution if allowed to scan in close proximity with the circuit
under investigation. In principle, this makes them ideal candidates for front-side
scanning providing nano-scale resolution but for actual device scanning, equally
important to sensitivity and resolution is probe tip geometry. The reason for this is
that real life device scanning requires electrical connection to the circuit that is done
by either using probe needles, or, in the case of packaged devices, wirebonding to the
package interconnect. Furthermore, for backside or packaged devices with no direct
access to the circuitry, sometimes it is necessary to mill out a cavity on a previously
identified coarse region that allows closer proximity to achieve higher resolution.
These cavities are normally small in dimensions as the laser milling or focused-ion-
beam (FIB) time required to machine them are very costly.

To illustrate this problem, let's consider, for example a typical MR hard drive
sensor. These sensors are mounted on a rigid cantilever and have a footprint of
roughly 1.5 mm x 1 mm. The size and the mounting geometry can make access to the
die in a decapsulated chip difficult at best.

Figure 10 shows a hard-drive MR sensor probe positioned on a 1 cm x 1 cm die.
In addition to the size of the sensor substrate itself, the cantilever supporting the
sensor, as noticed on the left inset and right insets, extends well beyond the sensor
block, thus risking contact with and damage to wirebonds or needles (Figure 10, right
inset). They are also difficult or impossible to operate on very small dies.

SV MR sensors for FA has been designed with a body that tapers to a point, in a
pencil-like shape with a footprint less than 50 um x 50 um. This allows easy access
into etched packages, milled out cavities and close proximity (about 5 pm) to
wirebonds and probe needles. Figure 11(left) shows a SV MR sensor scanning in a
cavity (500 mm x 500 mm and 250 mm deep) of a small die while the image on the
right illustrates the capability of the optimized MR sensors to scan in close proximity
to wirebonds on a packaged die.

There is an advantage of using a dual sensor approach, like a SQUID/MR
combination. The SQUID sensor can do coarse localization of the defect on thick
packaged devices. This allows to determine if the problem is in the package,
interconnect or die. If the failure location is found on the die, it is relatively easy to
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Fig. 10. Conventional MR hard-drive sensor on a die surface, with an illustrated inset. An
arrow points to the sensor body mounted under the cantilever. The cantilever supporting the
sensor protrudes on all sides, limiting access to the edges of the die.

Fig. 11. (left) Local thinning through laser milling provides an opportunity to get closer to
an area of interest for high resolution scanning. The SV MR sensor is shown in a cavity that is
500 pm x 500 pm and 250 pum deep. (right) SV MR sensor on a die surface, with an illustrated
inset. A high-aspect-ratio tip provides easy access to the die and no restrictions for approaching
wirebonds or probe needles.
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Fig. 12. (left) Current density image of a flip-chip device acquired with SQUID at > 250 mm
scanning distance. Current density image is overlaid on optical image. Two FIB milled-out
pockets are visible. (right) Current density image inside the cavity (same as shown on Figure
11) acquired with SV MR sensor. Additional details can be seen including a change in level of
the current path on the right current path.

partially remove material (like thinning down the die or etching a cavity) to allow the
MR sensor to provide the high resolution location of the defect. This is illustrated in
Figure 12 where a flip-chip device was first scanned using a SQUID for global
current localization [Figure 12(left)]. Two pockets were milled-out using FIB to allow
the SV MR sensor tip to go in close proximity and provide better resolution and
details [Figure 12(right)]. It can be noticed the difference in metal trace width of the
two current lines and also a decrease in current level in the right current path.

The best resolution MR sensors can provide is when having direct access to the
circuit, like is the case for front-side accessible devices (exposed die, wafer) as there
is only a very thin (few hundreds of nm) passivation layer between the active metal
circuit and the sensor. As an example of nano-scale resolution that can be achieved
with MR sensor, Figure 13 shows current density images from SV scans of a die
serpentine process monitor with 250 nm lines and 400 nm spacing. The two insets
show zoom-in current density images of specific areas overlaid on scanning electron
microscope (SEM) images to show how the current density matches perfectly the
geometry of the metal traces as well as the spacing.

As discussed, there is a trade-off between sensitivity and resolution. The combined
use of SQUID/MR sensors is the best way to optimize the data acquired by the
system. A magnetic field microscope designed for FA should allow seamless scanning
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under one sensor or the other and under an optical camera for physical registration of
locations. In this manner, all three images—optical, SQUID, and MR—are registered
to each other. This permits easy selection of a region of interest (ROI) to re-scan with
higher resolution or to move from the coarse, more sensitive SQUID sensor to the
nanoscale-resolution-capable MR sensor. Experience has shown that a coarse scan
with the SQUID reveals enough details about the current in the device for initial FI. In
a quick and effortless manner, it facilitates identification of ROIs and isolation of
defective components (for example, package, die, interconnect level, a particular die
in a stacked-die configuration, etc.). With this information, the engineer can select an
ROI and increase resolution of the image or even switch to the MR to improve defect
localization. Thinning of the die, decapsulation, or other minor sample preparation
may be desirable at some point to make it possible for the MR sensor to scan closer to
the circuit in the ROI and achieve maximum resolution.

Fig. 13. Nanoscale-resolution current-density image overlaid on the optical image, using the
MR sensor, of a test serpentine structure on a wafer. Metal trace width is 250 nm, while the
spacing is 400 nm. Higher-resolution images in the insets were overlaid on scanning electron
microscopy images.

5 Conclusion

Non destructive testing (NDT) resorting to magnetic imaging is a valuable a non-
invasive and non-contact technique to detect either surface or deeply-buried defects in
a wide range of structures and devices. In particular using magnetoresistive (MR)
sensors for NDT has attracted a considerable attention in recent years as it fulfills the
sensitivity and resolution requirements to localize buried and non-visual defects, in
particular for complex package integration. Compared to the widely used SQUID
devices for NDT, MR sensors have the advantage of being relatively low cost and of
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easier implementation. In this chapter, we have shown how MR sensors were
successfully used in Scanning Magnetic Microscopy as a failure analysis tool to map
current paths in microelectronic devices at an industrial level.
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