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Abstract. Effectively protecting information systems is a pivotal responsibility
of (IT) management, which faces many challenges: technological complexities,
business complexities, various stakeholders and conflicting requirements. Yet,
there is no holistic modelling approach that comprehensively addresses all these
challenges, while accounting for technical, organizational and business aspects.
This paper analyzes the requirements of such a comprehensive modelling
method for IT security design and management. We argue that enterprise
modelling is most suitable to serve as a foundation for such an approach. We
apply a method for developing domain specific modelling languages (DSML)
that is chiefly based on a structured analysis of use scenarios including
prototypical diagrams. It is supplemented by requirements found in literature.
Our analysis results in 23 requirements that should be satisfied by the targeted
modelling method. These results are intended to serve as a foundation for
discussion and discursive evaluation by peers and domain experts.

Keywords: IT security, information security, enterprise modeling, MEMO,
DSML.

1 Introduction

The relevance of information technology (IT) security is undisputed in research and
practice. It is assumed that the importance of this topic as well as the attention that it
experiences in the public will continue to increase mainly as a result of the many
threats caused by Internet connectivity and the extensive use of communication and
distribution of software services, but also with the increased pressure to follow
respective laws and regulations.

Effectively protecting information systems is a pivotal responsibility of (IT)
management, which faces many challenges:

e Increasing technical complexity as a result of more distributed computing, cloud
computing and frequent technological changes. This stresses the need for
solutions that are general and not unique for specific technology [1, 2].

e Increasing risks by the further upgrading of criminal attackers, who become
more sophisticates with time [3, 4]. Apart from criminal attackers, unsatisfied
employees as well as careless or insufficiently trained employees may also cause
damages intentionally or unintentionally.
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e Increasing organizational complexity: as more business processes as well as
financial transactions become automated, a growing number of stakeholders
(employees, customers, etc.) receive access to digitized resources and new
dangers arise from incorrect use or misuse of systems [5, 1].

e Increasing pressure to justify the costs associated with IT security: IT
management is required to perform both technical evaluation of alternative
solutions and evaluation of their impact on the business competitiveness [6, 7].

e Communication and cooperation barriers: language barriers between technical
(e.g. IT professionals) and business (e.g. corporate governance) perspectives
makes communicating IT security measures more difficult [5, 2, 8].

e Dealing with conflicting requirements: high levels of security vs. low levels of
costs, high levels of flexibility vs. robust solutions and so forth.

These challenges stress the need for methods and tools for supporting IT management
with designing, realizing and managing appropriate IT security systems. According to
our conception, an IT security system comprises all technical, organizational and
managerial aspects that are required to provide an appropriate level of protection of
those resources represented in an information system. Hence, a respective method for
protecting information systems does not only need to cover technical aspects of IT
security. In addition to that it should also account for behavioral, economic, business
and managerial aspects.

An analysis of the state of the art shows that there is a considerable amount of
research on various aspects of IT security. However, each one of these streams is
isolated from the others and focuses on single aspects only. So far there seems to be
no approach which aims at supporting a holistic view that integrates the various
streams. Also, the majority of respective research is focused on technical aspects.
There are only few approaches that consider human factors, e.g. [23] or economic
aspects.

Against this background, our research is aimed at a holistic method that integrates
the aforementioned technical, organizational, business and behavioral aspects. For
this purpose it should provide effective support for mastering the following tasks:

1. Assessing and reducing risks that originate both from within the organization
(unsatisfied, careless or untrained employees) and from its outside.

2. Overcoming the increasing technical and organizational complexities, resulting

from pervasive distributed computing, frequent technological changes,

automation of business processes and growing access to digitized resources.

Fostering the participation of non-technical stakeholders (e.g. managers, users)

4. Relating IT security to business, for example, by allowing the analysis of the
impact of IT security on business and by allowing cost-benefit analysis.

5. Designing and implementing IS security infrastructures, for example, using
automatic creation of security related policies and code fragments.

et

Each of these tasks is related to one or more perspectives of the enterprise, namely,
organization, information systems or strategy perspectives. Accounting for these
different perspectives requires a common conceptual framework that covers technical,
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business and social aspects. Enterprise modelling provides an obvious choice for this
purpose: An enterprise model integrates conceptual models of information systems,
(e.g. object models) with conceptual models of the surrounding action system (e.g.,
business process models). However, so far, languages for enterprise modelling
[11,14,15] lack specific concepts for modelling security aspects. Thus, we intend to
enhance an existing method for enterprise modeling with concepts to represent
relevant issues for IT security. Analyzing the requirements for such a method is of
crucial importance — and at the same time a remarkable challenge. It might seem as a
straightforward approach to ask prospective users for their needs, e.g. for the
properties they would want to see with a corresponding DSML. However, due to the
novelty of such an artifact, most prospective users will be overburdened with
imagining what they can expect from it. This paper is aimed at presenting an elaborate
analysis of requirements to be satisfied by DSML for supporting IT security
management. It is supplemented by requirements found in literature.

The remainder of this paper is arranged as follows. In the following section we
outline how multi-perspective enterprise modelling can be augmented with concepts
to represent IS security aspects. In section 3 we discuss related literature. Next, in
section 4, we analyze the requirements of the targeted IT security modelling method —
based on the literature and based on use-scenarios we derive specific requirements for
this method. We present our conclusions in section 5.

2 Outline of the Targeted Approach

Analyzing, developing, using and managing business information systems is a
challenging task that requires the active participation of stakeholders with different
professional backgrounds. Hence, there is need to effectively reduce complexity, to
provide a foundation for implementing software and to coordinate the contributions of
different stakeholders. Enterprise modelling has evolved as an approach to address
these challenges by enhancing conceptual models of information systems (e.g. an
object model) with those of the respective action systems (e.g. business process
models or strategy models).

2.1  Multi-Perspective Enterprise Modelling (MEMO)

MEMO includes a high-level conceptual framework that represents a “ball park view”
on an enterprise 25]. It is composed of three generic perspectives (i.e. strategy,
organization, information system) each of which can be further detailed into various
aspects (e.g. resource, structure, process, goal). The framework serves as a starting
point for identifying perspectives that require further attention. To allow for more
elaborate analyses, each selected perspective is associated with a set of diagram types.
Each diagram type is associated with a domain specific modeling language (DSML).
Different from general purpose modelling languages like the ERM or the UML, a
DSML includes domain-specific concepts and features a domain-specific graphical
notation. Thus, it promises to increase modelling productivity, to improve model
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integrity and to foster the comprehensibility of models. Currently, MEMO includes
DSMLs for resource modelling [9], for modelling IT infrastructures [10] organization
modelling [11, 12] and for modelling strategic aspects [13]. So far, security-related
aspects have not been addressed explicitly. Nevertheless, various DSML within
MEMO include concepts that are relevant for IT security management.

The reason for choosing MEMO over other enterprise modelling methods such as
ARIS [14] or ArchiMate [15] is based on the following considerations: First, it is
based on a flexible language architecture [16]. The language architecture consists of a
meta meta modelling language [11] and an extensible set of DSMLs, the semantics
and abstract syntax of which is specified using the meta meta modelling language. All
DSML that are part of MEMO are integrated through common concepts. The
language architecture allows for extending existing languages or for adding new
DSML (for example MEMO has been extended to support Risks, Controls and
Indicators). Second, MEMO provides support for method engineering and is
supported by corresponding (meta-) modelling tool, MEMO Center [16, 17]. Last, but
not least, in contrast to commercial approaches like ARIS, the specifications of
MEMO and its meta models are freely available and documented in several
publications.

2.2  Enhancing Enterprise Modelling with Security Aspects

A multi-perspective enterprise model covers many aspects that are subject of IT
security management, such as IT resources (e.g. application systems, components,
networks etc.) or organizational roles and organizational units. In addition to that,
models of the organizational strategy and of business processes allow for analyzing
costs and benefits related to particular IT security measures. Therefore, our approach
is aimed at enriching the existing DSMLs with additional, security-related concepts
and — if required — to add a further DSML that focuses solely on specific IT security
aspects. Fig. 1 illustrates the extension of enterprise models with IT security aspects.
As a consequence, it should enable to model security-related issues on various levels
of abstraction, serving different perspectives. For example: A department manager
may be especially interested in avoiding negative impact on the performance of
business processes he is in charge of. By enriching the representation of a business
process with security-related information on an appropriate level of abstraction (e.g.
by avoiding too much technical detail), the department manager gets a better idea of
what to expect from investments into security management. In addition to that,
conceptual models of IT security systems serve as a blueprint for implementing (i.e. at
best: generating) corresponding software and for organizational re-design.

3 Related Work

Related work can be grouped into two main categories: work that emphasizes the
need for a holistic approach and approaches to model technical aspects of IT security.
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3.1 Holistic Security Approaches

There are only few papers that identify the need for a holistic approach for handling
IT security in organization. [3] for example, recognizes several dimensions that
should not only be considered but also integrated in order to create a secure
environment. Among these dimensions are: Strategic/corporate governance,
organizational, policy, best practice, ethical, legal, personal/human, technical and
auditing. He does not, however, provide any method for identification nor integration
of these dimensions. [5] suggests a security management framework for e-commerce
that takes into account three dimensions: Society, Technology and Business,
throughout all phases of the system lifecycle. However, this framework offers a high-
level method, that defines a set of activities for the development of security but it does
not provide tools or computer-based support for the implementation and integration of
these activities and for their alignment with other aspects of the organization. [6] also
recognize a need for a comprehensive approach for information systems security
analysis and design (IS-SAD) and suggest incorporating risk analysis and
organizational analysis based on business process modelling (BPM). After surveying
an extensive list of available BPM techniques they conclude that none of these
techniques alone could support IT security analysis and design.

3.2 IT Security Modelling

There is an extensive work that focuses on dedicated modelling approaches to IT
security [18,19,1,20,21,22]. SecureUML [8] and SECTET [18] are UML extensions
that focus on role-based access control (RBAC). [19] use UML to represent
organizational aspects (that is, RBAC) as well. [1] and [2] provide extensions to
UML that focus on business process management. [20] develop an extension of
BPMN that supports modelling authorization of business processes and allows
automatic derivation of authorization policies. [21] introduces UMLSec, an extension
of UML that enables developers to formally describe security issues and to identify
security errors during the development of information system. [22] present a model
based security risk analysis, using CORAS diagrams, which are based on UML.
While these approaches are usually aimed at facilitating communication between
different stakeholder and providing tools for automatic creation of security-related
software, are focused each on a specific aspect of IT security or intended only for
supporting software developers.

4 IT Security Modelling: Requirement Analysis

Developing an IT security modelling method requires the specification of
corresponding language concepts, either as an extension of existing DSML or as a
new DSML. Developing language concepts implies the need for analyzing
corresponding requirements. However, analyzing requirements for DSML is a
challenging task.
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The rest of this section is focused on analyzing the requirements that the IT
security modelling language (ML) should satisfy. These requirements will eventually
guide the development the DSML.

4.1  General Requirements for IT Security Modelling

A holistic method that will improve the development of comprehensive IT security
solutions should account for technological aspects, human/organizational aspects,
business aspects and financial aspects. As discussed above, these aspects are
(separately) covered by the existing literature and prevalently include topics such as
security risk analysis, security policies, security requirements analysis and IT
measurements (firewalls, protocols, encryption methods, access control methods). A
holistic IT security method should therefore include concepts that are represented by
these various security aspects. This is summarized into the first requirement that
should be fulfilled by an IT security method,

Requirement 1 - The method should include concepts to describe IT security aspects
from various perspectives: technical, human, organizational, business and financial. It
should therefore include concepts of other enterprise MLs to support references to
respective models that describe aspects of the organization, business processes and IT.
There are many papers that stress the importance of improving the communication
and interaction between different stakeholders during the design and management of
IT security in organizations (e.g. [22], [2] and [23]). Most of these papers recognize
the need for different levels of abstraction when it comes to specifying security
requirements, allowing the description of high levels security requirements without
getting into technical details. This is important especially because usually managers,
who possess a high level perspective of the business processes and functionality, have
little knowledge about security issues [2]. Different levels of abstractions can be used
not only for differentiating between general and detailed levels of security
requirement specifications but can also differentiate between different perspectives of
the enterprise: strategic (goals) , organizational (role based access control, security of
business processes), technological (vulnerable IT resources, IT measurement) and
between different IT security tasks that are under the responsibility of different
stakeholders such as security risk management, meeting IT security standards and
regulations and cost analysis. This leads us to define the second requirement.

Requirement 2 - facilitating communication and support of different stakeholders:
the aimed method should allow for representation of different levels of abstraction
and of multiple perspectives specific for the different stakeholders of the IT security
design and management. Each perspective should correspond with specific concepts
and abstractions from the stakeholder's relevant domain.

Methods for the design of IT security should support the integration of security
concerns throughout all the phases of the system lifecycle from requirements analysis
to design, implementation, testing and deployment [23, 5, 2, 1, 4]. As indicated by
[4], [21] and by [8], most security requirements are added as an afterthought, only
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after functional requirements analysis has been completed. Thus, we define a third
requirement that a method for IT security should fulfill.

Requirement 3 — the aimed method should support all phases of the enterprise's
system development lifecycles. IT security issues should be considered already in the
initial stages of system requirement analysis. Identified security requirements can be
later enriched with technical details in the design phase and eventually used for
derivation of security related code fragments.

4.2  Specific Requirements for IT Security Modelling

The three requirements above are high-level or general requirements. While they are
Information-security-specific, they are not necessarily intended for MLs.

In order to collect further specific requirements that should be satisfied by IT
security MLs, it might seem reasonable to ask prospective users about their needs and
expectation from the targeted DSML. However, due to the novelty of such an artifact,
it will be difficult for most prospective users to imagine what they can expect from it.
To address this challenge, we follow a use scenario development approach, presented
in [24], which has evolved from the development of various DSML, e.g. [12].
According to this approach we use modelling scenarios from the past and also create
further possible modelling scenarios to identify IT security specific needs. We
supplement each scenario with a prototypical diagram type that may build on an
existing ML or that has been created for the purpose of analyzing requirements. For
each diagram type we develop a list of exemplary questions that the diagram should
answer. These questions help us illustrate the purposes a diagram should serve and
recognize specific requirements that should be satisfied by our ML. With respect to
preparing for a corresponding modelling tool, it is helpful to classify these questions
into three types: if these questions can be answered through an automated analysis (in
case a corresponding tool is available), they are marked with an A; if answering them
can be partially supported by an automated analysis, they are marked with a P; and if
they are subject to human interpretation/analysis only, they are marked with a H.
These questions are relevant with respect to the targeted level of detail/formalization,
the language specification should satisfy and the intended functions of a respective
modelling tool.

Due to space limitation we will present only one scenario that focuses on an IT
Resource diagram. A full list of scenarios can be found in [26]. The IT Resource
diagram allows the representation of the enterprise's IT resources: the software,
hardware and network elements composing the organization's information systems.
This is a primary diagram of MEMO Information Technology Modelling Language
(ITML). Since most security requirements as well as security controls are related to
IT resources, this diagram has an important role in describing IT security aspects and
in designing IT security infrastructure.

We present an illustration of an augmented IT Resource diagram (Fig. 1)
accompanied by illustrative questions it should help answering.
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e Which security requirements are related to an IT resource? A, H
e Which counter-measure is related to the security requirement? A, H
e  What is the cost of adding a security measure resource? A, H
e How is a security measure implemented? A, H
e  What is the number of attack attempts on an IT resource? A
e  What is the number of successful attempts? A
e  What is the average number of attack attempts per year on a resource? A
e  Who is allowed to use/access a resource? A, H
e  What is the justification for purchasing a certain security measure? A, H
e  Which business processes are affected by attack on the IT resource? A, H
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Fig. 1. llustration of augmented IT resources chart

We derive corresponding requirements that should be satisfied by our ML:

Requirement 4: It should be possible to define security requirements for IT resources
(e.g. customer data is confidential and thus should be protected) and to describe the
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security measures used in detail (e.g. using cipher based encryption). This implies that
a protection association is required. This association can be used to indicate that one
IT resource is intended to protect another IT resource.

Requirement 5: There should be support for cost-benefit analyses of security
measures. For example it should be possible to analyze the effectiveness of a chosen
security measure based on the history of attack attempts, to compare the prevented
losses against the implementation costs and to justify the acquisition.

Requirement 6: The ML should support different levels of abstraction of security
requirements, ranging from high-level, general, definition of security controls to low-
level definition of technical details of encryption methods, cipher settings,
communication protocols and specific access control policies. Based on the detailed
and formal specifications, it should be possible to generate code fragments, web-
service descriptors, access control policies, or access tables for databases and
applications. This is a specialization of Requirement 2.

Requirement 7: It should be possible to define for each IT resource who is
responsible for it, who is allowed to access it and their permissions (read, write,
execute, delete).

4.3 Requirements Derived from Other Scenarios

The following requirements were derived from further scenarios, which due to space
limitations are not presented here. The scenarios include extensions to existing
MEMO diagrams: Business Process diagram, Organizational structure, business
process map and object model. An additional scenario is related to security risk
analysis and requires the definition of a new type of diagram — security risk analysis
diagram.

Security Risk Analysis Related Requirements

Requirement 8: The ML should support activities like risk analysis, risk mitigation
and evaluation. Thus, it should include the key concepts of the security risk
management domain, namely: asset, threat, threat-source, vulnerability, counter-
measure and impact. The ML should enable to assign vulnerabilities to assets, to
define threat-sources and the vulnerabilities they can exploit (threats they create), to
assign probabilities to threats and the impact they have, to match counter-measures to
vulnerabilities, and to analyze their cost and benefit.

Requirement 9: The assets mentioned above are IT resources such as data, software or
hardware, which are the core concepts of the IT perspective, represented by the
MEMO ITML. Thus, the IT security ML should be integrated with the ITML. This
will enable connecting security concepts with IT resources for example, connecting a
vulnerability to an IT resource or connecting a counter-measure to the IT resource
which is used to resolve a vulnerability.
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Requirement 10: There should be concepts that support comparing different counter-
measures against threats and for performing cost-benefit analysis. It should be
possible to indicate the selected measures.

Requirement 11: It should be possible to collect information about attack history, i.e.
statistics on the occurrence of threats (instance level).

Business Process Related Requirements

Requirement 12: Integration between the business process perspective and the IT
perspective is required so that it would be possible to: 1. associate an activity with its
vulnerable assets (IT resources); and 2. associate an activity with selected (IT)
counter-measures. These associations should allow for cost and impact analysis of the
damage/implementation.

Requirement 13: It should be possible to link activities with threats and
vulnerabilities. Thus, the ML should be integrated with concepts from the business
process diagram (i.e. activities), provided by MEMO OrgML.

Requirement 14: It should be possible to link activities with users who: 1. are
authorized to perform them (based on their position, role, belonging to business
unit...); 2. might interfere with their execution.

Requirement 15: It should be possible to indicate that two activities should be
performed by different users, that is, two different instances of the same role.

Process Map Related Requirements

Requirement 16: It should be possible to assign detailed security requirements to a
business process.

Requirement 17: It should be possible to evaluate the total cost of protecting the
various activities of a process type.

Requirement 18: It should be possible to analyze the financial impact of the
realization of security risks within a process.

Requirement 19: It should be possible to indicate that an association between two
process types has security implications. For example, to indicate that two associated
business processes, which share information, comply with different security
regulations (since they occur in different countries).

Requirement 20: The ML should provide concepts that enable a detailed description
of the security needs in order to allow filtering and representation of different types of
security requirements. For example to filter only the process types that are affected by
a specific regulation.

Requirement 21: It should be possible to add an indication of security requirements on
the instance level as well, for example, in a case where the same process is conducted
in several countries with different regulations

Organization Structure Related Requirements

Requirement 22: The ML should allow defining access rights for the different
positions, roles and business units with respect to data resources. The formal
definition of permission sets allows the automatic derivation of access control
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policies, such as RBAC, which is supported by many software platforms. Thus, the
modelling tool should support automatic access control policy generation.

Object Model Related Requirements

Requirement 23: The ML should allow defining that objects of a certain class should
be encrypted or that a specific attribute should be encrypted.

5 Conclusions

This paper is creates a foundation for a method for supporting IT management with
designing, realizing and managing appropriate IT security. The domain of IT security
is interwoven with technical, organizational and managerial aspects. These aspects are
required to provide an appropriate level of protection of IT resources. Thus, we argue
that a multi-perspective enterprise modelling method such as MEMO provides a
suitable foundation for an IT security method. Using an approach that is based on
augmented use scenarios, we identified 23 requirements that should be satisfied by the
modelling method. This list of requirements builds a foundation for designing
language concepts that are suited for multi-perspective modelling of IT security
aspects. To the best of our knowledge this is the first comprehensive requirement
analysis for such a method. The requirements were reviewed by a number of
researchers in the field as well as practitioners, who confirmed their necessity and
comprehensiveness. We intend to continue validating these requirements with more
prospective users in the near future.

One question that arises from the identified requirements is whether we should
define a new, IT security designated DSML or we should enrich the existing DSML
supported by MEMO (ITML and OrgML) with concepts to support IT Security. On
the one hand, IT security concepts do not have a right to exist on their own — they are
always associated with IT resource, business process or with organizational
positions/roles. This is also stressed by the above presented diagrams, showing that IT
security concepts are closely related to existing diagram types. On the other hand, IT
security concepts that are used to describe risk analysis (e.g. vulnerabilities, threats,
threat-source, likelihood, impact) are not a natural part of the usual tasks involved in
the process of IT resource modelling or in business process modelling. While IT
resource diagram might be easily enriched with the concept of 'vulnerability', it is
harder to decide which diagram should be enriched with concepts of threat, threat-
impact or likelihood. Thus, we intend to follow a twofold approach: extending
existing DSMLs as well as defining a new DSML to handle security risk analysis
concepts.

An IT security modelling method does not have to address all the requirements
which were identified in this document. However, the list of requirements describes
the scope of the modelling method. At the same time, this list of requirements is not
meant to be complete. The requirements are based on the analysis of use scenarios
that seem particularly interesting. There are certainly more use scenarios some of
which will result in further requirements.
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Our next steps are: 1. validate the requirements with further prospective users,

mainly with IT managers; 2. develop language specifications that satisfy the
requirements; 3. address a number of use scenarios with respective process models to
form specific modelling methods; and 4. develop a corresponding modelling tool
based on MEMO Center.
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