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Abstract. Vehicular Ad-hoc Networks (VANETs) can make roads safer, 
cleaner, and smarter. It can offer a wide range of services, which can be safety 
and non-safety related. Many safety-related VANETs applications are real-time 
and mission critical, which would require strict guarantee of security and 
reliability. Even non-safety related multimedia applications, which will play an 
important role in the future, will require security support. Lack of such security 
and privacy in VANETs is one of the key hindrances to the wide spread 
implementations of it. An insecure and unreliable VANET can be more 
dangerous than the system without VANET support. So it is essential to make 
sure that “life-critical safety” information is secure enough to rely on. Securing 
the VANETs along with appropriate protection of the privacy drivers or vehicle 
owners is a very challenging task. In this work we summarize the attacks, 
corresponding security requirements and challenges in VANETs. We also 
present the most popular generic security policies which are based on 
prevention as well detection methods. Many VANETs applications require 
system-wide security support rather than individual layer from the VANETs’ 
protocol stack. In this work we will review the existing works in the perspective 
of holistic approach of security. Finally, we will provide some possible future 
directions to achieve system-wide security as well as privacy-friendly security 
in VANETs. 
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1 Introduction 

It is now widely accepted by academician and industry that VANETs can 
significantly improve traffic safety, road efficiency and reduce environmental impact 
[1]. Studies [2] show that about 60% roadway collisions could be avoided if the  
driver of the vehicle was provided warning at least one-half second prior to a 
collision.  
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VANETs allow vehicles to communicate with each other (V2V) and/or with 
roadside infrastructure (V2R). Based on these communications VANETs can offer a 
wide range of services. In a report [3], US Dept. of Transport has already listed more 
than75 different application scenarios where it can be useful. These can be broadly 
categorized in two: safety and non-safety related services/applications. Many safety-
related ITS applications are real-time and mission critical, which would require strict 
guarantee of quality of service (QoS), in terms of latency, error rate, and security. For 
instance, a safety message to prevent a probable accident has to reach concerned 
vehicles within a fraction of a second (e.g. 100ms [3]) so that the vehicles and their 
drivers can take necessary actions to prevent the accident. Security is key concern for 
future VANETs implementations. In VANET a road user will relay on it and does 
action accordingly whereas on typical systems user takes actions by his/her 
observation and knowledge. An insecure and unreliable VANET can be more 
dangerous than the system without it.  So, secure VANETs system is more than 
necessary. Potential security measures could include a method of assuring that the 
packet/data was generated by a trusted source (neighbor vehicle, sensors, etc.), as well 
as a method of assuring that the packet/data was not tampered with or altered after it 
was generated. Any application that involves a financial transaction (such as tolling) 
requires the capability to perform a secure transaction.  

Securing the VANETs along with appropriate protection of the privacy drivers or 
vehicle owners is a very challenging task. As the applications of VANETs are diverse, 
their communications and/or system-level security requirements could be diverse too. 
There are some very good works on VANETs’ security and privacy [4-9], which 
review security related issues attacks, requirements, challenges, and security 
solutions. But none of these comprehensively covers all of these issues related 
VANETs’ security and privacy except [9]. In [9] security and privacy implementation 
related issues are missing, precisely communication perspective.  In this work we 
summarize the attacks, corresponding security requirements and challenges in 
VANETs. We also present the most popular generic security policies which are based 
on prevention as well detective methods. Many VANETs applications require system-
wide security support rather than individual layer from the VANETs’ protocol stack. 
In this work we will review the existing works in the perspective of holistic approach 
of security. Finally, we will provide some possible future directions to achieve 
system-wide security as well as privacy-friendly security in VANETs. 

The rest of this book chapter is organized as follows. We first present a brief 
overview of VANETs in section 2. In section 3 we provide an elaboration of the 
possible adversaries and their possible attacks in VANETs. The security, privacy 
requirements and major challenging issues faced by VANETs to satisfy the security 
requirements are described in section 4. This section clearly shows how security and 
privacy my conflict in VANETs. Section 5 summarizes the generic security 
mechanisms including some specific attacks based works. We analyze the  
existing works and provide some future directions in section 6, before we conclude in 
section 7. 
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2 Overview of VANET 

2.1 What Is VANET? 

A modern vehicle can be considered as a network of sensors/actuators on wheels. 
VANET is a special kind of Mobile Ad-hoc Network (MANET) where vehicles 
equipped with the technologies are the key constituents. Generally, a VANET differs 
from MANET in the following aspects: 

• Large scale – potentially billion 
• Fleeting contact with other vehicles 
• Nodes not as constrained in terms of energy, storage and computation. 
• Higher mobility 
• Privacy requirements  

The single most important objective of a VANET is to provide communications 
between different vehicles on the roads and roads’ environments (e.g. roads’ 
condition, weather, traffic, etc.), to improve the driving experience and make driving 
safer. In doing so, in VANET each vehicle needs to have an OBU (On-Board Units)–
communication devices mounted on vehicles and also a WSNs supported roadside 
unit (RSU) as shown in figure 1. By using OBUs, vehicles can communicate with 
each other as well as with RSUs. A VANET is a self-organized network that enables 
communications between vehicles and RSUs, and the RSUs can be connected to a 
backbone network, so that many other network applications and services, including 
Internet access, can be provided to the vehicles. So in VANET communications can 
be Vehicle to Vehicle (V2V)/inter vehicle and/or with roadside infrastructure (V2R) 
[10]. Figure 1 presents an example VANET, which shows possible communications 
within a VANET.  

To make VANETs intelligent, it integrates multiple ad-hoc networking 
technologies such as WiFi IEEE 802.11p, WAVE IEEE 1609, WiMAX IEEE 802.16, 
Bluetooth, IRA, ZigBee for easy, accurate, effective and simple communication 
between vehicles on dynamic mobility. One of the IEEE1609 (P1609.2) explicitly 
defines security, secure message formatting, processing, and message exchange. Use 
of these technologies in VANETs helps in defining safety measures in vehicles, 
streaming communication between vehicles, infotainment and telematics. VANETs 
are expected to implement a variety of wireless technologies such as Dedicated Short 
Range Communications (DSRC), are one or two way short- to medium-
range wireless communication channels explicitly designed for automotive use and a 
corresponding set of protocols and standards.  Other candidate wireless technologies 
are Cellular, Satellite, and WiMAX. VANETs can be envisioned as the most 
important entity of the Intelligent Transportation Systems (ITS) [1, 3, 10].  
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Fig. 1. An example of VANET  

2.2 Applications of VANETs 

VANETs can offer a wide range of services or applications. In a report [3], US Dept. 
of Transport has already listed more than75 different application scenarios where 
VANETs can be useful. These applications can be broadly categorized in two: safety 
and non-safety related services/applications. Congestion control is one of the non-
safety related applications. As shown in Table 1, a little reduction in congestion can 
contribute very significantly. A snapshot of key applications of VANETs is presented 
in figure 2. 

Table 1. Cost of Congestion in few developed Countries [1] 

Country Congestion Cost (billion$) 

USA 200 ( 890 within 20yrs) 

Japan 109 

Australia 12.5 

UK 35 

3 Adversaries and Attacks 

Knowing the type and the resources of the adversary can greatly help in determining 
the scope of the defenses required to secure a VANET.  It is really hard to make a 
precise list of all the possible adversaries in any security system. A realistic analysis  
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Fig. 2. Possible Applications of VANETs [11] 

of the application environment can help in finding the type of typical adversaries. 
Thus VANETs environment recommends the following categories of adversaries  
[12, 13]: 

 
Greedy Drivers: It is highly unexpected that all drivers in the system will be trusted 
to follow the protocols specified by the application. Always there will be some drivers 
who will attempt to maximize their gains, regardless of the cost to the system. For 
example, in a congestion control system, a greedy driver might attempt to convince 
the nearby vehicles that there is considerable congestion ahead, so that they will move 
to alternate routes and allow the greedy driver a clear path to his/her destination.  

Eavesdroppers (Snoops): This type of adversary can includes everyone from a nosy 
next-door neighbor to a government agency trying to profile drivers.  For example, 
companies may want to track consumers’ purchasing habits and use correlated data to 
alter prices and discounts. Data mining to find pattern over aggregated data may be 
acceptable, but it can easily conflict with users’ privacy concerns if one can extract 
identifying information about a person.  

Pranksters: Like computer and network security, pranksters could be a serious 
adversary in VANETs. It includes jaded teenagers searching for vulnerabilities and 
hackers looking for fame via their exploits. For example, a prankster siting by the 
road can easily create “intelligent collision” by convincing one vehicle to slow down 
while persuading the vehicle behind it to speed up. The hard real-time response 
requirement in VANETs potentially leaves it vulnerable to DoS attacks. A prankster 
could exploit this vulnerability to disable applications or prevent critical information 
from reaching targeted vehicle. 
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Industrial Insiders: Inside attackers are very deceptive, and hard defend them. The 
extent to which VANETs are vulnerable to these depends on other security design 
decisions. For instance, any mechanic who can update the software on a vehicle can 
also has the chance to load malicious software. If vehicle makers are in charge of key 
distribution, then a single rogue employee at one maker could create keys that would 
be accepted by all other vehicles. 

Malicious Attackers: This category of adversary deliberately attempt to cause harm 
via the applications available on the VANETs. Usually, these attackers have specific 
targets, and they have access to more resources than the aforementioned attackers. For 
instance, terrorists might manipulate the warning system to create jam before 
detonating a bomb. On the other hand criminals might spoof the congestion control 
application to facilitate getaways. In general, while this class of attackers rarer than 
those outlined above; their combination of resources and directed malice makes them 
a serious concern for any security system.  

3.1 Attacks 

Like other networks attacks in VANETs can be classified into the following 
categories [12, 13]: 

• Outsider vs. insider attacks: Outside attacks are defined as attacks from nodes 
which do not belong to a VANETs; insider attacks occur when legitimate vehicle 
or node of a VANETs behave in unintended or unauthorized ways. 

• Passive vs. active attacks: Passive attacks include eavesdropping on or 
monitoring packets exchanged within a VANET; active attacks involve some 
modifications of the data steam or the creation of a false stream. 

• Malicious vs. rational: Usually, a malicious attacker looks for no personal 
benefits from the attacks, just aims to harm the users or network. Hence, attacker 
may employ any means disregarding corresponding costs and consequences. On 
the other hand, a rational attacker looks for personal benefit and hence is more 
predictable compared to a malicious attacker. 

•  Local vs. extended: An attacker can be limited in scope, even if he controls 
several entities (vehicles or base stations), which makes him local. An extended 
attacker controls several entities that are scattered across the network, thus ex- 
tending his scope. This distinction is especially important in privacy-violating 
and wormhole attacks that we will describe shortly. 

It is also possible to categorize attacks in according to the security requirements in 
VANETs as: 

• Attacks on secrecy and authentication: Standard cryptographic techniques can 
protect the secrecy and authenticity of communication channels from outsider 
attacks such as eavesdropping, packet replay attacks, and modification or 
spoofing of packets. 
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• Attacks on network availability: Attacks on availability are often referred to as 
denial-of-service (DoS) attacks. DoS attacks may target any layer of a sensor 
network. 

• Stealthy attacks against service integrity: In a stealthy attack, the goal of the 
attacker is to make the network accept a false data value. 

Being a special implementation of MANETs supported by WSNs (RSUs), a VANET 
inherits all the known and unknown security weaknesses associated with MANETs 
and WSNs, and could be subject to many security and privacy threats. In this context 
we obviously cannot anticipate every possible attack on VANETs; we can enumerate 
some of the more likely scenarios and ensure that applications are robust against this 
known set of potential attacks. These attacks can be concerned with the physical 
security of VANET and messages communicated within it. Here we consider only the 
attacks against messages rather than vehicles, as the physical security of vehicle 
electronics is out of the scope of this work. Message related attacks in VANETs can 
be summarized [13] as below: 

 
Denial of Service (DoS):  Like any other networks, it is a very common attack where 
the attacker can overpower a vehicle’s resources or jam the communication channel 
used by the VANET to bring down the VANET or even cause an accident. This attack 
is active and malicious in nature. For instance, if a malicious adversary wants to 
create a massive pileup on the highway, he could provoke an accident and then use a 
DoS attack to prevent the dissemination of warnings message to other drivers. As 
shown in figure 3 (iii) jamming can easily cause DoS in VANETs. 

 
Fabrication Attacks:  An attacker can initiate a fabrication attack by broadcasting 
false or bogus information into the network. For example, a greedy driver might 
behave as an emergency vehicle to speed up his/her own journey. An attacker may 
also fabricate his/her own information related to his/ her identity, location, or other 
application-specific parameters. Finding an appropriate defense mechanism against 
fabrication attacks in VANETs is particularly challenging, as the customary remedy 
of using strong identities along with cryptographic authentication may conflict with 
the privacy requirements of drivers or vehicle owners. This generic attack has some 
variants (may not be mutually exclusive) which are important for VANETs as below 
[9, 12, 13]: 

i. Bogus Information: Attackers of this attack are generally insider, rational and 
active as shown in figure 3(i). They diffuse wrong information in the network to 
affect the behavior of other drivers (e.g., to divert traffic from a given road and 
thus free it for themselves).  

ii. Cheating with Sensed Information: Attackers of this category are insider, 
rational, active and local who exploit this attack to alter their perceived position, 
speed, direction, etc. in order to escape liability, notably in the case of an 
accident.  

iii. Hidden Vehicle: Here fabrication happens on positioning information. It follows 
the basic safety messaging protocol described [12], a vehicle broadcasting 
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warnings will listen for feedback from its neighbors and stop its broadcasts if it 
realizes that at least one of these neighbors is better positioned for warning other 
vehicles. As shown in figure 3 (vi), the hidden vehicle attack consists in 
deceiving vehicle A into believing that the attacker B is better placed for 
forwarding the warning message, thus leading to silencing A and making it 
hidden to other vehicles. This ultimately stops the dissemination of the warning 
message, hence causing a DoS. 

iv. Tunnel: As in GPS signals disappear in tunnels or underground, an attacker can 
exploit this temporary loss of positioning information to inject false data once the 
vehicle leaves the tunnel and before it receives an authentic position update as 
shown in figure 3 (iv). An area jammed by the attacker may cause the same 
effects.  

v. Masquerading: The attacker of this kind actively pretends to be another vehicle 
by using false identities and can be driven by malicious or rational objectives. 
Intelligent collision (figure 3 (ii)) is an example of this attack.  

Message Suppression Attacks: It is a delicate attack where the attacker may use one 
or more vehicles to launch a suppression attack by selectively dropping packets from 
the network. Some popular attacks of MANETs or WSNs such as selective 
forwarding, black-hole falls under this generic category. For instance, a prankster 
might suppress congestion avoidance message before selecting an alternate route, thus 
trapping subsequent vehicles to wait in traffic.  

Alteration Attacks: It is an active and inside attack in VANETs that aims to alter 
existing data. It includes on purpose delaying the transmission of information, 
replaying earlier transmissions or altering the individual entries within a transmission. 
For example, if the traffic congestion application requires a vehicle to collect “votes” 
from other vehicles at the site of the congestion, then an attacker might collect votes 
while traveling in normal traffic, but alter the locations and timestamps in the votes to 
make it appear that all of those vehicles were in the same place at the same time, 
deceitfully indicating a heavily congested highway. A malicious attacker might alter a 
message alerting vehicles to an obstacle ahead to convince another vehicle that the 
way is in fact clear.  

Tracking: This attack requires ID disclosure of other vehicles. A central monitoring 
can be used to monitor trajectories of targeted vehicles and use this data for a range of 
purposes (e.g., the way some car rental companies track their own cars). For the 
monitoring, the passive attacker can exploit the roadside infrastructure or the vehicles 
around its target (e.g., by using a virus that infects neighbors of the target and collects 
the required data). An example of this sort of attack is shown in figure 3(v), where car 
A is under tracking attack. 

Wormhole: In wireless networking attack, this attack consists in tunneling packets 
between two remote nodes. Similarly, in VANETs, an attacker that controls at least 
two entities distant from each other and a high speed communication link between 
them can tunnel packets broadcasted in one location to another, thus disseminating 
erroneous (but correctly signed) messages in the destination area.  
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4 Challenges  and Security Requirements in VANETs 

4.1 Security Requirements  

As the applications of VANETs are diverse, their communications and/or system-
level security requirements could be diverse too. Potential security measures should 
include a way of assuring that the packet/data was generated by a trusted source, as 
well as a way of assuring that the packet/data was not tampered with or altered after it 
was generated.  

VANETs pose some of the most challenging problems in MANETs and WSNs 
research. In addition, the issue of security in VANETs is particularly challenging due 
to the unique features of the network, such as high-speed mobility of network nodes 
or vehicles and the extremely large amount of network entities. It is obvious that any 
malicious user behavior, such as an alteration and replay attack of the disseminated 
messages, could be disastrous to other users. So in any situation, it is necessary to 
make sure that “life-critical safety” information cannot be altered by attackers. A 
security system needs to be capable of establishing the liability of drivers, while 
preserving their privacy as much as possible. Considering the aforementioned attacks 
and suggestion made in other works, VANET security should satisfy the following 
requirements [3, 12, 13]: 

 

i. Authentication: This is the most important requirement in preventing most 
of the aforementioned attacks in VANETs. Vehicle responses to events 
should be based on legitimate messages (i.e., generated by legitimate users). 
Therefore we need to authenticate the OBUs, RSUs and senders of these 
messages. 

ii. Verification of Data Consistency: The legality of messages also comprises 
their consistency with similar ones (those generated in close space and time), 
as the sender can be legal but the message contains false data. This 
requirement also known as “plausibility”. 

iii. Message Integrity: Message alteration is very common and crucial attacks in 
VANETs. We need to maintain the integrity of the message to prevent the 
alteration attacks.  

iv. Availability: Attacks like (e.g., DoS by jamming) bring the VANETs down 
even the considered communication channel is robust. So, availability should 
be provided by some other means.  

v. Non-repudiation: Drivers causing accidents should be reliably identified to 
prove his/her liability. Based on this principle, a sender will not be able to 
refuse the transmission of a message (it may be key for investigation in 
determining the correct sequence and content of messages exchanged before 
the accident). 

vi. Privacy: People are increasingly cautious of being monitored or tracked. 
Hence, the privacy of drivers or vehicle owners against unauthorized 
observers should be protected. 

vii. Traceability and Revocation: Trace and disable abusing OBUs or RSUs by 
the authority. 
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viii. Real-Time Constraints: At the very high speeds typical in VANETs, strict 
time constraints should be respected. This ultimately imposes computation 
and communication wise efficient schemes. 

 

Fig. 3. Few explicit attacks in VANETs [12, 13] 
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4.2 Challenges 

VANETs pose some of the most challenging problems in MANETs and sensor 
network research. Some of the key challenges [12, 13, etc.] which directly or 
indirectly related to security of VANETs are summarized below. 

Mobility: In general sensor networks often assume a relatively static network, and 
even MANETs usually assume limited mobility. For vehicular networks, mobility is 
the norm, and it will be measured in miles, not meters, per hour. This high mobility 
causes frequent dis-connectivity; hence make the communications highly unreliable 
which makes security more challenging. The mobility patterns of vehicles on the 
same road will show strong correlations. Each vehicle will have a frequently shifting 
set of neighbors, many of whom it has never communicated with before and is 
unlikely to communicate with again. The short-lived nature of interactions or 
communications in a VANET will limit the efficacy of reputation-based schemes. For 
instance, rating other vehicles based on the reliability of their incident reports is 
unlikely to prove useful; a specific driver is unlikely to receive multiple reports from 
the same vehicle. Additionally, as two vehicles may only be within communication 
range for a very short period (e.g. few seconds), we cannot rely on protocols that 
require significant communication between the sender and receiver. 

Privacy vs. Security: Like other IP-based networks (e.g. Internet, MANETs, etc.), it 
highly desirable to bind each driver or vehicle to a single identity to prevent Sybil or 
other spoofing attacks. For instance, in the congestion control scheme, it is necessary 
to prevent one vehicle from claiming to be hundreds in order to create the illusion of a 
congested road. Authentication is a key security requirement for VANETs that 
provides valuable forensic evidence and allows us to use external mechanisms, such 
as traditional law enforcement, to deter or prevent attacks on VANETs. However, 
drivers or other vehicle users value their privacy and are unlikely to adopt systems 
that require them to abandon their anonymity. For instance, if we try to prevent 
spoofing in a way that reveals each vehicle’s permanent identity, then we may violate 
drivers’ or users’ privacy requirements. So privacy compliant security policies are 
needed that will require codifying legal, societal and practical considerations. Most 
countries have widely divergent laws concerning their citizens’ right to privacy. As 
most vehicle makers operate in multinational markets, they will need security 
solutions that satisfy the most stringent privacy laws, or that can be customized to 
meet their legal obligations in each market. Authentication schemes must also 
consider societal expectations of privacy against practical considerations. Vehicles 
today are not fully anonymous as each vehicle has a publicly displayed license plate 
that uniquely identifies it and identifies the owner of the car, given access to the 
appropriate records. Hence, drivers have already sacrificed a portion of their privacy 
while driving. So, security policies in VANETs should build on these existing 
compromises instead of encroaching any further upon a driver’s right to privacy. 

 
Availability: Number of VANETs applications especially safety-related require real-
time, or near real-time, responses and hard real- time guarantees. Other applications 
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may tolerate some margin in their response times; still this requirement is faster than 
those expected in traditional WSNs or MANETs. However, attempts to meet real-time 
demands could make applications vulnerable to Denial of Service (DoS) attacks. For 
instance, in the deceleration application, a delay of even less than a second can render 
the message meaningless. The problem is further aggravated by the unreliable 
communications. The current DSRC standard provides an acceptable latency and high 
data rate; the reliability is still missing [14]. Since vehicles moving in opposite 
directions will remain within communications range for only a few seconds, 
opportunities to retry a broadcast will be limited.  

 
Low Tolerance for Errors: Many applications can afford security protocols that rely 
on probabilistic schemes. However, in VANETs’ safety (mission-critical) related 
applications, even a small probability of error will be unacceptable. Number of 
vehicles in the world is in billions, even if an application that functions correctly 
99.99999999% of the time, the application is still more likely to fail on at least one 
vehicle than function correctly on all vehicles. So margin of error of any security 
protocol in VANETs based on deterministic or probabilistic scheme is infinitesimally 
small. Additionally, for many applications, security must focus on prevention of 
attacks, rather than detection and recovery. In MANETs it may suffice to detect an 
attack and alert the user, leaving recovery and clean-up to the humans. However, in 
many safety-related VANETs applications, detection will be inadequate, as by the 
time the driver can react, the warning may be too late. So security must focus on 
preventing attacks in the first place, which requires extensive foresight into the types 
of attacks likely to occur. 

 
Key Distribution: Key distribution is often a fundamental building block for security 
protocols. In VANETs, key distribution faces several significant challenges. First, 
vehicles are manufactured by many different companies, so installing keys at the 
factory would require coordination and interoperability between manufacturers. If 
manufacturers are unable or unwilling to agree on standards for key distribution, then 
we could turn to government-based distribution. Within a country it can hierarchically 
go to states and then districts that make the coordination complicating. The 
government can impose standards, but doing so would require significant changes to 
the current infrastructure for vehicle registration, and thus is unlikely to occur in the 
near future. However, without a system for key distribution, applications like traffic 
congestion detection may be vulnerable to spoofing, sybil attacks. A potential 
approach for secure key distribution would be to empower the Motor Vehicles 
licensing authority to take the role of a Certificate Authority (CA) and to certify each 
vehicle’s public key. Unfortunately, this approach has number of weaknesses. 
Moreover, certificate-based key establishment has the danger of violating driver 
privacy, as the vehicle’s identity is revealed during each key establishment. So 
finding a realistic and privacy friendly key distribution technique is a challenging 
issue in VANETs. 
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Cooperation: Successful deployment of VANETs will require cooperation amongst 
vehicle manufacturers, consumers, and the government, and reconciling their 
frequently conflicting interests will be challenging. For instance, law-enforcement 
agencies might quickly adopt a system in which speed-limit signs broadcast the 
mandated speed and vehicles automatically reported any violations. Understandably, 
consumers might reject such invasive monitoring, giving vehicle manufacturers little 
incentive to include such a feature. Equally, consumers might appreciate an 
application that provides an early warning of a police speed trap. Manufacturers might 
be keen to meet this demand, but law-enforcement is unlikely to do so. 

5 Securing VANETs 

Securing VANETs is a very challenging due to the unique features of networks, such 
as the high-speed mobility of the nodes and the extremely high node density. 
Moreover, conditional1 privacy preservation of drivers or vehicle owner crucial 
information (including the driver’s name, license plate, speed, position, and traveling 
routes along with their relationships) makes it even harder. Thus, it is critical to 
develop a group of elaborate and carefully designed security mechanisms for 
achieving security and conditional privacy preservation in a VANET. Up to recently, 
however, security and privacy issues of VANETs have been given little attention. 
Lack of such security and privacy concerns have formed the major barrier, preventing 
many drivers from employing state-of-the-art smart automobile technologies. 

In this section we review the existing VANETs security mechanisms. In earlier 
part of this section we will discuss the generic VANETs security mechanisms and in 
later part we will discuss on specific mechanism or solutions.  

5.1 Generic Security Mechanisms 

Like any other networks (e.g. MANETs, WSNs, etc.) security mechanisms in 
VANETs can be based on prevention (proactive) and detection (reactive) techniques. 
Considering the criticality nature of VANETs application, preventive security 
mechanisms are important than the reactive ones.  Hence, most of the existing 
security mechanisms [10, 11, 13, etc.] in VANETs aim to prevent security attacks 
rather than detect.  Even though works on detection techniques in VANETs are very 
limited, the usefulness of these can be significant in number of situations. For 
instance, in case of any fabrication attack if prevention mechanism fails, reliable and 
efficient detection of the fabrication can help drivers in taking the correct action in 
that situation. Most of the existing security mechanisms directly or indirectly employ 
cryptography. So, in the first part of this section we briefly introduce the possible key 
management approaches and keys [12] in VANETs and then we present the three 

                                                           
1 Conditional means: the authorities should be able to reveal the identities of message senders 

in case of dispute such as a crime/car accident scene investigation, which can be used in 
seeking witnesses. 
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prevention security mechanisms, which are considered to be the most promising 
candidates to increase security in VANETs.  Later part of this section we briefly 
present reactive based detection techniques.  

5.1.1 Key Management 
For the cryptographic approaches we need unique information about the vehicles 
which can be an electronic identity called an Electronic License Plate (ELP) [16] 
issued by a government, or an Electronic Chassis Number (ECN) issued by the 
vehicle manufacturer. These unique IDs are needed to identify vehicles to the police 
in case this is required (usually, identities are hidden from the police). Like license 
plates, the ELP should be changed (i.e., reloaded in the vehicle) when the owner 
changes or moves, e.g., to a different region or country. But these unique IDs may 
disclose privacy of the drivers, so anonymous key pairs that can be used to preserve 
privacy. An anonymous key pair is a public/private key pair that is authenticated by 
the CA but contains neither information about nor public relationship with the actual 
ID of the vehicle such as ELP. For the liability purposes this anonymity is 
conditional. Usually a vehicle will own a set of anonymous keys to prevent tracking. 
In the following we briefly present the main activities necessary for key management 
in VANETs. 

• Key bootstrapping and rekeying: It is an important activity in key management. 
Like the physical license plate, it should be “installed” in the vehicle using a 
similar procedure, which means that the governmental transportation authority 
will preload the ELP at the time of vehicle registration (in the case of the ECN, 
the manufacturer is responsible for its installation at production time). 
Anonymous keys are preloaded by the transportation authority or the 
manufacturer (briefly mentioned in earlier section). As ELPs are unique and 
fixed, should attach to the vehicle for a long duration, but anonymous key sets 
have to be periodically renewed after all the keys have been used or their 
lifetimes have expired.  

• Key certification: As briefly mentioned in earlier section, governmental 
transportation authorities or vehicle manufacturer can act as a CA in VANETs 
but this is not at all an easy process.  

• Key revocation: Key revocation is necessary to punish the wrong doers in 
VANETs. One way to do this is to revocate the certificate related to the wrong 
doer. For instance, the certificates of a detected attacker or malfunctioning device 
have to be revoked, i.e., it should not be able to use its keys or if it still does, 
vehicles verifying them should be made aware of their invalidity. The simplest 
we can do so by distributing CRLs (Certificate Revocation Lists) that contains 
the most recently revoked certificates; CRLs are provided when infrastructure is 
available. There are number of ways we can do the revocation. Such as short-
lived certificates method proposed in IEEEP1609.2/D2 draft standard [17] 
automatically revokes keys. It has number of shortcomings which are aimed to 
solve in RTPD (Revocation Protocol of the Tamper-Proof Device), RCCRL 
(Revocation protocol using Compressed Certificate Revocation Lists), and DRP 
(Distributed Revocation Protocol) [18].  
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• Anonymous public keys: There are several types of privacy. As safety messages 
will not contain any secret data about their senders, vehicle owners will be only 
concerned about identity and location privacy.  Even though anonymous keys do 
not contain any publicly known relationship to the true identity of the key 
holders, privacy can still be hijacked by logging the messages containing a given 
key and thus tracking the sender until discovering his identity (e.g., by 
associating him with his place of living). Therefore, anonymous keys should be 
changed in such a way that a pervasive observer cannot track the owner of the 
keys. But it will require a vehicle to store a large key and certificate set 
(depending on the key changing frequency). So generation of efficient and 
reliable anonymous public keys is an open issue. 

5.1.2 Prevention Techniques 

• Digital Signature-Based Techniques: Digital signature is the building block of 
these security mechanisms, which primarily aim at providing message 
authenticity. Along with the digital signature, these techniques can exploit 
cryptography with certification or without certificate [15]. 

• Without Certificate: In this approach cryptographic digital signatures are apply to 
messages or hashes over messages. Digital message signatures are usually formed 
by asymmetric cryptography, i.e. by using public-private key cryptography. 
Messages (or hashes over the respective messages) are signed with the message 
originators’ private keys. This approach can provide three security improvements 
to communication, namely message authenticity, message integrity protection and 
non-repudiation.  The key advantage of this approach is that that it is simple to 
realize with small requirements. Mechanisms [shen] based on this approach are 
widely deployed and well known.  However attacks like message forging, DoS, 
sybil are still possible. Moreover, the approach does not prevent attackers to 
create fake warning messages. 

• With Certificates: In order to enhance the above approach, the signatures can be 
combined with digital certificates provided by a trusted Certificate Authority 
(CA). The basic notion with certificates is that nodes, which include certificates 
in their messages, are trusted by other nodes that are able to verify the 
certificates. The signed messages include a certificate which is cryptographically 
linked to the public key that belongs to the private key the message issuer uses to 
sign messages. The advantage of the certificate concept lies in the possibility to 
exclude external attackers from the system, as well as in the ability to remove 
malicious or defective nodes. With the support of suitable mechanisms it can also 
prevent sybil attacks.  

This is the most widely discussed and popular security mechanism in 
VANETs. Numerous studies and standards exploit certificate-based cryptosystem 
to support security for VANETs [7, 19-26, 39, etc.]. For instance, authors in [25] 
propose a vehicular PKI, based on a certificate-based PKC (digital signature) 
scheme to support security services for message exchange in the VANETs 
environment. A security architecture based on certificate-based PKC mechanism 
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for VANETs discussed in [20]. However, secure messaging based on digital sign 
with certificate scheme has a number of limitations, including complexity in 
certificate verification and management, scalability, performance in a large-scale 
environment, and timely access to certificate revocation information. Some of the 
works already acknowledged the shortcomings of using digital sign with 
certificate–based scheme in VANETs [22]. There has been, however, hardly any 
discussion on how to improve the scalability of employing certificate-based PKC 
(digital signature) for VANETs. 

• Proprietary System Design: This category of security mechanisms aim to 
exploit non-public (proprietary) protocols or hardware to control the unauthorized 
access to the networks. In case the protocols or hardware remain undisclosed (or 
highly expensive), like the certificate approach, this concept prevents non-
authorized nodes from participating in the network. Ultimate objective of this 
concept is to increase the required effort an attacker has to put in order to enter 
into the system. This scheme does not prevent him from doing so, nor do they 
prevent any attack from an insider. For example, an attacker is still able to 
distribute fake warning messages using a vehicle’s safety communication system. 
This approach seems not that promising, as vehicle manufacturers are aiming at 
the development of a common and open standard for the communication system. 

 
• Temper Proof Hardware: In order to complement the aforementioned 

mechanisms, Tamper Resistant Device (TRD) or Tamper-Proof Device (TPD) 
hardware is meant to provide secure input to the communication system, by 
securing the in-vehicle communication system and protecting it from 
manipulation. Along with the storing secret information, this device will be also 
responsible for signing outgoing messages. To protect itself of being 
compromised by attackers, the device should have its own battery, which can be 
recharged from the vehicle, and clock, which can be securely resynchronized, 
when passing by a trusted roadside base station. The access to this device should 
be limited to authorized people. For instance, cryptographic keys can be renewed 
at the periodic technical checkup of the vehicle. Usually, the TPD contains a set 
of sensors that can detect hardware tampering and erase (self-destructive) all the 
stored keys to prevent them from being compromised. This sophisticated feature 
makes the TPD too sensitive for VANET conditions (e.g. the device can be 
subject to light shocks because of road imperfections, etc.) as well as too 
expensive for non-business consumers. A TPM (Trusted Platform Module [27]) 
that can resist to software attacks but not to sophisticated hardware tampering can 
be an alternative option to a TPD. These are popular in notebooks and cost only a 
few tens of dollars. The ultimate notion on of the security hardware will depend 
mainly on economic and technical factors. A tradeoff between TPD and TPM can 
be good guide to define it. 

5.1.3 Detection Techniques 
It is very unlikely that a proactive security measure will be always successful in 
preventing it concerned attacks. If it fails, then it may lead to a disastrous situation as 
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VANETs is dealing with life-critical applications. In this situation, detection 
techniques can help us in avoiding disastrous happenings. For instance, as shown in 
figure 3(ii) if prevention method fails to detect the possible collision than collision 
between the cars are must. If we can employ a reliable and efficient detection method 
which can identify in real-time that the attacker has sent bogus message, then it is 
possible avoid the collision.  

These reactive measures are similar to the intrusion detection of other networks. 
Both the techniques correlate information which is either already available from 
normal system operation, or which is introduced additionally. Intrusion detection 
systems or similar systems for VANETs are still hardly explored (initial publications 
are [28] and [29]). These systems comprise what is also referred to as plausibility 
checks, information verification, use of side-channel information or context 
verification. In VANETs, or more precisely for safety systems in VANETs, reactive 
security mechanisms have to aim at detecting bogus or fabricated information in 
warning messages and inconsistencies in the inter-vehicle communication system. To 
do so, upon the reception of warning messages, nodes assess the validity of the 
warnings and then process the messages accordingly. If the message content is found 
to be invalid or bogus, the nodes ignore the message (some systems even try to 
correct the invalid data) and take action accordingly. Moreover, they may 
communicate their trusted neighbors to share the experiences.  

In detecting security threats in VANETs, along with the common signature based 
and anomaly based detections we can exploit the contexts of a VANET and its 
application to detect attacks on it. 

• Signature-Based Detection: In signature-based detection attacks can be detected 
by comparing network traffic to known signatures of attacks. As soon as an 
attack is detected appropriate countermeasures can be initiated. The primary 
concern of this approach is to realize a mechanism that is capable to detect 
known attacks on a communication system. The advantages of this detection 
technique are that it is simple and usually provides reliable detection of known 
attacks. The frequent updates of the attack signature database, the slow reaction 
on new attacks and of course the difficulty to define attack signatures are the 
shortcomings of this detection technique. 

• Anomaly Detection: This approach is based on a statistical approach that defines 
normal communication system behavior. Any deviation from that behavior is 
statistically analyzed and as soon as they reach a defined level, the security 
system concludes that there is an attack ongoing. The advantage of this detection 
technique is that it enables the detection of previously unknown attacks without 
requiring an attack database to be updated. But, there are also some 
disadvantages. The definition of normal system behavior is pretty complex and 
anomaly detection is known to produce many false positives. 

• Context Verification: Context verification is an approach that specifically 
considers the properties of VANETs and applications in VANETs. The notion is 
to collect as much information from any information source (e.g. the warning 
system, data from telemetric monitoring, etc.) available by each vehicle and 
create an independent view of its current status, its current surrounding (physical) 
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environment and current or previous neighboring vehicles. In order to do the 
evaluation of the situation this approach will require to define of rule-sets that 
determine what is to be expected with which probability in which situation. 
Situation evaluation mechanisms can be either application independent or 
application dependent. In application independent case, it can exploit position as 
well as time related information. On the other hand application context dependent 
evaluation exploits parameters specific to a certain application. 

5.1.4 Standards 
In the following we briefly review the IEEE 1609.2 and the Vehicle Safety 
Communications (VSC) project, which specify methods of securing Wireless Access 
in Vehicular Environments (WAVE) messages against numerous attacks, such as 
eavesdropping, alteration, source spoofing, message modification, and replays [30, 
31]. This standard is still under revisions. 

 
IEEE 1609.2 and the VSC Project: The IEEE 1609 WAVE communication 
standards, also known as DSRC protocols, have formed recently to enhance 802.11 to 
support wireless V2V and V2R communications in VANETs [31]. The IEEE 1609.2 
standard addresses the issues of securing WAVE messages against eavesdropping, 
spoofing, and other attacks. As shown in figure 4, the components of the IEEE 1609.2 
security infrastructure are based on industry standards for public key cryptography. It 
also includes support for elliptic curve cryptography (ECC), WAVE certificate 
formats, and hybrid encryption methods, in order to provide secure services for 
WAVE communications. The security infrastructure is also in charge of the 
administrative functions necessary to support core security functions such as 
certificate revocation (ongoing work). IEEE 1609.2 yet to define driver identification 
and privacy protection, and has left a lot of issues open. On the other hand, the VSC 
project also evaluates the feasibility of supporting vehicle safety related applications 
through the DSRC standard. It proposes to maintain a list of short-lived anonymous 
certificates for the purpose of keeping the privacy of drivers. Once the certificates are 
used, they are discarded. The scheme can provide higher security assurance as the 
certificates are blindly signed by the certificate authority (CA) in order to deal with 
any possible insider attack. The CA can abuse its authority and mishandles driver 
information. A linkage marker is devised for the escrow authorities to associate each 
blindly signed anonymous certificate with a single vehicle. All compromised and 
expired vehicles will be revoked by putting certificates belonging to those vehicles 
into the certificate revocation list (CRL). The main drawback of this scheme is that 
the CRL may grow quickly and make the real-time validation of certificates 
impossible. Another shortcoming depends on the fact that for tracing purpose, a 
unique electronic identity is assigned to each vehicle by which the identity of the 
vehicle owner can be inspected by the police and authorities in any dispute. Even 
though this scheme can effectively fulfill the conditional anonymity requirement, it is 
far from efficient, and suffers in scalability and reliability as the ID management 
authority has to keep all the anonymous certificates for the vehicles in the 
administrative region. Once a malicious message is discovered, the authority has to 
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exhaustively search a huge database to find the identity related to the compromised 
anonymous certificate. To solve these issues, in [6] authors have presented an 
effective and efficient solution for achieving certificate revocation and conditional 
privacy preservation. 

 
SeVeCom Project [32]: The SeVeCom project defines a baseline security 
architecture for VANETs systems. The baseline architecture contains different 
modules, which addresses different aspects, such as secure communication protocols, 
privacy protection, and in-vehicle security. The baseline specification provides one 
instantiation of the baseline architecture, building on well- established mechanisms 
and cryptographic primitives, thus being easy to implement and to deploy in 
upcoming VANETs. As shown in figure 5, the security manager is the central part of 
the SeVeCom system architecture. It instantiates and configures the components of all 
other security modules and establishes the connection to the cryptographic support 
module. To deal with different situations, the security manager maintains different 
policy sets, which can adaptively enable or disable some of the components or adjust 
their configuration. Even though this architecture is not yet accepted as standard, still 
it can be exploited as a good guideline for the implementation of security and privacy 
in VANETs.  

5.2 Specific Security Solutions for VANETs 

Majority of the existing works address the generic security policies rather than their 
implementation. Works on the implementation of overall security policies are very 
limited. Most of the existing works target to detect or prevent very specific attacks, 
such as sybil [33], DoS [34], etc. Moreover to achieve the full guarantee of security of 
message intensive VANETs applications, along with the message security in 
communion security is also necessary. To have a complete secure communication in 
VANETs, it is necessary have the support from all the layers of communication 
protocol stack (e.g. TCP/IP) rather than individual layer. Most of the existing research 
works (e.g. [35, 36, 37, 38, etc.]) on VANETs’ security implementation focus on 
specific layer issues (e.g. routing, link, etc) rather than stack-wide. Moreover, these 
layer specific works are dominated by secure routing, few on secure MAC for 
VANETs. In the following we first briefly present few works which addresses some 
specific attacks and then present secure routing and secure MAC in VANETs 
respectively. 

5.2.1 Specific Attack-Based Solutions 
Privacy-Preserving Detection of Abuses of Pseudonyms (P2DAP) [33] explicitly 
targets sybil attacks in VANETs. It presents a lightweight and scalable protocol to 
detect Sybil attacks. In this protocol, a malicious user pretending to be multiple 
(other) vehicles can be detected in a distributed manner through passive overhearing 
by RSUs. In this scheme, detection of Sybil attacks does not require any vehicle in the 
network to disclose its identity; hence privacy is preserved at all times. It can detect  
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Fig. 4. The IEEE Std 1609.2 security services framework [7] 

sybil attacks at low overhead and delay, while preserving privacy of vehicles but it 
may fail in colluding attacks. Authors in [34] present DoS and Distributed DoS and 
their severity level in VANET environment. They also introduce a model to secure 
VANETs from the DoS and DDoS. The solutions are able sorted out DoS but fail to 
protect privacy, prevent sybil attack, even information cheating. 

Misusing VANETs could cause destructive consequences. Authors [38] proposed 
DRTA (Dynamic Revocation using Threshold Authentication) to punish misbehaving 
users. This can be employed in both V2V and V2R for anonymous communications.  
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Fig. 5. Baseline architecture: deployment view [8, 32] 

It is based on some threshold authentication technique that dynamically revokes a 
user’s credential, while providing the flexibility of whether to reveal the user’s 
identity and tolerating unintentional misbehavior such as hardware malfunctioning. 
DRTA outperforms its counterparts such as RTPD [12]. Work in [41] proposes 
protocols, as components of a framework, for the identification and local containment 
of misbehaving or faulty nodes, and then for their eviction from the system. Results 
show that the distributed approach to contain nodes and contribute to their eviction is 
efficiently feasible and achieves a sufficient level of robustness. 

5.2.2 Secure Routing  
Secure routing is the most important requirement for any secure communication. In 
VANETs routing can be based on ID of the vehicle or geography of the vehicle. ID 
methods are for sending data to an individual node, whereas geography methods are 
for sending data to a group of nodes. ID based routing protocols (e.g. Secure Routing 
Protocol (SRP) [43], Secure Beaconing [40], etc.) tend to sacrifice privacy frequently 
but geographic location or position based routing protocols (e.g. PRISM [35], 
Position-Based Routing [36], etc.) may not. Most secure routing algorithms build on 
top of insecure routing protocols as no routing protocol was originally built with 
security in mind. 

Table 2, summarizes the secure routing protocols in VANETs. It is clear from the 
table that most of the secure routing protocols are not privacy compliant. Moreover, 
privacy compliant secure routing protocols such as PRISM is not secure from sybil 
attacks.  
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Table 2. Summary of the secure routing protocols in VANETs  

Protocol  Key features Advantages Disadvantages 

AOD-SEC[42] -based on ID and a 
centralized PKI 

-based on simple AODV 
- no impersonation attacks

-based on insecure 
routing protocol 
-privacy not protected 

SRP[43] -extension to existing 
ID-based reactive pro-
tocols ( AODV, DSR) 
-assumes secure link 
between two nodes 
already exists 

-deals with non-colluding 
malicious nodes. 
-prevents IP spoofing, 
ensures privacy. 
 

–route cache poisoning 
renders efficient algo-
rithms less efficient/ 
effective. 
–colluding malicious 
nodes can "alter" 
topology  

Secure-
Beaconing 
[40] 

-ID based, believes 
most communications 
are direct. 
-not all beacons need to 
be encrypted 
–tries to strike balance 
between security and 
efficiency 
-omitting Certificates 
and Certificate Verifi-
cations 
 

–saves bandwidth 
–better data throughput 

-no privacy what-
soever. 
-some messages might 
be lost. 
-critical situations me-
an exponential load on 
network 

PRISM [35] -uses AODV to 
establish path 
-destination is an area, 
not a node 
-uses group signatures 
on both side 
-once link is esta-
blished, create one-
time-use secret key 
between parties  
-hit and miss approach 

-preserves privacy. 
-avoids creation of 
pseudonyms(expensive) 

-deals with rogue/bad 
nodes reactively (TTP) 
-difficult to ensure that 
DST-AREA value has 
not been tampered with 
-sybil attacks are easy 

Position-
Based Routing 
[36] 

- location table with ID 
and positions of nodes 
- location is plausible 
- end-to-end & hop-by-
hop encryption 

-two levels of encryption 
-broadcasts deter worm-
hole attacks 

-caching of location 
and certificates is a 
great loss of privacy 
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5.2.3 Secure MAC 
Like secure routing secure MAC protocol is necessary for VANETs. Unfortunately 
works in this area is very limited [37]. It is important design efficient medium access 
control (MAC) protocols so that safety related and other application messages can be 
timely and reliably disseminated through VANETs. In this work authors propose a 
secure MAC protocol for VANETs, with different message priorities for different 
types of applications to access DSRC channels. Results show that the proposed MAC 
protocol can provide secure communications while guarantee the reliability and 
latency requirements of safety related DSRC applications for VANETs. 

6 Analysis of the Existing Mechanisms and Future Directions 

It is clear from the discussion of section 4 that, security and privacy may conflict in 
number of VANET applications. While people or drivers of the vehicles are 
considering that privacy is their right, on the contrary to have security in certain 
situations we need to break their privacy. So, a trade-off between privacy and security 
may be necessary. Moreover, in secure communications precisely in routing it is 
really hard to find an efficient protocol that can response in real-time as well as 
maintain the privacy of the drives is very challenging and yet to solve. So scope of 
further study in this area is highly visible. 

Most of the existing security and privacy related works mainly address policies not 
their implementations. But to make the VANET reality in near future we need to work 
more on implementation based security solutions which are cost effective and fast 
responsive. Moreover, certificate-based schemes are still suffering, especially in 
fixing CAs, real-time certificate verification, certificate revocation, etc. These issues 
also require further attention from the research community as well Govt. and vehicle 
manufacturers.  

Reactive approach based attack detection techniques has great potential. But these 
are rarely considered by the VANETs researches. Further research could bring out the 
potential of these techniques. 

For the implementation of comprehensive security and privacy policy, may require 
the support of all the layers in the protocol stack rather than from single layer support. 
This protocol stack-wide holistic implementation of security and privacy is missing in 
the existing works. Further study in this area is a must need. In number of 
applications, VANETs (e.g. Traffic Signals Violation Warning, Pre-crash Sensing, 
etc. [3]) exploit V2V and V2R communications. For these application security policy 
and solution has to take care of both communications which are different in nature. It 
means any security policy which suits V2V communication might not suit in V2R 
communication. For example, when a vehicle passes by a RSU; it retrieves fresh 
environmental data collected by the roadside sensors. After processing, it may 
interpret the data as a dangerous situation and trigger a safety warning message. In 
this case if WSNs in RSUs and vehicular communications maintain timeliness (a real-
time response requirement for security in VANETs, mentioned section 4) individually 
(e.g. RSU provides data within 100ms and Vehicle triggers warning within another 
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100ms, total delay 200ms which is double than the maximum tolerance [3]) than the 
warning message can be useless and make the situation dangerous. So a combined 
effort of vehicles and RSUs is needed in guaranteeing overall system-wide security. 
However, to our best knowledge, there is no published work on the holistic view of 
security in VANETs. So, further works in this area is an immediate necessity. 

Security and efficiency may conflict, especially in WSNs and hard-real time 
requirements based applications. Even security and QoS in RSUs precisely in WSNs 
may conflict. So these conflicting issues are needed to be resolved in future. 

7 Conclusion 

Applications of Vehicular Ad-hoc Networks (VANETs) are very promising and 
diverse. Majority of the safety-related VANETs applications are real-time and 
mission critical, which requires strict guarantee of security and reliability. Lack of 
such security and privacy in VANETs is one of the key difficulties to the wide spread 
implementations of it. Securing the VANETs along with appropriate protection of the 
privacy of drivers or vehicle owners is a very challenging task as they conflict with 
each other in umber of situations. Considering this, in this work we have summarized 
the attacks, corresponding security requirements and challenges in VANETs. Some of 
the challenges are not yet tackled at their best level, which require further attention. 
We have also presented the most popular generic security policies which are based on 
prevention as well detection methods. Detection-based mechanisms require further 
attention as they look prospective in VANETs. Many applications in VANETs require 
stack-wide security support rather than individual layer from the VANETs’ protocol 
stack. In this work we have also discussed the existing works in the perspective of 
holistic (protocol stack-wide and system-wide) approach of security. These 
approaches are the concern of our future study. 
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