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Today’s sophisticated mobile technologies makes modern civilization to realize the
world as a small and intensely interactive entity. An individual’s geographical loca-
tion at a point in time is thus by-and-large easily accessible. The major disadvantage
with the adoption of such technology is the unpredictable and inadvertent disclosure
of private information; in this work we are concerned with location disclosure.
Privacy leakage and discovery of personalized data poses a major threat to users by
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Abstract. Social networking has evolved as a basic amenity in today’s intercon-
nected world. Users of social media tools do not always keep up with privacy poli-
cies and its adverse effects. It is very common that even experienced users are often
caught unaware of actions that happen behind the interface screens of their inter-
connection devices. Many-a-time mobile application developers take advantage of
such user complacency and leak location information from the device (and hence
information about the user) to other applications. Though there has been considera-
ble alerts raised on the issue of location information leakage, there are situations
wherein applications sneak through these ‘walls’ and connect with devices / appli-
cations to extract / query desired information from the firmware. In this work, we
provide a in-depth review of literature on this emerging area of social interest, and
propose a four-layer context-based authentication framework (4-CBAF) to address
location privacy concerns. The 4-CBAF framework provides a facility for users to
share pertinent information only if the user specifically authorizes such information
sharing. The 4-CBAF is intelligent enough to reduce the number of human inter-
ventions that a user should attend to. The effectiveness of the proposed 4-CBAF is
also demonstrated for check-in application for Facebook using smart devices.
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allowing the use of the referring mobile device as a location tracker. In [11], the au-
thors identify thirteen major issues related to this technical approach. Location based
tracking systems use various techniques to keep track of location information of users
which in turn increases the risk on the misuse of private and secure information of
individuals [12]. In addition to tracking individual location, estimation of location
also may create severe privacy risks such that all comprehensive available records of
location data produce nearly accurate predictions about the user [13]. There are tech-
niques to assemble public information to produce private information though the pri-
vate variable is not explicitly leaked to intruder. Information flow models attempted
to address these issues in such cases.

Despite economic downturns, the advances and proliferation of mobile devices has
continued to be on the rise, and is one of the most pervasive consumer electronic de-
vices to expand unsurpassed global penetration during the past decade. Global Posi-
tioning System (GPS) have matured as a standard for smart mobile devices. Advances
in mobile computing technology have enabled users to adopt location based services
(LBSs) for routine activities. Individuals and organizations are leveraging location
information for heuristics and investigative analysis [3]. LBSs through its accompany-
ing suite of tools have attracted customers and hence become very popular within a
short time. Some of the LBSs include Google Latitude, FindMyFriends, GeoMe,
CouponApp, etc.

In general, LBS applications accumulate location information for an arbitrarily long
time to provide attractive services to their users. However, they raise doubts in the
user’s mind about the exact nature and limitations of their individual privacy. It is not
that every time a user may wish to divulge her/his location information to these appli-
cations or other individuals. The key problem hence is to provide support for occasion-
al location information disclosure while also supporting contextual blocking of track-
ing users continuously [2]. These problems have led to several studies about privacy of
location in mobile devices. Policies indicate that device manufacturers should design
devices to support privacy-enabling and provide user-based control to individuals for
selective sharing of location information. The study recommends mobile operating
system providers to include necessary tools for privacy protection. Upon complaints
from customers and legal recommendation from federal governments, all the mobile
OSs allow users to select applications to access location data (eg. GPS). Selective
access to applications is often sufficient in many instances. However, such technology
is not yet clearly capable of contextual selection of access grants for applications that
interact with these selective applications due to an open API structure for add-on appli-
cations development. In this paper, we propose a framework to incorporate a 4-layer
context based authentication framework (4-CBAF) to address such elevated concerns
in mobile environments.

The proposed 4-CBAF introduces a component that authenticates and authorizes
requests from applications to access location information. The 4-CBAF component
inherits properties from layered authentication proposed in [10]. The primary objective
of the component is to authorize location information access. The layered approach
distinguishes functionality of authentication, authorization and context based authori-
zation in achieving the purpose. Each layer serves a distinct purpose and in all they
verify “who are you, what you know, what you have, what is the purpose”. The priva-
cy components 4-CBAF not only verifies the requesting application validity but also
verifies whether the application is legal to access location information at the given
context. The decisions are based on policies devised in the component. The policies are
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dynamic and can be updated upon demand. This paper discusses the feasibility of the
4-CBAF framework in mobile devices. The outcomes of our exploratory study are the
following:

e Identify privacy leakage of location information in mobile device applications

e Proposed a component architecture, 4-CBAF, to address the privacy issue

e Demonstrate that the improvements differ from current state-of-art technologies in
accessing location information

e Discuss the feasibility of the proposed solution in real-time check-in application
for Facebook in mobile devices.

The rest of the paper is organized as following. Related work is discussed in Section
II. Existing location information privacy tools are discussed in Section III, and the
proposed 4-CBAF component is illustrated in Section IV. Its feasibility in real-time
application usage in presented in Section V, which is followed by conclusions and
future work in Section 6.

2 Related Work

Several researchers have argued that when the collection of location information can
cause a violation of privacy, suggested consent is necessary [30]. Users who share
their location information often realize late that it may have impact on sensitivities
within their culture and society [14]. There are tools to ease the sharing, such as
GTWhois [15] and Visual Route [16], from where an intruder can collect users’ loca-
tion information such as IP address, email address and ISP. Although these variables
cannot be used to derive accurate geographical location, one can predict the user’s
city and street. The US Privacy Act of 1974 [17] identifies an individual’s right to
privacy of her/his personal information. But location privacy is not included within
this law. Several laws [18-21] have been passed to protect location privacy which
necessitated a user’s approval to broadcast his/her location data. It has been men-
tioned that a user’s physical location cannot be disclosed publically because of priva-
cy risks. Simultaneously, the European Union has approved a law - The Directive on
privacy and electronic communications [22] — also known as the E-privacy Directive,
which deals with the security, confidentiality and integrity of location information,
user’s opinion and user’s personal information. Until now, however, there are no spe-
cific laws to check privacy leaks in applications utilizing location tracking system
(LTS) [23]. The copious use of LTS applications in mobile devices has increased
privacy risks for individuals. Research in [24-29] showed how a location tracking
system is a threat to users in their day-to-day life. By monitoring the location of an
individual, intruders integrate the recorded data to build his/her profile which violate
fundamental rights of a user [29]. Motivated by these laws and studies, the objective
of our work is to study and propose the development of a software check-pointing
framework / mechanism to ensure privacy preservation while using location based
services.
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The increase in availability of information coupled with increased computing pow-
er in GPS-enabled smart devices makes it possible to deploy context sensitive servic-
es where the access of the resources is determined by a user’s contextual need. The
location of a user allows for establishing context and motive through data mining and
hence poses an increasing threat to the individuals’ privacy [31]. In LBSs, the re-
quested resources are available to an individual only if the individual is at specified
location [32]. LBSs are uncomplicated context based privacy implementations but
pose a security threat by leaking individual’s whereabouts without the users’ explicit
knowledge. The notion of privacy also diverges between countries and cultures [33-
36]; for example between the US and India, where India is an example of a joint so-
ciety and USA is an example of idiosyncratic civilization [37]. In India, while privacy
concerns are relatively low compared to US [36], physical and societal threats by
blatant privacy violations pose an immense threat; this is due to ignorance and unavai-
lability of legal and structural recourse for such violations. Hence despite cultural
differences, there are situations where privacy plays critical role in an individual’s
life. Therefore, LBS users have the right to take decision on their privacy while being
served by LBSs. End users, irrespective of culture, often commonly find it objection-
able for LBSs to advertise information about an individual [38]. Most individuals will
strongly object to the leak of personal information without user’s knowledge [39].
Literature asserts that a professed control, over revelation and subsequent use of per-
sonal information, plays an important role in a individuals’ seclusion concerns and
information disclosure performance [40]. Thus there is an urgent need for strong au-
thentication and authorization techniques for privacy in LBSs [41].

GPS technology is often piggy backed with Navigation and Tracking services
(NTs) to track and monitor a mobile user’s geographical position. Ethical conflicts
arise in tracking an individual who has right not to be monitored. There are unans-
wered questions by assumed consent — that attacks the core of an individuals’ privacy
[42].The work of Dobson and Fischer [44], Garfinkel et al. [44], Michael and Michael
[45], Perusco and Michael [46], Kaupins and Minch [47], Perakslis and Wolk [48]
and Stajano [49] have pointed out the need for a deeper understanding of moral prin-
ciples in widespread use of LBSs. Tools such as Google Earth [50], NASA
WorldWind [51], Microsoft VirtualEarth [52], and Skyline Globe [53], etc. generally
provide GPS data of the user; which is often not desirable to end users who assume
their privacy rights are protected. With the help of Google Earth like tools, an anta-
gonist can pinpoint nearly the exact location of an individual by disregarding the pri-
vacy laws [54].

3 LBS Support Frameworks

3.1 Current State-of-Art

Until recently mobile operating systems did not have checks for authentication of
applications for accessing location data. The mobile OSs now include a tool to al-
low/block an application to gain access to location data. A reference model for loca-
tion privacy in mobile devices is LORE. LORE is an infrastructural design to support
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location aware applications. A method is proposed to publish a fake location to hide
an individual’s location information [4]. Dissemination of location information from
identity protects one’s privacy from dissuading monitoring of an individual by recon-
structing path of an individual’s track [5]. Identifying a range of queries and assigning
an artificial id to protect privacy of an individual can address privacy in traffic moni-
toring systems [6]. A unified framework is developed using anonymity techniques, by
hiding, often by obfuscation [8]. By taking various dimensions of attacks and location
information into account, in [7] the authors developed a method to quantify location
privacy.

Technical Approaches for Location Privacy

[ I I ]
Policies Modification of Request Dummy- Provider

I | | Requests Change
Pseudonym- Deliberate Impairment
ization of Locating
+ Transcation T I 1
. EE;T:UO”W Blind out Reduction  Path
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+ Mix-Zone + Spatial
+ Anonymization + Temporal

Fig. 1. CurrentTechnologies for Location Privacy [8]

As shown in Figure 1, most of the studies thus far have focused on techniques such
as modification, faking, etc., but do not discuss policies to authenticate a request to
grant access to location data selectively while providing privacy. Our work focuses on
developing a framework based upon a multi-layered authentication mechanism using
context based techniques (ex. is the request trustable), authentication techniques (who
are you), and authorization techniques (what you want). In other words, our work
attempts to address privacy issues by developing an appropriate encompassing
framework to deploy privacy policies. The dearth of research in this area can be dis-
cerned by the ‘policies’ leaf in Figure 1; this area is currently critically ill-defined and
often left to the mobile application developers and providers for interpretation.

3.2  Problem Definition

LBS have been evolving at a rapid pace to exploit location information availability so
as to support effective customer services. However, as in every race in the market-
driven world, that attempts to meet customer demand for information, often times,
customers themselves are ‘put’ in a position of disadvantage by not knowing exactly
how much privacy is being lost by such intrusive applications over time. Mobile
application service providers retrieve location coordinates with the intent of providing
value-added services. There are many instances where the service providers leak loca-
tion information directly or indirectly using inferences. For example, in restaurant
rating services, wherein a user rates a restaurant when she / he visits a restaurant is
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allowing for crowd sourcing to publish about food quality and ambience. The service
provider is not publishing the location of the user directly but the application execu-
tion context could infer that the user was at the restaurant. If one assumes that em-
ployers of this user may monitor their employees’ activities using third party services,
and that the user may not want such information broadcast at all times, this could
become an inadvertent privacy invasion scenario. Though there are tools to block a
service provider access to location information, they do block the service provider
themselves, as user are often left with an option to either share information all the
time, or never at all. Such examples create the necessity for more fine-grained autho-
rization of requests to location information besides authentication of service provider
themselves. Alternately, the problem can framed as implicit “privacy depravation” -
through a distinct lack of authorization mechanisms that curtail the sharing of private
information based on certain contexts. Hence authentication of the requestor by de-
fault deprives the user of their right to privacy — i.e. by installation of the restaurant
rating service — where the user may rightly be a user wanting to know / publish about
‘good’ restaurants during some times — but not essentially share such information
about their visits to one of these restaurants all the time. But the application installed
on their mobile device does not differentiate this in any significant manner. In this
context, it is good to recall that while authentication verifies the identity of service
provider, authorization verifies the service provider has rights to access to the re-
quested information.

4 4-Layer Context Based Authentication Framework (4-CBAF)

Mobile operating systems are developed through a model driven engineering process.
There are primarily three layers in these operating systems. One is the Core OS layer
which interacts with the firmware, other is Core Services which talks to Core OS
layer to provide services to higher layer, and the remaining layer is applications which
includes media, touch, and third party applications. Figure 2 shows the architecture of
one such mobile OS, the i0S.

The Core Services layer implements
Core Services location services by communicating

Collections Core Location with the Core OS API. In this paper we
Address Book Net Services

Gocoa Touch

— Networking  Threading term location services as Navigation and
Core Senvices File Access Preferences Tracking Services (NT services); one
SQLite URL utilities

of the core services in mobile operating
systems. NT service components do not
Fig. 2. i0S Architecture take privacy into account while provid-

ing services. The primary goal of NT

services is to provide location based services to applications. Hence the current archi-
tecture of such systems is incapable of protecting users from privacy leakages. These
limitations have motivated us to introduce a layered framework for authentication and
authorization of service requests. The proposed layer for protecting privacy is pre-
sented in Figure 3. Partner and 3" Party NT API and core NT API are shielded by a

Core 05



Supporting Location Information Privacy in Mobile Devices 367

privacy protection layer called 4-layer Context Based Authentication Framework (4-
CBAF) component. The 4-CBAF components analyses a given service request from
third party application through a 4-level of authentication and authorization tech-
niques. The component is illustrated in detail in the following.

‘ Native and Run-Time Applications ‘ ‘ Native and Run-Time Applications ‘

Q
Core NT API
Core NT API

‘ Partner & 3" party NT API ‘

‘ Partner & 3" party NT API ‘ 4-CBAF component
Navigation & Tracking (NT) Services Navigation & Tracking (NT) Services
Third party Applications Third party Applications
(ex: Facebook mobile) (ex: Facebook mobile)

Third Party Social Apps Third Party Social Apps
(ex: FindMyFriend) (ex: FindMyFriend)

Fig. 3. Original and Proposed Mobile API architecture

The 4-CBAF component is developed from the lessons learned from our earlier
work [10], which suggests that we need to employ a multi-layered approach to pre-
vent one-stop defaults for authorization requests. Given the need for such authoriza-
tion mechanisms by applications, we adapt a four-layer framework for authorization.
Each of the 4-layers serves distinct actions to validate and authorize a request. The
design of the four layers is presented in Figure 4.

Layer -4 (Human layer)
(Manual verification)
(Does the owner want the service performed)

Layer -3 (Context layer)
(Request verification based on context)
(Will the request affect privacy)

Layer -2 (Authorization layer)
(Request verification)
(What you want)

Layer -1 (Authentication layer)
(Credential verification)
(Who are you)

Fig. 4. Proposed 4-CBAF framework

Layer 1 is naive which is simple authentication mechanism to identify a requestor.
In simple words, the layer-1 authenticates the requestor irrespective of whether the
requestor authorized for the requested service or not. Layer-1 could be password
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based authentication (PAP or CHAP) or key based. The primary purpose of layer-1 is
to verify the requestor’s credentials and to identify requestor i.e. who is the requestor.
If Layer-1 passes the authentication check, then Layer-2 is invoked for the authoriza-
tion of the requestor’s request. Layer-2 verifies whether the requestor is legal to
access the service. The layer-2 follows rule-based authorization technique and the
owner of the device defines the rules. With effect from complaints from user commu-
nity, mobile operating systems now include this feature i.e. to block an application
from accessing location API.

If successful at Layer-2, then Layer-2 sends the request to Layer-3 for context-
based authorization. The layer-3 verifies whether the service at the given context is
legal or not. This layer requires more information from the requestor regarding the
purpose of the service request. If the purpose is valid, layer-3 passes the request and
the service is granted. Otherwise, the request is sent to owner of the device for manual
verification. In the exceptional case that Layer-3 fails, the request is forwarded to
Layer-4 which triggers human intervention to take manual action. This proposed
layered architecture provides fine grained authorization mechanisms and each layers
service a distinct and critical purpose. Table 1 summarizes the improvements of the
proposed 4-CBAF architecture over current architecture.

Table 1. Improvements over current architecture

Layers Current 4-CBAF
1. Authentication Not implemented PAP, CHAP, or key
based
2. Authorization Implemented Rule based
3. Context Authorization Not implemented History, knowledge
based
4. Manual Verification Not implemented Available, but may not
be needed

The purpose of each layer can be demonstrated in a real time scenario as discussed
in the following section.

5 Case Study

A social networking service is an online service platform that focuses on facilitating
the building of social relations among people who, for example, share interests, activi-
ties, backgrounds, or real-life connections. Facebook is one of the most popular social
networking platforms and has been migrating on to smart devices at a rapid accelera-
tion. Facebook provides a platform called wall on which a user posts his/her an-
nouncements. There are many facebook applications and mobile applications that
automate the posting for users’ providing ease of access. These applications access
device services to generate information for such posts. Smart devices include features
such as GPS, gyroscope, etc. GPS is one of the most useful and controversial feature
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in smart devices. GPS locates the position of a device and mobile OSs provide core
NT API to upper layers of the OS. To expose the privacy threats with the existing
architecture, consider an application for check-in feature. The check-in application
takes location information from device and friends’ names that are with the user at the
specific time and posts that information on the user’s Facebook wall as a check-in
message.

Now assume a user say ‘A’ and the set of users that are family and friends of ‘A’ is
F(A). ‘A’ is visiting a restaurant with some his/her family and friends i.e. with a set of
users R (A) <F(A). In this scenario, check-in application reads the location informa-
tion from device which is the restaurant and list of users who are along with ‘A’ i.e.
R(A) and posts a message on ‘A’s wall. This is visible to all the friends of ‘A’ that
include F(A)-R(A). This kind of posts without user’s consciousness, can cause social
problems and originate unpleasant relationship issues. This might lead to break-ups at
some point of time. Table 2 describes how the post is authorized in original OS archi-
tecture and in proposed 4-CBAF based architecture.

Table 2.Check-in application authorization

Layer Current 4-CBAF
1. Application authentication | Not implemented Successful
2. GPS service authorization Successful Successful
3. Context based authorization | Not implemented Failed
4. Manual Verification Not implemented Implen:lzléiéldbut not

From the Table 2, the check-in application generated message is posted on face-
book wall upon authorization from GPs module for the application in original OS
framework. In proposed 4-CBAF, the application is a legitimate requestor and legal to
access GPS service but raise privacy concerns in given context and thus failed in
layer-3. Therefore, the proposed architecture can address privacy issues in cases
where current architecture does not support.

Another popular such social networking service such as micro-blogging activity is
Twitter. Assume an application say tweetMyGeo which tweets all your geo-local
positions time to time periodically. It is very usual that a mobile user, who downloads
this application, relegates his/her twitter login credentials keeping trust on the applica-
tion. There is a privacy check service neither on the twitter side nor in mobile device
side. The 4-CBAF comes to rescue approach can support such users by providing a
check point to such applications. The proposed models will blocks applications such
as tweetMyGeo from obtaining GPS location of the mobile device through its 3rd
Llayer-3. Context based authorization fails because it learned from history that the
application broadcasts location information through twitter.
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6 Conclusion

Social networking has been evolving as a basic amenity in today’s world. Users of
such social media tools do not always keep up with privacy policies and its adverse
effects on its users. It is very common that users are caught unaware of the actions by
applications installed on their devices. In this work, we have proposed and demonstrat-
ed the need and use of a four layer context-based authentication framework (4-CBAF)
to address privacy concerns. The 4-CBAF framework provides facility to warn a user
not to share sensitive information such as location and to share if the user insists to do
so. The 4-CBAF is intelligent enough to reduce number of human interventions that a
user should attend. Location information is a case and the 4-CBAF can be realized in
privacy critical systems. The effectiveness of the proposed 4-CBAF is demonstrated
for check-in application for Facebook in smart devices. Our next step is to implement
the 4-CBAF in mobile devices.
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