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Abstract. We discuss the applicability of the well known OR-proof
technique to hierarchical identity-based identification (HIBI) protocols
for enhancing their security. We first describe formal security definitions
for HIBI protocol not only in the adaptive hierarchical-identity setting
but also in both “static” and “weak selective” hierarchical-identity set-
tings. Next, we investigate whether the security enhancement transfor-
mations for identity-based identifications presented at ACNS 2012, which
is based on the OR-proof technique, can be applied to HIBI protocols.
We formally prove that several of these transformations are applicable
to HIBI with slight modification. Curiously, the rest do not seem ap-
plicable, which stems from hierarchy and delegation. We also present a
variant transformation and show that it can enhance the security of HIBI
protocols in all three hierarchical-identity settings.

Keywords: hierarchical identity-based identification, OR-proof, imper-
sonation under concurrent attacks.

1 Introduction

Identification is a protocol between a prover and a verifier through which the
prover tries to convince the verifier of his/her identity. The security of identifica-
tion protocols is defined by an experiment consisting of learning and challenge
phases. In the learning phase, an adversary acts as many verifiers to gather
much information and in the challenge phase, acts as a prover to impersonate
an entity. A strong security model of identification protocols is formulated as a
model against impersonation under concurrent attacks [2], in which an adver-
sary is allowed to concurrently access entities who prove their identities, even
in the challenge phase. On the other hand, in the security model against imper-
sonation under passive attacks [2], an adversary is only allowed to eavesdrop on
identification communications in the learning phase.

After the proposal of identity-based cryptography [I3], identification in the
identity-based setting, called identity-based identification (IBI), has also been
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investigated. In an IBI protocol, the existence of a private key generator (PKG)
is assumed as well as in other identity-based cryptographic schemes. The PKG
generates a secret key corresponding to the inputted identity of an entity, and
gives the secret key to the entity. For IBI protocols, we can consider other types
of attack models with respect to an adversary’s selection of identities. Under
adaptive identity attacks (i.e., in the adapt-id-imp-atk security model) [1I12], an
adversary is allowed to adaptively ask identities to oracles. Under static identity
attacks (i.e., in the stat-id-imp-atk security model) [I2], an adversary declares,
only at the beginning of the learning phase, the identities of all entities to be
in queries or challenged. Under weak selective identity attacks (i.e., in the wsid-
imp-atk security model) [14], an adversary requests secret keys of identities only
at the beginning of the learning phase. Here, atk denotes a type of attack such
that atk € {pa, ca}, and pa and ca mean passive attack and concurrent attack,
respectively.

It is natural to extend IBI to identification in the hierarchical identity setting,
called hierarchical identity-based identification (HIBI). In an HIBI protocol, the
single PKG functionality of generating secret keys is divided into partial ones
and the divided functionalities are delegated to multiple PKGs. If a PKG is
assigned a hierarchical identity, ID*~Y = (I1,..., Ix_1), and given a secret key,
skp-1), corresponding to the hierarchical identity, then it can generate a secret
key, sk\p), corresponding to a hierarchical identity, ID®) = (I1, ..., I). We may
omit the word “hierarchical” to indicate a hierarchical identity if its meaning is
clear and denote a (hierarchical) identity by ID if we do not need to specify
its hierarchy depth. Since IBI has three phases, HIBI also has three: SETUP,
EXTRACT, and IDENTIFICATION.

Security for HIBI. The first security formulation for HIBI was given by Chin,
Heng, and Goi [3] with their first proposal of an HIBI protocol. However, they
formulated the passive and concurrent security only under adaptive hierarchical-
identity attacks. Therefore, we can consider three types of attack models re-
garding an adversary’s selection of hierarchical identities for HIBI protocols, as
well as for IBI protocols. One is called security against impersonation under
adaptive hierarchical-identity attacks (adapt-hid-imp-atk security), which is an
extension of adapt-id-imp-atk security. The second one is called security against
impersonation under static hierarchical-identity attacks (stat-hid-imp-atk secu-
rity), which is an extension of stat-id-imp-atk security and in which an adversary
requests secret keys of hierarchical identities only at the beginning of the learn-
ing phase. The third one is called security against impersonation under weak
selective hierarchical-identity attacks (wshid-imp-atk security), which is an ex-
tension of wsid-imp-atk security and in which an adversary declares, only at the
beginning of the learning phase, the hierarchical identities of all entities to be in
queries or challenged.

Security Enhancement Transformations of IBI. It is well known that the
OR-proof technique [54] enhances the security of not only standard identification
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but also IBI protocols from passive security to the concurrent security [I16].
Thus, we expect that the OR-proof technique can be also applied to HIBI pro-
tocols to enhance their security. Actually, HIBI protocols proposed in [7] utilize
the OR-proof technique, and they are concurrently secure.

In [6], Fujioka, Saito, and Xagawa investigated OR-proof techniques for IBI
protocols, which are formulated as three transformations, DIsk, MI, and DPsk
transformations with double-key variants DIdk and DPdk tmnsformatz’ons The
authors proved that all the transformations can enhance an adapt-id-imp-pa
(resp. wsid-imp-pa) secure IBI protocol to an adapt-id-imp-ca (resp. wsid-imp-ca)
secure one, and that the DPsk, and DPdk transformations can enhance a stat-id-
imp-pa secure IBI protocol to a stat-id-imp-ca secure one [6].

Our Contributions. We formally define security against impersonation un-
der static hierarchical-identity attacks (stat-hid-imp-atk security) and security
against impersonation under weak selective hierarchical-identity attacks (wshid-
imp-atk security), along with the existing adapt-hid-imp-atk security, where atk
denotes a type of attack such that atk € {pa, ca}.

Next we introduce two properties of HIBI protocols, which are extensions of
the X*-type and X*-type properties defined for IBI protocols [6]. The require-
ment of X T-type is weaker than that of X*-type in HIBL

We examine whether the transformations discussed in [6] can be applied to
HIBI protocols to enhance their security, and show the following points:

— To apply the DIdk transformation to a X T-type HIBI protocol, we need a
slight modification in choosing (imaginary) identities.

— The DIdk, MI, and DPdk transformations can convert an adapt-hid-imp-pa
(resp. wshid-imp-pa) secure X *-type HIBI protocol to an adapt-hid-imp-ca
(resp. wshid-imp-ca) secure one.

— The DPdk transformation can convert a stat-hid-imp-pa secure X *-type HIBI
protocol to a stat-hid-imp-ca secure one.

— It seems difficult to enhance the passive security of an HIBI protocol in the
static hierarchical-identity attack model by the DIdk and MI transforma-
tions.

— It seems difficult to enhance the passive security of an HIBI protocol in all
the three hierarchical-identity attack models by the DIsk and DPsk trans-
formations.

We also present a modified version of the DIdk transformation (named mDIdk
transformation) and show that the mDIdk transformation can also convert a
stat-hid-imp-pa secure HIBI protocol to a stat-hid-imp-ca secure one. While it
is an open problem [6] whether there exists an OR-proof security enhancement

! DIsk, MI and DPsk stand for Dual-Identity single-key, Master-Identity, and
Double-Parameter single-key, respectively. Also DIdk and DPsk stand for Dual-
Identity double-key and Double-Parameter double-key, respectively [6]. The “double-
parameter” means two master public keys, and “single/double-key” indicates the
numbers of user’s secret keys.
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transformation based on a single master public key that converts a stat-id-imp-pa
secure IBI protocol to a stat-id-imp-ca one, there exists an OR-proof security
enhancement transformation based on a single master public key for stat-hid-
imp-pa secure HIBI protocols.

For the summary and comparison, see Table [Il

Table 1. Applicability of Transformations

HIBI [this paper] IBI [6]
adapt-hid stat-hid wshid adapt-id stat-id wsid

DIsk v v
DIdk v v v v

MI v v v v
DPsk v v v
DPdk v v v v v v
mDIdk v v v

2 Definitions

We formally define hierarchical identity-based identification (HIBI) protocols
and their security by following the formal definition of IBI protocols [I].

Hierarchical Identity-Based Identification. Two types of formal defini-
tions for key generation in hierarchical identity-based cryptography have been
proposed. One consists of three algorithms, Root Setup, Lower-level Setup, and
Extraction, as in the Gentry-Silverberg hierarchical identity-based encryption
(HIBE) scheme [9], and the other consists of two algorithms, root-key-generation
algorithm and node-key-generation algorithm, as in the Horwitz-Lynn HIBE
scheme [I0]. The two types of definitions are essentially the same. We adopt
the formal definition of HIBI protocols proposed by Chin et al. [3]. Note that
their key generation is the former type, but we here describe it in the latter type.
Let HIBI = (SetUp, KG, P, V) be an HIBI protocol, and « denote the security
parameter. In HIBI, SetUp is the root-key-generation algorithm that on input 1*
outputs mpk and msk. To simplify notation, we set skjp©) = msk. KG is the node-
key-generation algorithm that on input (mpk, sk,pe-1), ID*)) outputs skpw , P
is the prover algorithm that takes mpk, ID, and sk|p as inputs and interacts with
V, and V is the verifier algorithm that takes mpk and ID as inputs, interacts with
P, and finally outputs dec € {accept, reject}, where ID*-1 = (I, ..., Tg—1),
ID®) = (I,..., It). Thus, SetUp is used in SETUP, KG is used in EXTRACT,
and P and V are used in IDENTIFICATION. Throughout this paper, we denote
pref(ID) as the set of all prefixes of ID, i.e., pref(ID) = {(I1), (11, I2),..., (I1,...,
Iy—1), (I1,..., I)} when ID = (I4,..., I;). Note that pref(ID) includes ID.
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We describe the formal definitions of the security of HIBI based on the follow-
ing experiment Exp;dl‘—é'l’;h'd"mp'atk(n) between a challenger and an impersonator

T = (CV, CP), where atk denotes a type of attack such that atk € {pa, ca}.

. dapt-hid-imp-atk
Experiment Exppg 7 0o (K):

Setup Phase: The challenger obtains (mpk, msk) < SetUp(1*) and ini-
tializes HU, CU, TU, PS <+ (), where HU, CU, and TU denote the sets
of honest users, corrupted users, and target users, respectively, and PS
denotes the set of provers’ sessions. The impersonator CV is given the
security parameter 1” and the master public key mpk.

Learning Phase: The CV can ask queries to the INIT, CORR, and CONV
oracles when atk = pa and also to PROV when atk = ca. Note that
ID ¢ HU \ TU means that ID is a target identity, a prefix of target
identity, corrupted identity, or non-initiated identity.

— The oracle INIT receives input ID® 1fID® € HUU CU U TU, then
it returns L. Otherwise, it computes k secret keys skipa), ..., skipo
by running skpu < KG(mpk, skpe-v), ID(i)) if all prefixes of ID*)
are not in HU, adds pref(ID(k)) to HU, and provides the CV with
ID®). If some prefixes of ID®) are in HU and if IDY) is the longest
one in the prefixes, it computes k — j secret keys sk\pi+1), - -, Skipe) -

— The oracle CORR receives input ID. If ID ¢ HU \ TU, then it returns
L. Otherwise, it deletes all IDs in HU such that ID € pref(ID’), adds
them to CU, and returns sk)p to the CV.

— The oracle CONV receives input ID. If ID ¢ HU, then it returns L.
Otherwise it returns a transcript of a transaction between the prover
with identity ID and a verifier.

— (only when atk = ca) The oracle PROV receives inputs ID, s, and
M;,. It ID ¢ HU \ TU, then it returns L. If (ID, s) ¢ PS, then
it adds (ID, s) to PS, selects a random coin p, and sets a state of
the prover stp[(ID,s)] < (mpk, skip, p). Next, it obtains (Myt,
stp[(ID, s)]) < P(Mn, stp[(ID,s)]). Finally, it returns M,,;. Note
that we require that ID ¢ HU \ TU since we do not consider man-
in-the-middle attacks [§] in this paper.

Challenge Phase: The CV outputs a target identity ID* and state infor-
mation stcp. If ID* is not in HU, then the challenger outputs reject and
halts. Otherwise, the challenger sets TU < pref(ID*) and gives stcp to
CP. CP can ask queries to INIT, CORR, and CONV, (and PROV when
atk = ca) as in the learning phase. Finally, the challenger obtains (¢r,
dec) < Run[CP(stcp)N™CORRCONVGPROV) 1y \/(mpk, ID*)] and outputs
dec.

In these experiments, the impersonator is allowed to obtain a secret key of an
adaptively chosen (hierarchical) identity and a transcript of a transaction be-
tween the prover of an adaptively chosen (hierarchical) identity and a verifier.
In the case of atk = ca, the PROV oracle allows multiple sessions at the same
time.
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Definition 2.1. Let HIBI = (SetUp, KG, P, V) be an HIBI protocol and T =
(CV, CP) an impersonator. Let £ be a security parameter. The advantage of T
in attacking HIBI is defined by

adapt-hid-imp-atk _ adapt-hid-imp-atk _
Adv VHIBIT (k) :=Pr [ Expg) 7 (k) = accept

We say that HIBI is secure against impersonation under adaptive hierarchical-
identity and concurrent attacks (adapt-hid-imp-ca secure) if AdvZa5 ™2 ()
1s negligible for every polynomial-time T and is secure against imperéonation un-
der adaptive hierarchical-identity and passive attacks (adapt-hid-imp-pa secure)

if AdvRRENEMP (1) s negligible for every polynomial-time T.

Static and Weak Selective Hierarchical-Identity Attack Models. Fol-
lowing Riickert [I2] and Yang et al. [I4], we describe two other security def-
initions, which are weaker than the adapt-hid-imp-atk security, of HIBI based
on the following experiments, Exp;tfé',h; me-atk (1) and Expﬁfg'l‘f;mp'atk(ﬁ) (atk €

{pa,ca}), between a challenger and impersonator Z = (CV, CP).

Experiment Exp;tfé',h'd 'mp- atk(,‘{)‘

Setup Phase: At the beginning of this phase, the CV on input 1” issues
a single corrupt query (IDq,..., ID;) to the challenger before receiving
the master public key. The challenger is given the security parameter
1%, obtains (mpk, msk) < SetUp(1*), and computes skip, < KG(mpk,
msk, 1D;) (1 < i <t). It sets CU « {IDq, ID2,..., ID;} and then returns
(skipy,---, skip,) to the CV. The challenger initializes HU, TU, and
PS < (. The CV is given the master public key mpk.

Learning and Challenge Phases: The learning and challenge phases are
defined the same as those in experiment Expfqd,aB’l)’t'Ih'd"mp'atk(m), except
that impersonator Z is not allowed additional queries to CORR during
these phases.

Experiment Expmgiﬁ;mp'atk(n):

Setup Phase: At the beginning of this phase, the CV on input 1* issues a
single initialization query (IDq, ..., ID;) to the challenger before receiving
the master public key. The challenger is given the security parameter 1%
and obtains (mpk, msk) < SetUp(1%). It sets HU <+ U§:1 pref(ID1) and
provides the CV with (IDy,..., ID;). The challenger initializes CU, TU,
and PS < 0. The CV is given the master public key mpk.

Learning and Challenge Phases: The learning and challenge phases are
defined the same as those in experiment Expfqd,aB’l)’t'Ih'd"mp'atk(m), except that
7 is not allowed additional queries to the INIT oracle during these phases.

In the stat-hid-imp-atk experiment, the impersonator has to choose all (hierar-
chical) identities that it wants to corrupt at the beginning of the experiment.
After that, it is allowed to access oracles except for CORR. In the wshid-imp-atk
experiment, the impersonator has to select all (hierarchical) identities that it
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wants to initialize at the beginning of the experiment. Then, it is allowed to
send queries of only the (hierarchical) identities chosen at the beginning,

Let HIBI = (SetUp, KG, P, V) be an HIBI protocol and Z = (CV, CP) an
impersonator. Let k be a security parameter. The advantages of Z in attacking
HIBI are defined as

AdVEE T (n) = Pr | Expis ™ (k) = accept | and
AR () = Pr | Bl () = aceept |

We say that HIBI is secure against impersonation under static (resp. weak selec-
tive) hierarchical-identity and concurrent attacks (stat-hid-imp-ca (resp. wshid-
imp-ca) secure) if Advﬁfé’,’h;"mp'ca(m) (resp. Advmg'ﬁ'z'mp'ca(m)) is negligible for
every polynomial-time Z, and is secure against impersonation under static (resp.
weak selective) hierarchical-identity and passive attacks (stat-hid-imp-pa (resp.
wshid-imp-ca) secure) if Advﬁfé’,?}d'imp'pa(m) (resp. Advmgiﬁ;mp'pa(ﬁ)) is negligi-
ble for every polynomial-time 7.

X+t. and X*-Type HIBI Protocols. We define two analogues of X-type
IBI-protocols [6] in the context of HIBI protocols. Let HIBI = (SetUp, KG, P, V)
be an HIBI protocol. Suppose that P and V interact by using four probabilistic
polynomial-time algorithms (Zhibi-com, Zhibi-ch, Zhibi-res; Zhibi-vrfy) as follows:

P — V: P computes (a, st) < Zhibi-com(mpk, ID, skip) and sends a to V.

V — P: V computes ¢ < Zhibi.ch(mpk, ID) and sends ¢ to P.

P — V: P computes z < Zhibires(mpk, ID, skip, a, ¢, st) and sends z to V.

V: V computes dec < Zhivi-wty(mpk, ID, a, ¢, z) and outputs dec € {accept,
reject}.

We call this type of three-move HIBI protocol canonical [2]. We also call an
HIBI protocol HIBI X*-type if it is canonical and satisfies the following three
properties: special zero-knowledge, special soundness, and special challenge:

Special Zero-Knowledge: We can obtain an accepting transcript from a chal-
lenge ¢, mpk, and ID. That is, there is a probabilistic polynomial-time algorithm
Dhibi-sim that takes on input mpk, ID, and ¢ such that ¢ < Zhipi.ch(mpk, ID) and
outputs (a, z) such that accept = Zhipivry(mpk, 1D, a, ¢, z). The distribution
of transcripts generated by Zhipi-ch and Zhipisim 18 indistinguishable from that of
real transcripts.

Special Soundness: We can compute the user secret key skip for an identity
ID from mpk, ID, and two accepting transcripts (a, ¢, z) and (a, é, Z) such that
¢ # ¢. That is, there is a probabilistic polynomial-time algorithm Xypiex that
takes as input mpk, ID, and two transcripts (a, ¢, z) and (a, é, 2) satisfying
accept = Zhivi-wety (Mpk, 1D, a, ¢, 2) = Ehibivry (mpk, 1D, a, ¢, Z) and ¢ # ¢, and
outputs skip.

Special Challenge: Yhibich depends only on mpk, not on (mpk, ID), and the
output ¢ is uniformly distributed over a commutative group G. In addition, the
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group operation + is computable in polynomial time, and G is determined only
by mpk, not by (mpk, ID). That is, there is a probabilistic polynomial time
algorithm E;bi_ch such that it takes as input mpk (without ID) and outputs ¢,
and c is uniformly distributed over G.

We call an HIBI protocol HIBI X*-type if the special challenge property is
replaced with the following property:

Strongly Special Challenge: Y}pi.ch depends only on 17, not on mpk, and
the output ¢ is uniformly distributed over G. In addition, + is computable in
polynomial time, and G is determined only by 1*, not by mpk. That is, there is
a probabilistic polynomial time algorithm X%,  such that it takes as input 17
(not mpk) and outputs ¢, and c¢ is uniformly distributed over G.

3 Security Enhancement Transformations

In this section, we describe three security enhancement transformations, DIdk,
MI, and DPdk, and show that they can enhance the passive security of an
HIBI protocol to the concurrent security in both adaptive and weak selective
hierarchical-identity settings. Next, we present a modified version of the DIdk
transformation (mDIdk) and show that the DPdk and mDIdk transformation
can enhance a stat-hid-imp-pa secure HIBI protocol to a stat-hid-imp-ca secure
one. In addition, we discuss the difficulty in enhancing security in the static
hierarchical-identity models by the DIdk, DIsk, MI, DPsk, or a single key vari-
ant of the mDIdk (mDIsk) transformation.

Let HIBI' = (SetUp’, KG', P/, V') be a XT-type (X*-type) HIBI protocol in
which (P’, V) use four probabilistic polynomial time algorithms Zhipi-com, Zhipi.ch
(Zhipiccn)s Zhibicres; and Xhibiowrfy, and have the special zero-knowledge property
with a probabilistic polynomial time algorithm Xypi_sim and the special soundness
with a probabilistic polynomial time algorithm Xppi_ext-

3.1 Dual-Identity Double-Key Transformation

We show a security enhancement transformation based on the OR-proof tech-
nique, applicable to the X *-type HIBI protocol. We call this transformation
DIdk transformation.

Let i.ID%® denote (i||I1, I,..., Ix) when ID® = (Iy,..., I}). In an HIBI
protocol generated by the DIdk transformation, an entity of an identity ID is
given two secret keys corresponding to imaginary (hierarchical) identities 0.1D
and 1.1D for the underlying HIBI protocol, and shows his/her identity by proving
that the imaginary (hierarchical) identity is either 0.ID or 1.ID.

We describe an HIBI protocol HIBI = (SetUp, KG, P, V) produced by applying
the DIdk transformation to HIBI” in Fig.[l Note that in the EXTRACT algorithm
in this figure, we let skjpo) = (msk’, msk’).

Due to the special challenge property, c is an element in G determined by
mpk’, so are co and c; since ¢ = ¢g + ¢; and the operation + is defined in G.
Then, ¢y and ¢; are possible challenges under mpk’.
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SETUP
SetUp(17)
(mpk’, msk’) + SetUp’(1")
output (mpk, msk) = (mpk’, msk’)
ExXTRACT
KG(mpk, sk,o -1y, ID*))
mpk = mpk’
msk = msk’
!’ ’ !’ ’
SkID(k—l) = (Sko.lD(k*U , s}cl.lD(k*l)) (SkID(O) = (msk’, msk"))
sk! ey = KG (mpk/, skl 1y, 0.ID0))
/ ’ ’ ’ (k)
sk? oy < KG'(mpk ’s/k1.|D(’€*12’1‘ID )
output sk ) = (Sko.lD(k)’Skl.lD(k))
IDENTIFICATION

P(mpk, D, skip) V(mpk, ID)
mpk = mpk’ mpk = mpk’
skip = (sko ps sk 1p)
b+ {0,1}

(ab, St) — Ehibi_com(mpkll, b.1D, 8}{}2‘_”3)
cp — Sk (mpk”)
(ag, 25) + Dhibi-sim(mpk’, b.1D, c;) (a0, a1)
— c <+ Er:'i—bi»ch(mpk/)
c
Cp = C—Cp —
2p = Dhivires(mpk’, b.1D,
sk}, ps @b, Cb, st)  (co, 20, 21)
— c1 =C—Co
deco < Dhipi-wty (mpk’, 0.1D, ao, o, z0)
decy +— Ehibi,wfy(Wka/, 1.ID, aq, cy, Zl)
output accept if deco = decy = accept;
otherwise, output reject

Fig. 1. DIdk Transformation

It is easy to have a variant of the DIdk transformation (DIsk transformation)
such that each entity is given only either secret key of identities 0.ID or 1.ID,
and the entity shows that it has either the secret key of 0.ID or 1.ID. However,
it seems difficult to enhance the passive security of an HIBI protocol in any
hierarchical-identity attack model with this variant.

3.2 Master-Identity Transformation

We show another security enhancement transformation based on the OR-proof
technique, applicable to the X *-type HIBI protocol. We call this transformation
MI transformation.

In an HIBI protocol generated by the MI transformation, an entity with an
identity ID is simply given a secret key corresponding to the identity ID for the
underlying HIBI protocol, and the entity of the identity ID proves that his/her
identity is either ID or an (imaginary) master identity.

We describe an HIBI protocol HIBI = (SetUp, KG, P, V) produced by applying
the MI transformation to HIBI” in Fig.2l In the EXTRACT algorithm in this figure,
we let skpo) = msk’.

Due to the special challenge property, ¢ is an element in G determined by
mpk’, so are co and c; since ¢ = ¢g + ¢; and the operation + is defined in G.
Then, ¢y and ¢; are possible challenges under mpk’.
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SETUP
SetUp(17)
(mpk’, msk’) + SetUp’(1")
choose a master identity IDqster from the set of identities of depth 1
output (mpk, msk) = ((mpk’, IDmaster), msk’)
EXTRACT

KG(mpk, skip(k—1)» ID(k))
mpk = (mpk’, IDmaster)
output L if IDaster € pref(IDC))
skiph—1) = sk i1y (skpo) = msk’)
Skllo(k) — KG' (mpk’, SkI/D(k—l) ,1ID™)

output skID(k) = SkIID(k)
IDENTIFICATION
P(mpk, ID, skip) V(mpk, ID)
mpk = (mpk’, |Dmaster) mpk = (mpk’, IDmaster)

skip = skip
(a0, 8t) < Zhii-com(mpk’, 1D, skip)
€1 /Z‘$bi-ch(mpk/)
(a1, 21) < Zhibicsim(mpk’, Dipaster, 1) (a0, a1)
¢ T (mpk”)

[

cCo =¢Cc—C1
20 < Zhibi-res(mpk’, 1D, skip, ao, co, st)  (co, 20, 21)
— c1 =C—Co
deco Ehibi»vrfy("ka:v ID, ao, co, 2z0)
dec1 < Ehibi,wfy(Wka B |Dma,5f,m~, ai, Ci, 21)
output accept if deco = dec1 = accepts;
otherwise, output reject

Fig. 2. MI Transformation

Here, ID,,qster is randomly chosen from the set of identities but does not
coincide with any identities of real entities. It is clear that an impersonator
should not be allowed to obtain the secret key of 1D, 4ster- In the construction
of KG, KG(mpk, sk\px-1, ID(k)) outputs L if ID,,qster € pref(ID(k)). This means
that the space of all possible identities of entities does not include ID,,qszer-
Note that since ID,,q4ste is randomly chosen from the set of identities, it is a
hierarchical identity of depth 1.

3.3 Double-Parameter Double-Key Transformation

We show the other security enhancement transformation based on the OR-proof
technique, applicable only to the X*-type HIBI protocol, not to the XT-type.
We call this transformation DPdk transformation.

In an HIBI protocol generated by the DPdk transformation, an entity of an
identity ID is given secret keys corresponding to the identity based on both
master public keys in the underlying HIBI protocol and proves that his/her
(hierarchical) identity is ID under either master public key.

We describe an HIBI protocol HIBI = (SetUp, KG, P, V) produced by applying
the DIdk transformation to HIBI" in Fig. Bl In the EXTRACT algorithm in this
figure, we let skjpo) = (msky, msk).

Due to the strongly special challenge property, c is an element in G determined
only by 1%, so are ¢y and ¢; since ¢ = ¢g+c¢; and the operation + is defined in G.
Therefore, ¢y and ¢; are possible challenges under mpk; and mpk’, respectively.
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SETUP
SetUp(17)
(mpky,, msk() <+ SetUp’(1%)
(mpk’, msk]) < SetUp’(17)
output (mpk, msk) = ((1*, mpk(, mpk’), (msk,, msk}))
ExTrACT

KG(mpk, sk,o -1y, ID*)
mpk = (1%, mpky, mpk])
skip(k—1) = (Ském(k—l),o)v Sk;m(kfl),l)) (Skm(o) = (msky, msk’))

’ ’ ’ ’ (k)
Sk(ID(k),D) — KG'(mpky), Sk(m(k—l),o)’ ID'®))

/ ’ ’ ’ (k)
Sk(ID(k),l) +— KG (mpkll’Sk(lD(k—l/),l)’lD )
output sk k) = (Sk(lo(k),o)’ Sk(lD(’ﬂ)J))

IDENTIFICATION

P(mpk, D, skip) V(mpk, ID)

mpk = (1%, mpk{,, mpk?) mpk = (1, mpkg, mpk})
skip = (Sk/(ID‘O)’ Sk“le‘l))
b+ {0,1}

(ap, st) < Zhivi-com(mpky, 1D, sk{ip 4))
€5 = Tipien(17)
(ag, 25) = Zhibi-sim(mpky, 1D, c5) (a0, a1)
— ¢ Diien(17)
c
Cp = C—Cp —
2 < Zhibi-res(mpky,, 1D,
Sk?|D,b)vab7cbv st)  (co, 20, 21)
— c1 =C—Co
deco  Zhivi-wy (Mmpky, ID, ag, co, z0)
deci  Zhivi-wty(mpk, 1D, a1, c1, 21)
output accept if deco = decy = accept;
otherwise, output reject

Fig. 3. DPdk Transformation

Although the DPdk transformation requires two master public keys and is less
efficient than the DIdk and MI transformations, the transformation can enhance
the security of a X*-type HIBI protocol even in the static hierarchical-identity
attack model.

It is easy to have a variant of the DPdk transformation (DPsk transformation)
such that each entity is given either a secret key based on mpk(, or mpk}, and the
entity shows that it has either the secret key in mpk( or mpk’. However, it seems
difficult to enhance the passive security of HIBI protocols in any hierarchical-
identity attack mode with this variant.

3.4 Modified Dual-Identity Double-Key Transformation

We modify the DIdk transformation and call the modified transformation mDIdk
transformation, which is also applicable to the X *-type HIBI protocol.

We have seen in the previous subsection that, in the DIdk transformation, a
user of identity ID™) (= (I, I, .. ., I;)) is given two secret keys corresponding to
imaginary identities 0.0 = O||I1, Iz, ..., I}) and LIDW = (U, Iz, .. ., Ii)
in the underlying HIBI protocol. We modify the DIdk transformation in a way
that a user of identity ID™) is given two secret keys corresponding to imaginary
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identities (0, I1, I2, ..., It) and (1, I, Io, ..., I};) in the underlying HIBI protocol.
We then see that in this mDIdk transformation, if the underlying HIBI protocol
is ¢-level (i.e., the maximum length of hierarchical identities is £), the resulting
HIBI protocol is (¢ — 1)-level. We let i o ID®) denote (i, 11, I, ..., Iz) when
DX = (Iy,..., I).

We describe an HIBI protocol, HIBI = (SetUp, KG, P, V) produced by applying
the mDIdk transformation to HIBI’ in Fig. @ In the EXTRACT algorithm in this
figure, we let skipo) = (sk(g), sk(1))-

SETUP
SetUp(1%)
(mpk’, msk’) + SetUp’ (1")
Skéo) — KG'(mpk’, msk’, (0))
sk(yy  KG'(mpk’, msk’, (1))
output (mpk, msk) = (mpk’, (sk{gy, sk{;)))
ExTrACT

KG(mpk, sk, -1y, ID*)
mpk = mpk’
skip(k—1) = (Skz)olD(k*I) ) Sk/10|D(k*1)) (3k|D(D) = (Sk?o)v Skél)))
’ ’ ’ ’ (k)
SkOoID(k) «— KG'(mpk ’Skoom(k—l)’o o ID'*))

sk! k) 4 KG' (mpk/, S,’“;om(k—l),’ 10ID®)
output sk k) = (SkOOID(k) , SklolD(k))
IDENTIFICATION
P(mpk, D, skip) V(mpk, ID)
mpk = mpk’ mpk = mpk’
skip = (skgoips 5K 10D)
b+ {0,1}

(ab, st) < Zhibi-com(mpk’, b0 ID, sk ,p)
cj E:i'bi_ch(mpk/)
(ag, 25) < Zhivi-sim(mpk’,bo D, c;) (a0, a1)
— c Er:'i—bi»ch(mpkl)
c
Cp = C—Cp —
2 4= Dhibi-res(mpk’, b o 1D,
skpoips Gbs Cb, St)  (co, 20, #1)
— c]1 = cC—Co
deco < Zhivi-wy (mpk’, 001D, ag, co, z0)
decy < Zhibi-wty(mpk’, 101D, a1, c1, 21)
output accept if deco = deci = accept;
otherwise, output reject

Fig. 4. mDIdk Transformation

Due to the special challenge property, c is an element in G determined by
mpk’, so are co and c; since ¢ = ¢g + ¢; and the operation + is defined in G.
Therefore, ¢y and ¢; are possible challenges under mpk’.

It is easy to have a variant of the mDIdk transformation (mDIsk transforma-
tion) such that each entity is given only either secret key of identities 0 o ID or
101D, and the entity shows that it has either the secret key of 0o ID or 10 ID.
However, it seems difficult to enhance the passive security of HIBI protocols in
any hierarchical-identity attack model with this variant.
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3.5 Security of DIdk, MI, DPdk, and mDIdk Transformations

We prove that the DIdk, MI, DPdk, and mDIdk transformations can convert
an adapt-hid-imp-pa secure HIBI protocol to an adapt-hid-imp-ca secure one. We
construct an adapt-hid-imp-pa impersonator, Z’, from an adapt-hid-imp-ca imper-
sonator, Z.

Theorem 3.1. The DIdk transformation converts an adapt-hid-imp-pa secure
X+ -type HIBI protocol into an adapt-hid-imp-ca secure one.

In the reduction from an adapt-hid-imp-ca experiment to an adapt-hid-imp-pa
experiment, Z' needs to simulate the PROV oracle. In the DIdk transformation,
7’ can have either secret key of an (imaginary) identity 0.ID or 1.ID; thus, 7'
can simulate all oracles.

Theorem 3.2. The MI transformation converts an adapt-hid-imp-pa secure X -
type HIBI protocol into an adapt-hid-imp-ca secure one.

We assume two types of impersonators and show that there exist reductions from
each impersonator to Z’'. We let Z,,,45te- be an impersonator from which Z’ derives
the secret key corresponding to ID,,aster, and Zyser be the other impersonator
from which 7’ derives a secret key of a user. In the reduction from Z,,qser, Z'
can perfectly simulate the PROV oracle by obtaining secret keys of users from
the external CORR oracle. Thus, Z’ can extract a secret key of 1D, qster from
Tmaster (by using the Reset Lemma), and can impersonate 1D,qster. Note that
since 1D qster 18 randomly chosen from the set of identities, it is a hierarchical
identity of depth 1. In the reduction from Z,s.,, Z' can perfectly simulate the
PRrOV oracle with a secret key of 1D,,4ster Obtained from the external CORR
oracle, and extract a secret key of the target identity ID* from Z,s., (by using
the Reset Lemma). Thus, it can impersonate ID*.

Theorem 3.3. The DPdk transformation converts an adapt-hid-imp-pa secure
X*-type HIBI protocol into an adapt-hid-imp-ca secure one.

After 7' receives mpk’ from the challenger, 7’ internally generates another key
pair (mpk’, msk’), and can perfectly simulate all oracles since it obtains the
secret keys of all users with this msk’,. Thus, Z’ can extract from Z a secret key
of the target identity ID* either for mpk’ or mpk’, (by using the Reset Lemma).
If 7/ obtains secret key for ID* in mpk’, it can impersonate ID* in mpk’.

Theorem 3.4. The mDIdk transformation converts an adapt-hid-imp-pa secure
X+ -type HIBI protocol into an adapt-hid-imp-ca secure one.

This theorem is proved in almost the same way as Theorem [3.1]

We see in the following theorems that the security enhancement transformations
can be also applied to wshid-imp-pa secure HIBI protocols. We construct an
wshid-imp-pa impersonator, Z’, from an wshid-imp-ca impersonator, Z.

Theorem 3.5. The DIdk transformation converts a wshid-imp-pa secure X+ -
type HIBI protocol into a wshid-imp-ca secure one.
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In the Setup phase, Z issues (IDq,...,ID;) to Z’' acting as the challenger in the
wshid-imp-ca experiment. Then, Z’ issues (0.ID1, 1.IDq, ..., 0.ID;, 1.ID;) to the

external challenger. After receiving mpk’, 7' sends (b*HIl(i)) (1 <i<t) to the

external CORR where b* is a random bit and ID; = (Il(i), . ,I,Ej)), and receives
the keys Sk’(b*HI(i))' 7’ can simulate the oracles in the same way as in the proof
1

of Theorem [3.11

Theorem 3.6. The MI transformation converts a wshid-imp-pa secure X -type
HIBI protocol into a wshid-imp-ca secure one.

Theorem 3.7. The DPdk transformation converts a wshid-imp-pa secure X*-
type HIBI protocol into a wshid-imp-ca secure one.

Theorem 3.8. The mDIdk transformation converts a wshid-imp-pa secure X+ -
type HIBI protocol into a wshid-imp-ca secure one.

On the other hand, the DPdk and mDIdk transformations can also convert a pas-
sively secure HIBI protocol to a concurrently secure one in the static hierarchical-
identity attack model. We construct an stat-hid-imp-pa impersonator, Z’, from
an stat-hid-imp-ca impersonator, Z.

Theorem 3.9. The DPdk transformation converts a stat-hid-imp-pa secure X*-
type HIBI protocol into a stat-hid-imp-ca secure one.

In the reduction from a stat-hid-imp-ca experiment to a stat-hid-imp-pa experi-
ment, Z' needs to simulate the PROV oracle. In the DPdk transformation, Z’' can
have either the master secret key of the master public key mpk( or mpk], can
generate a secret key of any identity; thus, Z' can simulate all oracles.

Theorem 3.10. The mDIdk transformation converts a stat-hid-imp-pa secure
X+ -type HIBI protocol into a stat-hid-imp-ca secure one.

This theorem is proven by a reduction similar to that of Theorem At
the beginning of the Setup phase, Z' randomly chooses b* € {0,1}, sends a
single corrupt query including the 1-level hierarchical identity (b*) to the external
challenger and obtains a secret key sk’(b*)‘ After this, 7 can generate secret keys
of the underlying HIBI protocol for any hierarchical identities of the form (b*, I,
I, ..., It) (i.e., any hierarchical identities in which each identity at first level is
b*) and can simulate the PROV oracle.

3.6 Discussion

The DPdk transformation can convert a stat-hid-imp-pa secure X*-type HIBI
protocol to a stat-hid-imp-ca secure one, and the mDIdk transformation can
convert a stat-hid-imp-pa secure X T-type HIBI protocol to a stat-hid-imp-ca
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secure one. On the other hand, the DIdk and MI transformations seem not to
be able to do so. See Table [ for a summary.

In the DPdk transformation, two master public keys in the underlying HIBI
protocol, mpk; and mpk}, compose a master public key in the resulting HIBI
protocol, and the secret key of each entity in the resulting HIBI protocol is
computed with either the master secret keys, mskg or msk}, in the underlying
HIBI protocol. Even in the stat-hid-imp-atk security model, since the simulator
has a master secret key msk;. for the master public key mpkj., it can generate
a secret key for any entity and then simulate the PROV oracle.

The mDIdk transformation can be applied only to HIBI protocols with a
hierarchical depth larger than one. That is, it is not applicable to IBI protocols.
Though it is similar to the DIdk transformation, its security proof is similar
to that of the DPdk transformation. In the mDIdk transformation, if we obtain
sk/(b*) (b* = 0 or 1), we can compute secret keys for any descendant of the 1-level
identity (b*) and simulate the PROV oracle, even in the stat-hid-imp-atk security
model.

On the other hand, we face a problem in simulating the PROV oracle in the
DIdk and MI transformations. In the DIdk transformation, the master public key
in the resulting HIBI protocol is set with the master public key in the underlying
HIBI protocol, mpk’, and a secret key of an entity corresponding to identity ID
in the resulting HIBI protocol is a secret key corresponding to either identity,
0.ID or 1.ID, in the underlying HIBI protocol. The secret key is computed with
the master secret key, msk’, corresponding to mpk’. Since the simulator does
not have msk’ in the proof for the stat-hid-imp-atk security and can no longer
corrupt users in the learning phase, it cannot obtain secret keys for identities
queried to the PROV oracle and fails to simulate it.

In the MI transformation, the master public and secret keys and the secret
keys of entities in the resulting HIBI protocol are the same as those in the under-
lying HIBI protocol. In the proof for the stat-hid-imp-atk security, the simulator
might obtain the secret key for the master identity, ID,qster, at the Setup phase
and simulate the CONV oracle. In the challenge phase, however, if the secret
key extracted from transcripts coincides with the key for 1D, 4ster, the simulator
would not obtain the non-trivial secret key and the impersonation would fail.
We do not know how to address the problem.

We finally observe that the single-key variants may fail to enhance security
because corruption may leak information of a secret key. In an HIBI protocol by
the DIsk transformation, an entity of ID has only either sky p or sk} p, which
determines b of its descendants. Precisely speaking, if an impersonator obtains
a secret key skj o such that ID € pref(ID’) by issuing a CORR query ID’, it
may know b for skj o and then for sk p. A similar discussion with DIsk can
be applied to the mDIsk transformation, Also in the DPsk transformation, an
entity of ID has only either sk’“Dm or skE,Dyl), and an impersonator may guess
b for sk’UD’b). Thus, in all three cases, from the impersonator that knows b, a
simulator in proof may extract only the trivial secret key corresponding to b,
and constructing their security proofs seems to be difficult.
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