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Abstract. A visual cryptography scheme (VCS) is a secret sharing
method, for which the secret can be decoded by human eyes without
needing any cryptography knowledge nor any computation. In their pi-
oneer work, Naor and Shamir mentioned that encrypting a block of pix-
els simultaneously may result in better result. Inspired by that idea,
we first define multi-pixel encryption visual cryptography scheme (ME-
VCS), which encrypts a block of ¢ (1 < t) pixels at a time. Then we
give an upper bound of the overall contrast of ME-VCS. We also give a
lower bound of the pixel expansion of (n,n,t)-ME-VCS. At last, we built
a contrast-optimal ME-VCS from a contrast-optimal VCS and built an
optimal (n,n,t)-ME-VCS from an optimal (n,n)-VCS.

Keywords: Visual cryptography, Multi-pixel encryption, Contrast-optimal,
ME-VCS.

1 Introduction

In [I3], Naor and Shamir first presented a formal definition of k out of n threshold
visual cryptography scheme, denoted as (k,n)-VCS for short. In a (k,n)-VCS,
the original secret image is split into n shares, where the stacking of any k
shares can reveal the content of the secret image but any less than k shares
should provide no information about the secret image, except the size of it.
In [I], Ateniese et al. extended the model of Naor and Shamir to general access
structure. A general access structure is a specification of qualified participant
sets I'Quar and forbidden participant sets I'ror. Any participant set X € I'gya
can reveal the secret by stacking their shares, but any participant set Y € I'porp
cannot obtain any information of the secret image, except the size of it.

In [I3], Naor and Shamir also mentioned in the footnote that encrypting a
block of pixels simultaneously may result in better result. Afterwards, many stud-
ies have been spent to multi-pixel encryption. In [9], Hou proposed a method,
which encrypts a block of two pixels at a time. However, this method is proba-
bilistic and it is for 2 out of 2 threshold structure only. In [I4], Du extended Hou’s
method to general access structure, but the proposed method is still probabilis-
tic. In [3], Chen proposed a multiple-level (k, k) secret sharing scheme, which
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encrypts a block of pixels at a time. This method combined with two techniques
(histogram width-equalization and histogram depth-equalization) can deal with
gray-level images, however it is not perfect secure (in an information-theoretic
sense). Other studies on multi-pixel encryption can be found in [2ITTIT2]. How-
ever, they are all probabilistic and not proved to be optimal.

In the model of Naor and Shamir, we encode a pixel at a time, and we can
recover the original secret image exactly (recover every pixel of the original
secret image). In this sense, the model of Naor and Shamir is also known as
deterministic VCS. In this paper, we refer deterministic VCS encoding a pixel
at a time (the model of Naor and Shamir) as VCS. We first extend the model of
Naor and Shamir (denoted as VCS) to the multi-pixel encryption model (denoted
as ME-VCS), for which the model of Naor and Shamir is a special case of the
proposed multi-pixel encryption model. Then we give an upper bound of the
overall contrast of ME-VCS. For (n,n,t)-ME-VCS, we also give a lower bound
of the pixel expansion. At last, we build a contrast-optimal ME-VCS from a
contrast-optimal VCS and build an optimal (n,n,t)-ME-VCS from an optimal
(n,n)-VCS.

This paper is organized as follows. In Section 2] we give some preliminaries of
VCS and ME-VCS. In Section B, we give an upper bound of the overall contrast
of ME-VCS and a lower bound of the pixel expansion of (n,n,t)-ME-VCS. The
paper is concluded in Section [l

2 The Multi-pixel Encryption Model

In this section, we first give the definition of VCS. Then we give the definition
of ME-VCS.

Let X be a subset of {1,2,---,n} and let |X| be the cardinality of X. For
any n X m Boolean matrix M, let M[X] denote the matrix M constrained
to rows in X, then M[X] is a |X| x m matrix. We denote by H(M[X]) the
Hamming weight of the OR result of rows of M[X]. Let Cy and Cy be two
collections of n x m Boolean matrices, we define Cy[X] = {M[X] : M € Cy},
Cl[X] = {M[X] M e 01}

In a VCS with n participants, we share one pixel at a time. The pixel is either
white or black. If the pixel to be shared is white (resp. black), we randomly
choose a share matrix from Cy (resp. C1) and distribute its j-th (0 < j < n)
row to share j. Let ‘0’ denote a white pixel and let ‘1’ denote a black pixel. A
VCS for an access structure I" is defined as follows:

Definition 1 (VCS [I3/IU7Y8YI0]). Let (I'Quais I For,n) be an access structure
on a set of n participants. The two collections of n x m Boolean matrices (Cy, C1)
constitute a visual cryptography scheme ({I'Quai; I'Fors},n)-VCS if the following
conditions are satisfied:

1. (Contrast) For any participant set X € I'gya1, we denote lX:MmCz})[(X] H(M),
€Co

and denote hx = min H(M). It holds that 0 <lx < hx < m.
MeC1[X]
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2. (Security) For any participant set Y € I'rory, Co[Y] and C1[Y] contain the
same matrices with the same frequencies.

hx (resp. lx) is the minimum (resp. maximum) Hamming weight of the stacked
patterns of a black (resp. white) pixel restricted to qualified set X. The contrast
of qualified set X is defined as ax = }LX”_LZX , and the contrast of the scheme

is defined as o = anl“in {ax}. The pixel expansion of the scheme is m. The
€l'Qual

contrast is expected to be as large as possible. The pixel expansion is expected
to be as small as possible. When the contrast reaches its maximum, the VCS
is contrast-optimal. When the pixel expansion reaches its minimum, the VCS
is pixel-expansion-optimal. When the VCS is both contrast-optimal and pixel-
expansion-optimal, we say that the VCS is optimal.

Remark: In this paper, VCS means deterministic VCS encoding a pixel at a
time, for which the original secret image can be reconstructed exactly. All the
results are for deterministic VCS too.

If the two collections of n x m Boolean matrices (Cp,C1) can be obtained
by permuting the columns of the corresponding n x m matrix (Sy for Cp, and
Sy for C1) in all possible ways, we will call the two n x m matrices the basis
matrices [1]. In this case, the size of the collections (Cp, Cy) is the same (both
equal to m!). The algorithm for the VCS based on basis matrices has small
memory requirement (it keeps only the basis matrices Sy and Sy, instead of two
collections of matrices (Cp, C1)), and it is efficient (to choose a matrix in Cp
(resp. C1), it only generate a permutation of the columns of Sy (resp. S1)).

In multi-pixel encryption visual cryptography scheme (ME-VCS) with n par-
ticipants, we share a block of ¢ (t > 1) pixels at a time. We denote the ¢ pixels as
an encryption block. Obviously, the Hamming weights of all possible encryption
blocks may be 0,1, ..., t. There are ¢t + 1 encryption collections (Cy, C1, ..., Ct),
for which C; (0 < i <) is for encryption blocks of Hamming weight ¢. To share
an encryption block of Hamming weight ¢ (0 < i < t), we randomly choose a
share matrix from C;, and distribute the j-th (0 < j < n) row to share j. A
ME-VCS for an access structure I" is defined as follows:

Definition 2 (ME-VCS). Let (I'Qual, L'Fors, 1) be an access structure on a set of
n participants. Thet+1 collections of nxm Boolean matrices (Co, C1, . .., Ct) con-
stitute a multi-pizel encryption visual cryptography scheme ({I'Quats I'Forb}sm,t)-
ME-VCS if the following conditions are satisfied:

1. (Contrast) For any participant set X € I'gual, we denote X = min H(M)

MeC;[X]
(0 <i<t), and denote hX = Mmg){(X]H(M). It holds that 0 < h{f < I5¥ <
€y
B <X <hY <IF <...<h¥, <X <m.
2. (Security) For any participant set Y € I'rorp, Co[Y], C1[Y], ..., and Ci[Y]

contain the same matrices with the same frequencies.

I¥ (0 < i < t) is the minimum Hamming weight of the stacked patterns
of encryption blocks of Hamming weight 4 restricted to qualified set X. hX
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(0 < i <t) is the maximum Hamming weight of the stacked patterns of an en-

cryption block of Hamming weight ¢ restricted to qualified set X. The contrast

of qualified set X between encryption blocks of Hamming weight ¢ (0 <7 <¢—1)

X _ lﬁl_hf{
m

and those of Hamming weight ¢ + 1 is defined as o , and the overall

t—1
contrast of qualified set X is defined as ax = Z%X~ The overall contrast of
i=0
the scheme is defined as a = anljn ax. The pixel expansion of the scheme
€l'Qual

is m. The overall contrast is expected to be as large as possible. Because all
possible Hamming weights of encryption blocks are evenly ranging from 0 to t,
V X € I'Quai, the contrasts azX (0 <i<t—1) are expected to be equal. When
the overall contrast reaches its maximum, and V X € I'gyqi, the contrasts ozZX
(0 <i < t—1) are equal, the ME-VCS is contrast-optimal. The pixel expan-
sion is expected to be as small as possible. When the pixel expansion reaches
its minimum, the ME-VCS is pixel-expansion-optimal. When a ME-VCS is both
contrast-optimal and pixel-expansion-optimal, we say that the ME-VCS is opti-

mal.

Remark: If the size of encryption blocks is one, the definition of ME-VCS
coincides with that of VCS. In other words, a ({IQuat; IFors},n,1)-ME-VCS
is the same as a ({I'Qual, I Forb},n)-VCS. The model of Naor and Shamir is a
special case of the proposed ME-VCS. The concept of basis matrices in VCS can
easily be applied to ME-VCS. When (I'guai, I 'Fory) represents a (k,n) threshold
structure, for convenience, we can simply write ({I'Quai, L Fors},n,t)-ME-VCS
as (k,n,t)-ME-VCS.

3 Multi-pixel Encryption Visual Cryptography Scheme

In this section, we first give an upper bound of the overall contrast of ME-VCS.
Then we give a lower bound of the pixel expansion of (n, n,t)-ME-VCS. At last,
we build a contrast-optimal ME-VCS from a contrast-optimal VCS and build an
optimal (n,n,t)-ME-VCS from an optimal (n,n)-VCS.

Theorem 1. We denote the contrast of a contrast-optimal ({I'Quat, I'Fors},n)-
VCS as o*. We denote the overall contrast of a contrast-optimal ({I'Quats I'Forb}s
n,t)-ME-VCS as ame. Then we must have that a,e < .

Proof: Let (Cy,C4,...,C;) be the t + 1 collections of Boolean matrices of a
contrast-optimal ({I'Qual, L Fors}, 1, t)-ME-VCS. It is easy to see that Cy and C;
constitute a ({I'Qual, I'Fors},n)-VCS.

In the following, we calculate the contrast of the ({I'guai, I Fors},n)-VCS con-
structed from Cy and C;. Let Z;X (0 <i <t) be the minimum Hamming weights
of the stacked patterns of a share matrix from C; restricted to qualified set X.
Let hX (0 < i <t) be the maximum Hamming weights of the stacked patterns
of a share matrix from C; restricted to qualified set X. The contrasts of the

X X
15, —h3

({I'oual, ['Forv}sn,t)-ME-VCS restricted to qualified set X are aX =

i m
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(0 < i <t —1). The contrast of the above ({I'gQuat; I'Fors},n)-VCS restricted
X X

to qualified set X is ax = i ;}LD . Since l;X < th (0 < i <t), we get that

t—1

Za;-x < ax. From the definition of overall contrast of ME-VCS, we get that

=0
t—1

me Xefi i ¢ rast of the above ({-Z QualalForb},”)-VCS con-
Qual
=0

structed from Cy and C; is a = er}in ax. Thus it holds that a,,. < a. Since
S Qual

a* is the optimal (maximal) contrast for ({I'gual, L'Fors },n)-VCS, it results that
ame < a < . O

In the following, we give a lower bound of the pixel expansion of (n,n,t)-ME-
VCS as follows.

Theorem 2. In an (n,n,t)-ME-VCS, we denote its pizel expansion as m, then
we have that m >t x 271,

Proof: It is known that the contrast of (n,n)-VCS is upper bounded by 2n1_1
(see [13]). In an (n,n, t)-ME-VCS, we denote its overall contrast as .. Because
there is only one qualified set in (n,n,t)-ME-VCS, the overall contrast of the
scheme equals to the overall contrast restricted to the qualified set. We will
not distinguish them in the following discussion. We denote the contrast of the
scheme between encryption blocks of Hamming weight 7 (0 < ¢ < t—1) and those

of Hamming weight 7 + 1 as «;. From the definition of overall contrast, we know
t—1

that q,,e = Zai. From Theorem [ we know that au,. < 2n1_1. Thus it holds
i=0

t—1 t—1
1 t—1 1
that EO a; < 1" Let oo = Erlzigl{ai}. Since a < 1 X EO oy < + s gn—1 W€ have
1= 1=

1
that =~ >t x 2”71, Since the difference between the minimal Hamming weight of
o)

recovered patterns of encryption blocks of Hamming weight i +1 (0 <4 <t —1)
and the maximal Hamming weight of those of Hamming weight i is at least one,
we have that o x m > 1. Thus it holds that m > (11 >t x2n—l, O
In the following, we will build a contrast-optimal ME-VCS from a contrast-
optimal VCS. Our method is similar to the hybrid technique widely used in
complexity theory and theoretical cryptography, see chap. 3 in [5], chap. 2
in [6] and []. Let My and M; be the basis matrices of a contrast-optimal
({I'quat, I'rors},n)-VCS with contrast a* and pixel expansion m. The following
t+1 basis matrices G; (0 < ¢ < ¢) define a contrast-optimal ({L'Quat, I'Fors }> 1, t)-
ME-VCS.

G;=Myo...oMogoMjo...oM; (0<i<t).
~ ~ 7 ~ -
t—i i
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Theorem 3. The above G; (0 < i <t)define a contrast-optimal ({I Quai, I'Fors}
n,t)-ME-VCS.

Proof: The Hamming Weight of the stacked pattern of My restricted to qual-
ified set X is denoted as wg. The Hamming Welght of the stacked pattern

of M restricted to qualified set X is denoted as wi*. The contrast of the
X X
wy — w
({I'oual, ['rorp},n)-VCS restricted to qualified set X is ax = ! 0

contrast of the ({I'Quai, I'Forb},n)-VCS is a* = Xgll“iQn laX.

The Hamming weight of the stacked pattern of G; restricted to qualified set
X is denoted as X (0 < i < t). From the construction of G;, we know that
X = wg x (t—14) +w¥ xi (0 <i <t). So the contrast of qualified set X
between encryption blocks of Hamming weight ¢ (0 < ¢ < ¢t — 1) and those

lX lX X X

of Hamming weight i + 1 is a¥ = il =T ozt > 0. The con-

m Xt
trast condition of the ME-VCS is satlsﬁed The overall contrast of qualified

. The
m

set X is o'y Za ) = ax. The overall contrast of the scheme

is = min o%°= _ min ax = «*. From Theorem [I we know that the
Xel'gual Xel'qual

overall contrast reaches its maximum value. Besides, V X € I'gyq, the con-
trasts a;X (0 < i < ¢t — 1) are equal up. Thus the ({FQual,Fporb} n, t)-ME-
VCS is contrast optimal. The security condition follows from the security of the
({I'oual, ['Fors},n)-VCS. Thus the conclusion holds. O

The construction of an optimal (n, n)-VCS can be found in [13]. In the following,
we prove that the above construction builds an optimal (n,n,t)-ME-VCS from
an optimal (n,n)-VCS.

Theorem 4. Let My and M, be the basis matrices of an optimal (n,n)-VCS,
then the above G; (0 < i <t) define an optimal (n,n,t)-ME-VCS.

Proof: From Theorem [B] we know that the above (n,n,t)-ME-VCS is contrast-
optimal. From the construction of G; (0 < i < t), we know that the pixel
expansion of the above (n,n,t)-ME-VCS is t x 2"~1. From Theorem 2 we know
that the above (n,n, t)-ME-VCS is pixel-expansion-optimal. Thus the conclusion
holds. d

4 Conclusions

We first extended the model of Naor and Shamir (denoted as VCS) to the multi-
pixel encryption model (denoted as ME-VCS), for which the model of Naor and
Shamir is a special case of the proposed multi-pixel encryption model. Then
we give an upper bound of the overall contrast of ME-VCS. We also give a
lower bound of the pixel expansion of (n,n,t)-ME-VCS. At last, we built a
contrast-optimal ME-VCS from a contrast-optimal VCS and built an optimal
(n,n,t)-ME-VCS from an optimal (n,n)-VCS.
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