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Abstract. This paper gives a security model for non-interactive de-
niable authentication (NIDA) protocols. This model captures a session-
state-reveal attack and a key-compromise-impersonation attack. We
analyze some NIDA protocols in the model, and we find that no one
is satisfactory. We give a new paradigm to construct an NIDA protocol,
which is provably secure in the model.
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1 Introduction

The deniable authentication (DA) [I] means that a sender not only proves that
she/he is the communicating entity with a receiver but also leaves no evidence
to the receiver about the participating in a protocol. The deniability feature is
desirable in some applications, such as the Off-the-Record Messaging [2], and
the Internet Key Exchange protocol [3].

To make a DA protocol more efficient, Shao [4] proposed a concept of non-
interactive deniable authentication (NIDA). It claims that a one-pass transcript
is enough for the goal of a DA protocol. However, a simple replay attack can
be used to falsify the authentication goal of most NIDA protocols. A com-
mon countermeasure is to require that each message includes a time stamp by
default.

Another problem about NIDA is a gap between its security model and analysis
techniques.

— The security model of the NIDA is similar to that of a designated verifier
signature (DVS). There is no security model at the beginning [4]. Wang and
Song [5] proposed a formal model which is similar to the model of DVS.

— The analysis techniques consider various attacks. The identified attacks in-
clude an impersonation attack [4], a session-state-reveal (SSR) attack [6],
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a key-compromise-impersonation (KCI) attack [7], and a man-in-the-middle
(MITM) attack [8]. An impersonation attack means that an adversary can
impersonate an intended receiver to identify the source of a given message.
An SSR attack means that an adversary can forge a message if some session-
specific values are compromised. A KCI attack means that an adversary
who knows a sender’s private key can impersonate an honest receiver to
identify the source of a message produced by the sender. An MITM attack
means that an adversary can establish a session key with either a sender or a
receiver.

— The gap is that the security model cannot capture these attacks. The SSR
attack and KCI attack are not considered in the model [5]. Sometimes, these
attacks are considered by independent proofs [6[7]. The problem is that there
is no clear description about an adversary.

This paper focuses on the security model of NIDA protocols. We present a model
and analyze some NIDA protocols. Then we give a paradigm to construct satis-
factory NIDA protocols.

1.1 Related Works

Lu et al. [9] and Willy et al. [I0] proposed protocols similar to a ring signa-
ture [II]. The protocol of Lu et al. took a receiver into a signer ring to achieve
deniability. The protocol of Willy et al. used chameleon hash functions to sep-
arate messages and signatures. Wang et al. [5] proposed a scheme based on the
DVS where a simulation procedure was used to achieve deniability. There are
many protocols based on a message authentication code (MAC) [68,12H22].
Generally, there is an MAC key to protect a message. Since the key can be cal-
culated by a receiver or by both a sender and a receiver, the deniability property
is achieved.

1.2 Contributions

— Security Model: A new model is based on that of DA protocols in [23].
An adversary in the model can deliver messages, corrupt entities and reveal
session-state values. There are definitions about authenticator, transcript
deniability, and full deniability. There is also a message identification (MI)
protocol that is an idea NIDA protocol.

— Protocol Analysis: We run some NIDA protocols in the new model. We
give a table to summarize their satisfactions to each definitions. There is
no satisfactory NIDA protocols. We detail two attacks to show an analysis
method in the model.

— New Paradigm: A new paradigm emulates an MI protocol in the model.
We give a concrete scheme based on the Rabin signature [24]. Tt is provably
secure in the model.
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1.3 Organizations

Section 2 is some preliminaries, including some assumptions and a traditional
description of NIDA protocols. Section 3 is the new security model, and some
analysis about NIDA protocols. Section 4 is the new paradigm to construct
NIDA protocols. The concrete scheme is shown in section 5. The comparison is
in section 6. The last section concludes the paper.

2 Preliminaries

2.1 Assumptions

— Computational Diffie-Hellman (CDH) problem: Given large primes p, ¢ sat-
isfying g|p — 1, there is a generator g € Z; for a group G with an order q.
Given two random elements g, g¥ €g G, the problem is to find g* € G such
that z = ry mod q.

— Decisional Diffie-Hellman (DDH) problem: With the same parameters (p, ¢, g,
G), given three random elements g%, g¥, g*, the problem is to decide whether
z = zy mod q.

The assumption is that there are no polynomial time algorithms to solve a
CDH (DDH) problem with non-negligible probability € in time ¢ when ¢ is big
enough.

2.2 NIDA Protocols
An NIDA protocol includes four algorithms (Setup, Prove, Verify, Sim).

— On input of a security parameter k € N, a Setup algorithm generates system
parameters and public/private key pairs. The key pair of a sender is usually
denoted by (pks, sks), and a receiver by (pkg, skr);

— A Prove algorithm takes as input a message m, the public key pkgr, the
secret key skg to generate an authenticator authen. Then the sender sends
¢ = m||authen to the receiver;

— A Verify algorithm takes as input a transcript ¢, the public key pks and
the secret key skgr to produce a decision bit b € {0,1}, where b = 1 means
that the receiver accepts;

— A Sim algorithm takes as input the public key pkg, the secret key skg,
and a message m to generate a simulated transcript ¢ which is computa-
tionally indistinguishable from a real transcript ¢ associated with the given
message m.

There are some properties about NIDA protocols. We adopt the descriptions
in [5,8,25] with some modifications.

1. Correctness: If a sender and a receiver follow the description of an NIDA
protocol, the receiver is always able to identify the source of the message in
a transcript, which means the receiver accepts.



Non-interactive Deniable Authentication Protocols 145
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. Unforgeability: An adversary cannot generate a new valid transcript in poly-
nomial time when the adversary can obtain public keys and some qualified
transcripts, where messages are determined by the adversary.

3. Deniability: An adversary cannot distinguish a simulated transcript from a
real one in polynomial time even the adversary can obtain public keys, some
real transcripts and simulated transcripts for the adversary’s messages.

4. Resistance to impersonation attack: An adversary cannot impersonate a
qualified receiver to identify the source of a message in a transcript even
the adversary can get access to public keys and valid transcripts.

5. Resistance to SSR: A disclosed session-specific value does not affect the
secure properties of other sessions of an NIDA protocol. Note that a session
means one interaction between a sender and a receiver.

6. Resistance to man-in-the-middle attack: An adversary cannot establish ses-
sion keys with either a sender or a receiver even the adversary controls all
communication channels between the sender and receiver.

7. Resistance to KCI attack: An adversary cannot impersonate a qualified re-

ceiver, even if the adversary can get access to the private key of a sender.

3 The Security Model

The current security model [5] does not capture some common attacks to the
NIDA protocols. We here give a new model. It is based on an extension frame-
work of Raimondo et al. [23].

Message Driven Non-interactive Protocols. A non-interactive protocol is
a process that is initially invoked by a party with some initial state. Once in-
voked, the protocol waits for an activation that can happen for a message from
the network or an external request. Upon activation, the protocol processes the
incoming data together with its current internal state generating an outgoing
transcript and/or an output. Once the activation is completed, the protocol
finishes.

The Authenticated-Links Model (AM). There are n parties Pi,..., Py,
each running a copy of a message-driven protocol . The computation consists
of an activation of m within different parties. The adversary A is a probabilistic
polynomial-time (PPT) algorithm with the following abilities:

— control and schedule activations: A can decide who is the next party to
activate and which incoming message or external request the activated party
is to receive.

— deliver messages: A can change the order of delivery and can choose not to
deliver some messages at all. However, A is restricted to deliver messages
faithfully. That is, we assume that each message carries the identities of the
sender P; and of the intended receiver P;. When a message is sent by a party,
it is added to a set M of authentic messages. Whenever A activates a party
P; on some incoming message m, it must be that m is in the set M and that
P; is the intended receiver of m.
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— corrupt parties: A learns the entire current state of the corrupted party P;
and can add to the set M any fake messages on behalf of P;. A special symbol
in the output of P; is generated to signal the corruption. A will control all
the sequent activations of P;.

In addition, on the completion of an activation, the outgoing messages, external
requests and the output generated by the protocol become known to A. We refer
to such an adversary as an AM-adversary.

With all honest parties and the AM-adversary, there is a global output of a
running protocol. Let AUT H a(x,r) denote the global output of a running of
the protocol w with the n parties and the adversary A with input @ = x1,..., 2,
and random input r = rg,r1,...,7 ,, where rg is for A and z; and r; are for
a party P;, ¢ > 0. Let AUTH, 4(x) denote the random variable describing
AUTH, 4(x,r) when 7 is uniformly chosen.

Remark 1. Note that the message set M is named authentic messages. The mes-
sages are not deleted after a reception. This is due to the nature of non-interactive
protocols.

Remark 2. The corrupt ability captures the KCI attack.

The TUnauthenticated-Links Model (UM). The computation of
unauthenticated-links model is similar to the AM model but the restriction of
delivering messages faithfully is removed for the adversary U, referred to as an
UM-adversary. Instead, it can deliver arbitrary messages. Besides this, we give
the adversary U an ability to obtain secret information from an honest party’s
internal state.

— session-state reveal (SSR): U can learn some values in the current state of an
uncorrupted party before or after an activation is completed. The restriction
is that the disclosure of the session-specific values cannot lead to the exposure
of the party’s long term private key.

Further,there is an initialization function I that models an initial phase out-of-
band and authenticated information exchange between the parties.

The random variables UNAUT H, y(x,r) and UNAUT H, 4(x) are defined
analogously to the previous ones AUT Hy a(x,r) and AUT H, a(z), but with
the computation carried out in the unauthenticated-links model.

Remark 3. Note that the restriction of the SSR ability makes the ability different
to the corrupt ability. The SSR ability captures the SSR attack.

Emulation of Protocols. When we say that a protocol 7’ in the unauthenticated-
links model emulates a protocol 7 in the authenticated-links model, we want to
capture the idea that the running 7’ in an unauthenticated network has the same
effect as the running 7 in an authenticated network. Formally speaking:
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Definition 1. Let ©’ and 7 be the message-driven protocols for n parties. We
say that ' emulates m in unauthenticated networks if for any UM-adversary U
there exists an AM-adversary A such that for all inputs x,

AUTH, a(x) = UNAUT H,r () (1)

where = denotes computationally indistinguishable.

Authenticators. An authenticator is a compiler that takes as input protocols
designed for authenticated networks, and turns them into equivalent protocols
for unauthenticated networks.

Definition 2. A compiler C is an algorithm that takes as input descriptions of
protocols and produces descriptions of protocols. An authenticator is a compiler
C where for any protocol 7, the protocol C(mw) emulates 7 in unauthenticated
networks.

In particular, authenticators translate secure protocols in the authenticated-links
model into secure protocols in the unauthenticated-links model. The simplest
protocol is a message identification (MI) protocol that transports a message from
a party to another for identification. It can be described formally as follows:

— On activation within P; on external request (P;, m), the party P; sends the
message (P;, Pj,m) to party P; and outputs ‘P; sent m to P;’;

— Upon receipt of a message (P;, P;,m), P; outputs ‘P; identified the source
of m as P;’.

A protocol that emulates the above MI protocol in unauthenticated-links model
is called an MI-authenticator.

Remark 4. The MI-authenticator captures the unforgeability property.

Definition 3. An MI-authenticator X is transcript deniable if there exists a sim-
ulator Sy that given a message m sent by a party A to B produces a transcript
of a session of X for m, which is computational indistinguishable from a real one
for an adversary who does not corrupt the party B or send this real or simulated
transcript to B, and not reveal the session-state of Sy for this transcript or that
of A for the real one.

Definition 4. An MI-authenticator X is full deniable if there exists a simulator
SYE accessing the private key of B that given a message m sent by a party A to
B produces a transcript of a session of X\ for m, which is computational indistin-
guishable from a real one for an adversary who does not reveal the session-state
of S¥"™" for this transcript or that of A for the real one.

Remark 5. The two definitions capture the deniability property of NIDA proto-
cols. The transcript deniability means that an adversary can not distinguish a
sender from infinite possible senders. The full deniability means that an adver-
sary can not distinguish a sender from a receiver.
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3.1 Protocol Analysis

We give two examples to show an analysis method in the model.

The Protocol of Lee et al. [6] There is a report about the protocol [25].
It reported that the protocol [6] was not KCI secure since an adversary with
the private key of a receiver could impersonate a sender. However, this is just
the full deniability. It is meaningless to consider this attack if we take the full
deniability as a desirable property.

We here give a real attack to show that the scheme is not secure under the
SSR attack.

— The Protocol
e Setup The system parameter is (p,q,g,G, H), where H : {0,1}* — Z,
and other symbols are the same as those in Section 2.1. For a sender
S, sks €r Z4 and pks = g**s mod p. For a receiver R, (skgr,pkg) is
computed similarly.
e Prove Select r €r Z,, compute A = g" mod p and

MAC = H((ka)H(m)sker'rA mod ¢q mod pHm),

where “||” denotes bits concatenation. The transcript is ¢ = (m, A, M AC')

e Verify Verify whether H((pkg(m)AA)SkR mod p||m) = MAC.
— The Attack
e An adversary A sends a transcript (m, A, M AC) to an honest receiver.
It reveals a session key sk = (pkg(m)AA)SkR of the receiver.

e Then A modifies m arbitrarily to obtain m’ # m and sends (m’, A, M AC')
to the same receiver. It reveals another session key sk’ = (pkg(ml)/l/‘)s’m.

o A computes g*Fsskr = (k/k’)(H(m)_H(’”l))fl.

e A produces a transcript (ma, Aa, MAC,4) where m4 is an arbitrary
message, A4 = pkg for a random value a@ €r Z4, and MAC4 =
H(kallma) where kg = (gFsskr)(H(ma)tadamod q) pod p,

e The forged transcript can be accepted according to the protocol descrip-
tion. Thus, the protocol is not an MI-authenticator.

The Protocol of Fan et al. [I8] Besides the session key, other session-specific
values may also help an adversary. The protocol in [18] is suitable to show the
help.

— The protocol. We omit the message encryption part of the scheme as it is
not related to the unforgeability property.

e Setup A key generation center (KGC) sets groups (G1,+) and (Ga,-)

with order p. The generator of G; is P. A paringise : G1 XGy — Gs. The

KGC randomly selects s € Z;, and sets Ppyp = sP. Three hash functions
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are H1 : {07 1}* — Gl, H2 : G2 X Z; — Z; and H3 : G2 X {0, 1}* — Z;
The KGC computes a user’s private key as Dyp = sHy(ID) where ID
is the user’s identity.

e Prove A sender, IDg, computes Qr = H1(IDg) and 6 = e(Qr,Qr)"
for 7 €g Zy. Then the sender computes A = H3(5,T) where T' € Z;
is a timestamp, and U = rQgr — ADp,, and MAC = Hs(d,m). The
protocol transcript is ¢ = (IDg, A, U, T, MAC,m).

e Verify The receiver checks the validity of the timestamp. Then the re-
ceiver computes &' = e(U, Qr)e(Qs, Drp,)" and verifies whether A =
Hy(8',T) and MAC = H3(d',m).

— The Attack
e A reveals the value § of a session and computes

e(Qs, Qr)* = (8/e(U,Qr))" .

e A requests IDg to send a transcript (IDg, Ag,Us, Ts, MACs, mg).

e Acomputes 04 = e(Us, Qr)(e(Qs, Qr)*)"s. A forged transcript is (I D,
As,Us,Ts, MAC', m'), where m’ is an arbitrary message and M AC’ =
H3((SA, m’) .

e The forged transcript can be accepted according to the protocol. So the
protocol is not an MI-authenticator.

Other protocols are analyzed similarly. We give a table in the Section 6 as a
summary and comparison.

4 A New Paradigm

4.1 Selectively Unforgeable But Existentially Forgeable Signatures

In the new paradigm, we use a general signature scheme (K Gen, Sign, Ver). The
scheme is existentially forgeable but not selectively forgeable. The existentially
forged signature should be indistinguishable from a real signature. We define its
security using the following game. We assume a simulator Sim and a PPT forger
F. They play a game as follows:

1. Sim runs KGen to produce a key pair (skg, pks) for a signer and gives pkg
to F.

2. Sim produces a challenge message m* and gives it to F;

3. F produces a signature 6* for m*;

4. The forger wins if the pair (m*,§*) is qualified.

We define that a signature scheme is selectively unforgeable but existentially
forgeable (SUEF) if a forger cannot win the above game in polynomial time ¢
with a non-negligible probability €, and a PPT adversary cannot distinguish an
existentially forged signature from a real one.
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4.2 The Construction

We construct a deniable MI-authenticator Apysr as follows:

— The initialization function I invokes a group generation algorithm to produce
the parameters (p, ¢, g) for a group G, where p = 2¢+ 1, and g € Zy is a
generator with an order ¢. Let E denote a symmetric encryption algorithm,
such that for any key k. of length [, the function Ff, is a permutation over
b-bit strings. Let H : {0,1}* — {0, 1} be secure hash functions.

Then I invokes, once for each party, the K Gen algorithm to produce key
pairs (sk;, pk;) for P;. Each party is assigned a secrete trapdoor key t; €g Z,
and a public trapdoor key T; = g%.

The public information is the system parameters, all public keys and all
public trapdoor keys: Iy = (p,q,9,H, E,pk1,T1,...,pkn,Ty,). The private
information for P; is I; = (ski, t;).

— When activated, within party P; and with an external request (m, P;), the
protocol Appsr invokes a two party protocol Apar that proceeds as follows.
P; sends a transcript: m, Pi,e = (15)",6 = Signsk, (En(m,p, p;)(9")) to P,
where 1 € Z4. Then P; produces an output ‘P; sent m to P;’.

— Upon receipt of ‘message: m, P;,e,d’, party P; computes ¢g" = et and

verifies whether the signature § is valid for the value Ep(, p, p;)(9"). If the

verification is true, party P; outputs ‘P; identified the source of m as P;’.

Pictorially, the protocol is described in Fig.1.

P P.
1 J
reg L,
e (T
5 <~ Signski (EH(m,P;,P/-) (g, ))
m,P,e,o
_—
true P
false < Ver, (9, EH(m,E,P/) (e”))

Fig. 1. A new paradigm for the non-interactive deniable authentication
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4.3 The Proofs

Proposition 1. If the signature scheme is (ts, €s) SUEF secure, the CDH prob-
lem is (t.,€.) hard, and the symmetric encryption E and decryption E~' are
modeled by random oracles, the protocol A\pyrr emulates the protocol MI in the
unauthenticated-links network.

Proof. Let U be an UM-adversary that interacts with Apasr. We construct an
AM-adversary A such that AUTHyp 4() = UNAUTHy ., 140).

Adversary A runs U on a simulated interaction with a set of parties running
ADMI-

— A chooses and distributes keys for the imitated parties, according to function
1.

— When U activates an imitated party A’ for sending a message (m, A’, e, d) to
an imitated party B’, the adversary A activates the party A in the authen-
ticated network to send m to B.

— When an imitated party B’ produces ‘B’ identified the source of m as A",
the adversary A activates the party B in the authenticated-links model with
the incoming message m from A.

— When U corrupts a party, A corrupts the same party in the authenticated
network and hands the corresponding information from the simulated run
to U.

— When U reveals the session state, A hands the values from the internal states
of imitated parties to U. Finally, A produces whatever U produces.

Let B denotes the event that the imitated party B’ produces ‘B’ identified the
source of 1 as A”” where A’ and B’ are uncorrupted and the message (7, A, B)
is not currently in the authentic message set M. This implies that A was not
activated for sending 7 to B. If the event B never happens, the simulation of A
is perfect and AUT Hyr4() = UNAUT Hpy 0 4()-

It remains to show that event B occurs only with negligible probability. As-
sume the event B occurs with probability € within time ¢. We construct a forger
F that breaks the underlying signature scheme or solves a CDH problem. The
forger F interacts with Sim as specified in Section 4.1 to obtain (pks, m*). The
forger F also gets a CDH problem instance (g%, g¥). The strategy of F is to run
the adversary U.

F provides U two random oracles Og and OEI for the computations of E and
E-L

— Op maintains an Ej;s recording all inputs and outputs. The input to Og
includes a message m, identities of a sender P and a receiver (), and an
element R € G. If the input is not in the Fj;s, Op randomly selects a value
c € {0,1}/7l as an output, where |p| denotes the bit length of p. The Ej;. is
updated by adding the input-output record (m, P, @, R, c).

- OEI maintains an Rj;s; which is empty at the beginning. OEI takes as in-
put (m, P, @, c). If there is a match entry in the Ej;s indexed by the input,
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Op returns the value R. Else Ogl produces an output R = ¢g" € G where
r €r Z;. Ogl adds a record (m, P,Q, R,c) in the Ej;5; and a record (R, )
in the Ryt

Now we specify the game between the forger F and the adversary U.

— JF runs the function I to set parameters and keys for a set of imitated parties
who run the protocol Appsr. Then the public verification key associated with
some party P*, chosen at random, is replaced by the key pkg. F gives all
public information to U.

— If during the simulation, P* is queried to generate a transcript for a mes-
sage m to a party @, the forger F existentially forges a message-signature
pair (mp,dp) w.r.t. the key pks. Then F queries the Ogl oracle with
(m, P*,Q,mr) to get a reply R. F computes ¢ = R'® and replies to the
adversary U the transcript (m, P*,e,0F).

— Other message delivery queries are responded according to the protocol spec-
ification with the oracle access to Op.

— If U corrupts a party, the private key of the party is given to U. If U corrupts
P*, F fails.

— If U queries to reveal the session states of one run of a party, F gives the
value r of that run to 4. F will find a value r in the Rj;s as a response if
the party is P*.

If a party @* is uncorrupted, and outputs ‘Q* identified the source of m as P*’
but P* was not activated to send m to Q*, the forger F finds the last message

s

received by @Q* such as (m, P*,e* = (TQ*)T*,J* = Signskp. (Ex(m,p,0) (9" )))-
Then F tries to find a match in the Ry indexed by e*tg?i.

— If there is no match in the Ry;s, F rewinds U to the point where (m, P*, Q*,

e*tfg}‘) is queried to the oracle Og. This time the forger F sets the output
of Og as ¢ = m*. Then the forger F runs U again. According to the general
forking lemma [26], there is a non-negligible probability for U to produce

another qualified signature for the query (m, P*, Q*, e*tQi). The signature
is returned to Sim as a response by the forger F.

— If there is a match in the Ry;s, F resets the public key of P* as ¢g* and
runs U again. If a party Q' is uncorrupted, and outputs ‘Q’ identified the
source of m’ as P*’ but P* was not activated to send m’ to Q’, the forger F
finds out the last message received by Q' such as (m/, P*, ¢’ = (Tg/)" ,6* =
STgNsk pe (EH(m/’p*’Q/)(g“*). Then F finds the match (R',r’) in the Ry

indexed by e/tgl’l and the match (m/, P*,Q', R',c’) in the Ej;s indexed by
(m', P*,Q', R').

Then F rewinds U to the point when (m', P*,Q’,¢) is queried to the
oracle OEI. This time the forger F sets the output of OEl as g¥. Note that
P* was not activated to send m’ to @Q’. There is no session state about
(m/, P*,@’) in the party P*. So there is no impact on the session state
real quires of U. Then the forger F runs U again. According to the general
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forking lemma, there is a non-negligible probability for ¢ to produce another
qualified signature for the query (m’, P*,Q’, ). F takes the value ¢’ in the
signature as an output about the CDH problem.

Next we analyze the success probability of the forger F if the forger can finish
the game. Suppose the event has a probability € that F does not find a match in
the Ry;s:. In this case, the forger can succeed if the party P* is just the target for
the adversary U to impersonate, and if I/ outputs another qualified transcript for

the same (m*, P*, Q*, e*tQi) after the rewinding action. As there are n imitated
parties, the probability is 1/n that the special P* is selected as a target. Suppose
there are ¢. queries to the oracle Og. Then the probability, according to the
general forking lemma, is at least €(e/q. — 1/q) that the adversary U produces
another qualified signature for the same query. So the success probability of the
forger F is ce/n(e/qe. — 1/q).

The other event has a probability (1 — ) that F finds a match in the Rjs.
Since F runs U from the beginning, there is another probability (1 — ¢) that F

finds a match in Ry;s¢ indexed by e/tQ’l. The party P* is selected as the target by
U with a probability 1/n. Suppose there are ¢, queries to the oracle OEI. The
successful rewinding probability is still €(e/q,. — 1/¢q). So the success probability
in this case is (1 — €)%¢/n(e/q, — 1/q).

There is a bad event to make the forger stop the game abnormally. The event
is that the P* is corrupted. Since P* is selected randomly, the probability to
corrupt P* is 1/n. The probability of F to finish the game normally is at least
(1-1/n).

In summary, the success probability of F to the SUEF signature is

(n —1)ee(ge — qe) S 8e(qe —qe)

€. =
) n2qqe = 2ngq.

and the success probability to the CDH problem is

(n —1)(1 —¢)2%e(ge — q) > (1-— 6)2 e(ge — qr)

€. =
c n2 qqr 2nqqr

Finally, we analyze the run time of the forger F. The simulation of OEl needs
one exponentiation time 7. for each query. Suppose the existential forgery time
of F is 7y. When P* is queried to produce a transcript, there are two times 7.
and one 7y for each query. Suppose the P* is queried ¢, times. The time is about
t+ (gr + 2¢s)Te + gs75 for F to wait until the event B occurs. The rewinding
needs about half the above time. So the overall time for F to break the SUEF
signature is about ¢, ~ 1.5(t + (¢r + 2¢s)Te + ¢s75). To solve the CDH problem,
F has to run the game again after the event B occurs. The overall time for F to
solve the CDH problem is about t. ~ 2.5(t + (¢ + 2¢s)Te + ¢s7f)- O

Remark 6. It is not new to model a symmetric encryption and decryption as ran-
dom oracles. This method appeared in [I1] when the security of a ring signature
was proven.
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Remark 7. The general forking lemma is applicable in contexts other than stan-
dard signature schemes since it only considers the inputs and outputs. We refer
our readers to [26] for the detailed reasons.

Proposition 2. The protocol Appsy is transcript deniable if the DDH problem
18 hard.

Proof. Suppose a simulator Sy that on input a message m from A to B, produces
a transcript as follows:

— Existentially forge a signature dr for a random message.
— Randomly select ep € G.
— Set the simulated transcript as (m, A, ep,dp).

Suppose an adversary D that claims to distinguish the simulated transcript from
a real one without the private key of B and session-state values for the simulated
transcript and the real one with a probability e.

Suppose a DDH problem solver Sp which takes as input a DDH problem
instance (g, 9%, g%, g*). Sp plays with D using S).

— Sp sets n-imitated parties and runs the function [ for them with an exception
that the public trapdoor key of a random party B* is g¥.
— Sp answers queries of D as follows.

e When a party is required to send a real message, Sp runs the party
according to the protocol specification. When a simulated message is
required, Sp runs the S for the party.

e When a party is required to receive a message, Sp runs according to the
protocol specification.

e When D corrupts a party, the private key of the party is given to D. If
B* is corrupted, Sp fails.

e When D tries to reveal session-state values, Sp gives the values to D.

— Sp produces a challenge message

m,A*,e = gz’(s = SignskA* (EH(m,A*,B*)(gw))

using g%, g% and the private key of A*.

— Sp continues to answer queries of D. However, the session-state values about
the challenge is not allowed to be revealed. And obviously, the challenge
message should not be received by B*.

— Finally, D produces a bit b = 0 to denote the challenge message is a real
transcript, or b = 1 otherwise.

— Sp guesses the input tuple is a DDH tuple if 5 = 0 and is not if b = 1.

If the input tuple is a DDH tuple, the challenge message is just a qualified
transcript. That is, it is a possible real transcript.

Comparatively, if the tuple is not a DDH tuple, the challenge message is not
qualified. It is indistinguishable from a simulated one. At first, the signature part
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is indistinguishable since it is an SUEF signature. Secondly, the value e and ep
are both random values in the group G.

So Sp has the same advantage as D if the game does not fail. As B* is selected
randomly, the failure probability is 1/n. So the success probability of Sp is at
least (1 —1/n)e > €/2. O

Proposition 3. The protocol Apasr is full deniable.

Proof. Suppose a simulator Sf\'”B that on input a message m from A to B,
produces a transcript as follows:

1. Existentially forge a signature dr for a random message mp.

2. Compute R = EI}%m’A’B) (mp). If R ¢ G, return to step 1. Else compute
erp = Rz,

3. Set the simulated transcript as (m, 4, er, o).

The values dr and § are indistinguishable, since we use an SUEF signature.

The randomness of e in a real transcript is determined by the effective random
value r. That is, the selecting of r will lead to a valid signature. Suppose the
number of effective r is denoted by #M,..

The randomness of eg is determined by the random message mpr and the re-
computing of a forged message-signature pair. Suppose the number of effective
mp is denoted by #Mp. Then when #Mp ~ #M,, the simulated transcripts
are indistinguishable from real ones.

Remark 8. The numbers #Mp and #M, are related to concrete protocols. A
concrete protocol will prove #Mp =~ #M,..

5 The Concrete Protocol

The signature scheme of Rabin [24] is a satisfactory SUEF scheme if the hash
function is not used. At first, if an adversary can win the attacking game in
section 4.1, the adversary can be used to solve the integer factorization problem.
So it is a secure SUEF scheme. Secondly, a forged signature has the same dis-
tribution as a real one. We set the big primes in the system parameters as the
Blum numbers, and require that the real signature is a quadratic residue, which
means that it is the principal square root. A forged signature is also a quadratic
residue by design. So it has the indistinguishable property.
The concrete protocol is as follows.

— Setup: Assume a sender’s public key is (N, p, q, g, H) where N = pyq; for two
big Blum primes p, and g satisfying |py| = |gs|, and (p, q, g, H) is the same
as the general construction. The sender’s private key is (pp, qy). An honest
receiver’s trapdoor key is tg € Z,. The public trapdoor key is T = g'#. We
require that |p| = |N| + 1.
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— Prove: To send a message m, the sender randomly selects r € Z, and com-
putes R, = ¢". Then it computes kK = H(m,IDg,IDg). If R = E.(R,) is
not bigger than N or R mod N is not a quadratic residue, another r is se-
lected. Else, the sender calculates e < (Tg)", and § < (R)'/? mod N, where
0 is the principal square root. Then the sender sends (m,IDg,e,d) to the
receiver.

— Verify: The receiver checks the equation EH(m’[DS,IDR)(et;%l) =62 mod N.
If it holds, the receiver accepts and believes that the message source is I Dg,
else rejects.

— Simulate for full deniability: With a message m and reviver’s trapdoor key
tr, a simulator works as follows. The simulator randomly selects r, €r Z}
and computes dp = Ti mod N, mp = 5% mod N. If (5% < N, another r, is

selected. If R, = E;%mJDSJDR)(mF—I—TN) ¢ G, another r, is selected, where
7€{0,...,|p/N]}is random selected if multiple values are satisfactory. Else

er = R;R. The message simulated is (m, IDg,ep,dF).

— Simulate for transcript deniability: 1t is the same as the above simulation
procedure with an exception that the value er is now randomly selected
from the group G.

We need to prove that # M, ~ #Mp to satisfy the Proposition 3.

According to the simulation method, mp is a quadratic residue. Considering
the re-selecting, the number of effective mp is #Mp = w1/2(py — 1)(qp — 1)/4 =
wN/8, where 1 < w < 2. That is about half of the number of quadratic residues
in the group Zy. The coefficient w is for p > N and the real distributions of
quadratic residues in Zy and of the group G in Z,. The number of effective r,
#M,, is about the number of elements in the set

{r|E.(¢9") mod N is a quadratic residue}.
That number is equivalent to the number of elements in the set
{6|6 € Zy is a principal square root A E;'(62 mod N +7N) € G},

which is just the total number of F in the simulation algorithm. So #Mp ~
H#M.,.

6 Comparison

We give a table to summarize the analysis results and compare our paradigm
with other protocols. In the table, the left column is the literatures. Except
the first three rows, all schemes are MAC based. The other three columns are
the properties of NIDA protocols. If a protocol is an “MI-Authenticator”, it
is unforgeable. The meanings of “Transcript Deniability” and “Full Deniability”
are defined in the Definitions 3 and 4 in the Section 3. The symbol “Yes” denotes
that the protocol in the literature enjoys the property of that column.
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Table 1. Analysis Results of NIDA Protocols

MI-Authenticator Transcript Deniability Full Deniability

@ Yes No Yes
[10] Yes No No
[El Yes No Yes
[6] No Yes Yes
[8] No No Yes
[12] No No No
13 No No No
(3]
[14] No No No
[15] No No No
[16] No Yes Yes
[17] No No Yes
[18] No No No
[19] No No Yes
[20] Yes No No
[21] Yes No No
[22] No No Yes
Ours Yes Yes Yes

From the table, we observe the following points.

— There are two protocols which enjoy the transcript deniability property.

— There are two MAC based protocols which are MI-authenticators.

— There is no protocol that is an MI-authenticator, and is transcript and full
deniable.

The above observations make our scheme unique. It is an MI-authenticator, and
enjoys the properties of transcript deniability and full deniability.

7 Conclusion

We describe a formal model for non-interactive deniable authentication proto-
cols, which captures the KCI and SSR attacks. Then we analyze some NIDA
protocols in the model, and we show the vulnerabilities of two protocols. Fi-
nally, we give a new paradigm to construct a desirable protocol with proofs and
a concrete protocol.
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