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Abstract. Due to the continuous expansion of the FOSS ecosystem and the
introduction of high-quality FOSS, FOSS is increasingly used in consumer
electronics (CE) such as smartphones, televisions, and cameras. As a result,
manufacturers of CE products have developed a close relationship with the
FOSS ecosystem. For CE product manufacturers, efficient adaptation to the
FOSS ecosystem has become an essential component in their business
operations. This paper will divide the activities of CE product manufacturers
within the FOSS ecosystem into the following four levels: identification,
adoption, compliance, and contribution. It will examine the main activities and
obstacles that arise in each level. The paper will also present instances where
companies have succeeded in overcoming these obstacles.
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1 Introduction

FOSS initially emerged from the free software movement in response to the tendency
of companies to make software their proprietary property. A software freedom activist
called Richard Stallman raised objections to AT&T's policy of hiding the UNIX
source code. He pioneered the concept of copyleft and introduced the GPL (General
Public License) [1], which contains copyleft philosophy, while launching the GNU
project [2]. The success of GPL free/open source software (FOSS) such as
GNU/Linux paved the way for numerous developers to join the FOSS ecosystem [3].

As a wide range of high quality FOSS applications was introduced, many
companies increased their use of FOSS to keep up with the accelerated product
development cycle. The use of FOSS allows the companies to reduce development
period by building a product on top of an existing FOSS application. Companies' use
of FOSS means that they participate in the FOSS ecosystem. Fig. 1 shows the process
of companies' participation in the FOSS ecosystem.

Identifying |:> Adopting :> FOSS License |:> Contribution to
FOSS Component FOSS Component Compliance Activity FOSS Community

Fig. 1. Steps for joining the FOSS Ecosystem

1. Hammouda et al. (Eds.): OSS 2012, IFIP AICT 378, pp. 48-F0] 2012.
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Most companies tend to jump from simply identifying and using FOSS to the
compliance stage. Then they reach a phase in which they modify FOSS or contribute
a code that they have developed to a FOSS project.

During the early stages of participation in the FOSS-ecosystem, a company focuses
on complying with the clauses of FOSS licenses, such as disclosure of the source code
and acknowledgment of its use of FOSS. However, to fulfill the objective of holding a
leading share of the market, as in the case of Netscape's Mozilla project [4], or to
efficiently adapt to the fast-evolving FOSS environment, embedded software
companies use a local patch to quickly enter the FOSS contribution stage. This patch
is used by a company to maintain its own internally developed source code without
applying it to the mainline of its FOSS project and apply the patch whenever a new
version of FOSS is used. For your reference, Fig. 2 shows that as the use of the Linux
kernel continues to increase in embedded products, companies are also increasing
their contribution of Linux kernel source code [5].
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Fig. 2. Linux kernel contribution for embedded software companies

However, there are some obstacles that companies still need to overcome before
participating in the FOSS ecosystem. This paper will divide a companies'
participation process in the FOSS system into the following four levels: identification,
adoption, compliance, and contribution. It will then examine the main activities and
obstacles that arise within each level. Examples of overcoming these obstacles will be
provided. Chapter 2 will introduce the requirements for identifying FOSS
components. Chapter 3 will provide an overview of companies' activities to comply
with FOSS licenses. Chapter 4 will explain the obstacles that arise in a company's
contribution of FOSS. Lastly, Chapter 5 will analyze the trend of a new FOSS
ecosystem that was developed in the wake of a new FOSS platform such as Android,
and will introduce companies' reactions to it. Then it will draw a conclusion and
propose aspects for further study.
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2 Identification of FOSS Components

Most companies participate in the FOSS ecosystem through using FOSS. However,
since there are no warranty clauses in commonly-used FOSS licenses, companies
must identify and minimize the risks accompanying the use of FOSS.

In order to help select a FOSS that meets a company's requirements, many studies
have been conducted to evaluate the quality of FOSS projects, such as FLOSSMetrics
[6] and QualOSS [7], and to assess FOSS communities. In particular, the website
ohloh.net offers a wide variety of information that allows users to access more
concrete information on FOSS components, such as the number of developers and
changes in the amount of source code lines for different periods of time, which can be
viewed from a public repository [8].

In addition to assessing the FOSS quality and the maturity of FOSS communities
provided by those studies, a company must look into the issue of copyrights/patent
rights concerning FOSS. The dispute between Google and Oracle over the use of Java
in Android, which is a FOSS-based operating system platform, puts a lot of pressure
on Android-using manufacturers [9]. Although the FFmpeg project, which is a
multimedia platform, endeavors to prevent problems involving hidden patents from
emerging, it publicly maintains the FOSS philosophy-based position of no warranty.
This means that if a company uses FFmpeg in its products, the company is required to
pay patent royalties for all involved patents and to bear responsibility for all claims
and suits filed over the neglect of paying such patent royalties [10]. This applies to all
other FOSS projects.

Although there is a network called OIN [11] which shares a patent pool for open
source projects and businesses to protect users from lawsuits, this kind of patent pool
is rarely used in most OSS projects. Recently, lawsuits over patent rights or
copyrights and court injunctions against sales have increased, but there is no "silver
bullet." In this way, the use of FOSS always entails the risk of being embroiled in a
lawsuit.

Some companies have established a system for examining various aspects of a
newly-introduced OSS, including its patent or copyright, through the Open Source
Review Board (OSRB) or others [12]. Nonetheless, such information is kept
confidential within the company. Many companies do not have this kind of system
and therefore, they are unable to fully examine the involvement of a third party's
intellectual property in a newly-adopted OSS.

3 Compliance Activities

3.1 GPL Violation Enforcement Organizations

GPL violation enforcement organizations came about since an increasing number of
companies did not comply with FOSS licenses, with many of them failing to disclose
the source code for FOSS that they used. Among the most active organizations are
Europe-based gpl-violations.org and US-based Software Freedom Conservancy
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(SFC). Founded by Harald Welte, gpl-violations.org uses netfilter/iptable, msdosfs,
and mtd which he copyrighted. It has filed claims against approximately 100
companies that have violated GPL licenses and won every single case [13]. As for
SFC, of which Bradley Kuhn is an executive director, copyrighters of GPL-distributed
Busybox gave the company the right to file lawsuits. SFC tracks down companies
violating the GPL and take them to court.

In the case of gpl-violations.org, violators must simply comply with license clauses
in order to settle the filed claims. However, SFC argues that in addition to complying
with licenses, violators must also comply with all provisions of GPL if they intend to
settle a legal issue involving them. When a claim is filed, it is generally processed
privately between a GPL violation enforcement organization and the violating
company, thereby preventing external exposure. However, when a lawsuit is filed in
court, it attracts media attention regardless of the court's final ruling, thereby causing
damage to the public image of the violating company. Table 1 shows the activities of
violation enforcement organizations.

Table 1. GPL violation enforcement organizations

gpl-violations.org Software Freedom Conservancy
Member Harald Welte Bradley M. Kuhn
Area Europe USA
Copyright netfilter/iptable, msdosfs, mtd Busybox
Software
GPL . .
Enforcement Claims (over 100) Lawsuits (over 10)
No need to obtain agreement Need to obtain agreement with
with anyone. SEC.
Restoration Compliance on particular Compliance of all GPL’ed
GPL’ed software under software which is contained in the
ownership of gpl-violations.org product.

In addition to their independent investigation, GPL violation enforcement
organizations also rely on information provided by external users to monitor
companies' GPL violations. It also verifies whether or not GPL FOSS has been used
by acquiring a binary of a program code contained in a product through a program
called BAT (binary analysis tool). If it detects the use of the GPL-licensed FOSS, it
investigates whether the company has taken appropriate measures, such as statements
of the GPL or disclosure of the source code [14].

In addition to these monitoring activities, they raise companies' awareness of this
issue by informing them of common violation cases and distribute related resources
such as GPL Compliance Guide to help them to comply with provisions of GPL
FOSS. Companies can use these guides to check whether or not they have violated the
GPL [15][16][17].
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3.2  Compliance Activities of Companies

When a company fails to comply with the provisions in the GPL and violates a
copyright law, this usually occurs because departments for developing, testing, and
distributing software have a poor understanding of FOSS licenses and there is no
system in place to educate them. This section will introduce various company
activities designed to prevent violation of the GPL.

Companies which place importance on compliance activities provide their
employees with mandatory online courses to enhance their understanding of FOSS
licenses [18]. The company studied in this paper (hereinafter referred to as the
"subject company") offers mandatory online courses that explain the concept and
clauses of FOSS licenses, as well as proper compliance with them as shown in Fig. 3.
It also offers in-class courses to delve further into this subject.
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Fig. 3. Online courses on FOSS offered by the subject company

The following demonstrates how the subject company carries out activities related
to FOSS compliance during the software development process. Fig. 4 shows the
FOSS inspection process implemented by the companies studied.

3rdparty Software |:> Software :> Software |:> Software
Acquisition Design Implementation/ Test Deployment
[ Identifying FOSS 1 o M. . I Checking if all required
A . Identifying the scope of I Checking if any FOSS is N
component and its license in derived works of OSS included in the software materials are prepared

the software for FOSS redistribution

Fig. 4. FOSS inspection process of the subject company
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In response to the issues introduced in Chapter 2 of this paper, the policy of
checking FOSS licenses contained in software to determine whether the licenses can
be used in products during the stage of adopting external software has been
implemented. The subject company operates its own Open Source Advisory Board
(OSAB) to handle these issues efficiently. Fig. 5 shows the composition of the OSAB.
Through the OSAB, the studies and analyses of FOSS licenses and related case
studies are shared and presented in written form, so that consistent OSS compliance
policies can be implemented. In addition, an annual assessment is conducted to
examine whether or not the verification process has been carried out in a proper
manner by using a checklist similar to the Linux Foundation's Self-Assessment
Compliance Checklist [19].

y ~ Software R&D \
Center \
Policy & Audit

__{

Purchasing Group
IP Center -
3 L\ Software Acquisition
Resolving Legal Issue " (Contract)
Operation

Divisions (Product) \

0SS License Identification
Complying Obligation:

Fig. 5. The composition of OSAB for the adoption of software

It is very difficult to define the scope of GPL-derived materials [20]. In an attempt
to deal with this problem, the subject company has been studying to assess the scope
of GPL-derived materials during the design phase. By doing so, it prevents its core IP
sector from being affected by FOSS licenses due to FOSS provisions on GPL
derivative works as shown in Fig. 6.

Company’s proprietary code having a single
executable module (*.exe) with GPL

- Should be disclosed as GPL

Company's
Proprietary
Code

Company’s
Proprietary
Code

Fig. 6. Design stage reflecting the scope of GPL derivative works
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During the implementation/testing phase, a code clone detection tool is used to
check whether the source code includes FOSS, as shown in Fig. 7. If FOSS is
detected in the source code during this process, the source code is disclosed, its use is
indicated in the product manual, and the full text of the license is included in the
source code during the distribution phase. This procedure has been established as an

automatic system.
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Fig. 7. Source code detection tool for FOSS

support this as shown in Fig. 8.
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During the distribution phase, as shown in Fig. 9, the subject company offers in
writing to make FOSS source codes available on its website [21]. It also establishes a
communication channel to respond to customers' inquiries on related subjects.

Requester

10 (E-mail)
Country elect -
Inquiry Type Que -

Model

.\Q E ﬁ’.

Message

Samsung Open Source Release Center  News:

Fig. 9. A website offering source codes

4 Contribution Activities

According to basic FOSS philosophy, FOSS should continue to remain FOSS
(copyleft) and knowledge should be shared so that it can be developed and become
even more useful [22]. If a company merely carries out the activities introduced in
Chapter 3, this constitutes nothing more than complying with the license provisions
on FOSS continuously remaining FOSS. This does not mean that the company has
participated in the ecosystem sought by FOSS, in which knowledge is shared with
others and developed further [23]. When a company minimizes local patches and
remains in sync with the fast-paced evolution of both FOSS and product development,
this will benefit the company in the long term. When FOSS developers can develop
source code from a company into more efficient source code, the FOSS ecosystem
becomes beneficial to a greater number of users. Table 2 shows major companies'
FOSS committers, as estimated by ohloh.net.

Table 2. FOSS committers (ohloh.net)

Company Co.mmitters Com.munities
(estimated) (estimated)
Google 2,104 1,023 (Android)
Apple 266 Webkit
Intel 193 20 (Tizen)
Redhat 192 40 (Fedora)
HP 105 64 (Apache)
Nokia 84 28 (Symbian)
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When a company undertakes such a contribution activity, it faces two major
obstacles (other than the financial burdens resulting from the investment of resources
in FOSS development). The first obstacle concerns the issue of protecting its IP. The
second obstacle is the difficulty the company would face in becoming a FOSS project
reviewer or committer, as well as possible conflict with other companies in light of
the growing interest of companies in FOSS communities.

For example, in the case of the Android platform, which is released by Google
under the Apache License [24], each Android maker offers its own version of
Android, including unique user interface, by incorporating its own source code. Under
the Apache License, however, companies usually do not provide source codes and do
not apply them to the mainline of the Android Open Source Project. These files exist
as local patches within companies. As a result, when Android platform source codes
evolve, companies must keep up with the changes in local patches and reflect them in
each of its models every single time. These local patches often contain patent
applications or key technologies. Therefore, it is not easy to release source code as
FOSS or make it public.

Another obstacle facing companies' contribution is an invisible wall that can block
their entry into the domain. With the successful establishment of the FOSS
philosophy and the increase of FOSS developers, companies try to use FOSS as part
of their business strategy. In the case of WebKit, for example, a considerable number
of developers who act as committers belong to Apple and Google. There is also a
policy in place that requires a recommendation from existing committers or
reviewers, as well as a set number of good commits. As long as this policy remains
viable, it appears to be difficult for developers in competing companies to gain
committer or reviewer status. Fig. 10 shows the committer ratio of companies for
WebKit.

Apple 21.0%

Google 3.5%

Nokia 2.2%

Samsung 0.1%

Motorola 0.1%

Fig. 10. Company’s committer ratio for WebKit (ohloh.net)

In order to overcome these obstacles, the subject company plans to provide its
developers with various incentives that would add momentum to their FOSS
contributions. It also carries out a plan to train committers through support for major
communities or support programs for university students.
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5 New FOSS Ecosystem

This chapter will introduce the product-based FOSS ecosystem which evolved from
component-based ecosystems.

Developing software Customizing firmware
for product Adding new feature

Releasing FOSS

Product FOSS
Manufacturer| / Community

Adopting the idea from
0SS Community

Fig. 11. Product-based FOSS ecosystem cycle

Recently, the scope of FOSS projects has expanded beyond the development of
components such as Linux kernel, Webkit, and GStreamer to include platforms such
as Android Open Source Project (AOSP) [25] and Tizen, which use FOSS
components. In particular, companies are undertaking platform-level FOSS projects to
expand potential business through the rapid dissemination of their platforms. Source
codes are available on products that use open platforms. Unlike Windows Mobile,
which is distributed by Microsoft, it is possible to modify them for each product.
Therefore, companies are increasingly using platforms that correspond to their needs.
Due to FOSS licenses, source codes of software in the products have been made
available to the public. As a result, an increasing number of users have begun to
develop desired functions based on these disclosed source codes. This has generated
FOSS communities which continue to grow.

Table 3. Activities of FOSS communities related to certain products

- GAOSP: firmware upgrade

Platform Upgrade - GT-19000 products: ICS upgrade

- Project Voodoo: modification of file system /
Performance Enhancements sound module [26]
- Change of touch screen sensitivity

- Change of users' UI themes

- CyanogenMod: development of the functions to revoke
Usability Improvements app permissions

- Firmware and user data: development of backup/restore
functions

Table 3 shows the activities of FOSS communities carried out on the basis of the
source codes disclosed by the companies studied. Product-based activities of FOSS
communities have much more impact than component-based FOSS projects, given
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that the former allow developers who purchase a product to upgrade and distribute
software, which can then be used by the general public. These activities, which are
designed to fit with users' needs, are continuously carried out in various fields.
Product-based community activities can be divided into the following three
categories: Platform Upgrade, Performance Enhancements, and Usability
Improvements.

Sometimes, a project may be undertaken with insufficient knowledge of the
principles of the dynamics of a product and its source codes. This can result in
increased after-sale service costs for manufacturing companies. In an effort to prevent
this, some companies charge after-sale service fees for products that contain binaries
modified by users. Some also use a lock that prevents users from making changes.
However, due to community protests, they are leaning toward providing an unlock
code or software. Some companies are considering adopting backup/recovery
solutions for products that have been affected by the user's modification of software.

Despite these problems, the growth of product-based FOSS communities has led to
another FOSS ecosystem being established. Users' practical needs are reflected in the
products resulting from these communities, and this is what companies may want to
pay attention to. If a company proactively responds to users' needs in their product
development, it can enhance customer satisfaction. Also, users may voluntarily
upgrade software in outdated products for which a company can no longer provide
technical support. The number of communities and the level of their maturity toward
a certain product can even affect users' decisions to purchase a product. In light of this
situation, companies should disclose their source codes to support communities'
activities. The emergence of FOSS platforms has not only generated product-based
FOSS, but also fueled its growth. This, in turn, has led companies to proactively
participate in the ecosystem, thereby solidly establishing the product-based FOSS
projects ecosystem.

6 Conclusion and Further Work

In this paper, a company's participation process in the more traditional component-
based FOSS ecosystem was divided into four levels. The paper discussed activities
and obstacles within each level and provided examples from companies that were
studied. It also presented the new FOSS ecosystem which is formed from product-
based FOSS communities, instead of component-based communities, following the
emergence of FOSS platforms. There are still many difficulties looming ahead for
companies that want to join FOSS communities, although the level of difficulty varies
from one company to another. However, since participation in the FOSS ecosystem is
inevitable, companies should continue to endeavor to resolve this issue. Above all, at
a time when intellectual property rights are increasingly respected, companies should
seek measures to minimize damages to their intellectual property rights during
the distribution process of their source codes. They must also ensure that there are
no intellectual property rights issues, including patent or copyright issues, when
adopting FOSS.



Step-by-Step Strategies and Case Studies for Embedded Software Companies 59

In the future, we will continue to conduct research and activities to better adapt to
the new FOSS ecosystem and to make better use of it. We are planning to monitor the
activities of FOSS projects on a regular basis to discover the developer contribution
field and to identify the needs of product users. In addition, we are planning to
communicate with FOSS developers through the Open Source Release Center
(OSRC) [27]. By proactively analyzing ideas and suggestions for improving products
and then applying them, we seek to have more FOSS developers interested in our
products. We also plan to make contributions to the FOSS ecosystem through various
means of support for FOSS developers.
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