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Abstract. Presently, the main concern of ad hoc routing protocols is no longer
to find an optimal route to a given destination but to find the safe route free
from malicious attackers. Several secure ad hoc routing protocols proposed, in
the literature, are based on public key cryptography which drawback is to con-
sume much more resources and decrease consequently network performances.
In this paper, we propose a secure routing scheme for the DSR protocol. The
proposed scheme combines the hash chains and digital signatures to provide
a high level of security while reducing the costs of hop-by-hop signature
generation and verification. The proposed protocol is analyzed using the NS-2
simulator.

Keywords: DSR, routing protocols, mobile ad hoc networks, hash chains, digi-
tal signature.

1 Introduction

MANET or Mobile Ad hoc Network is a set of wireless mobile nodes, forming a tem-
porary network without the use of any fixed infrastructure. Each node acts as a router
(relay) and data packets are forwarded from node-to-node towards their destination in
a multi-hop fashion. Ad hoc routing protocols have been designed to be more and
more efficient without keeping security in mind. This makes them vulnerable to a
variety of attacks which affect the reliability of data transmission. So, the present
question is no longer to find an optimal route to a given destination but to provide a
safe route free from malicious attackers.

In fact, most of ad hoc routing schemes provide no security system. All entities can
participate in routing and there are no barriers for a malicious node to cause traffic
disruptions. The attacker wants essentially to affect the routing process, in order to
control the network and destroy routing operations [19,21]. He achieves his objectives
by: message alteration, message fabrication, message replay and impersonation.
In [22] a classification of insider attacks against mobile ad-hoc routing protocols is
presented. It includes route disruption, route invasion, node isolation, and resource
consumption.
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Some solutions are proposed to secure the most important routing protocols against
those attacks [4,6,7,11,13,17,18,28]. But they remain incomplete, blocking only a
subset of attacks among all those well-known for the damage they cause to the net-
works. On the other hand, each secure scheme defines an appropriate environment of
execution and presupposes a number of satisfied hypotheses to ensure its successful
running. Indeed, protocols based on cryptography require a mechanism of key distri-
bution and management [19]. Furthermore, when efficient, the used techniques are
often too expensive in time calculation and memory space.

As a compromise, protocols based on reputation [9] integrate a new metric, the
level of reliability of the route, to select the path towards destination. This reduces
considerably the solution cost by diminishing calculation intensity.

As for intrusion detection systems, they can reduce the risks of intrusion but cannot
completely eliminate them [23]. They also, sometimes fail with application of solu-
tions as punishment of selfish nodes or location of malicious nodes which continuous-
ly change identity [29].

In terms of reliability, most of solutions rely on asymmetric cryptography and cer-
tificates delivered on line by authorities of certification. Message authentication and
integrity are realized using digital signature [32]. When applied at each hop, they
degrade the system performance.

DSR is a simple and efficient routing protocol designed specifically for use in mul-
ti-hop wireless ad hoc networks of mobile nodes. DSR allows the network to be com-
pletely self-organizing and self-configuring, without the need for any existing net-
work infrastructure or administration. The protocol allows multiple routes to any des-
tination and allows each sender to select and control the routes used in routing its
packets. Another advantage of the DSR protocol is the very rapid recovery when
routes change in the network. The DSR protocol is designed mainly for mobile ad hoc
networks of up to about two hundred nodes and is designed to work well even with
very high rates of mobility.

The aim of our work is to protect the DSR protocol routing messages by using
strong cryptographic functions and keeping in mind as main objective, minimization
of complex calculation burden. This will be achieved by means of two essential me-
chanisms. The first one relies on hash chains which consume a little time for their
generation and require a minimal storage space. The second one is digital signature
that reinforces authentication and ensures integrity, and non-repudiation of messages.
The latter is only applied on the source and destination nodes to reduce the latency.

The remainder of the paper starts with a brief description of the reactive routing
protocol DSR. Section 3 deals with the core of our secure routing scheme SRS_DSR.
We simulate in section 4 the performance of the proposed protocol using NS-2 simu-
lator. In Section 5, we discuss works related to ours. We conclude by motivating our
work and showing its novelty and relevance versus related works.

2 DSR Protocol

DSR (Dynamic Source Routing) is a routing protocol based on Distance-Vector
routing algorithm [14,15]. It is reactive involving route construction only when data
are available for transmission. The protocol is composed of the two main mechanisms
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of "Route Discovery" and "Route Maintenance", which work together to allow nodes
to discover and maintain routes to arbitrary destinations in the ad hoc network.

When a source node needs to determine a route to a destination node, it broadcasts
a request message RREQ (Route REQuest). Intermediate nodes add their address to
the packet and then broadcast it. When the request reaches the destination, or an in-
termediate node with an active route towards the destination, it generates a reply mes-
sage RREP (Route REPly).The answer is sent unicast to the source following the
reverse path, already built by the intermediate nodes.

RREQ packet format is shown in fig. 1. Option Type specifies that the packet is a
RREQ. Opt Data len gives the packet length. Identification is a sequence number
generated for each Route Request. It allows a receiving node to discard the RREQ in
the case it has recently seen a copy of this Request. Target Address is the destination
node address. Address][i] is the address of the i-th node recorded in the Route Request
option. Each node propagating the Route Request adds its own address to this list,
increasing the Opt Data Len value by 4 octets.

Option Type Opt Data Len | Identification

Target Address
Address [1]

Address [n]

Fig. 1. RREQ packet format

RREP packet format is shown in fig. 2. It is composed of the same fields as RREQ
excluding the Target Address and including a Reserved field and the Last hop exter-
nal field which indicates that the last hop given by the Route Reply (the link from
Address[n-1] to Address[n]) is actually an arbitrary path in a network external to the
DSR network.

Option Type | Opt Data Len | Last hop ext | Reserved
Address [1]

Address [n]

Fig. 2. RREP packet format

Link breaks are detected according to two ways. The first one occurs during the
unicast reverse routing when a node reveals to be unreachable. The second way is
based on information directly received from the MAC sub-layer. If a link breaks with-
in an active route, the node involved before the link break may choose to repair local-
ly the link or deliver an error message RERR (Route ERRor) listing the unreachable
destinations. Thus, a new route discovery phase should be established by the source
node [25].
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As basic DSR scheme provides no security mechanism, malicious nodes can dis-
turb the routing process. Table 1 summarizes the consequences of attacks affecting
DSR control packets.

Table 1. Attacks against dsr

Target field Attack

Target Address The attacker creates routes to unavailable des-
tinations in order to consume the network ener-
gy.

Identification The attacker increments this field to invalidate

any future requests from a legitimate node. He
decrements it so as to the request will be consi-
dered as already processed.

Address [1..n] The attacker modifies the addresses or alters
their order.

3 SRS _DSR Solution

3.1 Basic Assumptions
The protocol is based on the following assumptions:

— a packet sent from node A is received by the latter one hop neighbor B before a
third node C replays the packet to B.

— a trusted Certification Authority performs the pre-distribution of both private key
and X509v3 certificate [8] to each member of the network through a physical con-
tact. The conventional certificate X509v3 contains the public key, the identity of
the certificate owner and other fields. All these fields are encrypted by means of a
digital signature integrated to the certificate.

3.2 Proposed Scheme

The solution which we propose integrates security mechanisms that take into account
the limited resources of nodes. These mechanisms are not based on unrealistic assump-
tions such as availability of an always-online security infrastructure (trusted third-party).

Our approach is inspired from Lamport authentication algorithm [16] used in
remotely accessed computer systems. Authentication described by Lamport was de-
signed for a client/server architecture where the management is centralized. In Lam-
port authentication, a server randomly chooses a password H,. Afterwards, he applies
to H,, n times, a one-way function h to get n passwords (H,;, H;., ..., H;, Hy) called
One Time Password sequence or OTP, for short.

H, > h(H,) = Hyy 9h(Hn—l) =H,, = h(Hn2)=H,s ... > h(H;) = Hp
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We were attracted by the effectiveness of hash functions because they reduce the high
costs caused by traditional cryptographic mechanisms. Thus, we combined the use of
hash chains authentication with digital signatures to achieve a satisfying security lev-
el. We adopt the notations of table 2.

Table 2. Notations

Symbol Signification

SKa, PKa Private key. Public key of node A

[d]SKa Signature of a message with the private key of A
Certa A certificate belonging to node A

1D, Node A identifier

S5 The j™ element of the hash chain of node A

The security process we propose is divided into two phases: initialization phase
and authentication phase.

3.2.1 Initialization Phase
As set in the basic assumptions, a trusted certification authority performs the pre-
distribution of one certificate and one private key to each member of the network.
Each entity A, identified by an ID4, constructs its own OTP sequence and broadcasts
the last value Hy" to its one-hop neighbors. In order to ensure the provenance authen-
ticity of Hy", we propose what follows. Node A first signs Hy* using its private key
and then transmits the clear Hy* and signature [Hy*I1SK, as well as its identity ID4
and certificate Cert, to all one-hop neighbors, refer to (1). Each neighbor decrypts the
encrypted Hy" using the public key of node A transmitted within Cert,. To ensure that
the decrypted value is authentic and so, effectively transmitted by node A, the receiv-
er compares it with the unencrypted value Hy". If the comparison matches, node A
identity and H," integrity are proved true. So, Hy" value is saved in a new entry of the
Neighbors table which keeps the H," value of each neighbor. The comparison fails if
either the sender authenticity or Hy" integrity is compromised. In both cases, the mes-
sage is ignored.

The one-hop neighbors also send the last values of their own hash chain and certif-
icates to node A, see (2). At the end of this step, each node knows the H, value of its
one-hop neighbors.

A > Broadcast PWD : {ID,, Hy®, [Ho*ISK,, Certa} (D

V> A PWDREP: {IDv, H,", [H,"ISKy, Certy} )
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3.2.2 Authentication Phase

Control packets RREQ, RREP and RERR are used to construct and maintain routes
from source to destination nodes. For each phase of the routing, we will explain how
the values of the hash chain and private keys are used.

Secure the route discovery. When a node S needs to know a route to some destina-
tion D, and such a route is not available, it broadcasts a route request RREQ, see (3).

S - Broadcast RREQ: { RREQ®, [RREQ®|SKs, Certs, HS} (3)

This request contains the same basic DSR protocol fields excluding the Opt Data Len,
see figure 1. We add the source node certificate Cert; in case of large-scale networks
where nodes have not necessarily the public keys of all the network members.

The RREQ fields transmitted by S are non-mutable. They are signed with the pri-
vate key of S and accompanied by a hash value Hi (1< i <n). To not reuse a password
already revealed, an index i is incremented within the node at every use.

The generated packet is then broadcasted on the channel. When a node receives it,
it checks the H,® value to ensure that the packet comes from a legitimate node. To do
50, it applies i times the hash function on H;® to obtain H,’, the password initially
transmitted by the neighbor and stored in the Neighbors table. If the receiver does not
reach Hy® after i iterations, it infers that the message is fabricated by a malicious node.
So, it rejects it without any process. Otherwise the message is accepted. The interme-
diate node adds its address to the packet. It signs this address and the previous one
using its private key. Such a signature, applied to two successive node addresses,
protects against any attempt to alter the addresses order. It is added with the node
certificate to the packet. The node also replaces the received H; by a new password of
its own chain, and finally broadcasts the RREQ, see (4).

J > Broadcast RREQ: {RREQ?, [RREQ®|SKs, Certs, ..., Address;, [Address; |, Address;]SK;,
Certj, H/} 4

Eventually, the message is received by the destination D which verifies the source
signature, as well the intermediate node signatures, and then responds using a RREP.
The source digital signature authenticates the source and destination nodes. This
control is made on IDs and IDy fields. The intermediate encryptions authenticate the
intermediate nodes. This authentication is reinforced by the check of the addresses
order. Once decrypted, the obtained value is compared with the two previous node
addresses.

In (5) J denotes the last intermediate node of the path, connecting S to D. The des-
tination node sends the response to J according to the following formula (5):

D > J RREP:{RREP, [RREP]SKp, Certp, H"} 5)

RREP fields are signed by the destination node and value H," is associated to the
packet. Each node sending the response is authenticated along the path using H;. The
reverse route construction is exposed to the risk of a diversion launched by an attacker
who responds instead of the destination node. This attack is detected thanks to the
destination certificate which includes the destination identity. If the latter doesn’t
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match with the destination identity invoked by the source node, one can deduce an
intrusion attempt. As for the digital signature, it authenticates the source and destina-
tion nodes and controls the message replay. Finally, once the destination signature
checked, the source node updates its cache with the new path.

In [30] an approach comparable to ours, called a Zero Common Knowledge au-
thentication was proposed. It differs from ours in the use of h(H;). In this approach,
the receiver checks the value H; by calculating only h(H;) and testing the relationship
h(H;) = H;+1. If checked then the node identity is proved true. This approach supposes
the storage of the latest password which may put in check the control process in case
of lost messages.

Secure Route Maintenance. When a link breaks within an active route, the precursor
of the unreachable node does the following:

— Invalidates the routes including this node in its cache.
— Lists all receivers that are no longer reachable (Unreach_Address).
— Delivers an appropriate RERR to such receivers.

Let a node A discovering a link break, and a source node S using this path. A warns S
about the topology changes by sending the following message RERR to it:

A >S RERR :{RERRA, Cert, , [RERRA, Cert,] SKy} (6)

This packet is signed by A and verified by the intermediates nodes. Each node receiv-
ing the RERR message carries out the same operations and spreads it to different
sources.

Update the Hash Chain. When the node depletes all its hash values, it should reset
the passwords sequence to allow its authentication. The node chooses a new random
value Hy_new, and then generates a new sequence, using the hash function and sends
the final value Hy*_new to the one-hop neighbors. To authenticate the update mes-
sage, we use the last undisclosed hash value of the old sequence (instead of the certif-
icate in PWD). Here is a simplified format of the update message:

A = Broadcast UPDATE : {IDA , Hy*_new , (Hy*_new) SKa, H,} 7

4 Simulation and Test

In order to evaluate the routing protocol performance, one often uses simulation. In
fact, it would be very costly, or even impossible, to establish a network for testing
purposes. An ad hoc network simulation does not take much time, and it keeps us clos-
er to the real use of the routing protocol. These two major advantages help us to better
see the behavior of the protocol in different scenarios and evaluate its performance.

We carry out simulations using the NS-2 simulator [20]. We choose NS-2 because
of its popularity among academic researchers [26]. In addition, it already supports a
verified version of DSR. Simulations are held considering a network of size 670 m x
670 m, composed of 20 nodes. We define simulations with parameters defined in
table 3
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Table 3. Simulation Parameters

Parameter Value

Antenna OmniAntinna
MAC layer type IEEE 802.11
Radio propagation model Two Ray Ground
Bandwidth 1Mb

CBR traffic 4 packets/s
Packet size 512 bit

Pause time 30 ms
Transmission range 250 m
Simulation time 200s

The nodes move according to the RWP mobility model (Random Waypoint Mod-
el). This model has become a standard in wireless networks research. It provides sev-
eral scenarios where the mobile entities randomly move in the simulation area. For
each experiment, we created several scenarios for traffic and mobility using the para-
meters set out above. Each time, we vary the speed between [0, 20m/s] and evaluate
one of the following metrics:

1. EED Average end to end delay: it gives the average time required to transmit a da-
ta packet from the source to the destination node.

2. APL Average path length: 1is calculated using the hop count field. It is often used
as a metric for choosing the best path to route data.

3. RL Routing load (the routing overhead): it gives us information about the number
of control packets generated by the protocol for the path establishment and route
maintenance.

To evaluate the SRS_DSR performances, we carry out our experimentations on three
protocols: ARAN (Authenticated Routing for Ad-hoc Networks) [26] that has been
chosen for its robustness and its high level of security, DSR and SRS_DSR.

ARAN is a secure protocol, implementing asymmetric cryptography. It uses a
trusted Certification Authority called CA to generate certificates. Before entering the
Ad-hoc network, each node requests a certificate from the CA. In ARAN, each node
signs the discovery packets and route reply messages before retransmitting them.
Each node verifies the previous node digital signature and then replaces it with its
own. The cryptographic operations cause additional delays at each hop thus increas-
ing the route acquisition latency. Only the destination can answer the Request packet.
When the source receives the RREP, it verifies the destination signature. This allows
an end-to-end authentication between the source and destination. However, the laten-
cy increases especially for long paths.

Fig. 3 shows that the increase in the movement speed leads to a rather large in-
crease of the end-to-end delay. Indeed, the nodes movement involves frequent
link failure in the established paths. Nodes are forced to rebuild invalid routes. Thus,
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delivery of data packets is delayed. We note that the required delay for ARAN is
much higher than that of DSR and SRS_DSR.

Indeed, SRS_DSR established routes faster than ARAN: the time spent to check
the hash values in SRS_DSR is insignificant, compared to the time needed in a certif-
icate checking or a digital signature. We can therefore say that the processing of digi-
tal signature using only the two path ends (source and destination) reduces the delay
of packets transfer.

End-to-end delay of data packets
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Fig. 3. End to End Delay (EED)

Fig. 4 shows the ratio of control packets relative to received packets. We note that
the three protocols apply for the rule: the packets need increase with a higher speed.
The space overhead caused by SRS_DSR is higher than the one of DSR and ARAN,
because of the new control packets, namely PWD and UPDATE packets that we used
to secure DSR.
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5 Related Work

The first works that deal with DSR security are those of Papadimitratos and Haas.
They proposed SRP [24] in order to provide an end-to-end protection during the route
discovery phase. They conducted tests on many known attacks and concluded that the
proposed SRP proves to be secure in absence of grouped attacks. Their claim has
never been formally proved.

Indeed, Buttyan and Vajda showed in [5] the weakness of the analysis presented in
[24]. They presented an attack launched by a single hacker who succeeds to inject
forged information during an SRP route construction.

Ariadne has been proposed by Hu et al. in [10,11] in order to improve the security
mechanisms provided in SRP. It aims to secure all intermediate nodes by means of an
appropriate authentication applied at each hop. They test their solution using different
classes of attacks. But the solution was invalidated by Buttyan, Vajda and Acs in [5],
[1] who succeed in launching several attacks.

To improve the weakness revealed in Ariadne, Buttydn and Vajda proposed a new
version called enairA [5]. This solution remains insecure against an attack where two
hackers encapsulate the control messages into data packets.

Other protocols have emerged as improvements to SRP, Ariadne, SAODV (Secure
AODV) [33], FLSL (Adaptive Fuzzy Logic Based Security Level Routing Protocol)
[12] and SAR (Security Aware Ad-hoc Routing) [21], for instance. In FLSL, a new
attribute called security level is introduced in the format of the control messages to
denote the reliability and dependability of certain mobile hosts or routes. The security
level is used by source and destination nodes to determine the most secure and short-
est route. As for SAR, it can discover a path with desired security attributes. The path
found by the SAR protocol is not necessarily the shortest, but the safest of all the
paths.

DSR and most of the on demand ad hoc routing protocols use single route reply
along reverse path. Rapid change of topology causes that the route reply could not
arrive to the source node. To avoid this, a new technique which tries multiple route
replies is proposed in [27].

Latest researches in the area are conducted to secure ad hoc networks against
grouped attacks. In [2] Awerbuch et al. propose ODSBR, the first on-demand routing
protocol for ad hoc wireless networks that provides resilience to attacks caused by
internal individual or colluding nodes. The protocol uses an adaptive probing tech-
nique that detects a malicious link after log n faults have occurred, where n is the
length of the path. Problematic links are avoided by using a route discovery mechan-
ism that relies on a new metric that captures adversarial behavior. Later, Awerbuch
and Scheideler claim in [3] that the biggest threats appear to be join-leave attacks,
used to isolate honest peers in the system, and against which no provably robust me-
chanisms are known so far. In this paper he showed that, on a high level, a scalable
DHTcan be designed that is provably robust against adaptive adversarial join-leave
attacks.
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6 Conclusion

The purpose of this paper is to present a new scheme to secure the DSR protocol. We
showed that the proposed scheme made of hash chains and end-to-end digital signa-
ture provides a high security level at a very low cost.

The initialization phase always raises the problem of secure distribution of keys
and passwords, particularly on large scale systems when the by hand distribution be-
comes unrealizable. We proposed a remote pre-distribution carried out in an efficient
and secure manner. We resorted afterwards to the use of one way hash chains to au-
thenticate the control message senders during the route discovery. This authentication
is principally useful while crossing the route from the source towards the destination.
It guarantees the route drawing with legitimate nodes. Furthermore, the use of key-
chain scheme is very well suited to pervasive computing devices since it requires
nearly no computational power, very low bandwidth and memory storage.

At destination, the request message integrity is checked using a digital signature.
This end-to-end checking ensures a fast source and destination authentication as well
as a non message replay control.

The proposed solution can be extended to treat attacks. It will be also, interesting to
validate this work by formalizing the specification and verification of the SRS_DSR
protocol.
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