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Abstract. In recent years Internet has experienced a rapid expansion and also
facing increased no. of security threats. However many technological innova-
tions have been proposed for information assurance but still protection of com-
puter systems has been difficult. With the rapid growth of Internet technology, a
high level of security is needed for keeping the data resources and equipments
secure. In this context intrusion detection (ID) has become an important area of
research since building a system with no vulnerabilities has not been technically
feasible.

In this paper, a Genetic Algorithm based approach is presented for network
misuse intrusion detection system. The proposed genetic algorithm uses a set of
classification rules which are generated from a predefined intrusion behavior.
From the results it could be concluded that by applying proposed rule based
network intrusion detection algorithm, more no. of intrusions can be detected.

Keywords: Genetic algorithm, misuse intrusion detection, information
assurance, data set.

1 Introduction

Computers store, process and retrieve the data. Data is an invaluable asset for
every organization, company, enterprise or even for an individual. Availability, in-
tegrity and confidentiality are the most important requirements for data handling.
Earlier computers were isolated and usually not connected with other computers
and does not have a modem. During those days the most common attack to the data
stored in computers was the physical use of computer system. Thus in those days
security of the room where computer system is placed was enough to secure the
data. But with the growth of Internet during the last one decade gave many issues
to security of data. Now-a-days computer break-in and misuse has become a com-
mon feature.

Intrusion is an activity performed by a person by breaking into an information
system or performing an illegal action. Such person is termed as an intruder [1]. In-
truders can be classified as external and internal. External intruders are the person
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who do not have authorized access to the system and who tries to access the system
illegally by using different saturation methods. Internal intruders are the persons
who have authorized access to the system but carry out the illegal/unauthorized ac-
tivities. Different methods have been used by intruders whether internal or external
for intrusion like password cracking, software bug exploitation, mis-configuration
of the system, sniffing unsecured traffic, utilizing the specific protocols design
flow etc. No. of such attacks have been increased exponentially during the last one
decade.

The two generally accepted categories of intrusion detection are misuse detection
and anomaly detection. Former refers to techniques that characterize known methods
for penetration into the system which are characterized as a ‘pattern’ or a ‘signature’
that the intrusion detection systems look for. These signature or pattern can be a static
string or a set sequence of actions. Later refers to techniques that characterize normal
or acceptable behaviors of the system like CPU utilization, job execution time, system
calls etc. Behaviors that deviate from the expected normal behavior are considered
intrusions [2].

Genetic algorithm has been used by many researchers in different types of intru-
sion detection systems. Genetic algorithms apply biological evolution theory to com-
puter systems [3,4,5]. Genetic algorithm is a method of data analysis and can be
termed as analogous to Darwinian evolution [6]. These are research techniques
used in computer science and are implemented as a computer simulation and the
approximate to combinatorial optimization problems [3].

In this paper, a genetic algorithm based approach is presented for network misuse
intrusion detection system. The proposed genetic algorithm uses a set of classification
rules which are generated from a predefined intrusion behavior. By applying proposed
rule based network intrusion detection algorithm, more no. of intrusions can be de-
tected. This paper is organized as follows. Section 2 describes genetic algorithms,
section 3 gives genetic algorithm based intrusion detection. In section 4, different op-
erators of Genetic algorithm used in the proposed algorithm are presented. Section 5
describes the proposed algorithm and experimental assumptions. Finally, results and
discussions are given in section 6.

2 Genetic Algorithms

Genetic algorithms are computerized search and optimization methods that work very
similar to the principles of natural evolution. Based on Darwin's survival-of-the-fittest
principles, GA's intelligent search procedure finds the best and fittest design solutions
which are otherwise difficult to find using other techniques. Metaphor from biology is
used in genetic algorithms and genetics are used to iteratively evolve a population of
initial individuals to a population of high quality individuals [14]. Here each individu-
als is composed of a fixed number of genes and represents a solution of the problem
to be solved. The implementation of Genetic algorithms starts with a population of
randomly selected chromosomes. The chromosomes which represent a better solution
to target problem are given more opportunities to reproduce in comparison to those
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provide poorer solutions. The fitness of a solution is typically defined with respect to
the current population. These chromosomes are representations of the problem to be
solved. According to the attributes of the problem different positions of each chromo-
some are encoded as numbers. These positions are referred to as genes and are
changed randomly within a range during evolution. The set of chromosomes during a
stage of evolution are called a population. An evaluation function is used to calculate
the fitness of each chromosome.

During the process of evaluation, two basic operators, crossover and mutation, are
used to simulate the natural reproduction and mutation of genes. The selection of
chromosomes for survival and combination is biased towards the fittest chromo-
somes. Genetic algorithm begins with a randomly generated population, evolves
through selection, crossover, and mutation. Finally, the best chromosome is picked
up as the final result. The working principle of a Genetic Algorithm is illustrated in
figurel.
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Fig. 1. Working principal of Genetic Algorithm

3 Genetic Algorithm Based Intrusion Detection
The rules stored in the rule base are in the following form:
If (condition) then (do)

The condition usually refers to a match between current network connection and the
rules in intrusion detection system, such as source and destination IP addresses and
port numbers, protocol, no of bytes of data sent by sender and responder indicating
the probability of an intrusion. Several network features have higher possibilities that
can be put in network intrusion detection identification. In our approach, six out of



154 M.K. Goyal and A. Aggarwal

those features are taken to compose a classification rule. Table 1 shows the
features. The first column in table 1 represents the feature name and second column
represents no. of genes.

Table 1. Features and No. of Genes

Feature Name No. of Genes

Source IP

Destination IP

Destination port

Protocol

Sender data amount

[ =SS

Responder data amount

For example, a rule can be defined as:
if (source-ip=9.9.12.19 and destination-ip=172.16.115.50 and destination-port=79
and protocol=http and sender byte=15000 and responder byte=15000 ) then (intru-
sion=attack A).
Each rule is encoded as a chromosome where each network features is encoded using
one or more genes of different types.

The final goal of applying genetic algorithm is to generate rules that match only the
anomalous connections.

4 Genetic Algorithm Operators
Encoding chromosomes and genetic operators are as follows:

Encoding Chromosomes: Encoding chromosomes in genetic algorithm means
represents the set of events to the problem in one string of values.

Binary Encoding: Represent chromosome gene in binary numbers (0’s and 1’s).

Chromosome M 101010101010101011111

Chromosome N 010101111110000111100

Permutation Encoding: Represent chromosome gene in integer numbers.

Chromosome M 1 524689
32785

3 7
Chromosome N 9 4 1 6




Composing Signatures for Misuse ID System using Genetic Algorithm 155

Fitness Function: Fitness function measures the performance of all chromosomes in
the population. To determine the fitness of a rule, the support and confidence frame-
work is used. If a rule is represented as if X then Y, then the fitness of the rule is de-
termined using the function of java genetic algorithm package in java.

Support =X and YI/Z

Confidence = IX and Y|/ IXI]

Here, Z is the total number of network connections in the audit data, IX| stands for the
number of network connections matching the condition X, and IX and Y/ is the num-
ber of network connections that matches the rule if X then Y.

Selection: The application of the fitness criterion to choose which individuals from a
population will go on to reproduce.

Crossover: The parent’s chromosomes are recombined by one of the crossover me-
thods. It produces one or more new chromosome(s). A crossover operator is used to
recombine two strings to get a better string. In crossover operation, recombination
process creates different individuals in the successive generations by combining
material from two individuals of the previous generation.. It takes two chromo-
somes and cut their strings at some randomly chosen position and swaps the tail
positions.

Mutation: New genetic material is introduced into the new population through
mutation process. This will increase the diversity in the population. It is an operator
that introduces diversity in the population whenever the population tends to become
homogeneous.

01101011110110

I
01111011110110

5 Algorithm
Rule set generation using genetic algorithm.

Input : Population size, number of generations
Output : A set of classification rules

1. Initialize the blacklisted classification rules (population)
2. Initialize the population
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(O8]

N= total no of records in rule set

4. For each chromosome in the population

4.1 calculate the fitness

Select the chromosome into new population

6. For each chromosome in the population
6.1 Apply a crossover rate of 10 to the chromosome
6.2 Apply a mutation rate of 1/50 to the chromosome

7. If number of generations is not reached, go to line 4

9]

The training process begins by randomly generating an initial population of rules
(Step 2). Step 3 calculates the total number of records. Step 4 calculates the fit-
ness of each rule. Step 5 selects the best chromosome. Step 6 applies the crossover
and mutation operators to each rule in the new population. Finally, step 7 checks
and decides whether to terminate the process or to enter the next generation to
continue.

6 Results and Discussions

Table 2 represents the new generated classification rules for signature based intrusion
detection system using genetic algorithm which provide if implemented in existing in-
trusion detection system provide more efficient intrusion detection system. Obtained
results are shown in Table 2.

Table 2. Newly generated classification rules for misuse intrusion detection system using
genetic algorithm

Chro |Evo- | Fit- | Source IP | Destina- | Port | Proto- Origina- | Res-
mso |lution | ness tion IP no col  for byte |ponder
me |time | value byte

1 1697 | 2526 | 125.15.34 | 119.127.1 | 52077 | DNS | 70141 | 697519
137 90.239

2 1505 | 26 | 125.119.1 | 119.141.3 | 313 |SMTP|146869 | 431444
5.58 8.12

3 1388 | 26 | 125.81.1. | 119.81.43.| 34346 | DHC | 59736 | 42788
146 93 P

4 1380 | 26 | 125.51.24 | 119.76.82.| 43980 | LDAP|237241 | 454894
3.187 40

5 1399 | 26 | 125.79.24| 119.129.1 | 51715 | FTP (195534 | 538333
0.135 32.234
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7 Conclusion

A method of genetic algorithm of rule base generation for misuse intrusion detection
system is presented in this paper. Experiments have been carried out using a prede-
fined dataset. The major advantage of using a genetic algorithm comes from the fact
that in the real world the types of intrusions are dynamic. The proposed system can
develop new rules to the systems so as the new intrusions become known. Therefore,
it is adaptive and cost effective. Genetic algorithms are potential solutions for opti-
mized rules sets and the determination of potential and actual network intrusions. If
only mutation is used, the algorithm is very slow. Crossover makes the algorithm sig-
nificantly faster.
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