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Abstract. Networks are regarded as one of the biggest advancements in the
field of computer science. But they enable outsiders to “intrude” into our
information. Intrusions can be in the form of simple eavesdropping, or gaining
access to the host itself. Here, intruders are identified using two main methods —
signature analysis and anomaly analysis. The proposed method is such that the
signature analysis is strengthened by anomaly analysis, which in turn uses some
level of intelligence based on the traffic parameters, obtained and processed
using neural networks. The initial intelligence is obtained using the
KDDCUP99 dataset, which trains a neural network. The neural network will
take care of further detections, and it strengthens itself during the run itself. The
result obtained suggests that even with minimal initial intelligence, iNIDS can
reach accuracy levels of over 70%, and by increasing the initial set a little more,
it reaches accuracy levels exceeding 80%.
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1 Introduction

Advancements and increased usage of computer networks paved way for increase in
variety and complexity of security threats. The scenario is getting worse in the sense
even single firewall strategies are insufficient to counter security threats[1].
Nowadays people are aware of the risks involved in securing a computer network. So
a system which is capable of detecting network security threats is developed [2].
Here, an Network based Intrusion Detection System (NIDS) is proposed that uses real
time internet traffic for analysis. Also, the system uses Artificial Intelligence for
improving the performance and speed of detection.

Real time packets in the network are captured online i.e. from the internet as and
when they reach the interface of the network, using suitable Java[3]-based packages.
iNIDS is designed to provide the basic detection techniques so as to secure the
systems inside a computer network that are directly or indirectly connected to the
Internet.

Network intrusion[4] can be defined as any deliberate attempt to enter or gain
unauthorized access to a network and thereby break the security of the network and
thus gaining access to confidential information present in the computers inside the
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network. An IDS[4] captures and inspects all traffic, regardless of whether it’s
permitted or not. Based on the contents of the packet, their flow, length etc, at either
the IP or application level, an alert is generated.

An intrusion signature[4] can be defined as a special TCP state set such as
[SYNIRST] in one packet, special bytes in the IP header, or a special byte stream in
the payload of a packet that will provide a pattern which can be used for packet
analysis for identifying threats.

The primary goals of the whole proposal can be summarized to the following.

1) Detect Network intrusions[8][9]
2) Use of Artificial Intelligence to improve detection[5][6]
3) Use Network traffic for analysis and detection[5][7].

2 NIDS and ANN

Dr. Dorothy E Denning proposed an Intrusion detection system in 1987 which
became a benchmark in the research in this area[2]. Many researches have been
conducted based on this paper and currently researchers are more interested in
developing intrusion detection systems based on Artificial Neural Networks. Artificial
Neural Networks possess features like generalization, flexibility etc. Wang Zhengqi
and Wang Xinyu proposed a Netflow[1] based intrusion detection system, which can
resist network attacks and intrusions. It was found to be cost effective and does not
affect the performance of backbone network.[1][13]

Usually, sampled data from Kddcup99 dataset[14], an attack or intrusion database
is the standard for evaluating the security detection mechanisms. This dataset is used
for signature analysis, for training neural network for anomaly analysis and for testing
the IDS itself. The advantage of using Backpropagation algorithm is that it can train
(learn) data at a faster rate and it provides efficient generalization and flexibility when
compared to other existing Neural Network technologies[13]. But, the performance of
a Neural Network depends mainly on the amount of training data given[15][16][17].

The strategy[ 18] dictates that NIDS uses a hybrid detection engine i.e. a combination
of Signature detection and Anomaly detection capabilities. “Rule —based” detection
technique is used for signature analysis and “Pattern matching” is used for anomaly
analysis.

3 Signature Analysis and Anomaly Analysis

Firewalls cannot or do not analyze packets once they are inside the network and it
only analyze them while it enters the network.[19] So, if some anomalies or activities
happen from inside the network, then firewalls won’t respond to those activities. But,
NIDS analyze network packets internally as well as while it enters or leaves the
network. With the explosive growth of networking and data sharing, NIDS have
become the most popular form of Intrusion Detection[19]. A NIDS is capable of
detecting network security threats. Many different NIDSs have been developed and
each of them has its own advantages and disadvantages.
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Signature Analysis: An NIDS use signature based detection, based on known traffic
data to analyze network traffic. This type of detection is very fast, and easy to
configure[20]. However, an attacker can slightly modify an attack to render it
undetectable by a signature based IDS. Still, signature-based detection, although
limited in its detection capability, can be very accurate. A common strategy for IDS in
detecting intrusions is to memorize signatures of known attacks. These signatures are
written based on data collected from known and previous attacks, and this
unfortunately ensures that these signatures “will always be a step behind the latest
underground exploits” [20][21].

Anomaly Analysis: Anomaly analysis[17][21] is an efficient way to detect intrusions
and thus forms a vital part of the next generation Intrusion Detection Systems. The
most efficient Anomaly analysis technique is the pattern based anomaly detection. In
pattern based anomaly analysis, the Intrusion Detection System is given a pre-defined
set of intrusion patterns. Network packets are collected for a specified period of time
or till a specified number of packets. These packets are considered as a block for
analysis. The predefined patterns are then matched with this packet block and if any
patterns match, an alert is given. During anomaly analysis, a normal behavior model
is used as the base for analyzing incoming traffic and any deviation or variation from
the normal behavior model is considered as an intrusion or threat[22]. But this can
produce a rather high degree of false alarms.

The following attacks are stressed upon in iNIDS.

e Denial of Service[23] - UDP Flooding[24], TCP SYN Attack[26], Smurf
attacks[28]

e User to Root (U2R)[29] - Type signatures

e Remote to Local (R2L)[8]

e Probing Attack[30] - Portsweep, Satan, Nmap, etc.

Each possesses its own signature, and attack characteristics, which make it easier to
detect and handle. They can sometimes be identified directly from the signature, or by
using the anomaly detection methods.

4 KDDCUP99 Dataset

The “KDD CUP’99” dataset [14], which derived from the DARPA dataset, was used
for the KDD (Knowledge Discovery and Data Mining Tools Conference) Cup 99
Competition. The complete dataset has around 5 million input patterns and each
record represents a TCP/IP connection that is composed of 41 features. The dataset
used in this study is a smaller subset (10% of the original training set), it has 494 021
instances (patterns) and it was employed as the training set in the original
competition. Each record of the KDD Cup 99 dataset captures various features of the
connections, as for example, the source and destination bytes of a TCP connection,
the number of failed login attempts or the duration of a connection. Complex
relationships exist between the features, which are difficult for human experts to
discover.
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An NIDS must therefore reduce the amount of data to be processed so as to
maintain an accurate and real-time detection. Some input data may not be useful to
the Network based IDS and thus can be eliminated before processing. In complex
classification systems, the features may contain false correlations, which block the
process of detecting intrusions/attacks. Furthermore, some features may be redundant
since the information they add is contained in other features.[14][31]

KDD Cup 99 dataset feature selection[32] consists of detecting the relevant
features and discarding the irrelevant features. Relevant features are features that can
be used for analysis with ease and that can deliver relevant information as well as can
work without any performance degradation.

KDDCUPY9 attributes[33] can be categorized into four. They are: Intrinsic
Attributes, Content Attributes, Traffic Attributes, and Class Attributes.

S JPCAP

Jpcap(Java Packet Capturer)[34] is a Java library for sniffing, capturing and sending
network packets, from an available network interface. It also facilitates visualization,
creation and analysis of network packets by appropriate coding in Java. The Java
language gives it the capability to work in multiple platforms (Operating systems).
Jpcap has been tested on Microsoft Windows (98/2000/XP/Vista), Linux (Fedora,
Mandriva, Ubuntu), Mac OS X (Darwin), FreeBSD, and Solaris and was found to be
working successfully. Jpcap can capture Ethernet, IPv4, IPv6, ARP/RARP, TCP,
UDP, and ICMPv4 packets[34]. It is open source, and is licensed under GNU LGPL.

6 Artificial Neural Networks

ELINNT3

Artificial Neural Networks, also known as “Artificial Neural Nets”, “neural nets”, or
ANN for short, is a computational tool modeled based on the interconnection of the
biological neurons in the nervous systems of the human body. ANN can be trained /
taught to solve certain type of problems using a training method and data to train. [35]
By following this method, Artificial Neural Networks made can be used to perform
different tasks depending on the amount training given. A properly trained ANN is
capable of generalization, the ability to recognize similarities among many different
number and type of input patterns, especially patterns that have been corrupted by
noise which has a wide variety of applications.

Artificial Neural Networks have a number of features and characteristics that make
them an attractive alternative to traditional problem-solving techniques. We can
design a complex network of neurons using multiple layers[35][36], the first of which
was called the Multi-layered Perceptron. There are a variety of thresholds[37]
available for ANN, an example of which is the sigmoid.

No matter what organization is used, the ANN has to be trained (or it learns)[38]. It
can be supervised or unsupervised. Here, Backpropagation is preferred due to its
speed, which is essential in networked environments. It works on a supervised
training model. So, the initial training data, extracted fron KDDCUP99 dataset is
important.
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7 Implementation

During development, an existing packet capture program based of JpCap was used.
The anomaly analysis module was added on top of that by analyzing the parameters
of the packets on the fly, and reporting any threats before the attacker has a chance to
enter.

The overall system looks like below.

||1 ios

treamed Packets with
detailed description

\/

Signature Anomaly
Analysis Analysis
Single Packet Multi-Packet Back-_ KDDCup99
q 5 propagation Dataset
Algorithm

Fig. 1. Implementation

When newer threats are identified by the neural network, it implicitly trains itself
to identify that pattern, and it is in turn added to the library. So, further analysis will
check for this pattern also. Also, since we use neural networks, it doesn’t need an
exact match. Any similar pattern of that genre can be caught. So, iNIDS improves on
the go, by learning newer ways in which attackers can threaten the integrity and
security of the data.

8 Results

The performance was as expected during the design phase. The initial training data
was taken such that there was only one sample for each type of intrusion expected.
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So, the initial performance was very bad, at about 10%. But eventually, it improved
by adding more patterns to the arsenal, and finally, it was able to reach accuracy of
more than 70%, in just 21 runs.
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Fig. 2. Accuracy plot with smaller training data, over 21 runs

On a later run, the initial training data itself was improved, with multiple patterns
per type of attack. In this case, the initial performance itself went up to 40%, and
later, it improved to more than 85% in the same number of runs.
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Fig. 3. Accuracy plot with more comprehensive training data, over 21 runs

9 Conclusion

iNIDS initially kicked off as an abstract deign that can improve the current packet
capture and analysis routines in intrusion detection, by adding a level of knowledge
and intelligence to the analysis. In this case, the threat detection is reinforced by past
knowledge of similar attacks, and we are able to achieve levels of accuracy much
higher than conventional systems that use the same level of knowledge.
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10 Future Work

Even though the research proposes a new technique, it can’t be claimed as the best
possible technique. The field of network security is subject to continuous research in
search for new and better techniques that can ensure better security capabilities.
Applying Artificial Intelligence to an NIDS gives it the capability to detect unknown
threats which is an important characteristic.

The intelligence thus given to the NIDS can be improved by the use of a better
Neural Network architecture as well as a much better training algorithm than
Backpropagation which is used in this implementation. A better Neural Network
architecture will give better input processing capabilities such as improved speed,
pattern matching etc. This will thus enable the ANN to detect patterns much more
efficiently with very little data. Better training algorithms can provide reduced
training time thereby allowing more training data to be used in very limited time. This
will thus improve the training speed and also the training data thereby resulting in an
improved performance. So a thorough research is recommended in the field of NIDSs
based on Artificial Intelligence.
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