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Abstract. Person authentication and activities analysis are indispensable for pro-
viding various personalized services in a smart home/office environment. In this
study, we introduce a person localization algorithm using an infrared ceiling sen-
sor network, and realize person authentication anywhere and anytime. The key
problem is how to distinguish different persons meeting at the same position. We
solve this problem by different moving directions depending on individuals. Fur-
thermore, with the locations and the known identities, multiple persons can be
tracked and their interactive behaviors can be analyzed by our system.
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1 Introduction

Person surveillance and activity analysis have been applied to various circumstances,
such as security control, person tracking, assisted living and human-computer inter-
face (HCI), etc [1-6]. In recent years, along with the rapid development of computer
vision and many kinds of network devices, person authentication, tracking and human-
behavior understanding have become indispensable for providing many kinds of per-
sonalized services in response to the implicit/explicit demands of the users. In such a
smart environment, the face, voice, gait, individual trajectories and other features are
used to realize the recognition and real-time tracking of multiple persons. Meanwhile,
recording the activities of multiple persons is an effective way to analyze the labor de-
gree of individuals, to improve the room layout and to measure the ability of daily living
of elderly persons.

Traditional authentication systems based on various biometric evidences, such as
fingerprint, iris, speech and palm vain, can maintain a high level of security, but the
cooperation of users is necessary. There have also been many studies using cameras for
human activities analysis, however, to some extent, cameras might violate the privacy
of users. In daily life, misidentification of users or misrecognition of activities does not
cause a serious problem. While, physical/psychological disturbance should be seriously
considered.

Video cameras and sensor networks have been used in many studies for person mon-
itoring, tracking and behavior analysis [7-14]. Zhao et al. [7] succeeded in tracking
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persons with their modes of movements (e.g. walking, running) using several outdoor
cameras. Sogo et al. [8] tracked two persons by multiple cameras. In another study, by
the human shape model for gait, Yam et al. [10] tracked persons with a single camera
in an outdoor environment. In these studies, vision is sometimes not obtained due to
the existence of obstacles and greatly affected by light conditions. Schulz et al. [11]
tried to use an ID badge for person localization and authentication. For many people,
especially elderly people, such sensing devices might bring troubles to daily lives. The
other studies realized the recognition of human activities by using cameras [12-13] and
IR sensors [14].

In our previous work [15], an infrared ceiling sensor network has been used to keep
tracking up to five persons in an office environment. However, the tracking/identification
precision decreases with the pass of time, even though the degradation can be recov-
ered if some other pieces of evidence are occasionally available. Recently, in order to
increase the sampling rate and reduce the noise, we have developed an improved sys-
tem using binary infrared sensors attached to the ceiling [16]. In this system, sampling
rate of 80 Hz for up to 128 nodes using 250 kbps equilibrium line has been realized.
By this system, we also proposed a novel method for person localization and soft au-
thentication [17]. In the experiments, we confirmed that walking path and speed give
useful information for authenticating the user. However, there are more problems to be
solved. For example, due to the characteristics of infrared sensors, the information we
obtain is still binary, that is, all we can know is if someone is under or just passed by
the active sensor. Therefore, when multiple persons meet at one place, they cannot be
distinguished anymore. We have to explore other pieces of evidence as supplemental
information. In an office environment, it is natural that a person tends to go to his/her
own desk immediately after entering the room or after meeting with someone, and walk
straight after crossing with another person. Therefore, the moving directions, e.g. a di-
rection from the entrance to his/her own desk, or a direction from a meeting point to
his/her own desk are expected to provide reliable hints for person authentication.

2 Infrared Sensing System

We attach ”pyroelectric infrared sensors”, sometimes called ”infrared motion sensors”,
to the ceiling [16]. This sensor detects an object with a different temperature from the
surrounding temperature. The photographs of the sensor module and the interconnec-
tion of sensor nodes with cables are shown in Fig. 1. Such infrared sensors are easy to
set up at a low cost ($20/unit). Light conditions and movable obstacles do not affect the
performance.

Forty-three sensors were attached to the ceiling of our research room (15.0 m × 8.5
m) so as to cover all the area and not to produce any dead space. The average distance
between each other is 1.5m. Figure 2 shows the layout of the room and the arrangement
of the sensors. A binary response from each sensor can be read at the sampling rate
from 1 Hz to 80 Hz.
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Fig. 1. The sensor module and the interconnection of sensor nodes with cables

Fig. 2. Layout of infrared sensors

In our sensor network, motions of one person often make multiple sensors active.
There is also a get-out delay of sensors in response to motions, that is, an active sensor
keeps the active status for a few seconds after a person left the sensing area. There is
no get-in delay. Another important fact is that the sensor sometimes cannot be active if
the person is motionless or moves slightly, such as, keyboard typing or browsing with a
mouse.

3 Person Localization Algorithm [17]

In the ceiling sensor system of our laboratory, we can assume that: (1) the walking
speed of persons in our laboratory follows Gaussian distribution: N(ν, σ2). So, we set
the speed to ν approximately in experiments; (2) detection area is a circle of radius R;
(3) active status will be kept for Ddelay (sec.) after the person getting off the detection
area and Ddelay does not depend on the speed ν. In Fig. 3, we assume that the person
enters the detection area with an incident angle α and the duration D of active status is
decomposed as D = te − ts = Ddetect +Ddelay if the person gets out of the detection area
at time frame t (> te).

From the sensor model in Fig. 3, we see that there are four cases to be considered: (1)
at position P0 (at time frame t0 before detection), the distance from the sensor is r0 > R,
(2) at position P1 (at time frame t1 under detection), r2

1 = D2ν2+R2−2RDν cosα (D =
t− ts < 2R cosα

ν ), (3) at position P2 (at time frame t2 out of detection area but the sensor
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is still active), r2
2 = D2ν2 + R2 − 2RDν cosα ( 2R cosα

ν < D < 2R cosα
ν + Ddelay), (4) at

position P3 (at time frame t3), the sensor becomes inactive again, and the distance from
the sensor is r3 > R.

For situations (2) and (3), with the expected value 2
π of cosα in range −π2 < α < π2 ,

we use the expected value of squared distance as E(r2) = D2ν2 + R2 − 4
πRDν.

Algorithm
(1) If a sensor Si has already been active for duration Di, we estimate the distance to

the person by ri =
√

D2
i ν

2 + R2 − 4
πRDiν =

√
(Diν − 2

πR)2 + (1 − 4
π2 )R2.

(2) Gathering all the information Di and thus ri (i = 1, · · · , n) from all active sensors,
estimate the position Pt = (x∗t , y

∗
t) at time frame t by solving

min
Pt

n∑
i=1

(ri − ‖Si − Pt‖)2 = min
(x,y)

n∑
i=1
{ri −

√
(xi − x)2 + (yi − y)2}2.

The solution (x∗t, y
∗
t) satisfies:

⎧⎪⎪⎨⎪⎪⎩
x =
∑

wixi/
∑

wi

y =
∑

wiyi/
∑

wi
, wi =

√
(xi − x)2 + (yi − y)2 − ri√

(xi − x)2 + (yi − y)2
.

Therefore, with appropriate initial values, we can find the solution Pt by iteration.

Fig. 3. The sensor model that contains four cases when a person passes by. Without generality,
we may assume that he/she enters at the left end of x-axis.

4 Person Authentication

4.1 Entrance Authentication

Each person in an office room has individual living habits and tends to stay around
some certain areas. By observation we found that persons tend to go to their own
desks immediately after entering the room. Therefore, the walking directions are ex-
pected to hold information for recognizing multiple persons at the entrance. In our first
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Fig. 4. The description of the directions. The direction of the person at time t is calculated by
βt = arctan( yt−y0

xt−x0
), t = 1, 2, · · · ,n.

Fig. 5. Recognition rates of the entrance authentication

experiment, the walking direction for a short period (3 sec.) is used for identifying
multiple persons. Here, we use only a short period because we want to identify entering
users as soon as possible. The description of the directions is shown in Fig. 4.

In the experiment, five subjects (laboratory students) were asked to enter the room
from outside and then to go forward to their own desks directly without stopping for
twenty times. The locations of the five desks and the reachable area in 3 sec. are shown
in Fig. 4. We used five kinds of sampling rate: 2Hz, 5Hz, 10Hz, 20Hz and 40Hz. The
number of features is the product of the sampling time (3 sec.) and the sampling rate
(2Hz-40Hz). The recognition rate was calculated by 20-fold cross-validation. The clas-
sifier was a support vector machine (SVM) with a radial basic kernel with default pa-
rameter values. The results are shown in Fig. 5.
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From Fig. 5 we can see that the best recognition rate 84% of five persons is obtained
at 10Hz sampling rate. The accuracy is not high enough, however, might prove the
availability of the direction information for entrance authentication.

4.2 Distinguish Process

In our office environment, there are two typical situations required to distinguish per-
sons from one active region (a connected region of active sensors). One situation hap-
pens when two persons approach to each other and pass through (Fig. 6(a)), in which
they will share one active region and be localized to the same position. In this situa-
tion, we employ the empirical knowledge that a person tends to walk straight without
changing direction after a cross with another person. The other situation happens when
multiple persons meet at a place (Fig. 6(b)), in which they cannot be distinguished nei-
ther. At this moment, we rely on the knowledge that people tend to go back to their
desks after meeting. The difference between above two situations is that the time dura-
tion when multiple persons have been localized at the same position. The duration of
the latter one is longer according to the experience. We use zp = (xp, yp) to denote the
estimate location of person p at the present time, use z′p = (x′p, y′p) to denote the estimate
location one step before and use dp to denote the desk of person p . The direction of per-

son p at the present time is denoted by
→
βp and Dp1p2 describes the time steps that person

p1 and person p2 were localized at the same position. The two situations are illustrated
in Fig. 6. The distinguish algorithm is as follows:

for person p1, person p2 do

if z′p1
= z′p2

and zp1 � zp2 and Dp1p2 ≤ 6 (crossing case) then

if | →βp1 −
−→

z′p1
zp1 | + |

→
βp2 −

−→
z′p2

zp2 | > |
→
βp1 −

−→
z′p2

zp2 | + |
→
βp2 −

−→
z′p1

zp1 | (if the two
persons tend to change their moving directions after the cross) then

zp1 ← zp2 , zp2 ← zp1

end if
end if
if z′p1

= z′p2
and zp1 � zp2 and Dp1p2 > 6 (meeting case) then

if | −→z′p1
zp1 − −→

zp1 zd1 | + |
−→

z′p2
zp2 − −→

zp2 zd2 | > |
−→

z′p1
zp1 − −→

zp2 zd2 | + |
−→

z′p2
zp2 − −→

zp1 zd1 |
(if the two persons do not tend to move in the direction to their own desk
after the meeting) then

zp1 ← zp2 , zp2 ← zp1

end if
end if

end for

According to the person localization algorithm, we can obtain the location of each in-
dividual person at any time. With the person authentication algorithms, all the persons
in our office room can be recognized. Therefore, we can know who the users are and
where they are at any time. If the location is connected to a special equipment, e.g., a
printer, we might also get their behavior information.
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(a) The situation when two persons approach to each other and pass through

(b) The situation when multiple persons meet at a place

Fig. 6. The two typical situations required to distinguish persons from one active region

4.3 Experiments

We evaluate the assumptions in a more practical situation that up to five persons spent
about half a day (more than four hours) in the laboratory room without any instructions.
They behaved naturally because they were not aware that the system was in operation.

The experiment was conducted from 10 a.m. The behaviors of five persons were
recorded. For about 1/4 of the period, they walked around or left/(re)entered, while, in
the other 3/4 of the period, they stayed at their desks. The algorithms in Sec. 4.1 and
4.2 were used for realizing person authentication in different situations. The recorded
numbers of different events and the identification results are summarized in Fig. 7.

Fig. 7. The recorded numbers of different events and the person authentication results
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From Fig. 7, we see that for the entering event, 12 of 15 persons (including the
same persons) walked to their desks directly after entering the room, 10 of them were
identified correctly. For the meeting event, 23 persons have met in different groups,
18 persons of them went back to their desks after meeting. Finally, 14 persons were
correctly recognized. For the situation of crossing, all the 8 persons can be identified.

5 Discussion

In this study, we designed an improved system for person authentication and interactive
human behaviors analysis. Our system consists of forty-three infrared ceiling sensors
with low cost and easy installation. However, due to the simplicity of the binary sen-
sors, the information we obtain is limited to the event that someone is under or just
passed by the active sensor. Therefore, we have to explore other pieces of evidence as
supplemental information for realizing person authentication and activities analysis.

Each person in our office room has an individual living habit. Persons tend to go to
theirs own desks immediately after entering the room. We also find that persons always
tend to go back to their own desks after meeting some others and a person tends to
walk straight without changing direction after a cross with another person. In our study,
the walking directions are expected to provide information for recognizing multiple
persons.

On the basis of person localization and authentication, multiple persons can be
tracked simultaneously and the activities of them can be recorded by our system. Ac-
cording to which, the interactive human behaviors can be analyzed in a convenient way.
Usage of our system may reveal some groups of friends, redundant labor, and inefficient
layout of equipments.

6 Conclusion

To realize localizing and authenticating multiple persons behaving naturally in a rela-
tively large room, we have developed new algorithms to authenticate users at the en-
trance and to recover their lost identities because some of them have met at the same
place. The idea is that every person tends to walk straight after a cross and return to
his/her own desk after meeting, so the direction of walking gives us a strong piece of
evidence. Indeed, our experiments showed that the current system is able to identify
five persons and has the potential to track multiple persons and analyze their interactive
behaviors.
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