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Abstract. Business process modelling is one of the major aspects in the modern
system development. Recently business process model and notation (BPMN)
has become a standard technique to support this activity. Although BPMN is a
good approach to understand business processes, there is a limited work to
understand how it could deal with business security and security risk
management. This is a problem, since both business processes and security
concerns should be understood in parallel to support a development of the
secure systems. In this paper we analyse BPMN with respect to the domain
model of the IS security risk management (ISSRM). We apply a structured
approach to understand key aspects of BPMN and how modeller could express
secure assets, risks and risk treatment using BPMN. We align the main BPMN
constructs with the key concepts of the ISSRM domain model. We show
applicability of our approach on a running example related to the Internet store.
Our proposal would allow system analysts to understand how to develop
security requirements to secure important assets defined through business
processes. In addition we open a possibility for the business and security model
interoperability and the model transformation between several modelling
approaches (if these both are aligned to the ISSRM domain model).

Keywords: Business process model and notation (BPMN), Security risk
management, Alignment of modelling languages, Information systems.

1 Introduction

Business process modelling takes an important part when developing information
systems (IS). It helps specify standard and optimised workflows of organisation. The
business processes that involve many participants, their communications, necessary
resources and their usage not only extend organisational competiveness but also
increase business vulnerabilities. Thus, understanding and modelling of IS security
becomes an important activity during IS development. Security refers to the capability
of a product, i.e., IS, to protect data and information against the unauthorised access by
persons or systems that have intention to harm it.

Identification of the security requirements is typically performed only after the
business process has been defined. Furthermore, it is observed [12] that security
considerations often arise most usually during implementation or maintenance stages.
Firstly, this means that security engineers get little feedback about the need for system
security. Secondly, security risks are very hard to calculate: security-critical systems
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are characterised by the fact that the occurrence of a successful attack at one point in
time on a given system increases the likelihood that the attack will be launched
subsequently at another system point. This is a serious hindrance to secure system
development, since the early consideration of security (e.g., when defining the business
processes) allows engineers to envisage threats, their consequences and design
countermeasures. Then the system design and architecture alternatives, that do not
offer a sufficient security level, could be discarded.

Although there exists few attempts to introduce notations to address security at the
business process modelling (i.e., [16] [19] [20]) or to relate business process and
security requirements modelling (i.e., [17]), these are rather at the coarse-grained level.
In principle, the approaches do not illustrate guidelines on how to advance from one
security aspect to another, or how to understand security concerns and define security
requirements.

In this work we consider Business Process Model and Notation (BPMN, version
2.0) [18] [21], a multi-vendor standard controlled by the Object Management Group
[24]. The primary purpose of BPMN is modelling of the business processes. Like in
other modelling languages, BPMN notations are linked to a semantic model, which
means that each shape has a specific meaning, and defined rules to connect objects. In
this work our goal is not to develop new modelling approach for security, but rather to
understand (i) how business activities expressed using BPMN could be annotated with
the security concerns; (ii) how BPMN could be used to define security requirements;
and (iii) how the BPMN language itself could be used to reason for the security
requirements through illustration of the potential security risks. In this paper we
specifically address the second (ii) and third (iii) aspect.

To achieve our goal we have selected a domain model [7] [15] for IS security risk
management (ISSRM) and have aligned the BPMN constructs to the concepts of this
domain model. We result in a grounded and fine-grained reasoning for extensions of
BPMN toward secure business processes. In addition we present our analysis through
an illustrative example; thus, in this way we end up with guidelines for the BPMN
application to analyse security risks.

The paper structure is as follows: in Section 2 we give the background to our study.
Based on the running example in Section 3 we investigate BPMN following the
ISSRM process. In Section 4 we present an alignment of BPMN constructs to the
concepts of ISSRM. In Section 5 we discuss our finding, related work and conclude
our study.

2 Background

2.1  Security Analysis Methods

To model secure systems, different security risk management approaches are
developed. For instance, CORAS is a model-driven approach [4], which includes a
systematic guidance for security risk analysis. The Tropos Goal-Risk framework [2]
supports modelling, assessing and treating risks on the basis of the likelihood and
severity of failures. This framework consists of three conceptual layers — strategy,
event, and treatment to assess the risk of some events and evaluate the effectiveness of
treatments. CoBRA [23] provides tools for quantitative risk evaluation and consulting.
Using CoBRA developers reduce the losses that might result from security problems.
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Risk-based requirements elicitation and prioritization (RiskREP) [10] is an iterative
process for managing IT security risks. It combines the results of requirements analysis
and risk analysis. The analysis is carried on in four steps: elicitation of quality goals,
security risk analysis, countermeasure definition, and prioritisation.

In this work we situate our analysis at the fine-grained level in order to outline the
capabilities of BPMN to deal with security. Our goals are to explore how we could
apply BPMN to model security when considering business process modelling, and to
suggest some potential BPMN extensions towards security. To ground our analysis we
select the domain model for information systems security risk management (ISSRM)
[7] [15]. The ISSRM approach also includes process guidelines that help identify the
vulnerable assets, determine their security objectives, assess the risks, and elicit
security requirements to mitigate these risks.

2.2 ISSRM Domain Model

Since the ISSRM domain model [7] [15] (shown in Fig. 1) is an important artefact to
analyse BPMN in this paper, we will briefly introduce its major concepts.

Risk treatment decision to treat B Risk significance assessed by B Security criterion
1. 0.% 1.%
1. ! 1.
leadsto ¥ 0.1 0.* negates B>
0.” ‘1..* ‘U..* constraintof Y
Security requirement | leads to B> Impact harms B> Asset
- . 0.* 0.* 2.
1.7 0.1 0.* 0. 0.
implements | A provokes B> {complete, disjoint}
1. 1 1.
Control Threat exploits ® | yylnerability | characteristic of IS asset Business asset
0.7 0. 1.7 0."
. 0 1.0 Jor 1.0
0. 0.. ‘ targets B> ‘ ‘ I
supports B>
1 1
Threat agent uses B Attack method
0 0

Fig. 1. The ISSRM Domain Model (adapted from [7] [15])

Assets-related concepts describe organisation’s assets and their security criteria.
Here, an asset is anything that is valuable and plays a vital role to accomplish
organisation’s objectives. A business asset describes the information, processes,
capabilities and skills essential to the business and its core mission. An IS asset is the
IS component, valuable to the organisation since it supports business assets. A security
criterion is the property or constraint on business assets describing their security needs,
which are, typically, expressed through confidentiality, integrity and availability.

Risk-related concepts introduce a risk definition. A risk is composed of a threat
with one or more vulnerabilities that leads to a negative impact on one or more assets
by harming them. An impact is the consequences of an event that negates the security
criterion defined for business assets in order to harm assets. An event is an aggregation
of threat and one or more vulnerabilities. A vulnerability is the characteristics of IS
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assets that expose weakness or flaw. A threat is an incident initiated by a threat agent
using attack method to target one or more IS assets by exploiting their vulnerabilities.
A threat agent is an agent who has means to harm intentionally IS assets. An attack
method is a standard means by which a threat agent executes threat.

Risk-treatment related concepts describe the concepts to treat risk. A risk
treatment is a decision (e.g., avoidance, reduction, retention, or transfer) to treat the
identified risk. A security requirement is the refinement of a risk treatment decision to
mitigate the risks. A control designates a means to improve the security by
implementing the security requirements.

Application guidelines. The ISSRM application follows the general risk
management process. It is based on the existing security standards, like [3] [6] [11]
[22]. It is an iterative process consisting six steps. Firstly, a developer needs to define
the organisational context and assets that needs to be secured. Then, one determines
security objectives (e.g., confidentiality, integrity, and availability) based on the level
of protection required for the identified assets. Next, risk analysis and assessment help
identify potential risks and their impacts. Once risk assessment is performed risk
treatment decision should be taken. This would result in security requirements
definition. Security requirements are implemented into security controls. The risk
management process is iterative, because new security controls might open the
possibility for new (not yet determined) security risks.

2.3  Research Method

The ISSRM domain model [7] [15] was developed during the step I and step 2 as
illustrated in the research method in Fig. 2. The main goal of the step 1 was to identify
the most important concepts of the security risk domain. The literature on the risk
management standards [3] [11], security-related standards [6] [22], security risk
management methods [1] [4] and software engineering frameworks [8] [9] was
considered. Based on this analysis, a conceptual model (see Fig. 1) is defined. In
addition each concept (i.e., class and association) is complemented with definition. In
this work we focus on the third step. As discussed in [7] [15], most of the modelling
languages appear to overlook security risk management (despite of few reports in [5]
[13] [14]). In this paper we report on the BPMN means to address security risk
management. The outcome of our analysis is the direct input for the fourth step where
the modelling language could be extended with the security risk management
constructs and its usage adjusted to the guidelines of the risk management process.
This work is a part of the larger effort to develop a systematic model transformation-
based security risk-driven method for secure system development.

24 BPMN

The application of BPMN modelling is divided into three model usage levels [21].
Analytical modelling describes the activity flow. Executable modelling is targeted to
the system developing. In this paper our scope is descriptive modelling, which
concentrates on business process by documenting the major business flows.
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The major BPMN graphical constructs (concrete syntax) for the descriptive
modelling are listed in Fig. 3. The extract of the BPMN abstract syntax (based on [18])
classifies BPMN graphical constructs and illustrate the relationships between them in
Fig. 4 and 5.

s:jr,vey, of htemt,“,re i ISSRM concept ISSRM concept Modelling
* Risk management standards ) N languages
« Security-related standards alignment table alignment table + Security-oriented
* Security risk management methods + Concept table * Meta-model languages
« SE security frameworks 3| * Glossaries =3 * Glossary >« General purpose
Step 1: Step 2: Step 3:
Concept alignment Construction of the Comparison between ISSRM
1SSRM domain model domain model and (security)
modelling languages
Step 4: Yy,
- -
ISSRM language ISSRM-oriented

definition modelling language

Fig. 2. A Research Method for ISSRM-oriented Modelling Languages (adapted from [15])
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H é = triggers Message and Signal
Data store Parallel gateway O End event and triggers
Taok Task Data store ¢
@ @ ®Message, Terminate and Cancel
— Sequence flow > Data association © — — &> Data flow

Fig. 3. BPMN Concrete Syntax (Descriptive Modelling)

BPMN includes four major categories of constructs (Fig. 4): flow objects,
containers, flows and artefacts. The flow objects describe the atomic units of a process
using events, tasks and gateways. An event indicates start or end of a process path; it
can be triggered or non-triggered. A task is an atomic activity that has no internal sub-
parts defined by the model. In some cases, the task can also represent the sub-process,
a compound activity with sub-parts. The control of the divergence and convergence of
sequence flows is realised by the gateways. The BPMN containers are pools and lanes.
They both play a role of object holders. However, the pool shows the message flow
between the process and external participants. The lane is a subdivision of a process
used to organise flow elements belonging to different categories, and also represents a
performer role or an organisational unit. The BPMN artefacts include such constructs
as data objects, data stores and annotations. Data objects define what data is required
or produced by activities. Data stores describe how data are stored.

Relationships (Fig. 5) between different BPMN constructs are defined using flows,
which include sequence flows, data flows, and data association flows. For instance,
the sequence flows link together the BPMN activities, gateways, and events within a
single pool. The data flows show the input/output between pools. Finally, the data
association flows link together the BPMN tasks and artefacts (i.e., data objects, data
stores, and annotations).
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Fig. 5. The BPMN Abstract Syntax: Relationships'

3 Security Risk Modelling with BPMN

In this section we will follow the ISSRM process to investigate security risks in a
running example modelled using BPMN. We will show which BPMN constructs could
be used to address concepts of the ISSRM domain model. Our running example is an
online registration process of the Internet store.

Context and Asset Identification. Let’s consider the following situation where the
potential User (pool User in Fig. 6) wishes to start using the Internet store system (pool
System). In order to get registration details, user sends a message with an inquiry to the

! Here we do not define the explicit integrity constraints of the abstract syntax. But these exist,
especially, to strengthen the flow relationships. For instance, the data association flow could
only be defines between the artefacts and task; the data flow could only be defined between
the pool and task/event, and similar.
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system administrator. After the message is accepted (task Accept message) and read
(task Read message) by the administrator, the guidelines (data flow Demand for
registration) are sent (task Send answer) back to the user.

(o]
w
o
o] ‘
"Registration Demand for
5 inquiry registration
B o
X]
£ ‘ N Accept Send an
Read message
E E @ message 9 answer
o <<
>
%)
£
o
=
k=]
oD
o
-

Fig. 6. Message Handling Process

In Fig. 7 we present a user registration process. After receiving the guidelines, the
user registers to the Internet store by submitting his data (data flow User info). The
system, then, accepts registration information (which includes data on the preferred
Username and Password) and includes it into the database (task Insert data to DB).

User

User Acknowledgement -
info :

Accept
registration
signal

Insert data to
DB

System
Registration info
insertion

Username/ Database
password

Fig. 7. User Registration Process

After registering the valid Username and Password, the user is able to login to the
system. The system checks the username and the password. If these match, the user
gets the success signal and is able to use the Internet store system. Otherwise the user
gets a notification about the failure.

Determination of Security Objectives. In this scenario we can identify several major
assets that needs protection against security risks. Firstly, we need to ensure
confidentiality of username and password. If confidentiality is revealed the system
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violators could use the user’s personal data for not intended purposes. In addition we
need to ensure integrity of all the business processes. If integrity is broken the system
might be used not according to its purpose.

Risk Analysis and Assessment. In Fig. 8 we model a potential security risk scenario.
Let’s say, that there exists a violator (presented as the BPMN pool Violator) who
would like to login to the system without registering his personal user account
(skipping process defined in Fig. 7). Similarly as illustrated in Fig. 6, the violator sends
a message to the system. But this time the message includes a spy program (data flow
Message containing a spy program), which is started after the message is accepted
(task Accept message) and read (fask Read message). The spy program initialises a
new task (e.g., Extract data from database), which sends an inquiry to the database
and extracts the Usernames and Passwords of existing users. These data are then
attached to a reply message, which is sent to the violator (task Sends an answer and
data flow Demand for registration + data copied from database).

g
o
]
=
] :
. Inquiry message " De_mand for
+ spy malicious registration +
: code Execution of spy - data copied from
5 : program starts database
B R I :
® : -
£ S Accept
£ @ ccep Send an
2 ‘_’ message Read message answer
E
2 s -
2 :
» .
£ ! :
o
.a Extract data
74 from database ["""""""
- Username/
password

Database

Fig. 8. Message Handling Process Including Security Risk Attack

In this analysis we are able to identify the ISSRM threat agent (e.g., Violator) and
the ISSRM attack method (e.g., Message containing a spy program and Extraction of
data from the database). Combination of these elements forms a security threat. The
direct impact of this threat is that the confidentiality of the Usernames and Passwords
is broken. On the other hand, this ISSRM impact provokes another impact, which
negates the integrity of the business processes; i.e., the Violator is able now to access
the system without registering, and, thus, change the business processes according to
his needs.

Risk treatment involves deciding how the identified security flows could be
mitigated. In our example we will take a risk reduction — i.e., actions to lessen the
probability of the negative consequences — decision.
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Security requirements definition. To reduce the probability of accepting the
message, which contains a spy program, firstly, we introduce a task for Message
scanning, as defined in Fig. 9. If scanning of the message reports a problem, the
message is deleted and the message sender is blocked (task Block user/Delete
message). Secondly, another security requirement includes the task Control activity of
DB access. If there is a try to access the Database during the message handling process,
it is blocked (fask Block DB access). The final security requirement includes control of
the outgoing/sent information (fask Out-coming traffic control). This investigates if the
response message is of the same length as initially defined. If this check reports a
problem, the system stops the message sending (cancel end event Operation stopped).

Control implementation. The BPMN application is typically performed at the
system analysis stages. Thus, implementation of the security requirements remains
postponed for the later system development stages. On the other hand the iteration of
the ISSRM process is needed where the current security requirements (e.g., ones
introduced in Fig. 9) would be investigated for the new security risks.
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¢+ spy malicious Demand for :
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M
essage traffic control

scanning

\ J
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Accept Read message S;:;a,:?
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L S—

No OK?

Block user Control acim(ﬂ N Yes @
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N oo
hge;;a;f Forbidden
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Fig. 9. Message Handling Process Including Security Requirements

No Operation
stopped

System

Logging in

4 ISSRM and BPMN Alignment

The running example illustrates a semantic alignment between ISSRM and BPMN. We
show how BPMN is applied to consider possible attack scenarios and how
countermeasures are defined. We summarise this discussion in Table 1.

Asset-Related Concepts. As described in Section 2, the ISSRM business asset could
include valuable processes and information. In the first place the BPMN approach is
meant for describing business processes within organisation. Thus, we can observe its
constructs, such as task, gateway, event and their connecting link, i.e., sequence flow,
that they help describing valuable processes. In the BPMN model the flow objects (i.e.,
task, gateway and event) are contained in the BPMN containers; i.e., pools and lanes.
In other words the container constructs support definition and execution of the
business processes. In terms of ISSRM, we align the pool and lane constructs to the
ISSRM information system assets. The BPMN data object, which describes the
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required or produced data, is aligned to the ISSRM business asset, and BPMN data
store is defined as ISSRM IS asset.

Table 1. Alignment of the ISSRM Concepts and the BPMN Constructs

The ISSRM BPMN constructs Example
domain model
Asset — —
- Business Data object; Username and Password;
%« asset Task, Gateway, Processes of Message handling, User
% Event, Sequence registration, and User login to the system
o flow
E IS asset Data store Database;
s Pool, Lane System, Database connection, Message
- Security - Confidentiality of Usernames and Password;
? criterion Integrity of processes for Message handling,
User registration and User login to the
system
Risk — —
Impact - Confidentiality of Usernames and Password
is broken; Integrity of processes is negated
Event - -
Threat A combination of A violator sends a message containing a spy
constructs for program, which extract info from database
Threat agent and and sends it back to the violator.
«2 Attack method
8 Vulnerabilit | — Message is being handled without any
§ y scanning;
2 The outgoing traffic is not monitored;
= The access to database is not controlled
g Threat agent | Pool Violator
é Attack Task; Extract info from database;
P method Flows (e.g., Data Data flow Message containing a spy
ﬂOW with the label program;
describing attack
method;
Data association
flow with the label | Darq association flows Sends a request and
describing attack Gets data
method);
Risk - Reduction (but other decision are also
treatment possible)
?g Security Task, Gateway, Tasks Message scanning; Block user/Delete
o requirement | Event, message; Control activity of DB access; Block
= é Sequence flow DB access; Stop operation; Outgoing traffic
g g control
§ 8 Gateways Secure?; Access to DB?; Traffic
i ok?
é’ Events Message deleted; Access forbidden;
Operation stopped
Control - -
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The BPMN approach does not contain any constructs for explicit definition of the
ISSRM security criterion. However, the created model can suggest the implicit
expression (e.g., Confidentiality of username and password, Integrity of the process).

Risk-related concepts present what major principles should be taken into account
when defining the potential risks. In principle the BMPN does not have the direct
means to model security risks. However, in our example we have applied BPMN to
model the negative and harmful processes. We have observed that the BPMN pool,
when represents a negative/not intended actor, could be characterised as the ISSRM
threat agent. Thus, the means that the threat agent is capable to use, are considered as
the ISSRM attack method. For example, the BPMN rask, as an atomic activity, when
initialised by the “non-intended” actor, should be understood as the “means by which a
threat agent executes threat”; such a task is aligned to the ISSRM attack method.
Similar argumentation could be done about the BPMN flow and data association flow,
which are also aligned to the ISSRM attack method.

We have not identified any explicit BPMN constructs to model the ISSRM risk,
impact, event, or vulnerability. But we have observed that some of these concerns
could be identified implicitly from the analysed problem. For instance, we can describe
the ISSRM threat as the combination of the threat agent and attack method (see Table
1). Furthermore, two system vulnerabilities (namely, Message is being handled
without any scanning and The outgoing traffic is not monitored) are identified. The
third vulnerability (i.e., The access to database is not controlled) is found regarding
the database. Finally, we can also define implicitly the ISSRM impact, which
constitutes the negation of the identified security criteria and harm to the
corresponding assets. These implicitly identified examples could not be expressed with
the BPMN constructs.

Risk treatment-related concepts describe the decisions that should be taken, and
controls to be implemented in order to mitigate the identified risks. In our example we
select the risk reduction. However, other types of ISSRM risk treatment decision could
also be taken depending on the level of risks mitigation.

The ISSRM security requirements are presented using the BPMN task, gateway,
and event constructs connected using sequence flow links. For instance, the security
requirement to mitigate the vulnerability Message is being handled without any
scanning, starts with the BPMN task Message scanning, followed by the gateway
Secure?. If the problem is found the fask Block user/Delete message, and the process
finishes with the event Message deleted. We do not align any BPMN construct to the
ISSRM controls. However, we should note that in late system development stages the
combination of the BPMN rask, gateway, and event constructs (as illustrated above)
might result in different security control modules.

5 Discussion and Conclusion

Our major contribution is the semantic alignment of the BPMN constructs to the
ISSRM concepts. In addition we define a way to elicit security requirements for the
important business processes. In this section we discuss validity, conclude the study
with the potential BPMN extensions, and present the related and future work.
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5.1 Threats to Validity

Our results contain a certain degree of subjectivity. Two researchers have performed
this study. Thus, it might mean that some aspects of the BPMN approach or its
application could be interpreted and aligned to the ISSRM concepts differently. Also,
the running example involves the subjective decisions on how problem needs to be
modelled. For instance, we have taken a risk reduction decision. The security
requirements would be different if one would take the risk avoidance decision.

The scope of the current work is limited to the BPMN descriptive modelling. We
acknowledge the importance to investigate the analytical and executable modelling,
but this remains for the future research. Finally, in this work we analyse only a simple
example of the Internet store. Although this example is realistic, we have not applied it
in the practical settings. Thus, our analysis remains based on the selected BPMN
literature [18] [21] [24].

5.2 BPMN Extensions towards Security Risk Management

In general, the BPMN approach is not specifically dedicated to the security modelling
but to the business process modelling. On one hand we argue that the major version of
the language should not loose its original purpose, and it should remain relatively
simple. On the other hand we illustrate that BPMN provided the major set of constructs
that help understanding important business assets, their security risks, and potential
security requirements. Certainly this requires some potential language extensions:

e Using BPMN we are able to address only a part of the ISSRM domain model. For
example, we were not able to express the ISSRM security criterion, risk, impact,
vulnerability, risk treatment, and control constructs. This situation suggests
potential extensions of the BPMN approach (at the concrete syntax, abstract syntax
and semantic levels) and this is a potential direction for future research.

e The same constructs used for different ISSRM concepts. This could be noticed for
the BPMN task, which is used to express the ISSRM business asset, attack method,
and security requirement constructs; the BPMN pool, which helps modelling the
ISSRM threat agent and IS asset constructs; and also some other constructs and
links. This situation might provoke a readability and comprehensibility problem.
There might be few solutions. The modellers could apply meta-labelling to identify
different ISSRM-related concepts (e.g., [Business asset], [Attack method], or
[Security requirement]) or introduce differentiating variables (e.g., white for the
asset-related, red for the risk-related, and blue for the treatment-related constructs)
between the same BPMN constructs aligned to different ISSRM constructs.

During our analysis we faced with a problem when one ISSRM concept could be
presented using several BPMN constructs. For example, the ISSRM security
requirement is modelled using the combination of the ISSRM rask, gateway, event
constructs and sequence flow links. This makes it difficult to understand the heuristics
of the modelling process. Thus, it could be helpful to define rules and/or patterns to
guide the use of the (security) modelling constructs.
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5.3 Related Study on Security-Oriented BPMN

In [19] Rodriguez et al. propose the BPMN extensions for modelling secure business
processes through understanding the security requirements. Firstly, their proposal
illustrates the extension of the BPMN abstract syntax with the security-related concepts
such as non-reputation, attack harm detection, integrity, privacy, access control,
security role and security permission. Secondly, the concrete BPMN syntax is
extended through the stereotypes introduced to the ordinary constructs of BPMN. The
study does not include any consideration of the extension semantics. Further, in [20]
some extensions of BPMN (called BPSec) are proposed towards the graphical
representation of security requirements. They present a symbol of padlock to express
security requirements and a padlock with twisted corner for audit register.

In [16] Menzel et al. proposes the BPMN enhancements towards trust modelling.
They focus on the outline the metric that describes the value of enterprise assets and
pay attention to the level of security or so called trust level of each participant of the
process. Here, enterprise assets are presented using BPMN tasks, data objects, and
communication links between tasks and participants. Authors define how to enable
trustworthy interactions, organisational trust, and security intensions through BPMN.
Other proposed extension is a security policy model used to define specific security
patterns for authorisation, authentication, integrity, and confidentiality.

The limitations of these works [16] [19] [20] are that they focus either on a coarse-
grained level, or target only some security aspects in business processes. In comparison
our study does not propose any BPMN extensions. However, we present a semantically
grounded fine-grained analysis based on the well-established ISSRM domain model
[7] [15]. As a result we present the alignment between ISSRM concepts and the BPMN
constructs, which allows developers to understand current BPMN means to deal with
security. Also we identify potential BPMN extensions towards security both at the
(concrete and abstract) syntax and at the security risk-oriented semantics levels. In
other words we explore the reasons why and how BPMN needs to be extended to
consider security at the business process modelling.

Paja et al. introduce a method to understand security needs through participants’
objectives and interactions [17]. Security requirements are captured in terms of social
commitments between the actors of the system. Then these security requirements are
used to annotate business processes modelled in BPMN. Similarly, in our proposal we
argue that security annotated BPMN models could be further analysed using the same
modelling language, namely BPMN. The advantage is that the business analyst would
not be required to learn yet another modelling notations, but would be able
systematically reason for the return on security investment in business processes.

5.4  Related Studies on Security Risk-Oriented Modelling Languages

BPMN is not the only language assessed for the IS security risk management: ISSRM
has been used to evaluated Secure Tropos [14], misuse cases [13], KAOS extensions to
security [15], and Mal-activity diagrams [5]. But BPMN is the language to define the
business process modelling. We have not found any business modelling language,
which would support security analysis; thus the recent standard [24] for business
process modelling was our natural choice. We envision that after analyzing a number
of languages for security modelling it will be possible to facilitate model
transformation and interoperability between them, thus introducing the security
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analysis from the early development stages to design and implementation, also
resulting in a sustainable and secured system. Such a model transformation would be
supported by transformation rules, developed on the semantic alignment of the
(business and security) modelling approaches to the common base, i.e., the ISSRM
domain model. However, definition of these transformation rules also remains a future
study.
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