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Abstract. This paper introduces the compelled certificate creation at-
tack, in which government agencies may compel a certificate authority
to issue false SSL certificates that can be used by intelligence agencies
to covertly intercept and hijack individuals’ secure Web-based commu-
nications.

1 Introduction

Consider a hypothetical situation where an executive is in a foreign country for a
series of trade negotiations. After a day of meetings, she logs in to her corporate
webmail account using her company-provided laptop and the hotel wireless net-
work. Relying on the training she received from her company’s IT department,
she makes certain to look for the SSL encryption lock icon in her web browser,
and only after determining that the connection is secure does she enter her login
credentials and then begin to upload materials to be shared with her colleagues.
However, unknown to the executive, the foreign government has engaged in a
sophisticated man-in-the-middle attack, and is able to covertly intercept the ex-
ecutive’s SSL encrypted connections. Agents from the state security apparatus
leak details of her communications to the foreign company with whom she is
negotiating, who use the information to gain an upperhand in the negotiations.
While this scenario is fictitious, the vulnerability is not.

The security and confidentiality of millions of Internet transactions per day
depend upon the Secure Socket Layer (SSL)/Transport Layer Security (TLS)
protocol. At the core of this system are a number of Certificate Authorities
(CAs), each of which is responsible for verifying the identity of the entities to
whom they grant SSL certificates. It is because of the confidentiality and au-
thenticity provided by the CA based public key infrastructure that users around
the world can bank online, engage in electronic commerce and communicate
with their friends and loved ones about the most sensitive of subjects without
having to worry about malicious third parties intercepting and deciphering their
communications.
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While not completely obvious, the CAs are all trusted equally in the SSL
public key infrastructure, a problem amplified by the fact that the major web
browsers trust hundreds of different firms to issue certificates for any site. Each of
these firms can be compelled by their national government to issue a certificate
for any particular website that all web browsers will trust without warning.
Thus, users around the world are put in a position where their browser entrusts
their private data, indirectly, to a large number of governments (both foreign
and domestic) whom these individuals may not ordinarily trust.

In this paper, we introduces a new attack, the compelled certificate creation
attack, in which government agencies compel (via a court order or some other
legal process) a CA to issue false certificates that are then used by law enforce-
ment and intelligence agencies to covertly intercept and hijack individuals’ secure
communications. In order to protect users from these powerful government ad-
versaries, we introduce a lightweight defensive browser add-on that detects and
thwarts such attacks.

2 Certificate Authorities and the Browser Vendors

“[Browser vendors] and users must be careful when deciding which cer-
tificates and certificate authorities are acceptable; a dishonest certificate
authority can do tremendous damage.”
— RFC 2246, The TLS Protocol 1.0 [1]

CAs play a vital role in the SSL public key infrastructure (PKI). Each CA’s
main responsibility is to verify the identity of the entity to which it issues a cer-
tificate. Thus, when a user visits https://www.bankofamerica. com, her browser
will inform her that the bank’s certificate is valid, was issued by VeriSign, and
that the website is run by Bank of America. It is because of the authenticity and
confidentiality guaranteed by SSL that the user can continue with her transac-
tion without having to worry that she is being phished by cyber-criminals.

CAs generally fall into one of three categories: Those trusted by the browsers
(“root CAs”), those trusted by one of the root CAs (“intermediate CAs” or
“subordinate CAs”), and those neither trusted by the browsers nor any interme-
diate CA (“untrusted CAs”). Furthermore, intermediate CAs do not necessarily
have to be directly verified by a root CA — but can be verified by another inter-
mediate CA, as long as the chain of trust eventually ends with a root CA. The
problem, however, is that each of the hundreds of different root CAs are equally
trusted by the browsers to issue certificates for any site.

From the end users’ perspective, root CAs and intermediate CAs are func-
tionally equivalent. A website that presents a certificate signed by either form of
CA will cause the users’ browser to display a lock icon and to change the color
of the location bar. Whereas certificates verified by an untrusted CA and those
self-signed by the website owner will result in the display of a security warning,
which for many non-technical users can be scary [2], confusing, and difficult to
bypass in order to continue navigating the site |3].
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It is important to note that there are no technical restrictions in place that
prohibit a CA from issuing a certificate to a malicious third party. Thus, both
the integrity of the CA based public key infrastructure and the security users’
communications depend upon hundreds of CAs around the world choosing to do
the right thing. Unfortunately, as will soon be clear, any one of those CAs can
become the weakest link in the chain.

3 Compelled Assistance

Many governments routinely compel companies to assist them with surveillance.
Telecommunications carriers and Internet service providers are frequently re-
quired to violate their customers’ privacy — providing the government with
email communications, telephone calls, search engine records, financial transac-
tions and geo-location information.

In the United States, the legal statutes defining the range of entities that can
be compelled to assist in electronic surveillance by law enforcement and foreign
intelligence investigators are remarkably broad [4]. Examples of compelled assis-
tance using these statutes include a secure email provider that was required to
place a covert back door in its product in order to steal users’ encryption keys
[5], and a consumer electronics company that was forced to remotely enable the
microphones in a suspect’s auto-mobile dashboard GPS navigation unit in order
to covertly record their conversations [6].

Outside of the United States and other democratic countries, specific statutory
authority may be even less important. The Chinese government, for example,
has repeatedly compelled the assistance of telecommunications and technology
companies in assisting it with its surveillance efforts |1, |g].

Just as phone companies and email providers can be forced to assist govern-
ments in their surveillance efforts, so too can SSL certificate authorities. The
compelled certificate creation attack is thus one in which a government agency
requires a domestic certificate authority to provide it with false SSL certificates
for use in surveillance.

The technical details of this attack are simple, and do not require extensive
explanation. Each CA already has an infrastructure in place with which it is
able to issue SSL certificates. In this compelled assistance scenario, the CA is
merely required to skip the identity verification step in its own SSL certificate
issuance process.

When compelling the assistance of a CA, the government agency can either
require the CA to issue it a specific certificate for each website to be spoofed,
or, more likely, the CA can be forced to issue a intermediate CA certificate that
can then be re-used an infinite number of times by that government agency,
without the knowledge or further assistance of the CA. Furthermore, such an
intermediate issuing CA can be installed into surveillance appliances already
available on the market and quickly deployed to intercept any traffic [9].
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4 Protecting Users

The major web browsers are currently vulnerable to the compelled certificate
creation attack, and we do not believe that any of the existing privacy enhanc-
ing browser add-ons sufficiently protect users without significantly impacting
browser usability.

In an effort to significantly reduce the impact of this attack upon end-users,
we have created Certlock, a lightweight add-on for the Firefox browser. Our
solution employs a Trust-On-First-Use (TOFU) policy (this is also known as
‘leap-of-faith’ authentication) |10, [11], reinforced with a policy that the coun-
try of origin for certificate issuing does not change in the future. Specifically,
our solution relies upon caching CA information, that is then used to empower
users to leverage country-level information in order to make common-sense trust
evaluations.

In this section, we will outline the motivations that impacted the design of
our solution, discuss our belief in the potential for users to make wise country-
level trust decisions, and then explore the technical implementation details of
our prototype add-on.

Design Motivations. The compelled certificate creation attack is a classic exam-
ple of a low probability, high impact event [12]. The vast majority of users are
extremely unlikely to experience it, but for those who do, very bad things are
afoot. As such, it is vital that any defensive technique have an extremely low
false positive rate, yet be able to get the attention of users when an attempted
SSL session hijacking is detected.

Country-Based Trust. We believe that many consumers are quite capable of
making basic trust decisions based on country-level information. We are not
alone in this belief. Since March 2010, Google has been providing country-level
warnings to users of its Google Mail service when it detects that their account has
been accessed from a potentially suspect IP address in a different country [13].

Thus, a consumer whose banking sessions are normally encrypted by a server
presenting a certificates signed by a US based CA might become suspicious if
told that her US based bank is now using a certificate signed by a Tunisian,
Latvian or Serbian CA.

To make this trust evaluation, she doesn’t have to study the detailed business
policies of the foreign CA, she can instead rely on geographical prejudice, and ask
herself why her Iowa based bank is suddenly doing business in Eastern Europe. In
order to empower users to make such country-level evaluations of trust, CertLock
leverages the wealth of historical browsing data kept by the browser.

Likewise, individuals located in countries with oppressive governments may
wish to know if their communications with servers located in foreign democracies
are suddenly being facilitated by a domestic (or state controlled) CA.

Avoiding False Positives. A simplistic defensive add-on aimed at protecting users
from compelled certificate creation attacks could simply cache all certificates
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encountered during browsing sessions, and then warn the user any time they
encounter a certificate that has changed. In fact, such an add-on, Certificate
Patrol, already exists |14].

Unfortunately, this approach is likely to generate too many false positives.
Each time a website intentionally changes its certificate, the browser displays a
warning that will needlessly scare and soon desensitize users. There are many
legitimate scenarios where certificates change. For example: Old certificates ex-
pire; certificates are abandoned and or revoked after a data breach that exposed
the server private key; and many large enterprises that have multiple SSL accel-
erator appliances serving content for the same domain use a different certificate
for each device [15].

By adopting a Trust-On-First-Use policy, we assume that if a website starts
using a different certificate issued by the same CA that issued its previous certifi-
cate, there is no reason to warn the user. This approach enables us to significantly
reduce the false positive rate, while having little impact on our ability to protect
users from a variety of threats.

We also believe that there is little reason to warn users if a website switches
CAs within the same country. As our threat model is focused on a government
adversary with the power to compel any domestic CA into issuing certificates
at will, we consider CAs within a country to be equals. That is, a government
agency able to compel a new CA into issuing a certificate could just as easily
compel the original CA into issuing a new certificate for the same site. Since we
have already opted to not warn users in that scenario (described above), there
is no need to warn users in the event of a same-country CA change.

Implementation Details. Our Certlock solution is currently implemented as an
add-on to the Firefox browser. Because the Firefox browser already retains his-
tory data for all visited websites, we have simply modified the browser to cause
it to retain slightly more information. Thus, for each new SSL protected website
that the user visits, a Certlock enabled browser also caches the following addi-
tional certificate information: (a) A hash of the certificate, (b) the country of
the issuing CA, (c) the name of the CA, (d) the country of the website, (e) the
name of the website and (f) the entire chain of trust up to the root CA.

When a user re-visits a SSL protected website, Certlock first calculates the
hash of the site’s certificate and compares it to the stored hash from previous
visits. If it hasn’t changed, the page is loaded without warning. If the certificate
has changed, the CAs that issued the old and new certificates are compared. If
the CAs are the same, or from the same country, the page is loaded without any
warning. If, on the other hand, the CAs’ countries differ, then the user will see
a warning.

5 Related Work

Over the past decade, many people in the security community have commented
on the state of the SSL public key infrastructure, and the significant trust placed
in the CAs |16-18].
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In 1998, James Hayes of the US National Security Agency published a paper
that focused specifically on the threat of rogue insiders within a Certificiate
Authority [19]. Although the technical details of the threat outlined by Hayes
are largely the same as the scenario on which we have focused (albeit with vasty
different legal and policy consequences), Hayes did not address the threat of
government compelled certificate creation. It is unclear if he was simply unaware
of this scenario, or if the topic was too sensitive for him to discuss, given his
employer. In his paper, Hayes proposed a technical solution to address the insider
threat, which relied on users configuring various per-site attributes within their
browser that would be used to evaluate each new site’s certificate.

Crispo and Lomas also proposed a certification scheme designed to detect
rogue CAs [20], while the Monkeysphere project has created a system that re-
places the CA architecture with the OpenPGP web of trust |21].

Tan Grigg has repeatedly sought to draw attention to both the potential con-
flict of interest that some CAs have due to their involvement in other forms of
surveillance, and the power of a court order to further compel these entities to as-
sist government investigations [22-24)]. In particular, in 2005, Grigg and Shostack
filed a formal complaint with ICANN over the proposal to award VeriSign control
of .net domain name registration, arguing that the firm’s surveillance products
created a conflict of interest [25].

In recent years, several browser-based tools have been created to help protect
users against SSL related attacks. Kai Engert created Conspiracy, a Firefox add-
on that provides country-level CA information to end-users in order to protect
them from compelled certificate creation attacks. The Conspiracy tool displays
the flag of the country of each CA in the chain of trust in the browser’s status
bar |26]. Thus, users must themselves remember the country of the CAs that
issue each certificate, and detect when the countries have changed. We believe,
like Herley [27], that this is an unreasonable burden to place upon end-users,
considering how rarely the compelled certificate creation attack is likely to occur.

Wendlandt et al. created Perspectives, a Firefox add-on that improves the
Trust-On-First-Use model used for websites that supply self-signed SSL certifi-
cates [28]. In their system, the user’s browser securely contacts one of several
notary servers, who in turn independently contact the webserver and obtain its
certificate. In the event that an attacker is attempting to perform a man in the
middle attack upon the user, the fact that the attacker-supplied SSL certificate,
and those supplied by the Perspectives notary servers differ will be a strong indi-
cator that something bad has happened. Unfortunately, the Perspectives system
requires that users provide the Perspectives notaries with a real-time list of the
secure sites they visit.

Alicherry and Keromytis have improved upon the Perspectives design with
their DoubleCheck system [29], substituting Tor exit nodes for special notary
servers. Because the Tor network anonymizes the individual user’s IP address,
there is no way for the Tor exit nodes to know who is requesting the certificate
for a particular SSL website. While the authors solved the major privacy issues
that plague the Perspectives scheme, their choice of Tor carries its own cost:
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Latency. Their system adds an additional second of latency to every new SSL
connection, and up to 15 seconds for visits to new self-signed servers. We believe
that this additional latency is too much to ask most users to bear, particularly
if the chance of them encountering a rogue CA is so low.

Herzberg and Jbara created TrustBar, a Firefox add-on designed to help users
detect spoofed websites. The browser tool works by prominently displaying the
name of the CA that provided the site’s certificate, as well as allowing the user
to assign a per-site name or logo, to be displayed when they revisit to each
site [30)].

Tyler Close created Petname Tool, a Firefox add-on that caches SSL certifi-
cates, and allows users to assign a per-site phrase that is displayed each time
they revisie the site in the future. In the event that a user visits a spoofed web-
site, or a site with the same URL that presents a certificate from a different CA,
the user’s specified phrase will not be displayed [31].

In May 2008, a security researcher discovered that the OpenSSL library used
by several popular Linux distributions was generating weak cryptographic keys.
While the two-year old flaw was soon fixed, SSL certificates created on computers
running the flawed code were themselves open to attack [32,133]. Responding to
this flaw, German technology magazine Heise released the Heise SSL Guardian
for the Windows operating system, which warns users of Internet Explorer and
Chrome when they encounter a weak SSL certificate [34].

In December 2008, Stevens et al. demonstrated that flaws in the MD5 algo-
rithm could be used to create rogue SSL certificates (without the knowledge or
assistance of the CA). In response, CAs soon accelerated their planned transi-
tion to certificates using the SHA family of hash functions [35]. As an additional
protective measure, Marton Anka developed an add-on for the Firefox browser
to detect and warn users about certificate chains that use the MD5 algorithm
for RSA signatures [36].

Jackson and Barth devised the ForceHTTPS system to protect users who visit
HTTPS protected websites, but who are vulnerable to man in the middle attacks
due to the fact that they do not type in thehttps:// component of the URL [37].
This system has since been formalized into the HT'TP Strict Transport Security
(HSTS) standard proposal [38], to which multiple browsers are in the process
of adding support. While this system is designed to enable a website to hint
to the browser that future visits should always occur via a HT'TPS connection,
this mechanism could be extended to enable a website to lock a website to a
particular CA, or CAs of a specific country.

6 Conclusion and Future Work

In this paper, we introduced the compelled certificate creation attack and pre-
sented evidence that suggests that governments may be subverting the CA based
public key infrastructure. In an effort to protect users from these powerful adver-
saries, we introduced a lightweight defensive browser based add-on that detects
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and thwarts such attacks. Finally, we use reductive analysis of governments’ legal
capabilities to perform an adversarial threat model analysis of the attack and
our proposed defensive technology.

Our browser add-on is currently just a prototype, and we plan to improve it in
the future. We plan to explore the possibility of expanding the country-level trust
model to regions, such as the European Union, where, for example, residents of
the Netherlands may be willing to trust Belgian CAs. We are also considering
adding a feature that will enable users to voluntarily submit potentially suspect
certificates to a central server, so that they can be studied by experts. Such a
feature, as long as it is opt-in, does not collect any identifiable data on the user,
and only occurs when potentially rogue certificates are discovered, would have
few if any privacy issues.

Ultimately, the threats posed by the compelled certificate creation attack can-
not be completely eliminated via our simple browser add-on. The CA system is
fundamentally broken, and must be overhauled. DNSSEC may play a significant
role in solving this problem, or at least reducing the number of entities who can
be compelled to violate users’ trust. No matter what system eventually replaces
the current one, the security community must consider compelled government
assistance as a realistic threat, and ensure that any solution be resistant to such
attacks.
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