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Abstract. A mobile ad hoc network (MANET) consists of a collection of 
wireless mobile nodes that forms a temporary network without having any fixed 
infrastructure or centralized administration. MANET is infrastructure-less, lack 
of centralized monitoring and dynamic changing network topology. MANET is 
highly vulnerable to attack due to open error prone shared wireless medium. In 
this paper, we proposed an algorithm for avoiding and preventing the wormhole 
attacks in MANET using statistical analysis approach. Simulation and results 
show that efficacy of proposed algorithm and the proposed heuristics provides 
better security and performance than conventional AODV in the presence of 
wormhole attack.  
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1 Introduction 

A mobile Ad hoc network (MANET) is a collection of two or more devices or nodes 
equipped with wireless communication and networking capabilities [1], [2], [3].These 
node includes laptop, computers, PDAs and wireless phones etc, have a limited 
transmission range. Such a wireless ad-hoc network is infrastructure less, self-
organizing, adaptive and does not require any centralized administration. If two such 
devices are located within transmission range of each other, they can communicate 
directly. Each node can communicate directly with only few nodes within the 
communication range and has to forward messages using the neighbor nodes until the 
messages arrive at the destination nodes. Since the transmission between sender and 
receiver may use several nodes as intermediate nodes, many routing protocols [3] 
have been proposed for the MANETS. Most of the protocol assumes that other nodes 
are trustable so they do not consider the security and attack issues. The lack of 
infrastructure, rapid deployment practices, and the hostile environments in which 
MANETS are deployed make them vulnerable to a wide range of security attacks that 
are presented in [4], [5], [6]. However most of these attacks are performed by a single 
malicious node. Many solutions exist to solve single node attacks [7], [8], [9], but 
they cannot prevent from the attacks that are executed by colluding malicious node 
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such as wormhole attack. Wormhole attack is more dangerous than single node 
attacks. Analysis of wormhole attack is discussed in [10].  In [11], a wormhole, an 
attacker connects two distant points in the network, and then replays them into the 
network from that point. An example is shown in Fig. 1. Here S and D are the two 
end-points of the wormhole link (called as wormholes). In this diagram, wormhole 
attack is that all the nodes in area A assume that nodes in area B are their neighbors 
and vice versa. 

The wormhole link can be established by many types such as long-range wireless 
transmission in wireless networks, by using an Ethernet cable, a long-range wireless 
transmission and an optical link in wired medium.  Wormhole attack records packets at 
one end-point in the network and tunnels them to other end-point. These attacks are 
severe threats to MANET routing protocols. For example, when a wormhole attack is 
used against an on-demand routing protocol such as AODV/ DSR, than all the packets 
will transmit through this tunnel and no other route is discovered. If the attacker creates 
the tunnel honestly and reliably than it will not harm the network and also provides the 
useful service in connecting the network more efficiently. The attacker can perform the 
attacks even if the network communication provides confidentiality and authenticity. If  
single path on-demand routing protocol such as AODV [12] is being used in highly 
dynamic wireless ad hoc networks, a new route need to be discovered  in response to 
every route break. Each route discovery is associated with high overhead and latency. 
This inefficiency will be reduced if there are multiple paths available and a new route 
discovery is required only in the situation when all paths break. 

In this paper, we propose an approach to detect wormhole in MANET by using 
average time delay to detect anomalies based on statistical information of packets in 
the networks. Three features of the network are monitored including: the number of 
incoming packets, the number of outgoing packets and the average route discovery 
time related to each node. The network is having wormhole attacks if any abrupt 
change of one of these features is reported. The proposed algorithm is light weight 
and low computation overhead.  

 
 
 
 
 
 
 
   
 
 
 
 

Fig. 1. Wormhole attack in a network 

The rest of the paper is organized as follows. Section 2 describes proposed 
algorithm of wormhole detection model in MANET. Result and analysis is illustrated 
in section 3. Section 4 concludes the work. 
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2 Proposed Wormhole Attack Model 

The proposed wormhole attack model method works without any extra hardware 
requirements, the basic idea behind this work is that the wormhole attack reduces the 
length of hops and the data transmission delay. The steps of proposed algorithm of 
wormhole attack are as follows:  

 
1.  Randomly generate a node identity, number 0 to maximum 

number of nodes in the network. 

2.     Make the node with same number as transmitter node. 

 3. Generate the route from selected transmitting node to 

destination node.  

4. Start counter and send RREQ using reactive routing 

technique.   
5. Receive the RREP packet from the each path; associate 

it in route list with time delay. 

6.      Now calculate the average time delay. 
7. Select the route within covariance range of average 

delay.  

8. The routes that are not within the covariance range are 

black listed hence they are not involved in future 

routes discovery. 

9. Whole process (from step1 to step9) is repeated for 

limited assumed time. 

3 Simulation and Results 

In this section simulation and results are illustrated. Node distribution scenario is 
depicted by Fig.2. There are 18 nodes in the network. Simulation parameters are 
given in Table 1. 

 

Fig. 2. Node distribution scanerio 



 Detecting and Avoiding Wormhole Attack in MANET     405 

Wormhole attack scenario is shown in Fig. 3. Wormhole attack is created in 
between  node 0 and  node 5 . Due to wormhole attack, all the traffic between  node 0  
and  node 0  will go directly without using any nodes while other intermediate nodes 
are presented in the network. 

 

 
 

Fig. 3. A netwok  affected by wormhole attack 

Table 1. Simulation parameters 

Parameters Description 

Examined Protocol AODV 
Simulation Time 1000 sec. 
Simulation Area 80x80 m 
Number of Nodes 18 

Malicious Nodes 02 
Number of Wormholes 01 

 
Fig. 4 shows the average route length in terms of number of hops for all three 

conditions’. X direction shows the simulation time where as Y direction illustrates the 
number of hops. Normal condition is depicted by red color. As wormhole attack 
occurs wormhole affected node start sending packet by using the tunnel without using 
intermediate nodes so number of hopes reduces as shown by green color. Fig. 4 shows 
that at the time of 3 minutes the difference between the number of hops required in 
wormhole affected scenario and without wormhole scenario is maximum that means 
the minimum number of hops is required to transmit the data and most of the data is 
being transmitted involving the wormhole affected node. After the time of 6 min of 
our proposed algorithm reached very near to the without attack scenario in terms of 
number of hops required that means wormhole affected nodes is being avoided. By 
implementing the proposed algorithm wormholes are avoided in the route discovery 
process as number of hopes per route increases as shown by blue color. 

 



406 S. Upadhyay and B.K. Chaurasia 

     
 

 
Fig. 4. Average number of hopes per route  

Average route discovery time for all three conditions is depicted by Fig. 5. This 
results show that the wormhole tunnel is selected all the times by wormhole affected 
nodes so new routes are not discovered this will reduce the route discovery time. At  
 

     
 

 

Fig. 5. Average route discovery time 
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the time of 3 minutes route discovery time of proposed algorithm almost equal to the 
route discovery time of without attack scenario that mean all the nodes are being 
checked for route discovery process. After 14 min, the route discovery time of 
proposed scenario has become almost steady. The proposed algorithm wormhole 
affected routes are avoided and the entire route is being checked so route discovery 
time may be increase. 

 

 
 
 

Fig. 6. Average delay in seconds 

Fig. 6 shows, the average delay for all three conditions. Due to the wormhole attack 
the delay reduces because the packets are delivered without any intermediate nodes. The 
proposed algorithm is used the number of intermediate nodes to avoid wormhole tunnel, 
so delay is increased from without attack environment but it is very less from attack 
scenario. At the time of 3 minutes delay is around 0.5 sec. At the time of 5 minutes and 
after that delay is in between 0.7 to 0.8 sec of our proposed algorithm.  

4 Conclusion 

Statistical analysis is a technique used to detect routing anomaly as long as the 
sufficient information about the routes is available from the multi-path routing. 
Simulation results are shown that proposed algorithm is successful at detecting 
wormhole attacks and locating the malicious nodes. The simulation shows the 
avoidance of using the attacker nodes in data transmission. Security against wormhole 
attack can be provided by using our proposed algorithm. The algorithm performs 
better compared to existing routing protocols on three parameters hop count, route 
discovery time, delay. The proposed model is shown that algorithm is very light-
weight and suited the security issues of MANET.   
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