~a -
lh -

| Nlabenc‘iﬁChaki‘; —

Agostlno Corte si (Ed gz

&

> ‘;ﬁ’

Communications in Computer and Information Science 245

\

10th International Conference, CISIM 2011
Kolkata, India, December 2011
Proceedings

@ Springer



Communications
in Computer and Information Science 245



Nabendu Chaki Agostino Cortesi (Eds.)

Computer Information Systems -
Analysis and Technologies

10th International Conference, CISIM 2011
Kolkata, India, December 14-16, 2011
Proceedings

@ Springer



Volume Editors

Nabendu Chaki

University of Calcutta

Department of Computer Science and Engineering
92 APC Road, Kolkata 700009, India

E-mail: nabendu@ieee.org

Agostino Cortesi

Universita Ca’ Foscari di Venezia
Dipartimento di Informatica

via Torino 155, 30172 Mestre, Italy
E-mail: cortesi @unive.it

ISSN 1865-0929 e-ISSN 1865-0937

ISBN 978-3-642-27244-8 e-ISBN 978-3-642-27245-5
DOI 10.1007/978-3-642-27245-5

Springer Heidelberg Dordrecht London New York

Library of Congress Control Number: 2011943116

CR Subject Classification (1998): H4, C.2, H.3,1.2,D.2,C.2.4

© Springer-Verlag Berlin Heidelberg 2011

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

The use of general descriptive names, registered names, trademarks, etc. in this publication does not imply,
even in the absence of a specific statement, that such names are exempt from the relevant protective laws
and regulations and therefore free for general use.

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)



Preface

This volume contains the revised version of the papers presented at the 10th
International Conference on Computer Information Systems and Industrial
Management Applications (CISIM 2011), held in Kolkata, India, during
December 14-16, 2011.

CISIM centers on state-of-the-art research relevant to computer information
systems and their applications, with a focus on agent-based computing. The goal
of this annual meeting is to bring together researchers and practitioners from
academia and industry to focus on advanced concepts in secure and agent-based
computing and industrial management.

Topics covered by CISIM include (1) agent-based computing: agents and
service science, agent-based system development, WWW and Semantic Web
agents, agent-based simulations, agent communications; (2) security and
trust: authentication and access control, intrusion detection, prevention and
response, key management and cryptographic protocols, network security, Web
security; (3) biometric security and multimedia analysis: multimedia content
representation and reasoning, classification and indexing of multimedia
information objects, multimedia security and protection, multimedia in mobile
and ambient systems, security and reliability assessment for biometric systems,
biometric standards and interoperability, derivation of cryptographic keys from
biometrics, biometric performance management.

The Program Committee selected 30 papers out of 67 submissions based
on anonymous reviews and discussions in an electronic Program Committee
meeting. The principal selection criteria were relevance and quality. Every paper
was reviewed by two to four reviewers, and the articles published in this
volume were improved based on reviewers’ comments. The papers present not
only the research ideas but also substantial evaluations that made their
arguments stronger.

CISIM has a tradition of inviting distinguished speakers to give talks. This
time the program included six keynote addresses and plenary lectures by:

— Young Im Cho, University of Suwon, South Korea

Dipankar Dasgupta, University of Memphis, USA

— Aditya K. Ghose, University of Wollongong, Australia
Sushil Jajodia, George Mason University Fairfax, USA
Dong Hwa Kim, Hanbat National University, Korea

— Heinrich Voss, Hamburg University of Technology, Germany

We would like to thank these renowned professors from Europe, North America,
Australia and Asia for delivering these invited talks.



VI Preface

We take this opportunity to thank all the members of the International
Program Committee and the external reviewers for their dedicated effort in the
paper selection process that had been so crucial in ensuring the quality of the
conference.

We thank the University of Calcutta and the Honorable Vice Chancellor,
University of Calcutta, as well as the Chief Patron of CISIM 2011, Suranjan
Das, for hosting the 10th International Conference on Computer Information
Systems and Industrial Management Applications (CISIM 2011) in Kolkata.

We would also like to thank Ryszard Tadeusiewicz and Subhansu
Bandyopadhyay, the Honorary Chairs for CISIM 2011, and the Conference
General Chairs, Khalid Saeed, Ajith Abraham, and Vaclav Snasel. We thank the
Steering Committee Chair Aditya Bagchi, and other members of the committee,
and last but not least the two Co-chairs of Organizing Committee, Sankhayan
Choudhury and Rituparna Chaki, along with all the members of the Organizing
Committee.

Finally from the desk of Program Chairs for CISIM 2011, we thank all the
authors who contributed to the success of the conference. We also sincerely hope
that all attendees are benefited academically from the conference and wish them
every success in their research.

December 2011 Nabendu Chaki
Ryszard S. Choras

Agostino Cortesi

Slawomir T. Wierzchon
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The Future of Intelligent Ubiquitous Computing Systems

Young Im Cho

Department of Computer Science,
The University of Suwon, Korea
ycho@suwon.ac.kr

Abstract. Many ubiquitous systems and technologies have been developed as
of now. As known the goal of ubiquitous computing is to achieve the well-
being life. There are four different aspects for achieving ubiquitous computing,
namely, they are within the computing paradigm, technical principle,
application domain and application space. Nowadays, ubiquitous city (U-city) is
the most applicable domain in the world. Therefore, the talk will mainly
introduce and discuss an overview of the U-City idea and the known ubiquitous
computing systems as well as new trends in this field.

Keywords: Ubiquitous computing, intelligent system, smart computing,
ubiquitous city.

1 Introduction

Ubiquitous computing was started in 1984 by Mark Weiser in USA [1]. Ubiquitous
computing is roughly the opposite of virtual reality. Usually, virtual reality puts
people inside a computer-generated world, but ubiquitous computing forces the
computer to live out here in the world with people. Virtual reality is primarily a horse
power problem; ubiquitous computing is a very difficult integration of human factors,
computer science, engineering, and social sciences. Ubiquitous computing is a post-
desktop model of human-computer interaction in which information processing has
been thoroughly integrated into everyday objects and activities.

The core technology of ubiquitous computing is an autonomic collaboration model
for ubiquitous fusion services in ubiquitous computing environment.To do some
action in ubiquitous computing, many elements coordinate to complete such action.
Ubiquitous networking in ubiquitous computing is completed by the collaboration of
many types of networks, city technologies, city sociology and governance.

Therefore, in my talk I will present and the main technologies and applied services
in ubiquitous computing, particularly within the developing aspect of ubiquitous
cities. I will also give more details and explain in examples more about the new
trends of ubiquitous computing at the present time and what is expected to take place
in this area of research in the near future.

2 Ubiquitous Computing Paradigm

Actually, the goal of ubiquitous computing is to make the safety, security and peace
of mind society. The key technology to be a ubiquitous society is ubiquitous sensor
network, in short USN. There are many application areas that use USN, such as home

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 1-§, 2011.
© Springer-Verlag Berlin Heidelberg 2011



2 Y.I. Cho

control, health medical care, welfare, hospital, school or education, traffic, culture,
sports, environments, tracking of produce, anti-disaster, city security, etc.

Human will, in an ambient intelligent environment, be surrounded by intelligent
interfaces supported by computing and networking technology that is embedded in
everyday objects such as furniture, clothes, vehicles, roads and smart materials-even
particles of decorative substances like paint. Ambient intelligent is the vision of the
world in which different classes of smart players are proactively assisted by the
environment [2].The environment is able to aware of the smart player’s current
situation and his interact within his environment and of its own current state. And
then the interpretation of those occurrences into smart player’s goals and accordingly
into possible reactions is activated. The translation of the interpreted goal into
strategies to adapt itself to the smart player’s needs is performed in ubiquitous
computing. Ubiquitous Space [2] is the space that objects collaborate seamlessly and
automatically to achieve user’s or community’s goal for supporting u-Society and u-
Life.

To be in intelligent ubiquitous system, there are three technical principles of
ubiquitous space: infrastructure with situation-awareness, system with autonomic
management, service with self-growing intelligence. Already, the mega trend goes
with the ubiquitous scenario according to the suggestions given by Mark Weiser 20
years ago [1].

There are 4 types of viewpoints in ubiquitous computing. In the aspect of
computing paradigm, the technology is changed from static community to automatic
community. In the aspect of technical principle, the technology is changed from
situation aware to self growing. However, in the aspect of application domain, the
technology is changed from healthcare to environment preservation. The fourth
aspect concerns the application space, the technology is changed from home or
building to society.

3 Ubiquitous City and Future Research Themes

Among many application areas, ubiquitous city, in short U-City, is the most
applicable area. U-City is the constructed city by ubiquitous technologies and
paradigm. To be the U-City, there are many ubiquitous services and hybrid
technologies using RFID, USN, IPv6, sensing devices, monitoring, auto-control, real-
time management etc. Usually, U-City is the same as smart city because smart has
intelligent concept.

There are some examples of U-City like the media hub city and cool town in
Singapore, cyber port in Hong Kong, Finland as well as Korea [3].

The U-City application service models are still being developed. I would suggest
some matrix style service model according to the classification by personal life as
well as the classification by land and facilities. The details will be given in my talk at
the conference,

In the future we still need to develop what has already been done so far. The first
theme is the research about the infra structure of U-City such as platform, security,



The Future of Intelligent Ubiquitous Computing Systems 3

pattern, service scenario etc. The second theme is the research about the paradigm of
“U-city such as role play between government and local government to perform U-
City etc. The third theme is the research about the consulting of U-City such as the
best service model according to many types of organs, and business model, and so on.
As a result, ubiquitous society is a combination of safety and security for the sake
of peaceful society. Now, many services of IT mobile devices are provided with
personalized manners. For completion of real ubiquitous space through U-City, the
standard model and some platforms should be a prerequisite condition for success.

References

1. Cho, Y.I.: U-Society and U-Convergence Paradigm. 2008 Asia Pacific Woman Leaders
Forum for Science & Technology, 183-204 (September 3, 2008)

2. Roman, M., et al.. A Middleware Infrastructure for Active Spaces. IEEE Pervasive
Computing (2002)

3. Cho, Y.I: Practical Approaches for Ubiquitous Convergence System. In: Joint 4th
International Conference on Soft Computing and Intelligent Systems and 9th International
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Who Is Responsible for Security and Privacy in the Cloud?

Dipankar Dasgupta

Director, Center for Information Assurance
Professor, Department of Computer Science
University of Memphis, Memphis, TN 38152
dasgupta@memphis.edu

Abstract. Cloud computing is becoming increasingly attractive both in com-
mercial and government sectors because of the significant cost reduction in
their IT operations. The technical benefits of cloud environment (and its ser-
vice-oriented capabilities) are the availability of computing resources those can
quickly be engaged for service execution and released when no longer needed.
As the cloud services moving to the mainstream computing, the issues of own-
ership and the chain of custody of customer data are becoming very critical. In
this talk, I will discuss various cloud security issues, and the role and responsi-
bilities of cloud service providers since the secure cloud environment is essen-
tial for providing uninterrupted services to customers. This talk will introduce
various metrics for cyber security coverage, and demonstrate a tool, called
MEGHNAD for estimating security coverage for cloud services. This tool can
serve as a specialized Cloud Doctor in prescribing the right combination of se-
curity tools for different cloud services and according to the level of security as-
surance required. It will useful to a cloud provider who wants to incorporate
security insurance as part of their Service Level Agreements (SLA).

Keywords: Cloud computing, Security, cloud doctor, services, SLA.
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The Optimizing Web: Leveraging Agent
Technology for Sustainability

Aditya Ghose

Decision Systems Laboratory
School of Computer Science and Software Engineering
University of Wollongong, NSW 2522 Australia
aditya@uow.edu.au

Abstract. This paper describes how agent technology might be lever-
aged to deliver a critical solution to the carbon mitigation challenge - in
the context of the Optimizing Web project.

1 Introduction

There is widespread recognition of the climate change crisis, and the need to de-
velop scientific, technological and managerial responses. Current thinking on cli-
mate change responses emphasizes the development of alternative energy sources,
the development of smart automotive technology and the introduction of macro-
economic levers (e.g., carbon taxes, emission trading schemes) to alter energy
consumption behaviour at the level of both enterprises and individuals. While
these are laudable objectives, these initiatives might be somewhat premature.
We do not yet have the ability to ensure efficient utilization of existing infras-
tructure - it stands to reason that this must be a necessary first step before we
make massive investments in novel technological bases for energy generation or
transportation infrastructure.

The notion of efficient resource utilization is inextricably tied to the notion
of optimization - in particular, the ability to optimize energy use - yet this has
been largely ignored in the current discourse. The connection between optimiza-
tion and carbon mitigation is compelling: optimization enables efficient resource
utilization, thus lowering energy consumption and the carbon footprint. The
global industrial/technological infrastructure, including transportation systems,
manufacturing plants, human habitat and so on, is typically operated in an
ad-hoc and significantly sub-optimal fashion. This remains the case despite the
availability of sophisticated optimization technology for almost the past seven
decades (present day operations research techniques trace their roots to the pi-
oneering work of George Dantzig in the early 1940s that resulted in the original
optimization algorithm - linear programming).

Most applications of optimization technology have been in piecemeal, mono-
lithic optimization systems. Yet the climate change crisis requires optimization
on a large-scale, and in a manner that permits entities in a massive planetary
supply chain (it can be instructive to view the global network of human activity

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 5-f, 2011.
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6 A. Ghose

as such) to collaborate to achieve the commonly agreed upon carbon mitigation
objective. Traditional stand-alone ”batch” optimization technology cannot be
deployed in this setting for a variety of reasons. It is impractical to conceive
of a centralized “global optimizer”’. It is equally impractical to expect business
entities to reveal what if often highly sensitive information about their supply
chains to central optimizer. Finally, the scale of the problem is too large to be
feasibly addressed. The problem, then, is to support decentralized, distributed,
collaborative optimization on a global scale. The nearest point of departure for
such an enterprise is the literature on agent-based, distributed optimization.

The climate change crisis has presented the community of researchers inter-
ested in agent technology with a historic opportunity. For the first time ever, we
have a globally agreed-upon objective function: the carbon footprint minimiza-
tion objective. This opens up the possibility for devising large-scale, agent-based,
collaborative optimization architectures, where large numbers of agent-based op-
timizers solve local optiimization problems, while collaborating to improve the
cumulative system performance relative to a shared objective function. The Op-
timizing Web project (see www.optimizing-web.org) seeks to design and validate
the conceptual underpinnings of an infrastructure that would support very large
scale collaborative optimization across a potentially global collection of opti-
mizers. The Optimizing Web project grew out of the University of Wollongong
Carbon-Centric Computing Initiative (see www.ccci.uow.edu.au) which has the
broader agenda of exploring ways in which the full spectrum of computing tech-
nologies might contribute to solutions to the climate change crisis. The Opti-
mizing Web vision is to provide ubiquitous collaborative optimization services,
at the level of individual devices, vehicles within transportation systems, units
within organizations or manufacturing plants - as well aggregations of all of
these. The Optimizing Web would be a systems of systems, and would provide a
protocol (or a set of protocols) for local optimizers to inter-operate to optimize
the global carbon footprint minimization objective, while making appropriate
trade-offs in relation to their local objectives. While the modelling and solution
of "local” optimization has been the focus of attention for the operations re-
search (OR) community for several decades, this project addresses the question
of how large collections of optimization problems (with associated solvers), with
possibly intersecting signatures (sets of common variables), might be made to
inter-operate to optimize a shared function (the carbon footprint minimization
objective).

There are three specific challenges for the agents community: the design of
agent-based optimization architectures, the development of the next generation
of agent-based distributed optimization protocols and the integration of opti-
mization with distributed agent-based planning. We address the first of these in
some detail below.

2 Agent-Based Optimization Architectures

Fundamental to the optimizing web is the notion of an optimization architec-
ture, i.e., a collection of appropriately configured inter-operating optimizers. It
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specifies the constituent optimizers, their signatures (the decision variables whose
values are determined by the optimizer in question), their parameters (the vari-
ables whose values constrain the optimizer), and the nature of the inter-agent
coordination messages exchanged. The architecture is agnostic to the internals
of individual optimizers. We might design an optimization architecture from
scratch, or we might engineer one around pre-existing, legacy optimizers. Both
approaches present challenges. Key to understanding optimization architectures
is an appreciation of the competing pulls of local objectives and system-wide (so-
cietal or global) objectives, and the implications of resolving them in different
ways. Consider an agent-based traffic planning setting (Srivastav, 2011), where
individual road users get routing advice from decision-support agents executing
on hand-held devices (smartphones, PDAs etc.). Our empirical studies confirm
the intuition that locally sub-optimal decisions at the level of individual road
users can contribute to improving the system-wide objective (of reducing the
cumulative carbon footprint, for example). Sometimes, an individual road-user
on a short-hop journey will need to be incentivized to take a longer route, in the
interests of reducing the cumulative carbon footprint of road users on longer jour-
neys who would have been obliged to take significantly longer routes to avoid
the congestion that the short-hop users might have contributed to. Similarly,
our empirical work on designing optimal resource allocation mechanisms in clin-
ical settings [1] suggests that making patients incur a small wait-time (within
clinically acceptable limits) achieves far better system-wide efficiencies than a
“first-come-first-served”’ logic. Foremost amongst these is the notion of objective
alignment (or consistency). An objective function determines the optimization
behaviour of an agent, i.e., the choices it makes amongst possible alternative
solutions. Objective alignment helps ensure that optimizers use objectives that
are aligned with the global carbon footprint minimization objective. Given a set
of objective functions, we need to be able to determine if these jointly determine
a consistent set of optimization behaviours. Consider the pair of objective func-
tions minimize x and minimize -x. If the set of feasible solutions (i.e., solutions
that satisfy all of the applicable constraints) is non-singleton, then an agent will
not be able to satisfy both objectives (since they, in effect, ”pull in opposite
directions”). If there is exactly one feasible solution, however, the pair of objec-
tives is in fact aligned. Similarly, the objectives minimize x and minimize x2 are
not aligned in general, but may be aligned if x is restricted to be positive. Defini-
tions of objective alignment did not exist in the literature, until our preliminary
work in [2], where we view an objective function as a preference relation defined
over the set of feasible solutions. Alignment then reduces to the absence of con-
tradictory preferences. While this approach provides the conceptual framework
for understanding objective alignment, it does not immediately lead to practical
tools for checking alignment. A major challenge is the fact that alignment can-
not be determined on the basis of the objectives alone, but is also contingent on
the set of applicable constraints, and hence the set of feasible solutions (as the
examples above illustrate). Additionally, exhaustively enumerating the prefer-
ence relation on the set of feasible solutions is impractical, yet there are no easy
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approaches to performing alignment checking analytically. A compromise is to
perform approximate checking using heuristic techniques, with no guarantee of
completeness. The methodological bases for designing optimization architectures
need to be defined. Ensuring that the objectives within an optimization archi-
tecture are aligned with the global carbon footprint minimization objective by
design also requires the ability to decompose objectives (for instance, how do we
start with a set of high-level organizational objectives and decompose these into
the objectives of the constituent business units, while maintaining consistency
with a global objective?). Finally, we need to understand how to measure (or
monetize) the trade-offs between the local objectives of an optimizer and the
global (carbon mitigation) objective. In other words, we need to devise mecha-
nisms to incentivize an agent to adopt behaviour that is potentially sub-optimal
relative to its own objectives, in the interests of the global objective.

There are several other interesting challenges. We need to be able devise
means for agents to discover footprints, i.e., answer the question: which agents
does a given agents share constrainst with? Sometimes the answer to this ques-
tion is relatively static, but in other settings (such as traffic planning) the answer
can be highly dynamic, and some modicum of predictive reasoning is required.
The maintenance of optimization architectures in highly dynamic settings is an-
other major challenge. The design of social mechanisms (such as carbon credits)
to incentivize agents to adopt locally sub-optimal behaviour poses challenges.
Existing agent-based optimization protocols need to extended, as do agent com-
munication standards to enable the kinds of messaging/negotiation necessary in
this context. Finally, we need to be able to disocver constraints and objectives
by mining the “big data”’ repositories that our current technologies have made
possible.
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Abstract. Attackers can exploit vulnerabilities to incrementally pene-
trate a network and compromise critical systems. The enormous amount
of raw security data available to analysts and the complex interdepen-
dencies among vulnerabilities make manual analysis extremely labor-
intensive and error-prone. To address this important problem, we build
on previous work on topological vulnerability analysis, and propose an
automated framework to manage very large attack graphs and moni-
tor high volumes of incoming alerts for the occurrence of known attack
patterns in real-time. Specifically, we propose (i) a data structure that
merges multiple attack graphs and enables concurrent monitoring of mul-
tiple types of attacks; (ii) an index structure that can effectively index
millions of time-stamped alerts; (iii) a real-time algorithm that can pro-
cess a continuous stream of alerts, update the index, and detect attack
occurrences. We show that the proposed solution significantly improves
the state of the art in cyber attack detection, enabling real-time attack
detection.

Keywords: Attack graphs, attack detection, scalability.

1 Introduction

An ever increasing number of critical applications and services rely today on
Information Technology infrastructures, exposing companies and organizations
to an elevated risk of becoming the target of cyber attacks. Attackers can exploit
network configurations and vulnerabilities to incrementally penetrate a network
and compromise critical systems. Most of the elementary steps of an attack are
intercepted by intrusion detection systems, which generate alerts accordingly.
However, such systems typically miss some events and also generate a large
number of false alarms. More importantly, they cannot derive attack scenarios
from individual alerts.

* This material is based upon work supported by the Army Research Office under
MURI grant W911NF-09-1-0525 and DURIP grant W911NF-11-1-0340.
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The enormous amount of raw security data available to analysts, and the com-
plex interdependencies among vulnerabilities make manual analysis extremely
labor-intensive and error-prone. Although significant progress has been made in
several areas of computer and network security, powerful tools capable of mak-
ing sense of this ocean of data and providing analysts with the “big picture”
of the cyber situation in a scalable and effective fashion are still to be devised.
To address this important problem, we build on previous work on topological
vulnerability analysis [7IT4], and propose an automated framework to manage
very large attack graphs and monitor high volumes of incoming alerts for the
occurrence of known attack patterns in real-time.

Specifically, we propose (i) a data structure that merges multiple attack graphs
and enables concurrent monitoring of multiple types of attacks; (ii) an index
structure that can effectively index millions of time-stamped alerts; (iii) a real-
time algorithm that can process a continuous stream of alerts and update the
index. We show that the proposed solution significantly improves the state of
the art in real-time attack detection. Previous efforts have in fact indicated
that it is possible to process alerts fast, under certain circumstances, but have
not considered the impact of very large attack graphs. Finally, we report on
preliminary experiments, and show that the proposed solution scales well for
large graphs and large amounts of security alerts.

The paper is organized as follows. Section [2] discusses related work. Section [3]
introduces the notion of temporal attack graph, whereas Section Ml presents the
proposed data structures and the algorithm to process and index security alerts.
Finally, Section Bl reports the results of experiments, and Section B provides some
concluding remarks.

2 Related Work

To reconstruct attack scenarios from isolated alerts, some correlation techniques
employ prior knowledge about attack strategies [3] or alert dependencies [9].
Some techniques aggregate alerts with similar attributes [I3] or statistical pat-
terns [I2]. Hybrid approaches combine different techniques for better results
[9]. To the best of our knowledge, the limitation of the nested-loop approach,
especially for correlating intensive alerts in high-speed networks, has not been
addressed yet. Network vulnerability analysis enumerates potential attack se-
quences between fixed initial conditions and attack goals [7]. In [10], Noel et al.
adopt a vulnerability-centric approach to alert correlation, because it can effec-
tively filter out bogus alerts irrelevant to the network. However, the nested loop
procedure is still used in [I0]. Real-Time detection of isolated alerts is studied
n [I1]. Designed for a different purpose, the RUSSEL language is similar to our
approach in that the analysis of data only requires one-pass of processing [5].
Hidden Markov Models (HMMSs) and their variants have been used extensively
for plan recognition. Luhr et al. [§] use Hierarchical HMMs to learn probabili-
ties of sequences of activities. [4] introduces the Switching Hidden Semi-Markov
Model (SHSMM), a two-layered extension of the Hidden Semi-Markov Model
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(HSMM). The bottom layer represents atomic activities and their duration us-
ing HSMMs, whereas the top layer represents a sequence of high-level activities
defined in terms of atomic activities. In [6], Hamid et al. assume that the struc-
ture of relevant activities is not fully known a priori, and provide minimally
supervised methods to learn activities. They make the simplifying assumption
that activities do not overlap. The problem of recognizing multiple interleaved
activities has been studied in [2], where the authors propose a symbolic plan
recognition approach, relying on hierarchical plan-based representation and a
set of algorithms that can answer a variety of recognition queries.

To the best of our knowledge, there has been virtually no work on efficient
indexing to support scalable and real-time attack detection. Our work differs
from previous work by providing a mechanism to index alerts as they occur
in a data structure that also unifies a set of known attack graphs. The index
we propose in this paper extends the index proposed by Albanese et al. [IJ.
Differently from [I], the index we propose in this paper can efficiently manage
both large attack graphs and large sequences of alerts, whereas the authors of
[1] do not address scale issues with respect to the size of the graphs.

3 Temporal Attack Graphs

In this paper, we extend the attack graph model of [I4] with temporal constraints
on the unfolding of attacks. We assume that each step of an attack sequence is
taken within a certain temporal window after the previous step has been taken.
Without loss of generality, we assume an arbitrary but fixed time granularity.
We use 7 to denote the set of all time points. The definition of temporal attack
graph is given below.

Definition 1 (Temporal Attack Graph). Given an attack graph G = (V U
C, R,.UR;) a temporal attack graph built on G is a labeled directed acyclic graph
A= (V,E,é,v) where:

— V is the finite set of vulnerability exploits in the attack graph;

— E = R; o R, is the prepare for relationship between exploits;

—Vs={veV | eV st (V,v) € E} #0, i.e., there exvists at least one
start node in V;

—Ve={veV | eV st (v,0') € E} #10, i.e., there exists at least one
end node in V;

—0:FE = T xT is a function that associates a pair (tmin, tmaz) With each
edge in the graph;

— 7 is a function that associates with each vulnerability v; € V\ V* the condi-

tion
’Y(Ui) = /\ \/ Vii| s

c; €C s.t. (cj,v;)ER, \vk€V s.t. (vg,cj;)ER;

where each v;; denotes that v; must be execute after v;, within the temporal
window defined by 6(vj,v;). a
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Intuitively, an edge e = (v;,v;) in a temporal attack graph denotes the fact
that exploit v; prepares for exploit v;. The pair d(e) = (tmin,tmaz) labeling
the edge indicates that the time elapsed between the two exploits must be in
the interval [tyin, tmaz). The condition v(v;) labeling a node v; encodes the
dependencies between v; and all the exploits preparing for it. In the following,
we often abuse notation and use v; instead of v;; in condition v(v;), when v; is
clear from the context. We say that a set V* of exploits satisfies condition ~y(v;)
if exploits in V* imply all the security conditions required by v;.

& c, & ¢ ) I

Vi A7) Vs vy vy V3

A Cs & )

il 0 V3 i Y Vs

L
Cs Cs vivv,vvy | Vg o)
= .
(a) (b) (d)

Fig. 1. Examples of attack graphs and corresponding temporal attack graphs

Example 1. Consider the two attack graphs shown in Figures and In
the one of Figure both conditions ¢4 and c5 are required to execute exploit
vg. Condition ¢4 can be achieved by either exploit v; or exploit vy, whereas
condition c¢5 can only be achieved by exploit vsz. Thus vy must be preceded by
vs and one of vy, vy. In the graph of Figure only condition ¢4 is necessary
for exploit vy, and it can be achieved by any of vy, vs, or vs. The corresponding

temporal attack graphs are shown in Figure and respectively.

An attack may be executed in multiple different ways, which we refer to as
instances of the attack. Informally, an instance of a temporal attack graph A is
a tree T = (Vp, E7) over A, rooted at an end node of A. The root of the tree is
an exploit implying the attack’s target condition, whereas the leaves represent
exploits depending on initial security conditions. Figure[2shows the two possible
instances of the temporal attack graph of Figure Note that the execution
of vg is always required to prepare for v4, whereas only one of vy, vs is required.

4 Attack Detection and Indexing

Intrusion alerts reported by IDS sensors typically contain several attributes. For
the purpose of our analysis, we assume that each alert o is a tuple (type, ts,
hostgrc, hostqest), where type denotes the event type, ts € T is a timestamp,
and hostgyc, hostgyest are the source and destination host respectively. We refer
to a sequence of such alerts as the observation sequence. Finally, we assume the
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Fig. 2. Examples of temporal attack instances

existence of a function ¢ : L — V that maps alerts to exploits (alerts that
cannot be mapped to any known vulnerability are ignored). Given a temporal
attack graph A and an observation sequence O, we are interested in identifying
sequences of alerts corresponding to instances of A. We refer to such sequences
as occurrences of A.

Definition 2 (Temporal Attack Occurrence). Given an observation se-
quence O = (01,09,...,0,) and a temporal attack graph A = (V,E,¥,7), an
occurrence of A in O is a sequence O* = (0}, ...,05) C O such that:

—ojts < osts < ... < ojts;

— 3 an instance T = (Vr,Er) of A such that Vo = {v € V | Jo* €
O* s.t. ¢(0*) = v}, i.e., O* includes alerts corresponding to all the exploits
in T,

— (Ve = (V,v") € Er) Foir,0i0 € OF s.t. ¢ploy) = V' A ¢(0ir) = 0" Atyin <
0ir 8 — 04 8 < tmax, Where (Emin, tmax) = 0(€).

The span of O* is the time interval span({o],...,0})) = [0s, .ts, 04, .ts]. O

Note that multiple concurrent attacks generate interleaved alerts in the obser-
vation sequence. In order to concurrently monitor incoming alerts for occur-
rences of multiple types of attacks, we first merge all temporal attack graphs
from A = {A;, ..., Ai} into a single graph. We use id(A4) to denote a unique
identifier for attack graph A and I4 to denote the set {id(41), ..., id(Ax)}. In-
formally, a Temporal Multi-Attack Graph is a graph G = (Vg, L4, 0G,7a), where
Vi is the set of all vulnerability exploits. A temporal multi-attack graph can be
graphically represented by labeling nodes with vulnerabilities and edges with the
id’s of attack graphs containing them, along with the corresponding temporal
windows. Note that the temporal multi-attack graph needs to be computed only
once before building the index. Figure Bl shows two temporal attack graphs Ay
and A, and the corresponding temporal multi-attack graph.

Definition 3 (Temporal Multi-Attack Graph Index). Let A={A44, ...,
A} be a set of temporal attack graphs, where A; = (Vi, E;,0:,7i), and let
G = (Vg,1a,0a,7¢) be the temporal multi-attack graph built over A. A Tem-
poral Multi-Attack Graph Index is a 5-tuple I = (G, startg, endg, tablesg,
completedg), where:
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Fig. 3. Example of temporal multi-attack graph

— startg : Vg — 274 is a function that associates with each node v € Vg, the
set of attack graph id’s for which v is a start node;

— endg : Vg — 214 is a function that associates with each node v € Vg, the
set of attack graph id’s for which v is an end node;

— For each v € Vg, tablesg(v) is a set of records of the form (current,
attackID, tsg, previous, next), where current is a reference to an obser-
vation tuple (alert), attackID € I4 is an attack graph id, tso € T is a
timestamp, previous and next are sets of references to records in tablesg;

— completedg : T4 — 2F, where P is the set of references to records in tablesg,
is a function that associates with each attack identifier id(A) a set of refer-
ences to records in tablesa corresponding to completed attack occurrences.[]

Note that G, startg, endg can be computed a-priori, based on the set A of given
attack graphs. All the index tables tablesg are initially empty. As new alerts are
received, index tables are updated accordingly, as described in Section 1]l The
index tracks information about which nodes are start and/or end nodes for the
original attack graphs. For each node v, the index maintains a table tablesg(v)
that tracks partially completed attack occurrences, with each record pointing to
an alert, as well as to previous and successor records. In addition, each record
stores the time at which the partial occurrence began (tso).

4.1 Index Insertion Algorithm

This section describes an algorithm (Algorithm [ to update the index when
a new alert is received. The algorithm takes as input a temporal multi-attack
graph index I, a new alert o,e, to be added to the index, and a boolean flag
frr indicating whether the Time Frame (TF) pruning strategy must be applied
(we will explain the TF pruning strategy in Section E.2]).

Line 1 maps the newly received alert o0,¢, to a known vulnerability exploit
Unew- Lines 3—7 handle the case when vy, is the start node of an attack graph. A
new record is added to tablesg (vnew) for every graph in startg(vnew) (Lines 4-6),
denoting the fact that o,., may represent the start of a new attack sequence.



Scalable Detection of Cyber Attacks 15

Algorithm 1. insert(onew, Ia, fTF)

Input: New alert to be processed 0ynew, temporal multi-attack graph index Ig, boolean flag frr
indicating whether the Time Frame Pruning strategy must be applied.
Output: Updated temporal multi-attack graph index Iq.

1: vpew < ¢(0new) // Map the new alert to a known vulnerability exploit

2: // Look at start nodes

3: if startg(vnew) # 0 then

4: for all id € startg (vnew) do

5: add (onew, id, Onew-ts,0,0) to tablesg (Vnew)

6: end for

7: end if

8: // Look at intermediate nodes

9: for all node v € Vg s.t. Jid € T4, 6G (v, Vnew,id) # null do

10: if TF then

11: Tfirst — min{r c tablesg (v) | Onew-ts — r.current.ts <
MaXidel 4 |6 (v,vmew,id)#mi1 0G (U, Vnew, id).tmaa }

12: else

13: Trirst < tablesg(v). first

14: end if

15: for all record r € tablesg(v) s.t. 7 > rfirer do

16: id < r.attackID

17: if 5¢ (v, Vnew,id) # () then

18: (tmins tmaz) + 66 (V, Vnew, id)

19: if (tmin < tnew.ts — r.current.ts < tmaz) A Y(Vnew) then

20: T = (0] s id, T.ts0, {rT},0)

21: add 7, to tablesg (Vnew)

22: rnext + rnext U {r!}

23: // Look at end nodes

24: if id € endg (vnew) then

25: add 7} to completedg (id)

26: end if

27: end if

28: end if

29: end for

30: end for

Lines 9-30 look at the tables associated with the nodes that precede vyeq in
the temporal multi-attack graph and check whether the new alert can be corre-
lated to existing partially completed occurrences. For each predecessor v of vyeq,
Lines 10-14 determine where the algorithm should start scanning tablesg(v).
Note that records are added to the index as new alerts are generated. There-
fore, records r in each index table tablesg(v) are ordered by r.current.ts, i.e.,
the time at which the corresponding alert was generated. Given two records
r1, o € tablesg(v), we use r1 < 1o to denote the fact that r; precedes 7o
in tablesg(v), i.e., ri.current.ts < ro.current.ts. In the unrestricted case, the
whole table is scanned, tablesg(v).first being the first record in tablesg(v). If
TF pruning is being applied, only the “most recent” records in tablesg(v) are
considered. On Lines 18-19, time intervals labeling the edges of temporal attack
graphs are used to determine whether the new alert can be linked to record r
for the attack graph in A identified by id = r.attackID, given the amount of
time elapsed between r.current.ts and 0new.ts. Additionally, we verify whether
the condition Y(vnew) labeling node vpe,, is satisfied. If all these conditions are
met, a new record r, is added to tablesc(vnew) and r.next is updated to point
to 7, (Lines 20-22). Note that r,, inherits tsg from its predecessor; this ensures
that the starting and ending times can be quickly retrieved by looking directly
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at the last record for a completed occurrence. Finally, lines 24-26 check whether
Unew 1s an end node for some attack graph. If yes, a pointer to r, is added to
completedg, telling that a new occurrence has been completed (Line 25).

Algorithm insert, can be used iteratively for loading an entire observation
sequence at once (we refer to this variant as bulk-insert).

4.2 Performance

In its unrestricted version, algorithm bulk-insert, has quadratic time complexity
w.r.t. the size of the observation sequence, as typical of a nested loop proce-
dure. However, we propose a pruning strategy — called Time Frame (TF) — that
leverages the temporal constraints on the unfolding of attacks and lowers the
complexity of bulk loading, while not altering the solutions. Algorithm insert is
said to apply Time Frame pruning if, for each alert o,¢, and each predecessor
v of Vnew = @(Onew), it starts scanning tablesg(v) at the first record r such that
Onew-18 — r.current.ts < MaXiger , |5 (v,0men id)#nu1l 0G (Vs Vnew, i) tmaz -

This strategy avoids scanning the entire predecessor table when most of the
records in tablesg(v) cannot be linked to records corresponding to vpeq, because
too long has passed since their corresponding alerts were generated. It can be
proved that this strategy does not alter the search space, and the worst case
complexity of the algorithm insert (resp. bulk-insert) when the TF pruning is
applied is O(k!Vel . |A]) (resp. O(kIVel . |A] - |O])), where O is the observation
sequence and k is the level of concurrency (i.e., maximum number of concurrent
attacks). However, complexity is in practice lower than the worst case scenario
and does not depend on the size of the graph, as experimentally shown in Sec-
tion[l), since the number of index tables to be examined at each step is typically
bounded and much smaller than |Vg|.

5 Preliminary Experiments

In this section, we report the results of the experiments we conducted to evaluate
the time and memory performance of the proposed index.

We evaluated the system using synthetic datasets generated using two sepa-
rate tools. The first tool generates random attack graphs by taking as input a
set of vulnerabilities. The second tool generates alert sequences by simulating
attacks described by the graphs generated using the first tool. We used the first
tool to generate sets of attack graphs of varying size. We then used the second
tool to generate sequences of 3 million alerts for each set of attack graphs.

Figureshows how the time to build the entire index increases as the num-
ber of alerts increases. It is clear that, when TF is applied, the index building time
is linear in the number of observations (note that both axes are on alog scale), and
the bulk indexing algorithm can process between 25 and 30 thousands alerts per
second. Also note that the size of the graphs does not significantly affects the in-
dex building time, as confirmed by Figure In fact, when the size of the graphs
changes by orders of magnitude, the processing time increases slightly, but remains
in the same order of magnitude. This can be easily explained by considering that,



Scalable Detection of Cyber Attacks 17

1,000,000 1,000,000
100,000 100,000
£
T!- 10,000 g 10,000
H 5
= i
. 3 1000
g 100 100
0 10
1000 10,000 100,000 1,000,000 10,000,000 1000 10,000 100,000 1,000,000 10,000,000
Number of alorts Number of alorts
1knodes (no TF]  —1Knodes (TF]  -=-30Knodes (no TF]  ==30K nodes (TF) —30,000n00es = 100,000 nodes
(a) Index building time vs. |O| (b) Index size vs. |O|
10,000 100,000
‘E' _______.-—-"'_____'__ 10,000
[ g
? 1,000 § 1,000
g i
2 E
§ 100
100 10
1000 10,000 100,000 1,000,000 1,000 10,000 100,000 1,000,000
Number of nodes Number of nodes
= 10,000 alerts 30,000 alerts  ~-100,000 alerts = 10,000 alerts 30,000 alerts  ~-100,000 alerts
(c) Index building time vs. |Vg| (d) Index size vs. |Vg|

Fig. 4. Experimental results

for a given number of alerts, when the size of the graphs increases, the number
of index tables (one for each v € Vi) increases as well, but at the same time the
average number of occurrences of each observation and the average size of each ta-
ble decrease, keeping total memory occupancy (Figure and processing time
(Figure almost constant. When TF is not applied, the index building time
becomes quadratic, and starts to diverge. This effect is more evident for smaller
graphs, as shown in Figure This can also be explained by considering that,
for a given number of alerts, when the size of the graphs decreases, there are fewer
tables each containing a larger number of records, and the algorithm has to scan a
constant number of such tables at each step. Finally, Figureshows that mem-
ory occupancy is linear in the number of alerts, and confirms that it is independent
from the size of the graphs.

In conclusions, we have shown that our framework can handle very large
attack graphs, with hundreds of thousands of nodes, and can process incoming
alerts at the rate of 25-30 thousands per second, which makes attack detection
real-time for many real-world applications.

6 Conclusions and Future Work

In this paper, building on previous work on topological vulnerability analysis,
we proposed an automated framework to manage very large attack graphs and
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monitor high volumes of incoming alerts for the occurrence of known attack pat-
terns in real-time. Specifically, we proposed (i) a data structure to concurrently
monitor multiple types of attacks; (ii) an index structure to effectively index
millions of time-stamped alerts; and (iii) a real-time algorithm to process a con-
tinuous stream of alerts and update the index. Experimental results confirmed
that our framework enables real-time attack detection.
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Abstract. This paper proposes the importance of emotion technology for robot.
Emotion technology is absolutely necessary for real human being in robot.
However, it is very difficult to expression effectively emotion function in robot.
Visual system (static and moving status), sound system, and tactile sense can
express by physical sensor. However, there are some difficulties about how we
can express feeling like human being's hart. Therefore, those who work in
science have to cooperate with researcher in quite difference area such as, psy-
chologist, philosopher, musician, material science, and etc.

1 Introduction

Many research center and University have been prospecting robot as economic driv-
ing force and future technology. However, robot technology should be developed
more than recent status. Of course, there so many kinds of technologies are needed for
real robot in various areas. Emotion technology is one of them. Because emotion ab-
solutely seems to be a complex phenomenon we cannot express easily. Also, reasona-
ble and unified theory lacks. Happiness, surprise, enthusiasm, anger, fear, and disgust
are some of the emotion. A neutral emotion is also can defined with which emotions
can occur concurrently and cause one to yield to the other thereby changing the beha-
vior of emoting. Really expressing and modeling emotion may be tricky. Especially,
psychologically expression might be more difficult. A weighting, normalizing and
scaling mechanism should be used to express an intensity of the emotion from sensors
on a robot.

2 Physiologically Derived Emotions

Physical function is happy, sad, cry, fear, etc. We can measure by the input sensor for
these functions to application. Emotion generated by the physical functions can drive
the shape or mood of body or face. That is, technical measuring function can take
signal from the several emotions by Happiness, Fear and Anger, etc and resolves them
to generate the internal resultant mood of the system for application such as, robot,
intelligence control, and etc. The Multi-Hybrid Architecture forEmotion Express

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 19-21, 2011.
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The emotion architecture is composed of six systems (see Fig. 1). The input system
(vision or signal) is responsible for identifying and tracking the goal. The action sys-
tem is responsible for choosing higher level emotion (robot motions) to move the
robot control system to a specified goal. In this system, these six systems must coope-
rate to achieve the overall task of reaching the goal control goal or position (robot).
The systems are also competing—there are some trade-offs between them. For exam-
ple, both the sad and the angry system compete for the action system. The sad system
needs input for action, while the angry system needs sad level for target detection and
tracking. For this cooperation and competition, each system generates bids for the
information offered from the input and action system.

The information actually executed by each system depends on the winning bid at
each point in time.

The emotion itself is implemented as a multiagent system. This system is com-
posed of six agents with the emotion functions.

Human Robot Research through Convergence

Cogpnitive Sci.

*Human
* Philosophy
* Psychology
* Culture

.
Emotion|  Musi / \
> [

| Neuroscience! |
And Literature| | )

) ) Real
* Communication 'Ihinking
ol g
. Sn:wgﬁwg Emotion Robot

* Force Driver
* Material
* Design Tech.

Fig. 1. Architecture of agent system for Human Robot

3 Psychological Phenomenon Derived Emotion

Adrenalin is known to be generated within the body during conditions of anguish, fear
and anger. That is, these emotions are fuzzy system processed by a fuzzy mood gen-
eration module to provide the current mood of the system. This fuzzy function takes
the several functions from different agents and resolves them to generate the internal
resultant mood of human being. In order to know that emotions are based on a psy-
chological aspect of feeling and a physical or physiological aspect of bodily reaction,
we have to introduce psychology related areas into research topic. Because emotion
reactions are triggered by feelings and external reactions, culture and psychology are
also to be studied. Feeling that is, one of psychological components of emotion and
the results can give an impact on the bodily reaction. Emotions are very complex
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function. For example anger is a complex emotion comprising of a feeling of irritabil-
ity and a bodily reaction of rapid heartbeats, reddened face, etc. It is necessary to
clearly research related topics for complex emotions. Recent studies in consciousness
have tried to understand what feeling really is and it is essential to identify the emo-
tions and also the associated feeling and reaction components.

4 Results and Discuss

An emotional function sound, smell, and touch can be sensed from its physical sensor.
However, happy, fear, and anger can be obtained from physical functions because
those individually be generated based on a set of sensors with more sophisticated
signal conditioning. Therefore a concept of emotional based on psychology resource
have to be introduced for human being emotional function. We have used a fuzzy
module to realize this emotional dynamic which are generated by a multi-agent sys-
tem. This paper suggests how we express and generate emotional function by both
methods physical and psychological approach. Therefore, we have to make a strong
human network for several topics.

For this, tests may be carried out with real robots to understand the way in which
emotional robots behave in an environment. Of course, this will require knowledge of
the hardware on the robot side and communication software running on the compu-
ting end that in turn also runs the agents.
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Abstract. The total least squares (TLS) method is an appropriate ap-
proach for linear systems when not only the right-hand side but also the
system matrix is contaminated by some noise. For ill-posed problems
regularization is necessary to stabilize the computed solutions. In this
presentation we discuss two approaches for regularizing large scale TLS
problems. One which is based on adding a quadratic constraint and a
Tikhonov type regularization concept.

1 Introduction

Many problems in data estimation are governed by over-determined linear sys-
tems

Az ~b, AeR™"™ beR™ m>n. (1)

In the classical least squares approach the system matrix A is assumed to be
free from error, and all errors are confined to the observation vector b. However,
in engineering application this assumption is often unrealistic. For example, if
not only the right-hand side b but A as well are obtained by measurements, then
both are contaminated by some noise.

An appropriate approach to this problem is the total least squares (TLS)
method which determines perturbations AA € R™*" to the coefficient matrix
and Ab € R™ to the vector b such that

I[AA, Ab]||% = min! subject to (A 4+ AA)x = b+ Ab, (2)

where ||-|| r denotes the Frobenius norm of a matrix. An overview of TLS methods
and a comprehensive list of references is contained in [I§].

When solving practical problems they are usually ill-conditioned, for example
the discretization of ill-posed problems such as integral equations of the first
kind. Then least squares or total least squares methods for solving () often yield
physically meaningless solutions, and regularization is necessary to stabilize the
computed solution.

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 22-B71, 2011.
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A well established approach is to add a quadratic constraint to problem (2
yielding the regularized total least squares (RTLS) problem

I[AA, Ab]||% = min! subject to (A4 AA)x = b+ Ab, ||Lz|| <6,  (3)

where || - || denotes the Euclidean norm, § > 0 is the quadratic constraint regu-
larization parameter, and the regularization matrix L € RP*"™ p < n defines a
(semi-) norm on the solution through which the size of the solution is bounded
or a certain degree of smoothness can be imposed [GITOTTITATII20].

If the minimization problem () attains its solution then it can be rewritten
into the more tractable form

[ Az — b||?

FE) = o2

=min! subject to ||Lz| <. (4)
Closely related is an approach which adopts Tikhonov’s regularization concept
to stabilize the TLS solution [2I15]:

f(z) + M| Lz||* = min!. (5)

By comparing the corresponding Lagrangian functions of problems () and (&)
it is obvious that they are equivalent in the following sense. For each Tikhonov
parameter A > 0 there exists a corresponding value of the quadratic constraint
0 such that that the solutions of (@) and (&) are identical.

In this paper we review numerical methods for large scale regularized total
least squares problems of both types @) and (B). In Section [2 the first order
conditions of (@) are solved via a sequence of quadratic or linear eigenvalue
problems; and in Section [ the nonlinear first order condition of (@) is solved
by Newton’s method. To avoid the solution of large scale eigenproblems and
nonlinear systems of equations we apply iterative projection methods which allow
for an excessive reuse of information from previous iteration steps. The efficiency
of these approaches is evaluated with a couple of numerical examples in Section
[ Conclusions can be found in Section [l

2 Quadratically Constrained Total Least Squares
Problems

We consider the quadratically constrained TLS problem (@]). We assume that the
solution zrrrs is attained and that the inequality is active, i.e., 6 = ||LxgrLs]|
(otherwise no regularization would be necessary). Under this condition Golub,
Hansen and O’Leary [0] derived the following first order necessary conditions:
The solution zrrrs of problem (@) is a solution of the problem

(ATA+ ML, + A\ LT L)z = AT, (6)
where the parameters A\; and A, are given by

1

Ar=—f(@), Ap= 52

(b7 (b~ Ax) — f()). (7)



24 H. Voss and J. Lampe

This condition was used in the literature in two ways to solve problem (@): In
[10/20] for a chosen parameter A\; problem (@) is solved for (z, A1), which yields
a convergent sequence of updates for A;. Conversely, in [6ITIIT9] A is chosen as
a free parameter; for fixed \j, problem (@) is solved for (x, A;), and then Ay, is
updated in a way that the whole process converges to the solution of ().

In either case the first order conditions require to solve a sequence of quadratic
and linear eigenvalue problems, respectively. Efficient implementations recycling
a great deal of information from previous iteration steps are presented in [10]
for the first approach and in [I] for the latter one.

2.1 RTLS via a Sequence of Quadratic Eigenvalue Problems

The first algorithm is based on keeping the parameter \; fixed for one itera-
tion step and treating A := A as a free parameter. The first order optimality
conditions then reads

B(z"x + A\LTLx = ATb, | Lz|?® = 62, (8)

with
B(a*) = ATA = f(a")I, f(a*) = =Ar(a"). 9)

which suggests the following Algorithm [I1

Algorithm 1. RTLSQEP

Require: Initial vector z?.

1: for k =1,2,... until convergence do
2:  With By, := B(2") solve

Bpz" T+ ALT LT = ATb, || La®TP =67 (10)

for (z**1, \) corresponding to the largest A € R
3: end for

It was shown in [I2] that this algorithm converges in the following sense:
Any limit point z* of the sequence {z*} constructed by Algorithm [is a global
minimizer of the minimization problem

| Az —b]*

1+ o2 subject to ||Lx|* = §2.

fz) =
Sima, Van Huffel and Golub [20] proposed to solve ([I0) for fixed k via a
quadratic eigenvalue problem. This motivates the name RTLSQEP of the algo-
rithm.
If L is square and nonsingular, then with z = Lx
to

k+1 problem (I0) is equivalent

Wiz+ X2 :=L "Byl 24+ e =L TATb = h, 272=4" (11)
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Assuming that Wy, + A1 is positive definite, and denoting u := (W}, + AI)~2h,
one gets hTu = 272 = §2, and h = 6 2hhTu yields that (Wy + A)?u = h is
equivalent to the quadratic eigenvalue problem

Qr(Nu == (Wi, + AX)*u — 6 2hh"u = 0. (12)

If the regularization matrix L is not quadratic the problem (&) has to be reduced
to the range of L to obtain the quadratic eigenproblem of the same type as (1)),
of. [T020).

In [I0] Wi + M is shown to be positive semidefinite, with \ as the rightmost
eigenvalue of (I2)). We are only considering the generic case of Wy, + Vs being
positive definite. In this case the solution of the original problem (I0) is recovered
from z = (Wy, + :\I)u, and z**! = L=1z where u is an eigenvector corresponding
to A\ which is scaled such that hTu = §2. The case that Wj + A\ > 0 is singular
means that the solution of (I2)) may not be unique, which is discussed by Gander,
Golub and von Matt [59].

REMARK 2.1. The transformation to the quadratic eigenproblem (I2]) seems to
be very costly because of the inverse of L. Notice however, that typical regular-
ization matrices are discrete versions of 1D first (or second) order derivatives like

1-1
L= - - e Rn—bxn, (13)
1 -1

Smoothing properties of L are not deteriorated significantly if they are replaced
by regular versions like (cf. [3])

1-1 €

with some small diagonal element € > 0. Which one of these modifications is
chosen depends on the behavior of the solution of (@) close to the boundary. It
is not necessary to calculate the inverse of L explicitly since the presented algo-
rithms touch L~! only by matrix-vector multiplications. And solving a system
with L is cheap, i.e., an O(n)-operation.

If it holds that rank(L) < n and one is not willing to perturb L, a basis
of the range and kernel are needed. In [I0J20] it is explained how to obtain a
similar expression for W} in the quadratic eigenvalue problem (I2)). For the L
in (I3) the spectral decomposition is explicitly known. For solutions on a 2D or
3D domain one can take advantage of Kronecker product representations of L
and its decomposition, cf. [14]. O

An obvious approach for solving the quadratic eigenvalue problem ([I2]) at
the k-th iteration step of Algorithm [ is linearization, i.e., solving the linear
eigenproblem
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(14)

—2W, —WZ + 52hhT} [Au} {Au}
= A B
I 0 U U

and choosing the maximal real eigenvalue, and the corresponding u—part of the
eigenvector, which is an eigenvector of (I2).

This approach is reasonable if the dimension n of problem (IJ) is small. For
larger n it is not efficient to determine the entire spectrum of (IZ). In this case one
could apply the implicitly restarted Arnoldi method implemented in ARPACK
[16] (and included in MATLAB as function eigs) to determine the rightmost
eigenvalue and corresponding eigenvector of (I2)). However, it is a drawback of
linearization that symmetry properties of the quadratic problem are destroyed.

More efficient for large scale problems are the second order Arnoldi reduction
(SOAR) introduced by Bai and Su [I] or a Krylov subspace projection method
for quadratic eigenvalue problems proposed by Li and Ye [I7]. The paper [14]
contains implementation details for these methods and a couple of numerical
examples demonstrating their efficiency.

In Algorithm [Il we have to solve a sequence of quadratic eigenproblems where
due to the convergence of the sequence {f(zx)} the matrices

Wi =L T(ATA — fap) )L™ = LTTATAL™ — f(ap) L~ 7L} (15)

converge as well. This suggests to reuse as much information from previous steps
as possible when solving Qx(A\)u = 0.

The only degree of freedom in the Krylov methods mentioned above is the
initial vector. Thus, the only information that can be recycled from previous
iterations is the eigenvector of the preceding step that can be used as initial
vector. Much more information can be exploited in general iterative projection
methods such as the nonlinear Arnoldi algorithm [2I] which can be started with
the entire search space of the previous eigenvalue problem. Notice, that the
nonlinear Arnoldi method may be applied to more general nonlinear eigenvalue
problem T'(A\)z = 0.

Algorithm 2. Nonlinear Arnoldi

Requlre Initial basis V, VIV =
: Find rightmost eigenvalue \ of VTT()\)Vﬂ = 0 and corresponding eigenvector @
Determine preconditioner P = T'(c)™", o close to wanted eigenvalue
Set u=Vi, r=Qr(Nu
while ||7||/||lu|| > € do
v=Pr
v=v-VVTy
o =v/llvll, V = [V,7]
Find rightmost eigenvalue X of VI T (A)V@ = 0 and corr. eigenvector @
Set u=Vu, r=Qr(Nu
: end while

—_

Some comments on an efficient implementation of RTLSQEP with the non-
linear Arnoldi solver are in order.
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A suitable initial basis V' of Algorithm ] for the first quadratic eigenvalue

problem (I2)) can be determined by a small number of Lanczos steps applied

to the linear eigenproblem Wiz = Az with a random starting vector zg

because this is cheaper than executing the nonlinear Arnoldi method.

— Since the dimensions of the projected problems are small they can be solved
by linearization and a dense eigensolver like the QR algorithm.

— In our numerical examples it turned out that we obtained fast convergence

without preconditioning, so we simply set P = I.
— The representation of Wy, = LT (AT A — f(zx)I)L~! demonstrates that the
projected eigenvalue problem

VIQeNVi = (Wi + ADWV)T (Wi + ADV)a — 62T V)T (R V)a =0

can be determined efficiently if the matrices L=TATAL='V, L=TL='V and
hTV are known. These can be updated cheaply by appending in every iter-
ation step of the nonlinear Arnoldi method one column and component to
the current matrices and vector, respectively.

The considerations above demonstrate that due to the reuse of the entire search
space it is rather inexpensive to provide VI Qr(A\)V if VT Qx_1(A)V is known.
This suggests early updates, i.e., to leave the inner loop of the nonlinear Arnoldi
method for determining the rightmost eigenpair long before convergence. It
turned out that while reducing the residual of the approximated rightmost eigen-
pair of a quadratic eigenproblem in step k by a factor 100 (instead of solving it
to full accuracy), sufficient new information is added to the search space V. So
the stopping criterion in Line 4 of Algorithm [ is replaced by ||r||/||ro]| > 0.01
with the initial residual rg calculated in Line 3. This approach leads to more
outer iterations but overall to less inner iterations.

The early update variant reduces the overall computation time substantially
when compared to the standard version. Implementing early update strategies
in the Krylov-type algorithms destroyed the convergence of the overall process.

2.2 RTLS via a Sequence of Linear Eigenvalue Problems

The second algorithm is based on keeping the parameter Ay, fixed for one itera-
tion step and letting A := —\; be a free parameter.

The following version of the first order optimality conditions was proven by
Renaut and Guo in [I9].

Theorem 1. The solution xrrrs of the RTLS problem ([3) subject to the active
constraint satisfies the augmented eigenvalue problem

B(AL(zrrLs)) [mRTfs} = —-Ai(zrrLS) [xRTlLS} ) (16)

with
B(\r):=M + AN, M :=[AbT[Ab], N:=diag{L"L,—6%}
and A\g, and A; as gwen in (7).
This condition suggested Algorithm Bl called RTLSEVP for obvious reasons.
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Algorithm 3. RTLSEVP

Require: Initial guess A} > 0 and By = B(\?)
1: for k =1,2,... until convergence do
2:  Solve
Br_1y" =" (17)
for eigenpair (y’“, A) corresponding to the smallest A
=~
-1
4:  Update \¥ = Ar(z*) and B, = B(\})
5: end for

3:  Scale y* such that y* = [

The choice of the smallest eigenvalue is motivated by the fact that we are
aiming at A = —A; (cf. [I6)), and by the first order conditions of (@) it holds
that
| Az — b2

IO e

is the function to be minimized.
The straightforward idea in [7] to update Ap, in Line 4 with (@), i.e.,

1
Nt = L (670 Aaht) — |

|Axk+1 _ b||2
= 5 )

1+ ||k 12 (18)
does not lead in general to a convergent algorithm.

To enforce convergence Renaut and Guo [19] proposed to determine a value
¢ such that the eigenvector (z},—1)T of B(f) corresponding to the smallest
eigenvalue of B() satisfies the constraint ||Lzg|? = 62, i.e., find a non-negative
root 6 of the real function

_ [ Lao]* — 62

Then the corresponding eigenvector (xg, —1)T is a solution of ().

Solving the first order conditions in this way assumes that the last compo-
nent of the eigenvector can be scaled to be —1. But the last component of an
eigenvector corresponding to the smallest eigenvalue of B(f) does not need to
be different from zero, and then g(f) is not necessarily defined. To fill this gap

the following generalization was introduced in [I1]:

Definition 1. Let £(6) denote the eigenspace of B(0) corresponding to its small-
est eigenvalue. Then

N Lall2 — 5242
g(f) := min y oy ; | L Tyl

— 20
vee®) yTy  @Ta.)Teco) |@)2 42l (20)

is the minimal eigenvalue of the projection of N onto £(6).
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This extends the definition of g to the case of eigenvectors with zero last
components. The modified function g has the following properties which were
proven in [11].

Theorem 2. The function g : [0,00) — R has the following properties:

(i) If omin([4,0]) < omin(A) then g(0) >0
(ii) limg_yo0 g(0) = —62
(iii) If the smallest eigenvalue of B(6p) is simple, then g is continuous at 0y
(iv) g is monotonically not increasing on [0, 00)
(v) Let g(6) = 0 and let y € E(0) such that g(0) = y" Ny/|y||>. Then the last
component of y is different from 0.
(vi) g has at most one root.

Theorem B demonstrates that if 6 is a positive root of g, then z := —y(1 :
n)/yns+1 solves the RTLS problem (@) where y denotes an eigenvector of B(f)
corresponding to its smallest eigenvalue.

REMARK 2.2. If the smallest singular value o,,11(0) of B(f) is simple, then it
follows from the differentiability of 0,41 (6) and its corresponding right singular
vector that

don41(B(0)) 5
8O = (0) (21)
Hence, searching the root of g(6) can be interpreted as searching the maximum
of the minimal singular values of B(6) with respect to 6. O

REMARK 2.3. Notice that g is not necessarily continuous. If the multiplicity
of the smallest eigenvalue of B(#) is greater than 1 for some 6y, then g may have
a jump discontinuity at 6. It may even happen that g does not have a root, but
it jumps below zero at some 6y. This indicates a nonunique solution of problem
). See [I1I] how to construct a solution in this case. Here we assume a unique
solution, which is the generic case. (I

To determine the minimum eigenvalue and corresponding eigenvector of

B(0y)y = (M + HkN)y =y (22)

Renaut and Guo [19] proposed the Rayleigh quotient iteration initialized by the
eigenvector found in the preceding iteration step. Hence, one uses information
from the previous step, but an obvious drawback of this method is the fact that
each iteration step requires O(n?) operations providing the LU factorization of
B(0).

Similar to the approach in RTLSQEP the entire information gathered in pre-
vious iteration steps can be employed solving (22)) via the nonlinear Arnoldi
Algorithm 2] with thick starts applied to

TNy = (M + 6N —Au=0

This time in lines 1 and 8 we aim at the minimum eigenvalue of Tj(\).



30 H. Voss and J. Lampe

The projected problem
VIT,(A\Va = (([A, V) ([A,bV)+ 0. VINV —Xl)a =0 (23)

can be updated efficiently in both cases, if the search space is expanded by a
new vector and if the iteration counter k is increased (i.e., a new 0y is chosen).

The explicit form of the matrices M and N is not needed. If a new vec-
tor v is added to the search space span{V}, the matrices Ay := [A4,b]V and
Ly := LV(1 : n,:) are refreshed appending the new column A, := [A,blv and
L, := Lv(1 : n), respectively, and the projected matrix My := VI MV has to
be augmented by the new last column ¢, := (AL A,; AT A,) and last row cI.
Since the update of Ly is usually very cheap (cf. Remark 2.1) the main cost for
determining the projected problem is essentially 1 matrix—vector multiplication.

For the preconditioner in Line 3 it is appropriate to chose P ~ N~! which
according to Remark 2.1 usually can be implemented very cheaply and can be
kept constant throughout the whole algorithm.

Assuming that g is continuous and strictly monotonically decreasing Renaut
and Guo [19] derived the update

0
Ok+1 = Ok + 659(910 (24)

for solving g(f) = 0 where g(f) is defined in (I9), and at step k, (x5, ,—1)"
is the eigenvector of B(f);) corresponding to its minimal eigenvalue. Since this
sequence usually does not converge, an additional backtracking was included,
i.e., the update was modified to

0
Ok+1 =0k + L(Sgg(ek) (25)

where ¢ € (0,1] was bisected until the sign condition g(6x)g(0r+1) > 0 was
satisfied. However, this safeguarding hampers the convergence of the method
considerably.

We propose a root-finding algorithm taking into account the typical shape of
g(0). g has at most one root 6, and exactly one root in the generic case, which
we assume here. Left of 6 the slope of g is often very steep, while right of 0 it
is approaching its limit —&2 quite quickly. This makes it difficult to determine
0 by Newton’s method because for an initial value less than 6 convergence is
extremely slow, and if the initial value exceeds 0 then usually Newton’s method
yields a negative iterate.

We approximate the root of g based on rational interpolation of g=% (if it
exists) which has a known pole at § = —§2. Assume that we are given three
pairs (6;,9(65)), 7 =1,2,3 with

01 <0y < 93 and g(01) >0 > 9(93). (26)
We determine the rational interpolation

h(y) = p(7)

= s where p is a polynomial of degree 2,
v
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and p is chosen such that h(g(6;)) = 6;, j = 1,2,3, and we evaluate 04 = h(0).
In exact arithmetic 64 € (61,03), and we replace 6; or 03 by 6, such that the
new triple satisfies (26]).

The coefficients of p are obtained from a 3 by 3 linear system which may
become very badly conditioned, especially close to the root. We therefore use
Chebyshev polynomials transformed to the interval [g(f3),g(61)] as a basis for
representing p.

If g is strictly monotonically decreasing in [61, 03] then h is a rational inter-
polation of g~ : [g(63),g(01)] — R.

Due to nonexistence of the inverse g~! on [g(63), g(f1)] or due to rounding
errors very close to the root é, it may happen that 6, is not contained in the
interval (1, 03). In this case we perform a bisection step such that the interval
definitely still contains the root of g. If g(62) > 0, then we replace 67 by 6; =
(02 + 03)/2, otherwise 03 is exchanged by 03 = (61 + 62)/2.

To initialize Algorithm [3 we determine three values 6; such that not all g(6;)
have the same sign. Given ¢; > 0 we multiply either by 0.01 or 100 depending
on the sign of g(#1) and obtain after very few steps an interval that contains the
root of g.

If a discontinuity at or close to the root is encountered, then a very small
€9 = 03 — 01 appears with relatively large g(61) — g(63). In this case we terminate
the iteration and determine the solution as described in [I1].

The evaluation of g(#) can be performed efficiently by using the stored matrix
LV (1 :n,:) to determine || Lu|? = (LV(1 : n,:)@)T(LV (1 : n,:)@) in much less
than a matrix—vector multiplication.

3 Tikhonov Type Regularization

For the Tikhonov regularization problem (&) Beck and Ben—Tal [2] proposed
an algorithm where in each iteration step a Cholesky decomposition has to be
computed, which is prohibitive for large scale problems. We present a method
which solves the first order conditions of (B via an iterative projection method.

Different from the least squares problem the first order condition for (@) is a
nonlinear system of equations. After some simplification one gets

q(z) == (ATA+ puL"L — f(z))x — ATb =0, with p:= (1+ |z[®)\.  (27)

Newton’s method then reads

with the Jacobian matrix
T ATA—bTA— f(x)z?

J(x)=ATA+ uLl"L — f(z)] — 2z
14 [|[1?

(28)

Taking advantage of the fact that J is a rank-one modification of

J(x) = ATA+ uL"L — f(x)I
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and using the Sherman—Morrison formula, Newton’s method obtains the follow-
ing form:

A 1 A A
K+l _ -1 4Tp 1, k(, kT (o k _ 7=1 4T
T =J,ATD 1—(11]“)Tj];1uk J ut(0T) (2" = J T ATD), (29)

where
uf =227 /(1 + ||2F||?) and  oF := AT Az — ATb — f(2F)aF.

Hence, in every iteration step we have to solve two linear systems with system
matrix J(z*), namely Jyz = ATb and Jyw = u*.

To avoid the solution of the large scale linear systems with varying matrices
Jj, we combine Newton’s method with an iterative projection method similar to
our approach for solving the eigenvalue problems in Section

Assume that V is an ansatz space of small dimension k, and let the columns
of V€ R™* form an orthonormal basis of V. We replace z = jk_lATb with
Vyk where y¥ solves the linear system VTJAkVy{C =VTATh, and w = jk_luk is
replaced with Vy% where y% solves the projected problem VTjkVy§ = VTuk,

If

T = Viy® = Vit — Vieys (09)T (2% — Vi)

1
1= (v*)TViys
does not satisfy a prescribed accuracy requirement, then V is expanded with the
residual

gz = (ATA+ puL"L — f(2®) D"t — ATh

and the step is repeated until convergence.

Initializing the iterative projection method with a Krylov space V =
Ke(AT A4 puLT L, ATb) the iterates z* are contained in a Krylov space of AT A+
uLT L. Due to the convergence properties of the Lanczos process the main con-
tributions come from the first singular vectors of [A; /L], which for small y are
close to the first right singular vectors of A. It is common knowledge that these
vectors are not always appropriate basis vectors for a regularized solution, and
it may be advantageous to apply the regularization with a general regularization
matrix L implicitly.

To this end we assume that L is nonsingular and we use the transformation
x:= L~y of () (for general L we had to use the A-weighted generalized inverse
L', cf. []) which yields

AL~ y —b?
1+ L= 1ylf?

Transforming the first order conditions back and multiplying from the left
with L1 one gets

(LTL) ™Y (AT Az + uL" Lz — f(z)x — ATb) = 0.

+ Ay/|? = min!.

This equation suggests to precondition the expansion of the search space with
LTL or an approximation P ~ LT L which yields Algorithm
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Algorithm 4. Tikhonov TLS Method

Require: Initial basis Vy with Vi Vo = I, starting vector z°
1: for £k =0,1,... until convergence do
2: Compute f(z*) = ||Az" —b]?/(1 + [|lz"[|*)

3:  Solve VI JuViy¥ = VT ATb for yf

4:  Compute u* = 227 /(1 + ||z*||?) and o* = ATAz* — ATb — f(zF)2”
5. Solve Vijkayé“ =VIu* for y&

6:  Compute z"t! = Vyh — li(vk)lTkaé Vieys (0" (z* = Viey¥)

7: Compute ¢" ™' = (ATA 4 uL"L — f(a*)D)z*t — ATb

8  Compute 7 = P~1gt*?

9:  Orthogonalize # = (I — Vi V,I)7

10:  Normalize vnew = 7/||7||

11:  Enlarge search space Viy1 = [Vi, vnew|

12: end for

13: Output: Approximate Tikhonov TLS solution z**!

Possible stopping criteria in Line 1 are the following ones (or a combination
thereof):

— Stagnation of the sequence {f(x*)}, i.e., the relative change of two consecu-
tive values of f(a*) is small: |f(2**1) — f(2*)|/f(2") is smaller than a given
tolerance.

— The relative change of two consecutive Ritz vectors x
2%||/||z*|| is smaller than a given tolerance.

— The relative residual ¢* from Line 7 is sufficiently small, i.e., ||¢*||/||ATb]| is
smaller than a given tolerance.

k k+1 _

is small, i.e., ||z

Some remarks how to efficiently determine an approximate solution of the large
scale Tikhonov TLS problem (B with Algorithm @ are in order. For large scale
problems matrix valued operations are prohibitive, thus our aim is to carry out
the algorithm with a computational complexity of O(mn), i.e., of the order of a
matrix-vector product with a (general) dense matrix A € R™*™.

— Similar to Algorithms [I] and Bl the Tikhonov TLS methods allows for a mas-
sive reuse of information from previous iteration steps. Assume that the ma-
trices Vi, AT AV}, LT LV}, are stored. Then, neglecting multiplications with
L and LT and solves with P (due to the structure of a typical regularization
matrix L and a typical preconditioner P) the essential cost in every iteration
step is only two matrix-vector products with dense matrices A and A7 for
extending AT AV,. With these matrices f(z*) in Line 2 can be evaluated as

1

Fat) = 2 (@) (AT AViy®) = 2(5)T VI (ATD) + [[0]1%) |

k+1

and ¢ in Line 7 can be determined according to

"= (AT AV)y"T + (LTI YR — f(aF) 2T — AT,
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— A suitable initial basis 1V is an orthonormal basis of the Krylov space
Ke (P_l(ATA +uLlTL), P_lATb) of small dimension, e.g. £ = 5.

— Typically the initial vector 20 = 0 is sufficiently close to the RTLS solution.
In this case it holds that f(x?) = ||b]|?. If a general starting vector is used,
e.g. the solution of the projected problem with initial space span{Vp} or
some other reasonable approximation to zgrrs, an additional matrix—vector
product has to be spent for computing f(z°).

— It is enough to carry out one LDLT-decomposition of the projected matrix
Vijka, which then can be used twice to solve the linear systems in Lines
3 and 5.

— Since the the number of iteration steps until convergence is usually very
small compared to the dimension n, the overall cost of Algorithm []is of the
order O(mn).

4 Numerical Examples

To evaluate the performance of Algorithms [ [3] and [ we use large scale test
examples from Hansen’s Regularization Tools [§] which contains MATLAB rou-
tines providing square matrices Airye € R™*™, right-hand sides bypye and true
solutions Z¢rye, With Atrue®true = btrue- All examples originate from dis-
cretizations of Fredholm equations of the first kind and the matrices Aty and
[Atrues btrue) are ill-conditioned.

To adapt the problem to an overdetermined linear system of equations we
stack two error-contaminated matrices and right-hand sides (with different noise

realizations), i.e.,
A b
a=a) =[]

with the resulting matrix A € R2"*" and b € R?".

The regularization matrix L is chosen to be the nonsingular approximation
to the scaled discrete first order derivative operator in one space-dimension, i.e.,
L in (I3) with an additional last row (0,...,0,0.1). The numerical tests are
carried out on an Intel Core 2 Duo T7200 computer with 2.3 GHz and 2 GB
RAM under MATLAB R2009a (actually our numerical examples require less
than 0.5 GB RAM).

Table [ contains the results for six problems of dimension n = 2000 from the
Regularization Toolbox for the three methods mentioned before. The underlying
problems are all discrete versions of Fredholm’s integral equations of the first
kind. For problem heat the parameter « controls the degree of ill-posedness.

Table dlshows the relative residuals, number of iterations and of matrix-vector
products, and the relative error averaged over 10 examples of the same type with
different realizations of the error. o denotes the noise level.

The examples demonstrate that the Tikhonov method outperforms the two
methods based on eigenvalue solvers. For most of the examples the number of
matrix-vector products of Algorithm[@lis about only 50—75% of the ones required
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Table 1. Problems from Regularization Tools

Problem  Method !4l Trers MatVees 17 -eree!
phillips TTLS 8.5e-16 8.0 25.0 8.9e-2

o = le — 3 RTLSQEP 5.7e-11 3.0 42.0 8.9¢e-2
RTLSEVP 7.1e-13 4.0 47.6 8.9¢e-2
baart TTLS 2.3e-15 10.1 29.2 1.5e-1
o = le — 3 RTLSQEP 1.0e-07 15.7 182.1 1.4e-1
RTLSEVP 4.1e-10 7.8 45.6 1.5e-1
shaw TTLS 9.6e-16 8.3 25.6 7.0e-2
o = le — 3 RTLSQEP 3.7¢e-09 4.1 76.1 7.0e-2
RTLSEVP 2.6e-10 3.0 39.0 7.0e-2
deriv2 TTLS 1.2e-15 10.0 29.0 4.9e-2
o =1le — 3 RTLSQEP 2.3¢-09 3.1 52.3 4.9¢e-2
RTLSEVP 2.6e-12 5.0 67.0 4.9e-2
heat(k=1) TTLS 8.4e-16 19.9 48.8 1.5e-1
k =1le — 2 RTLSQEP 4.1e-08 3.8 89.6 1.5e-1
RTLSEVP 3.2¢e-11 4.1 67.2 1.5e-1
heat(k=5) TTLS 1.4e-13 25.0 59.0 1.1e-1
o = le — 3 RTLSQEP 6.1e-07 4.6 105.2 1.1e-1
RTLSEVP 9.8¢-11 4.0 65.0 1.1e-1

for the RTLSQEP and RTLSEVP methods. This is reconfirmed by many more
examples in [I5]. The relative errors in the last column of Table [I indicate that
all three methods yield reliable numerical solutions.

5 Conclusions

Three methods for solving regularized total least squares problems are discussed
two of which require the solution of a sequence of (linear or quadratic) eigenvalue
problems and the third one needs the solution of a sequence of linear problems.
In either case it is highly advantageous to combine the method with an itera-
tive projection method and to reuse information gathered in previous iteration
steps. Several examples demonstrate that all three methods require fairly small
dimensions of the ansatz spaces and are qualified to solve large scale regularized
total least squares problems efficiently.

In this paper we assumed that the regularization parameters A, § and pu,
respectively are given. In practical problems this parameter has to be determined
by some method like the L-curve criterion, the discrepancy principle, generalized
cross validation, or information criteria. All of these approaches require to solve
the RTLS problem repeatedly for many different values of the regularization
parameter. Notice however, that the eigenvalue problems in Section [2] and the
first order condition in Section [B] depend in a very simple way on the respective
regularization parameter such that the matrices characterizing the projected
problem for one parameter can be reused directly when changing the parameter.
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For the quadratically constrained TLS problem and the L-curve criterion the
details were worked out in [I13] demonstrating the high efficiency of reusing search
spaces when solving the sequence of eigenvalue problems.
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Abstract. Mobile agents are recently used in wireless and mobile network
applications because these save bandwidth and time. But reliability should be
analyzed before mobile agent based systems (MAS) are used for broad range of
applications in Mobile Adhoc Network (MANET). Here we propose an
algorithm for estimating the task route reliability of MAS that is based on the
conditions of the underlying MANET including QoS parameters.

The MAS consists of a no. of agent groups (having different QoS
requirements). Each group corresponds to a particular application for which
these agents are deployed. Thus different agent group has varying QoS
requirements and hence perceive different connectivity pattern for the same
MANET configuration. The complexity of MAS combined with the underlying
dynamic topology of MANET drives us to estimate it using Monte Carlo
simulation. The agents are so designed that they tolerate transient faults. The
results achieved demonstrate the robustness of the proposed algorithm.

Keywords: Mobile Agent System, Mobile Ad hoc network, QoS, Monte-Carlo,
Reliability, Mobility Model.

1 Introduction

A mobile agent is a combination of software program and data which migrates from a
site to another site to perform tasks assigned by a user according to a static or
dynamic route. It can be viewed as a distributed abstraction layer that provides the
concepts and mechanisms for mobility and communication [1]. An agent consists of
three components: the program which implements it, the execution state of the
program and the data. It may migrate in two ways namely weak migration and strong
migration [2]. The platform is the environment of execution. Typical benefits of using
mobile agents include bandwidth conservation, reduced latency, load balancing etc.
The route of the mobile agent can be decided by its owner or the agent can decide its
next hop destination on the fly.

Here, we assume the underlying network to be a Mobile Ad Hoc Network
(MANET) that typically undergoes constant topology changes, which disrupt the flow
of information over the existing paths. Mobile agents are nowadays used in MANETS
for various purposes like service discovery [3], network discovery, automatic network
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© Springer-Verlag Berlin Heidelberg 2011
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reconfiguration, clustering etc. Due to motion and location independence [4] the
reliability of underlying network becomes a factor that may affect the performance,
availability, and strategy of mobile agent systems [5]. Features like scalability and
reliability becomes critical in challenging environment like MANET [6]. However the
scalability/reliability issue of agents has been highlighted in [7] but the work does not
focus on MANET.

In this paper, we define a Mobile Agent-based System (MAS) to be a system
consisting of different agent groups where each group accomplishes an independent
task. Thus each group of agents has its own quality of service (QoS) requirements in
terms of maximum delay. The ad hoc network has decentralized control, mobility of
nodes and time-varying channels. All these parameters make it harder to control the
resources in the network and maintain QoS for the agents while they accomplish their
task and migrate in the network. If a mobile agent fails to move (that is, it tries to send
its replica but no reply comes) at a particular time then it will wait and retry (sends
another replica) up to a predefined number of times. The number of retries depends on
the maximum delay that the application (which deployed the group of agents) can
tolerate and the amount of work done till that point. Thus the ability of an agent to
tolerate transient faults depends on its required QoS. We study the effect of QoS
parameters on the behavior of MAS (having heterogeneous agent groups) and hence
on MAS reliability in turn, with respect to the unique environmental issues in
MANET.

In order to accomplish this goal we have considered a number of inherent
environmental issues of MANET that affects MAS reliability, for example, transient
faults (represented by non homogeneous Poison process), multipath propagation of
signals and of course node mobility. Smooth Random mobility model (SRMM) is
used to calculate node location at a given time. The connectivity between the nodes is
calculated according to the two-ray propagation model [8] for signal propagation
reflecting multipath propagation effect of radio signals. We estimate the reliability of
a mobile agent based system using Monte Carlo (MC) simulation technique. This
technique is used to avoid the typical computational complexity that may arise.

Section 2 discusses some contemporary work in this area followed by our work on
reliability estimation in section 3.The simulation results are summarized in section 4.
Finally section 5 concludes with an indication of our future endeavor in this area.

2 Related Works

Reliability analysis of MAS in adhoc network is a complicated problem for which
little attention has been paid. Most of the work done in this area is related to
distributed systems and distributed applications. But as pointed out in [6], features
like scalability and reliability becomes critical in challenging environment with
wireless networks. We did not see any work that considers transient environmental
effects (apart from node mobility) and QoS into the reliability calculation for
MANET. Due to the analytical complexity and computational cost of developing a
closed-form solution, simulation methods, specifically MC simulation are often used
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to analyze network reliability. In [9], analytical and MC-based methods are presented
to determine the two-terminal reliability (2TR) for the adhoc scenario. The existence
of links is considered in a probabilistic manner to account for the unique features of
the MANET. However, there remains a gap in understanding the exact link between a
probability and a specific mobility profile for a node. Later in [10] MC-based
methods are presented to determine the 2TR for the adhoc scenario. It includes
mobility models to allow mobility parameters to be varied and analyzed directly. The
methods in this paper allow for the determination of reliability impacts under specific
mobility considerations. The simplicity of this model often results in unrealistic
conclusions. Little attention has been given to the reliability analysis of MAS. In [11],
two algorithms have been proposed for estimating the task route reliability of MAS
depending on the conditions of the underlying computer network. A third algorithm
[12] is also stated based on random walk generation. However, in both the works the
agents are assumed to be independent and the planning strategy seemed to be static.
So this work does not address the scenario where agents can change their routes
dynamically. In [13] a preliminary work has been done on estimating reliability of
independent mobile agents roaming around in MANET. The protocol considers
independent agents only. Node and link failure due to mobility or other factors is
predicted according to NHPP. In [8] the MAS is assumed to be consisting of a no. of
agent groups demanding for a minimum link capacity. The reliability calculation
shows that even with large no. of heterogeneous agent groups with differing demands
of link capacity, the MAS gradually reached a steady state.

3 Our Work

In this paper we assume that MAS (S) consists of independent agent groups and hence
the tasks accomplished by each group do not depend on the movement or presence of
any other agents of same or different group. However, agents of the same group
tolerate same amount of delay for migration. The reliability (R) of (S) is defined as
the conditional probability (p) that (S) is operational during a period of time [1]
subject to the conditions of the underlying network. Consequently S is said to be fully
operational if all its currently existing mobile agents are operational [2], whereas it is
fully down if all its currently existing mobile agents are non-operational. Moreover,
(S) can be partially operational if some of its currently existing mobile agents are
operational. Here we propose a model for finding reliability. It is described in two
parts - modeling agents on MANET and quantifying reliability of agents. Commonly
used terms are summarized below.

R reliability of S; Py, link existence probability; avgDelay Average propagation
delay; Ai(t) task route reliability of i™ agent in a step of simulation; r No. of retries;
AMt) average reliability of all the agents; P4 the probability that MNis working
correctly at time t that is the individual software reliability of MN;; MN Mobile
Node; Q no. of simulation steps; At time increments; Dy, limit for delay tolerance;
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3.1 Modeling Mobile Agent Based System considering QoS

We can think of a mobile agent as a token visiting one node to another in the network
(if the nodes are connected) to accomplish its task [13], based on some strategy as
needed by the underlying application. We start with a dynamic planning strategy
where each agent is expected to visit N (<=no. of nodes in the network) nodes in the
network to accomplish its task [13]. Each agent starts its journey from a given node
which acts as its owner. Here we assume that agents belonging to the same owner
share the same QoS requirement as the agents are expected to work collectively to
achieve some goal set by the owner. Each mobile agent belonging to different groups
may have different QoS (we have considered maximum tolerated delay of agent
group in the present work) requirements. From the maximum tolerated delay (Dyyax)
(specified for each group) we can calculate the maximum no. of retries r,,,, allowed
for an agent using equation (1) as follows

Dinax /
Ty = ——DN—1 (1
avgDelay

If an agent is expected to visit N nodes then it will migrate (N-1) times. Thus the
delay tolerance at one hop will be (D, /N-1). Average propagation delay is the
average time needed by the agent to traverse from current node to its next destination.
Here Dy, can be simulated using uniform distribution. Higher values of tolerance
limit signify real time traffic (for example multimedia data) and lower values indicate
computation intensive applications. So each agent having different QoS requirements
will interpret the network differently, that is, in its own way. Thus a network may
appear to be connected (and thus highly reliable) for computation intensive
applications but for real time applications the same may appear to be unreliable.
However, in equation 1 the progress of an agent is not considered. But in reality, r is
decided by D, along with its task progress.

So if there is a path between the current position and next destination of a mobile
agent and both the nodes are operational, then only the agent will try to reach its next
destination taking that path. But if received power is low then the agent will fail.
Besides, if there is a transient error at the link, an agent may prefer to wait to
overcome the effect (for example an obstacle in the path causing shadowing or may
be frequency selective fading) according to the following equation

a*(Dmax—elapsed,time)—(1—a)*(N—visitednodes)*angelay]

<[

2)

avgDelay

In equation 2 o is weight that lies in the range O<a<1. The first term of R.H.S of (2)
represents the maximum remaining time for the agent before it retracts and reports
back to its owner. Consequently the last term indicates an agent’s progress of its task.
The agent residing at a node at any point can randomly choose any other (preferably
neighboring) node (from a list, if any is provided by the owner) to be its next
destination. In this context Ry is calculated in the following subsection.
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3.2  Modeling Reliability of MAS

System reliability R, can be defined as

Re= {RMAS|RMANET} (3)

Reliability of MANET (Ryanger) is based on the probability that nodes are working
(Pnode) and connected according to a probability (Pji). Prnoge can be shown to follow
Weibull distribution [8]. Fault tolerance of the nodes can also be incorporated to
further enhance the reliability to simulate node status [10]. Py, can be treated as a
combination of the mobility model and link existence probability in terms of received
power.

Now given such a MANET, we calculate (reliability of MAS) Ryas as follows:

If an agent is in working condition (according to a Weibull distribution) and the
agent can successfully visit M nodes out of N (desired) then it has accomplished M/N
portion of its task. Thus reliability in this case will be M/N.

But if the application requires all N nodes to be visited in order to accomplish the
task then reliability calculation will be modified as:

If an agent is in working condition (according to a Weibull distribution) and the
agent can successfully visit all N nodes desired then reliability will be 1. Otherwise it
will be 0.

Thus if agent reliability (M/N) <1, S is said to be partially operational. In this paper
we assume that the tasks accomplished by each group do not depend on the
movement or presence of any other agents of same or different group. But the only
specialty is that agents of the same group share the same limit for tolerating delay in
the network. So the probability that (S) is operational can be calculated as the mean of
reliability of all its components (that is, agent groups in this system) given the current
state of the nodes and links. The reliability of a group can again be calculated to be
the mean of individual agent reliabilities. Thus

Z { (Z AgentReliabilities | No.ofAgents)}
No.ofAgentGroups “4)

R =

Here the individual agent reliabilities are calculated as stated earlier. To estimate
R in equation 3 an algorithm is proposed in this paper.

3.3 Estimating Reliability of the Proposed Network

The initial position of the MNs is obtained first. Once the nodes are assigned a node
reliability value, the connection between the operating MNs are calculated (as in [8])
thus forming the topology of the network. Network connectivity is determined from
that structure at a given instant of time. Then using SRMM the movement is
calculated for the next time instant. These steps are iterated to simulate each of the
time increments. With each run, the indicator variable ¢ is updated until a pre-
specified number of runs (Q) have been exhausted (dictated by desired accuracy
determined by variance). Finally, the performance metrics are calculated. Here
follows the detailed steps.
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1) Input Parameters.k (no. of independent mobile agents in the system)

2) Detailed Steps:

1. Initialize n (that is the no. of MNs visited by an agent) to 0

2. According to Weibul distribution we find individual software reliability of the
agents 1j.

3. Nodes move according to SRMM and received signal power (P,) (according to
Two ray propagation model) and hence node connectivity is calculated as in [8].

4. The Dy, for the different agent groups is simulated according to uniform
distribution.

5. Breadth First Search (BFS) is used iteratively to find all the connected
components unless all connected subgraphs are assigned a proper cluster id as in
[13].

6. The agents will perform their job on this modified graph.

6.1. If an agent has failed to migrate to a previously chosen destination then it

either retries or goes to step 6.2 depending on equation 2.
6.1.1. If migration attempt is unsuccessful then increment r by 1.
6.1.2. If successful then increment n; by 1 and reset r.
6.2. An agent may randomly choose a yet unvisited node to be its next
destination
6.2.1. If that destination falls in the same cluster as it is now residing, then
try to migrate to that node with a certain probability.
6.2.2. If migration is successful then increment n; by 1 and reset
corresponding r.

Repeat steps 6 for all agents (k) in the system.

Repeat steps 2 to 7 until all nodes are visited or time out occurs.

Calculate

O o=

n
A, (1) = ~ 5)

10. Reset the value of n as in [8].
11. Calculate [8,13]

A1) = %Zk: A, (D)r,

(6)
12. Repeat steps 3 to 12 Q (simulation steps) times.
13. Calculate node reliability
1 Q
— > A(q.t) (7
P

In step 6.2.1 when we say that an agent tries to migrate from (say) node A to B, we
mean that the agent sends its replica to B. If the replica works successfully at B, then
a reply would come and the copy at A would kill itself. But if a timeout occurs, the
agent will once again send another replica and the process goes on unless rp.y is
reached. Normal distribution is used to replicate this fact. That is whenever the next
destination is found to be reachable, the agent tries to migrate according to a Normal
distributed variable. Normal distribution is generally used to represent the scenario in
which random variables tend to cluster around a mean. In this case the mean
represents a situation where the agent will make a transition successfully that is there
is no transient error. The standard deviation (SD) links to the number of retries. Thus
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higher the number of transient errors, greater will be the SD, more will be the number
of necessary retries for a successful agent migration.

3.4 An Example

We have taken an instance where there are six nodes in the network. Six agents from
six different owners start their journey from nodes MN;, MN,, MN;, MN,, MNs and
MNg respectively and roam around the network to accomplish its task. Each agent
represents a group. The groups are sorted in such a manner that group 1 has the
tightest delay requirement and group i+1 can tolerate longer delay than groups 1 to i.
The weight a is taken to be 0.5. The nodes are taken close enough so that they form a
connected network. Every 3 seconds the positions of the nodes are updated according
to SRMM. The simulation is carried out for 33 seconds. For clarity we have shown
migrations of 4 agents only for 11 successive time instants in table I. In this scenario
the agents tried to move to their next destination (selected randomly). Initially the
network graph is found to be connected and all agents make their migrations
successfully. Since delay bound was about to expire, agent 1 retracts after time instant
t+5At. Agent 2 finishes its task at the same time so it reports back to its owner. But
time instant t+7At onwards the graph becomes so partitioned that all the unvisited
nodes (for the agents 3, 4) becomes unreachable. At time instant t+2At agent 1 wanted
to visit MN,but due to transient error the migration was not successful. So, depending
on equation 2, agent 1 waits till t+4At. Here we have assumed that an agent needs to
visit all the nodes in the network in order to accomplish its task (as in service
discovery). The mean of Normal distribution is taken to be 4 and the value of SD is
taken to be 1. After simulation the reliability comes out to be 0.75.

Table 1. Agent Migrations at 11 successive time instants

Agent [Timet [Time [Time [Time [Time (Time [Time [Time [Time [Time [Time

ids t+At [t+2At [t+3At [t(H4AL [t+5AL [t+HOAL [t+7At [t+8At [t+9AL Jt+10At
Agentl IMN IMNs |MNs |MNs |[MNs [MNs [Reports back to the owner
Agent2 IMN, IMN; |MN; |MN, |[MNs [MNs [Reports back to the owner
Agent3  |MN; IMNs [MNs |[MNg |MNg |MNs [MNs [MNg [MNg [MNg [MNg
Agent4 IMN, IMNs [MNs |MN; [MN; |[MN; |MN; |MN; |MN; [MN; [MN;

4 Experimental Results

The simulation is carried out in java and can run in any platform. The initial positions
of agents are given. All agents of the same group start from the same node, that node
is designated to be the owner. The simulation time is taken to be 120 minutes. For the
rest of the experiments, the N is taken to be 40 unless stated otherwise. The variation
between delays bounds of group i and group i+l is 15 seconds unless stated
otherwise. The other parameters like mean of Normal distribution are kept the same
as mentioned in the example (section 3.4). We have seen that if node movements are
allowed only at the beginning before the mobile agents start their task route then
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performance of the algorithm does not vary appreciably with no. of agents deployed
in the system. But here we investigate how the performance of the MAS varies with
no. of agent groups. In this experiment first we take a single group of a given no. of
agents (say 20). Then keeping the total count same (for example 20) we increase the
no. of groups. For example a single group of M agents is divided into G groups with
(M/G) agents in each group. An agent group signifies a particular application. So
with increasing no. of agent groups our MAS will be more heterogeneous. As figure
1 shows, for a given no. of agents as the heterogeneity increases among them the
overall reliability of the system shows a slow downward trend and eventually
stabilizes. So, for greater heterogeneity with smaller sized groups, reliability does not
fall sharply rather reaches a steady state. In the next experiment, for a group of agents,
we increased the tolerance limit of maximum delay (Dp,)per group-the lower bound
to delay tolerance. That is if variation =15 seconds (figure 2) then D,,,cvalue of group
(i+1) is 15 seconds more than that of group i, 30 seconds more than group (i-1) and so
on. Thus

roup; roup;- . .
D oPt = pI PPl 4 Variation

max

®)

Thus group 1 represents the tightest delay bound hence may simulate real time
traffic and for group 6 the delay bound is quite relaxed indicating non real time
traffic. When the overall lower bound of delay tolerance is lower, overall reliability
improves significantly for higher delay variation. But for larger delay bounds,
increasing variation between the groups does not affect overall system reliability
much. Rather all the groups manage to perform quite reliably. It can also be observed
that for long running applications the system reliability gradually drops as is the case.
Because with time the node failure probability increases as well as that the agent
software also has a probability of wear and tear with time. But as figure 3 shows the
rate of decrease lowers with increasing time which indicates stability of the system.
Thus despite initial sudden fall in the curve (may be due to network partitioning) the
system stabilizes gradually. Here 6 agent groups are considered each having 5 agents
and their delay requirement gradually increases with variation =15 seconds. Thus
group 1 represents perfectly real time traffic and group 6 can tolerate the highest
amount of delay among the agent groups.

ReliabilityVariation with  gm=20 EeliabilityVariation with Tumely ¥ariaton of

Increasing Agent Groups Increasing Delay Wariation s Eelishility
ot B aration=0 ’\
7o o O aration=15 iﬁo.j
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oz &, |
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Fig. 1. Reliability variation Fig. 2. Reliability variations with Fig. 3. Timely variation of
with no. limit for migrationincreasing reliability of agent groups
delay

Not only the inherent environmental noise is taken into account but we have also
considered the effect of transient environmental characteristics by associating a
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probability to agent migration even when there is a path between the current agent site
and its next probable destination. As mentioned in step 7 of the algorithm in section
3.2.4, a Normal distributed variable represents the ease with which an agent migrates.
In our simulation, lower values of mean represents noisy environments, and relatively
lower interfering environments are represented by higher mean values. Our
experimental results show that for highly stable environments, the reliability of MAS
is not much dependent on the nature of the environment as the system will eventually
learn to adjust with the background noise.But as the transient environmental error
increases, a sharp decrease in reliability can be observed for inherently noisy
environments (figure 4). But MAS in a less noisy environment (represented by higher
values of mean) would be able to tackle sudden rise in background noise (represented
by high standard deviation).

Now we show comparison of MAS performance w.r.t QoS parameters of
demanded capacity [8] and delay as MANET gets bigger. The capacity demanded by
the agents is Normal distributed with mean=3.16kbps which is the minimum link
capacity that a link should support for agent migration in our experiments. The
minimum delay bound is kept at N*avgDelay. The results show that for smaller
network with higher capacity, agents with demanded capacity perform better as they
do not have a delay bound. But as the network gets wider resulting in a drop of
average link capacity, the hosts could not fulfill capacity demands of agents thus
making them less reliable. But as an agent in a bigger MANET (with longer trails to
visit) is designed to tolerate longer delay (proportional to N), graph in figure 5 shows
a slight downward trend that ultimately reaches a steady state.

WVariation of Relishilitr with Dynanieity Felishility Vanahon forBizzer

ot of the Enviroumert . MANET
—— ol = v nicdexd
g
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Fig. 4 Variation of reliability with changing Fig. S Comparison of demanded delay and
environment characteristics capacity [8] for bigger MANET

5 Conclusion

In this a paper, a scalable approach to estimate the reliability of MAS with QoS for
MANET is presented. The reliability calculation depends heavily on conditions like
QoS requirements of the agents, transient characteristics of the network and of course
node mobility. The QoS requirement (maximum tolerated delay) is considered for
agents pertaining to different applications and is shown that reliability increases as the
QoS is relaxed (higher value of delay tolerance). The transient characteristics of
failure are also addressed in this work as the agents migrate with a given probability
and if fails, it will retry. The maximum number of retries is found to be (as in
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equation (2)) a function of the amount of delay that the application can tolerate and
the progress of the agents. The results show that the agents with delay tolerance can
handle sudden noise bursts (figure 4). Moreover, a comparison is given between the
agents demanding for capacity [8] and delay(present work). The curve in figure 5
clearly indicates that agents with delay tolerance can perform better in bigger
networks. We may also study the effect of QoS parameters where mobile agents are
designed specifically for an application.

References

(1]
(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]
[10]

[11]

[12]

[13]

Cao, J., Feng, X., Lu, J., Das, S.K.: Mailbox-Based Scheme for Designing Mobile Agent
Communications. Computer 35(9), 54-60 (2002)

Migas, N., Buchanan, W.J., McArtney, K.: Migration of mobile agents in ad-hoc,
Wireless Networks. In: Proc. 11th IEEE International Conference and Workshop on the
Engineering of Computer-Based Systems, pp. 530-535 (2004)

Meier, R.T., Dunkel, J., Kakuda, Y., Ohta, T.: Mobile agents for service discovery in ad
hoc networks. In: Proc. 22nd International Conference on Advanced Information
Networking and Applications, pp. 114-121 (2008)

Laamanen, R.H., Alonko, T., Raatikainen, K.: Dependability issues in mobile distributed
system. In: Proc. of the Pacific Rim International Symposium on Dependable
Computing, pp. 7-14 (1999)

Murphy, A.L., Picco, G.P.: Reliable communication for highly mobile agents.
Autonomous Agents and Multi-Agent Systems 5(1), 81-100 (2002)

Urra, O., Ilarri, S., Mena, E.: Agents Jumping in the Air: Dream or Reality? In:
Cabestany, J., Sandoval, F., Prieto, A., Corchado, J.M. (eds.) IWANN 2009. LNCS,
vol. 5517, pp. 627-634. Springer, Heidelberg (2009)

Ilarri, S., Trillo, R., Mena, E.: SPRINGS: A scalable platform for highly mobileagents in
distributed computing environments. In: 4th International WoWMoM 2006 Workshop on
Mobile Distributed Computing (MDC 2006), pp. 633-637 (2006)

Chowdhury, C., Neogy, S.: Reliability Estimate of Mobile Agent Based System for QoS
MANET Applications. In: The Annual Reliability and Availability Symposium, pp. 1-6
(2011)

Cook, J.L., Ramirez-Marquez, J.E.: Two-terminal reliability analyses for a mobile ad-hoc
wireless network. Reliability Engineering and System Safety 92(6), 821-829 (2007)
Cook, J.L., Ramirez-Marquez, J.E.: Mobility and reliability modeling for a mobile ad-
hoc network. IIE Transactions, 1545-8830 41(1), 23-31 (2009)

Daoud, M., Mahmoud, Q.H.: Reliability estimation of mobile agent systems using the
Monte Carlo approach. In: Proc. 19th IEEE AINA Workshop on Information Networking
and Applications, pp. 185-188 (2005)

Daoud, M., Mahmoud, Q.H.: Monte Carlo simulation-based algorithms for estimating the
reliability of mobile agent-based systems. Journal of Network and Computer
Applications, 19-31 (2008)

Chowdhury, C., Neogy, S.: Estimating Reliability of Mobile Agent System for Mobile
Ad hoc Networks. In: Proc. 3rd International Conference on Dependability, pp. 45-50
(2010)



Network Event Correlation and Semantic
Reasoning for Federated Networks Protection
System

Michat Chora$h? and Rafal Kozik!?

L ITTI Ltd., Poznaii, Poland
mchoras@itti.com.pl
2 Institute of Telecommunications, UT and LS Bydgoszcz, Poland

Abstract. In this paper we present semantic approach to network event
correlation for large-scale federated intrusion detection system. The ma-
jor contributions of this paper are: network event correlation mechanism
and semantic reasoning based on the ontology. Our propositions and de-
ployments are used in Federated Networks Protection System as a part
of the Decision Module.

1 Introduction

Nowadays, especially after successful cyber attacks on Estonia, Georgia, Iran
and on companies like Google and Sony, cyber attacks are considered a ma-
jor threat for critical infrastructures (e.g. power grids) and homeland security
(e.g. financing system)[I]. For example, in 2008 successful DDoS (Distributed
Denial of Service) attacks were targeted at Georgian government sites, Georgian
president site and servers of National Bank of Georgia [1].

Cyber attacks are also considered a threat for military networks and public
administration computer systems. The goal of the Federated Networks Protec-
tion System developed in the SOPAS project is to protect public administration
and military networks which are often connected into a Federations of Systems
(FoS). While adpoting the concept of federation of networks, the synergy effect
for security can be achieved.

In our approach, we use the capability of the federated networks and systems
to share and exchange information about events in the network, detected attacks
and proposed countermeasures. Such approach has recently gotten much atten-
tion and may replace inefficient approach of ”closed security” [2]. The concept
of federated networks and systems has gained much attention also in the context
of critical systems, military networks and NNEC [3][4][5].

Moreover, most currently used IDS (Intrusion Detection System) and IPS (In-
trusion Prevention System) systems have problems in recognizing new attacks
(0-day exploits) since they are based on the signature-based approach. In such
mode, when system does not have an attack signature in database, such attack
is not detected. Another drawback of current IDS systems is that the used pa-
rameters and features do not contain all the necessary information about traffic

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 48-p4, 2011.
© Springer-Verlag Berlin Heidelberg 2011
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and events in the network [6]. Therefore, in our approach, we propose to use
various network sensors and honeypots to analyze diverse network events and
correlate them to detect cyber attacks.

The major contribution of this paper is the network event correlation mech-
anism and semantic reasoning proposition based on the ontology.

This paper is structured as follows: in Section 2 the general architecture of
the Federated Networks Protection System (FNPS) is overviewed. In Section 3
network events correlation mechanism is described. In Section 4 ontology-based
reasoning is described in detail. Conclusions are given thereafter.

2 Architecture of Federated Networks Protection System

The general architecture of the Federated Networks Protection System (FNPS)
is presented in Fig. [11

It consists of several interconnected domains, which exchange information in
order to increase their security level and the security of the whole federation.

Different subnetworks are arranged in domains, according to the purpose they
serve (e.g. WWW, FTP or SQL servers) or according to their logical proximity
(two networks closely cooperating with each other). In each of the domains, a
Decision Module (FNPS-DM) is deployed. Each DM is responsible for acquiring
and processing network events coming from sensors distributed over the domain.

If the attack or its symptoms are detected in one domain, the relevant in-
formation are disseminated to other cooperating domains so that appropriate
countermeasures can be applied.

In the proposed approach (Fig.[Il), the basic idea is to use the already available
and existing sensors deployed in particular domains, such as:

— Application layer sensors (e.g. SCALP[7], PHPIDS [§], SEC[9]),
— IDS and IPS systems (e.g. we will use SNORT [10]),

— Anomaly Detection Systems [I1],

ARAKIS system [12],

HoneySpider Network (HSN) system [13].

Currently, IDS or IPS systems are installed in networks as typical means of
cyber defense. In FNPS we will use SNORT system, also with additional FNPS
preprocessors.

Anomaly Detection Systems rely on the existence of a reliable characterization
of what is normal and what is not, in a particular networking scenario. More
precisely, anomaly detection techniques base their evaluations on a model of
what is normal, and classify as anomalous all the events that fall outside such a
model [6][11].

ARAKIS and HSN are existing commercial systems developed by NASK
(SOPAS project partner). These systems, if available in the network, will be
used as sensors in FNPS.

However, there is no need to install these systems in each domain. The impor-
tant idea is to use and share important information from the domain in which
ARAKIS and/or HSN are installed with other members of the federation.
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Fig. 1. General Architecture of FNPS

Each Decision Module can react to network events and attacks by sending
information to the Translator element. The output information from DMs is
the General Reaction Rule describing attack symptoms (information about net-
work events) and particular reaction rule to be applied by reaction elements.
Translator has the knowledge about its subnet capabilities and can access the
necessary reaction element (e.g. firewalls, filters or IDS). Reaction elements can
be reconfigured by Translator in order to apply commands sent by the Decision
Module.

All Decision Modules within the federation can also interact with each other
and exchange security information. Particularly information about network in-
cidents, like attack in one domain, may be sent to different Decision Modules in
order to block the attacker before the consequent attack takes place on another
domain. The communication between decision modules is P2P-based (Gnutella
algorithm) in order to increase communication resiliency and enable data repli-
cation. The communication channels are encrypted using the SSL algorithm.
This allows to protect the communication against the packet sniffing (by third
persons). Additionally payload is encrypted with different key and it can be
only decrypted by domains that belongs to the same distribution group (nodes
relaying the message can not read the payload).

In the following sections we will focus on network events correlation and
ontology-based reasoning omitting other aspects and building blocks of FNPS.
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3 Network Events Correlation Mechanism

The event correlation process is applied in Decision Module. Events are generated
by sensor distributed over the domain and sent to Decision Module. The Decision
Module consists of the following components (see Fig[2):

— Correlation Engine (e.g. based on the Borealis system),
— CLIPS rule engine,

— Ontology (in OWL format),

— Graphical User Interface.

The events coming from the sensors are received by Borealis system (distributed
stream processing engine) in form of streams. Each stream is built of multiple tu-
ples (events). Each tuple, depending on sensor type, may have different schema.
Borealis allows to process streams in order to correlate information coming from
different sources and to detect network incidents more efficiently. The query that
is executed over the multiple streams consists of operators. There are different
kinds of operators provided by the Borealis engine that allow for aggregation,
filtering and joining data coming from different streams.

Borealis provides mechanisms that allows the Decision Module to efficiently
execute multiple queries over the data streams in order to perform event correla-
tion. Particularly, Borealis allows the DM to efficiently aggregate the same kind
of events coming from multiply sources generated by particular IP address. The
result of a correlation process is an intermediate event that is further processed
by CLIPS rule engine.

CLIPS uses the ontology that describes broad range of network security as-
pects. CLIPS engine identifies whenever some attacks or malicious network be-
haviors have been discovered. The information describing the network incident
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Fig. 2. Information flow diagram
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and reconfiguration procedures are sent to Translator (see Fig. ). Moreover,
detailed information in human readable format are generated and visualized to
network administrator via FNPS-DM GUL

4 Ontology-Based Reasoning

In the proposed Federated Networks Protection System, we use our network
security domain ontology created in the SOPAS project. The knowledge about
the security aspects such as threats, attacks, reactions, policies etc. is modeled
and formalized in the OWL format [I5]. Moreover, semantic rules are developed
in SWRL language [16]. The main classes and relations of the proposed ontology
are shown in Fig.

Each intermediate event received by CLIPS rule engine is considered as attack
symptom and as such is matched with knowledge obtained from ontology in
order infer the most probably attack. In other words estimate the probability
p(A|o1, 02, ... ,0y,) of particular attack (A) given the observations (01,02, ..., 0p).
Using the Bayesian theory the probability can be rewritten as[Il

p(01,02,...,0n|A)p(A) (1)
p(o1,09,...,04)
For all known attacks and known symptoms the problem of finding the most
probable attack in practice become a MAP (Maximum A-Posteriori) problem (2]).

p(A|01; 02) ctt OTL) =

A" = argmax 4 p(A|o1,02,...,0n) (2)

minimizes
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Fig. 3. Main classes in the SOPAS ontology
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Assuming observations independence, the MAP problem is equal to finding
maximum joint probability p(A4, 01,02, ...,0,). Using the Bayes theory the joint
probability may be rewritten as [l

p(4,01,02,...,0,) =p(01,02,...,0,|A)p(A) = p(A)p(o1|A,02,...,0,) (3)
p(02]A4,01,...,0n)(0n|A,01,02,...,0n-1) (4)

Because observations are mutually independent (p(01|4, 02, .. .,0,) = p(01|A))
the equation [ is reduced to equation

N
p(A3017027"'70n) :p(A)Hp(OZ|A) (5)

=1

The event-observation matching process uses information retrieved from the
ontology indicating which event is semantically equal (or is a subclass) of par-
ticular observation.

If the event is successfully matched with observation, all possible (matching)
attacks are analyzed (the score function from[Blis computed). If the score exceeds
the predefined threshold then information about reaction is retrieved from the
ontology and General Decision Rule is built (and sent to appropriate Translator
and other domains in the federation).

5 Conclusions

In this paper we presented the concept of Federated Networks Protection System
that is being developed in the SOPAS national research project. In particular,
we focused on the Decision Module and the correlation approach to detect cyber
attacks. Moreover, we described ontology-based reasoning approach used to make
decisions about the attacks.

The presented system is dedicated for federated networks and systems used
by the public administration and military sector. Such systems can increase
their overall security and resiliency by sharing and exchanging security related
information and General Decision Rules.

The proposed system can for example: correlate various network events from
different layers (traffic observations and application logs analysis) in order to
detect Injection attacks (e.g. SQLIA) on the Ministry web service (e.g. based
on Joomla). Then, the Decision Module will create reaction rules and send it to
DM in another domain in federation of systems. Therefore, the same Injection
attack targeted at the other network will be blocked.

Acknowledgement. This work was partially supported by Polish Ministry of
Science and Higher Education funds allocated for the years 2010-2012 (Research
Project number OR00012511).
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Abstract. Vehicular communication involves many decision making situations.
The existing models for packet routing in VANET fails in cases needing fast
decision making. Ambient Intelligence (Aml) system is a relatively new
technique which aim at augmenting real environments where users are provided
with pervasive virtual services. The ability to learn very quickly from the
ambience of an object, and transforming that information into specific response
involves a heterogeneous network comprising of vehicles, humans, and road
side units. This paper proposes a modular architecture for information sensing,
communicating, updation of knowledge-bas, etc, aimed at generating alarms in
emergency situations. The emergency situation might involve abnormal
physical behaviour, road blockage due to accidents or diversions, etc.

Keywords: Ambient Intelligence, VANET, RSE, Core - conscious model,
VAMI.

1 Introduction

Modern society is getting increasingly dependent on machine intervention for a
smoother everyday life. In our attempt to gather information from the surroundings,
we have arrived at an ambient intelligent world. Such a world has heterogeneous
devices working in together to support people in carrying out their everyday activities,
tasks and rituals, in an easy and natural manner. The ambient intelligence paradigm
has evolved through the steps such as pervasive computing, ubiquitous computing,
profiling practices, and human-centric computer interaction design. The three main
characteristics of ambient intelligence system are awareness, intelligence and
adaptable. Awareness means ability of the system to locate and recognize objects and
people, their location and need. Intelligence allows the system to analyze the context
learn their behavior and eventually recognize as well as show emotions. Adaptable
defined about the environment and the people within it in order to optimize their own
behavior. Ambient Intelligence is applicable in many areas such as healthcare [8],
smart home, emergency service [7], production oriented service. In emergency
services the system provides long term environmental monitoring, alarm event
detection and propagation, localization and tracking of objects, assisted navigation as
well as fast data dissemination service to be used.
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This paper concentrates on designing an ambient intelligence environment for vehicle
movement. The proposed system aims at generating alarms depending on a variety of
deviations from normal state, such as road condition, road blockage, driver’s medical
state, etc. There are several modules working in conjugation to achieve the desired level
of response generation. The environment itself behaves like an intelligent one which
helps the vehicle to respond according to the situation. The underlying mode of
communication involves VANET, a form of Mobile ad-hoc network. This helps in
providing communications among nearby vehicles and also between passing vehicles and
the roadside units. The use of VANET makes communication fast and secure.

Rest of the paper is organized as follows: Section2 of this paper discusses about the
state of the art. Section 3 discusses about the proposed methodology. Section4 of this
paper discusses about some of the case study work. Section 5 concludes the paper.
Section 6 consists of the reference list.

2 Review Work

VANETS in general have a highly dynamic nature [1]; however the vehicles in the
network usually follow a predictable pattern. The primary aim of broadcasting in
vehicular ad hoc networks is to avoid accident. An AMI system should be able to
handle a number of driving conditions that are likely to occur. The normal road
conditions i.e., one with normal speed of vehicles via-a-via an abnormal one in case
of an accident has to be efficiently handled. The emergency alarm generation is part
of the AMI system.

In VANET three types of communication exists; periodic broadcasts, emergency
warnings and private application messages. Initially, the periodic broadcasts will be
transmitted approximately every 100ms by each vehicle. The periodic broadcast are
used to exchange the state of a vehicle to the surrounding vehicles (i.e. location,
direction, velocity, etc.), so that the vehicles can passively detect dangerous road
conditions. Emergency warnings are exchanged only when a dangerous condition
arises. Emergency warnings are used to actively warn other vehicle of an abnormal
condition such as an accident on the highway. When an accident takes place warning
messages should be disseminated as quickly as possible to all surrounding vehicles.
Last, VANETs will be used to send private unicast messages, which will be sent
either vehicle-to-vehicle or vehicle-to-roadside. Unicast messages will be used for
these value added services such as electronic toll collection.

A number of authors have addressed the problem of sending broadcast messages in
MANETs and VANETS. In [1] the authors address the broadcast storm problem in
MANETSs, with five multi-hop relaying strategies: a probabilistic-based scheme, a
counter-based scheme, a distance-based scheme, a location-based-scheme, and a
cluster-based scheme. The location-based scheme is performed the best because the
scheme eliminated the most redundant broadcast and performed well networks. In [4]
the paper shows that the probability of reception of a broadcast message decreases
respectively with the distance from the sender increases. Hidden terminal problem is
the main reason behind this. A priority access mechanism is implemented to improve
the reception rate of broadcast messages, but still fails to achieve reliability anywhere
near 100%. In all likelihood, it may be unrealistic to expect every node in an 802.11
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based network to successfully receive a broadcast because of the hidden terminal
problem. A single-hop broadcast protocol [2] is proposed to increases the probability
of a message's reception by sending the message multiple times. But the main
problem with this scheme is that it will not scale well when used for multi-hop
relaying. The authors of [3] propose the VCWC protocol to transmit emergency
warning messages (EWM); this is based on a state machine and a multiplicative rate
decrease algorithm. .Other solutions aim at assigning time slots to nodes for them to
transmit during, these solution are likely inapplicable to VANETS because it requires
the synchronization of nodes which is hard to achieve because of the high mobility of
nodes which requires many of the algorithms that need to maintain sets or clusters
may not perform well in VANETS because of the high mobility and the large amount
of overhead that is necessary to maintain the sets.

[7] gives a detailed technical overview of some of the activities carried out in the
context of the “Wireless Sensor networks for city wide Ambient Intelligence” project.
The main aim of the project is to demonstrate the feasibility of large scale wireless
sensor network deployments. The paper tells about the applications which include
long term environmental monitoring, alarm event detection and propagation, single
sensor interrogation, localization and tracking of objects, assisted navigation as well
as fast data dissemination service to be used.

The overall objective of the WISE-WALI project is precisely to exploit the potential
of WSNs by designing and evaluating system architecture for a flexible,
heterogeneous and energy efficient network, including the specification of the
applications. The project efforts are spent at several design levels, and w driven by the
applications the network which require to support. In the context of this project , three
classes of applications are of specific interest. Location Based application are among
the first and most popular application of WSNs. Environmental monitoring
applications are also of primary importance, for ameliorating the quality of life
through the definition of comfort criteria and computation of related indices, to
increase energy awareness and improve the efficient use of energy resources. Alarm
event detection is also of interest, especially in working or living conditions that can
be subject to hazardous events.

The network structure required to support these traffic requirements must therefore
be very flexible and capable to adapt varying network conditions. The applications
supports the communication requirements also for instance, localization and tracking
will be performed by communicating to a subset of the sensors available in the
proximity of the object to localize, while environmental monitoring and alarm event
detection include specific functionalities that reduce the amount of transferred data
through aggregation.

In [8] discusses about the body sensor network. It is one of the applications of
ambient intelligence. In this paper two separate approaches are said about the health
related application of ambient intelligence. In both cases patient’s biosignal’s are
measured by wearable sensor device and communicate wirelessly with a handheld
device. Alarms and biosignals can be transmitted over wireless communication link
and a remote health professional can view biological data by web application. Two
approaches are similar in many respects. The main architecture of the body sensor
network is following. The wearable sensors are present in the patient’s body and it is
connected with mobile base unit called as mbu. The MBU is connected with the
proper hospitals or authority using wireless or wired service. One system is called as
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Mobihealth and other as PHM. Mobihealth focused on physician care and remote
processing whereas PHM focused on patient self care and local processing.

The wanted inspiration can be found in the work of Antonio Damasio where a
model[6] for brain and conscious reasoning is reported and motivated on neuro -
physiological bases. We are using this model to design a high level complex
architecture of Aml for VANET. The model said that the system of this kind need to
be aware of the behavior of all objects acting in their scope of sensing as well as of its
own components’ status and reactions. In this sense awareness of the context in which
the system act is not enough, the system has also in some way to be conscious of its
own internal state.

3 Proposed Methodology

3.1 VAMI Architecture

After reviewing the current state of affairs, it is observed that AMI system has
tremendous potential in emergency response generation as the knowledge base is
continuously enriched from the ambience of an object. Here we propose an AMI
system for vehicles, VAMI (Vehicular Ambient Intelligence system). The proposed
VAMI model aims to generate alarms in case of road blockages, accidents, and also
monitors the medical condition of each driver, so as to warn the medical helpline
about any abnormal medical symptoms. Figure 1 shows the block diagram of the
architecture of VAML.
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Fig. 1. (a). Generic architecture of proposed system

According to figure 1(b) the main job of Resource manager is to handle resource
request of all the subsystems. Sensors and measurement instruments collect and report
the values of predetermined quality parameters. A system manager has to coordinate
some important activities, such as (i) monitoring quality measurements received from
sensing and measurement instruments; (ii) analyzing the measured quality values in
accordance with standards, procedures and regulations; (iii) planning actions/responses
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using the analysis results, standards, procedures, and regulations; and (iv) executing
action plans.

Resource Manager

Sensors & Measurment %—‘ Result(s) ‘

Monitor

Y R — = (=ack

AMI system Predefined
DEBMS Y ¢ Standards

Fig. 1. (b) Detailed architecture of proposed system

The task of knowledge manager is to manage the quality knowledge (i.e. standards,
procedures and regulations) and report to the system manager. An information
manager manages the quality information generated by various subsystems, and
makes the quality information available to system manager.

3.2  Sensing and Measurement Subsystem

The Sensing and Measurement Subsystem contains the following parts,

1. Sensors and measurement instruments;
2. S/M proxy Sub phase; and
3. S/M reporting phase.

Sensors and measurement instruments determine the actual values of the quality
parameters. Every sensor (or measurement instrument) is represented by one S/M
proxy phase. S/M reporting phase handle requests intended for sensors (or
measurement instruments) and manage their interactions of with the rest of the
software (e.g. obtain the measured quality values from S/M proxy module and report
them to monitoring information receiving module).

3.3 Database Management Subsystem

Though Database management subsystem is a part of AMI system we can call this as
Information Management System because this system actually stores the information
which will be used as results in some future generated query. This system includes the
following sets of modules:

1. Quality Information Database Management System (DBMS);
2. Information proxy sub phase; and
3. Information management sub phase.
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3.4  Monitoring Subsystem

Monitor subsystem is discussed in the following,

1. Monitoring information receiving (MIR) Sub Phase;
2. Monitoring knowledge receiving (MKR) Sub Phase;
3. Monitoring module; and

4. Monitoring reporting (MR) Sub Phase.

MIR obtains measured quality values through S/M reporting module, and provide
them to monitoring sub phase. MKR obtains quality monitoring standards, procedures
and regulations through knowledge reporting module, and provide them to monitoring
sub phase. Monitoring sub phase use the received quality monitoring standards,
procedures and regulations to vigilantly monitor the system to ensure the measured
quality values reported to the monitoring subsystem are valid (e.g. not corrupted), and
report the verified quality information to MR. MR packages the verified quality
information in a proper form and report it to information management phase as well
as analysis information receiving sub phase.

3.5 Analysis Subsystem

The Analysis Subsystem contains the following parts,

1. Analysis information receiving (AIR) Sub Phase;
2. Analysis knowledge receiving (AKR) Sub Phase;
3. Analysis Sub Phase; and

4. Analysis reporting Sub Phase.

AIR obtains quality information from monitoring reporting phase, and provides them
to analysis phase. AKR obtains the quality analysis standards, procedures and
regulations from knowledge reporting phase, and provide them to analysis phase.
Analysis phase analyzes the received quality information in accordance to the
received quality analysis standards, procedures and regulations; and report analysis
results (including the level and severity of the risks associated with the quality
problem) to analysis reporting phase. Analysis reporting phase packages the analysis
results in a proper form and report them to information management module as well
as planning information receiving sub phase.

3.6  Planning Subsystem

1. Planning information receiving (PIR) Sub Phase;
2. Planning knowledge receiving (PKR) Sub Phase;
3. Planning Sub phase; and

4. Action plan reporting (APR) Sub phase.

PIR obtains quality planning information through analysis reporting phase, and
provides them to planning sub phase. PKR obtains quality planning standards,
procedures and regulations from knowledge reporting sub phase, and provides them
to planning Sub phase. Planning Sub phase makes quality plans using the received
quality planning information, standards, procedures and regulations, and send action
plans to APR. APR packages actions plans in a proper form and report them to
information management sub phase as well as action plan receiving sub phase.
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3.7 Plan Execution Subsystem

The Plan Execution Subsystem is described in details in following section,

1. Action plan receiving (APRe) Sub Phase;

2. Execution knowledge receiving (EKR) Sub Phase;
3. Plan execution Sub Phase;

4. Action reporting (ARp) Sub Phase; and

5. Alarm Sub Phase.

APRe receives quality action plans generated and reported by the planning subsystem,
and provide them to plan execution sub phase. EKR obtains the quality plan execution
standards, procedures and regulations through knowledge reporting sub phase and
provide them to plan execution sub phase. Plan execution phase manages the
execution of the received quality action plans using the received quality plan
execution standards, procedures and regulations. Action reporting phase generates
required reports for the appropriate quality control authorities and/or systems,
effectors, alarm phase (when needed), and information management phase. Alarm
phase generates time-stamped alarm messages to notify appropriate authorities, Alarm
phase also notify information management phase of the alarm activation to ensure the
event is recorded in the quality information DBMS.

3.8 Logical Framework Description

Figure 2 shows that the system is divided into different part of subsystems. Each
subsystem manages its own internal state and behavior while managing its
interactions with an environment that consists of numerous signals and messages from
other subsystems and outside the system.

The proposed logical model of interconnected logical modules follows a number of
Sensing module, Analyzing module, deciding module and acting module. The sensors
act as a bridge between the external world and the system. There are multiple
numbers of sensors present in the sensing and measurement module. These sensors
collect information from inside and outside of the system. This information is sent to
the External analyzer through the Monitor module. This acts as continuous stimuli
received by the Controller unit to analyze its external environment.

The Internal and External Analyzer inside Analyzer module is devoted to the
analysis of different types of heterogeneous data and generation of contextual
information. The analysis is to be done with respect to some predefined rules. The
autobiographical Memory stores previous information or reports and is used as a
reference model by the Analyzer, consists of Short and long term memory for storing
the newly generated data and long duration predefined standard respectively. The
Memory Manager Module used to store the data that are generated by the event of
Monitor and Analyzer module. In addition it forms a Knowledge base for higher level
modules. In artificial system this is used to store data in buffer for future use. The data
which is stored can be used as analyses criteria in future. The Decision Manager
depicted in the diagram uses the context awareness represented by the output of
previous modules and has its influence on the Aml domain with its internal and
external world. The output of this Planning module is executed by Execution module
to show the final result of the system. The result may be any broadcast, unicast
message or any alarm to alert the system about some unexpected fault.
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Fig. 2. Proposed Logical Architecture

4 Case Study

Figure 3 desribes a typical road condition. Vehicle A uses an optical sensors for
sensing a road blockage along its path and sends this information to the nearest
roadside sensing equipment R1. R1 broadcasts this information to other road side
equipments and other vehicles as a warning message. The vehicles in the vicinity can
thus decide on alternate routes well in advance. Collision warning, road sign alarms
and in-place traffic view enables the driver essential tools to decide the best path
along the way. The situation is described in details in following section.
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Fig. 3. Typical VANET structure
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4.1 Case 1: Accident Occured; No-entry Signal Is Placed on Blocked Road

The sensor (camera) present in front of the vehicle captures the symbol. The sensor
has an unique sensor id it attaches this id with message and encapsulates it in a
packet. The data packet sends to MIR (Monitor Information Receiving) sub module.
MIR only receives the encapsulated data from S/M reporting module and sends this to
monitor module. MKR (Monitor Knowledge Receiving) receives the data related to
that sensor from sensor database present in the nearest road side unit in distributed
manner and sends this information to the monitor sub module. In Monitor sub module
it will receive the data from both MKR and MIR. MKR sends the data related to that
sensor (i.e.-sensor id, sequence no etc.). MIR sends the data packets which contain the
sensor id and sequence no with the data. Monitor will compare both the sensor id if it
is same then check for sequence number. If it is right then forward this data packet to
AIR (Analysis Information Receiving) sub module otherwise discards it. It only
receives the data packets from MR (Monitor Reporting) and extracts the actual data
from the encapsulated data packets. AKR (Analysis Knowledge Receiving) retrieves
the information from the knowledgebase present in the nearest RSU and sends this
message to Analysis sub module. Information related to road signal is received here in
this case. Analysis sub module analyze the information receives from AIR with the
help of threshold value receives from AKR. The analyze result is send by AR
(Analysis Reporting) sub module to the next PIR (Planning Information Receiving)
sub module. Suppose here, analysis sub module analyze the data and report that it is
signal of “no entry”. PIR sub module receives the information from AR (i.e. “no
entry”) and sends it to planning sub module. Planning sub module decides to stop the
car and broadcast this message. The plan generated by Planning sub module is
delivered to Execution phase by planning reporting sub module. Finally, the execution
or alarm generation is done by execution module to stop the car as there is an accident
happened.

4.2 Case 2: Abnormal Pulse Rate

A wearable sensor is embedded in the clothing of the driver for sensing the pulse rate
of driver. The sensor has a unique sensor id it attaches this id with message and
encapsulates it in a packet. The data packet sends to MIR (Monitor Information
Receiving) sub module. MIR only receives the encapsulated data from S/M reporting
module and sends this to monitor module. MKR (Monitor Knowledge Receiving)
receives the data related to that sensor from sensor database present in the nearest
road side unit in distributed manner and sends this information to the monitor sub
module. In Monitor sub module it will receive the data from both MKR and MIR.
MKR sends the data related to that sensor (i.e.-sensor id, sequence no etc.). MIR
sends the data packets which contain the sensor id and sequence no with the data.
Monitor will check the authentication of the received data. In this sub module sensor
id is checked if the it matches with the stored one then information will be forwarded
to next phase otherwise discard it. AIR (Analysis Information Receiving) sub receives
the data packets from MR and extracts the actual data from the encapsulated data
packets. AKR (Analysis Knowledge Receiving) retrieves the information from the
knowledgebase present in the nearest RSU and sends this message to Analysis sub
module. Information related to that particular driver is received here in this case.
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Analysis sub module analyze the information receives from AIR with the help of
threshold value receives from AKR. The analyze result is send by AR (Analysis
Reporting) sub module to the next PIR (Planning Information Receiving) sub module.
Suppose here, analysis sub module analyze the data and report that it is below the
threshold value of normal pulse rate. PIR sub module receives the information from
AR (i.e. below threshold) and sends it to planning sub module. Planning sub module
decides to stop the car and send this nearest health care authority or hospital. The plan
generated by Planning sub module is delivered to Execution phase by planning
reporting sub module. Finally, the execution or alarm generation is done by execution
module to stop the car and informed to proper authority about the health condition of
that driver. As a result, “Stop the car” message will be displayed and unicast the
message to proper authority.

5 Conclusion

Much work has been done in vehicle to vehicle communication. With the rapid
increase in vehicular traffic along highways. This has increased the need for traffic
co-ordination, particularly in case of emergency situations. Ambient intelligence is
the present day solution for gathering information from heterogeneous systems and
linking them together to frame intelligent responses. The application of ambient
intelligence is obvious in smart home, smart office, Patient caring system, vanet etc.
Researchers had been working for quite some time in the area of VANET for
improving highway safety and information services. In this paper we proposed an
ambient intelligent architecture for emergency response generation involving
vehicular network. Research is now on to formulate a mathematical model for this
proposed architecture.
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Abstract. Multicast Routing and Wavelength Assignment (MRWA) is a tech-
nique implemented in WDM optical networks, where dedicated paths are estab-
lished between a source and a set of destinations, unlike unicasting where a source
is connected with only one destination. For a multicast session request a multi-
cast tree is generated to establish a connection from source to all the destinations.
A wavelength is assigned to each and every branches of the generated multicast
tree to create a light-tree for the session. In this work, we have tried to mini-
mize the wavelength usage to establish multicast sessions for a set of multicast
session requests. Our approach is to minimize the size of the multicast tree by
sharing branches, as much as possible, to connect all the destinations from the
source node. A lesser usage of links minimizes the collision probability for the
assignment of wavelength, say w, in each of the selected links to be assigned
the wavelength. Secondly, greater sharing implies lesser splitting. As splitters are
costly, minimum usage of splitters incurs lesser infrastructure cost in the network.
The effectiveness of our approach has been established through extensive simu-
lation on different set of multicast session under different network topologies and
comparing with standard Minimal Spanning Tree (MST) based algorithm. The
simulation shows our algorithm performs better than the MST based algorithm.

Keywords: Wavelength Division Multiplexing (WDM), Light-tree, Splitting,
Multicast Routing and Wavelength Assignment (MRWA), Multicast Session.

1 Introduction

In today’s world, communication needs a faster and safer media. As the modern sci-
ence and technology progresses the various needs of communication are coming into
the scenario. Now a days, Optical Fiber Communication is playing a major role in data
communication area. As one-to-many communication is a recent need for both business
and domestic purpose, the problem to connect multiple recipients with a single sender
efficiently is becoming a vital issue for modern day communication. As conventional
broadcasting will not suffice the need because of security and traffic issues, hence con-
cept of Multicasting evolved. In fiber optics communication this problem is studied as
Multicast Routing and Wavelength Assignment (MRWA) Problem.

In most of the works on MRWA light-tree concept is used to establish multicast ses-
sion. Light-tree [415] can be assumed to be UNION of the light paths between each
source-destination pair, where the source of the multicast session is common. The con-
cept of light-path is vastly implemented in unicast RWA problems, where a light-path is
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treated as a logical connection between a source and a destination node in optical layer.
Unicast RWA problems are encountered in [[16417018]. Several RWA [5)8]] schemes have
been proposed that differ in the assumptions on the traffic pattern, availability of the
wavelength converters, and desired objectives. The traffic assumptions generally fall
into one of the two categories: static or dynamic [[1}2]. In static RWA models we as-
sume that the demand is fixed and known, whereas in dynamic model session requests
arrive and terminate randomly. The MRWA problem is an NP-Complete problem [7]].
The general approach is to divide the problem into two sub-problems: One is routing,
i.e., constructing a multicast tree starting from the source node and covering all the des-
tination nodes. The other one is wavelength assignment problem, which is to assign one
or more wavelengths on each link in the multicast tree. If a single wavelength is assigned
to all the links of the computed multicast tree to connect all the destinations a light-tree
is generated. Whereas, if a wavelength is assigned to a part of the sub-tree connecting a
subset of the original destination set, i.e. more than one wavelengths are used to assign
all the branches of the multicast tree, hence generating a set of light-trees for a single
multicast session request, is known as light-forest. In absence of wavelength convert-
ers in a network a multicast tree is assigned only one wavelength and the network is
known as single hop network and if the internal nodes are equipped with wavelength
converters the network becomes multi-hop. Wavelength converters are costly devices
which can convert an incoming laser ray into an outgoing ray of different wavelength.
Several works used wavelength converters in wavelength assignment problem [[14/19].
A new multicast routing structure light-hierarchy was proposed for all multicast routing
in [10], which permits the cycle introduced by Cross Pair Switching (CPS) capability
of Multicast Incapable (MI) nodes. To support the WDM multicast function, a switch
node should be equipped with a device called a Splitter, which can split one incoming
light signal from the incoming link to multiple outgoing signals on different outgoing
links. In this way, one copy of the incoming information becomes multiple copies of
outgoing information and thus the multicast is implemented. In practice, an all-optical
WDM network is equipped with a limited number of splitters. Hence, in wavelength
assignment for WDM multicast, we need to consider the splitting constraint [3l6]. The
different research studies on multicast routing wavelength assignment can be found
[3L5L6L70819UT 0N THT 241301 5].

The sharing based multicast routing (SBMR) algorithm, proposed here, takes into
account two important issues - minimization of wavelength usage and minimization of
splitting requirement in consideration. Thus the algorithm gives a cost effective solu-
tion for the MRWA problem as both the wavelength and splitters are costly resources,
and hence there is a need of proper resource management. We have also presented
simulation result of our algorithm SBMR and compared with the well-known Minimal
Spanning Tree (MST) based algorithm.

The rest of the paper is organized as follows. Section 2] presents the problem formu-
lation. The proposed approach of multicast routing and wavelength assignment problem
is presented in Sect.[3l The experimental result and its analysis are described in Sect. 4l
Finally, conclusion is given in Sect.
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2 Problem Formulation

The objective of this work is to minimize the number of splitters in all optical networks
such that the wavelength requirement is minimal. An improper utilization of splitters
may lead to poor wavelength resource management which blocks high percentage of
connection due to unavailability of wavelength. We assume splitting at a node in the
light tree is independent of the splitting for other sessions.

Let G = (V, E) represents an all-optical WDM network with N number of nodes
where V is the set of vertices and E is the set of edges. The graph is bi-directional.
LetR=r;and i = 1,2,...,m be sequence of m multicast requests. Let w; be the wave-
length resource usage for the multicast request r;. If a multicast request requires one
wavelength on one link, the wavelength resource usage for the request on the link is
one unit of the wavelength resource. Let /1,5, ...... ,Im be the splitting requirement for
m multicast requests. Let W and L denote the total wavelength resources and splitting
requirement of all m multicast sessions respectively.

The objective functions are to minimize the number of wavelengths and splitting
requirements for establishing a set of multicast sessions, i.e.,

Minimize W = 1",w; (1)

Minimize L= 1,l; )

Constraints

1. All the destinations in a single multicast session request are to be connected by a
single light-tree.

2. No node in the multicast tree is traversed twice, i.e. the solution should be free from
loops and redundant paths.

3. One single wavelength is assigned to all the branches of the multicast tree to generate
the light-tree.

3 Proposed Approach

Wavelength minimization is one of the objective of MRWA problem. The other cost
parameter considered here is the cost due to splitting. The cost of splitting is due to
installation of power amplifiers in the splitter node to compensate the attenuation of
power of the split signal. Sharing reduces the requirement of splitting at a node, hence
installation cost of power amplifiers are reduced.

In this work, we have tried to minimize the wavelength requirement by efficient
routing. The approach we have taken is to reduce the size of the multicast tree, i.e. the
total number of branches in the multicast tree. Our proposed algorithm sharing based
multicast routing reduces the tree size by link sharing, hence minimizes the wavelength
requirement.

Let us assume, at any instant of time all the links in the network is more or less
loaded equally, which is due to randomness of multicast session requests. Hence, the
probability that a particular wavelength, say “w”, will be available at a link /;, i=1 to n
is 0< p; < 1. Say, there exist two alternative multicast trees P, and P, both establishing
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the same multicast session. Say the size of P is S, and that of P, is Sy and S, > S,. Due
to a symmetric load across the network we can assume p; ~ p where, 0< p <1. So the
probability that wavelength “w” will be available throughout the tree P, and P, are po
and p% respectively. Since, S, > Sy; pSx < p%. Hence a smaller multicast tree is better
for successful wavelength assignment.

In this paper, the multicast routing and wavelength assignment (MRWA) problem is
divided into two sub-problems: Multicast tree generation (routing) and wavelength as-
signment. Here our main focus is on efficient routing, where we have tried to minimize
the splitting requirement and tree size by means of sharing. In the wavelength assign-
ment phase we have implemented the standard First-Fit technique. As in the wavelength
assignment phase no further optimization is tried, basically the efficient routing in the
routing phase is responsible for the efficient performance of our algorithm in the field
of wavelength minimization.

3.1 Multicast Tree Generation

We have proposed Sharing Based Multicast Routing (SBMR) algorithm to generate a
multicast tree. To construct a multicast tree each session is taken one at a time and the
corresponding multicast tree is generated for each session. Then all possible alternative
routes from source node to each of the destination nodes in the session are explored un-
til all the destinations are reached, in BFS order such that no non-destination nodes are
reached twice. Each combinations of alternative routes to reach every destinations are
picked one by one. If the picked solution contains a node traversed twice then that solu-
tion is rejected for containing a loop, else the metric “link sharing” among the routes are
computed for the chosen combination. The combinations are ranked by the computed
value of metric “link sharing”. The multicast tree is constructed by using UNION oper-
ation on the paths of best ranked combination. This routing algorithm SBMR is shown
in Algorithm 1.

3.2 Wavelength Assignment

We have used standard First-Fit wavelength assignment technique to generate light-
tree. In this technique, at first we select the lowest index available wavelength, say wy,
to assign in all the branches of the multicast tree. If wg is not available in any branch
of the multicast tree then the wavelength is ignored and the next higher wavelength is
selected for assignment and so on. The wavelength which fits first i.e., available in all
the branches of the multicast tree is assigned and the light-tree is generated.

3.3 Example

We analyze the algorithm SBMR by an example on 14 nodes NSF network as shown in
Figlll The number beside each node indicates the node ID and the number beside each
link shows the link ID.

We have taken a multicast sessions request: T = {4, 2, 8, 12, 13}. Here the source
node is 4 and destination nodes are {2, 8, 12, 13}. The alternative paths explored be-
tween (4, 2), (4, 8), (4, 12) and (4, 13) are {(9 -> 5), (6 -> 2 -> 1)}, {(8 -> 10 ->
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Fig. 1. NSFNET-14
Table 1. Comparison of all possible combinations of explored paths

Alternatives Extent of link Sharing Tree size Selected

1-1-1-1 2 6 X
1-2-1-1 4 4 v
2-1-1-1 1 8 X
2-2-1-1 3 6 X

Fig. 2. Multicast tree using algorithm SBMR

11), (9 -> 20 -> 16)}, {(9 -> 20)}, {(9)} respectively. The comparison of all possible
combinations of these explored paths is shown in Table[Tl

Since option 2 has maximum sharing, it is selected to form the multicast tree {9, 20,
16, 5} of size 4, as shown in Figl2l This multicast tree is generated by union of 1st,
2nd, 1st, and 1st alternative paths explored between (4, 2), (4, 8), (4, 12) and (4, 13)

respectively.
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Algorithm 1: Sharing Based Multicast Routing (SBMR)

B W N -

10

11
12
13

14
15

22
23
24
25
26

27

28

Input : One Multicast session request R(s, D) where |D|=N
Output: One Multicast Tree T, corresponding to the input

Initialize a list L, containing all the destination nodes in a session
Mark them as UNVISITED
Initialize a queue Q by inserting the Source node of the session
Initialize a counter LEVEL by 0 and an indicator IND pointing the first
(left-most) and last (right-most) node of the explored graph at a particular level
down from the source node, initially it points (0, 0)
Create a 2-D dynamic list ALT, which will contain all the alternative paths to a
destination from the source, initialized as empty
while a node in L is marked UNVISITED do
while a node v is in queue Q and within the range of IND associated with the
current LEVEL do
if v € L then
mark it VISITED and Retrieve the path from the source node and
insert it into ALT[i], where L[i] =v
Explore the node, i.e. evaluate its children CH[1, n] with the help of
Network’s Adjacency Matrix
for i=1to ndo
if CH[i] is in Q AND not in L then
continue

else
Insert CH[i] into Q

Increment the counter LEVEL by 1
Update IND

Sharing=-1
for all combinations of ALT[i], i =1 to N do
if the picked combination contains a node more than once then
continue

else
Sh = Calculate Sharing
if Sh> Sharing then
Sharing = sh
Update the current combination as the solution

The multicast tree T is generated by doing UNION on the Branch sets of each of
the paths in the selected combination of paths
Exit
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4 Analysis of Result

We conducted our simulation on various randomly generated multicast sessions on 14-
node NSF network, as shown in Fig[ll Here we have shown the performance of our
algorithm SBMR with respect to a standard MST based routing and First-Fit wavelength
assignment algorithm. The performance metrics are wavelength requirement for a set
of multicast sessions, average tree size per session, and average splitting requirement
per session. The average value of 50 iterations of simulation on randomly generated
multicast requests is shown in this section.

In Fig.[3l we have plotted the performance graph of wavelength usage vs. total num-
ber of multicast session requests, where we have varied the number of requests in the
range [0, 100] keeping maximum size of a request to 8 nodes. From this figure we can
see that our proposed algorithm SBMR seeks lesser wavelength for a particular simu-
lation point. The reason behind this is, our proposed approach generates smaller sized
tree than existing.

In Fig. @ we have plotted the performance graph of average tree size against maxi-
mum size of multicast sessions, where we have varied the size of session requests in the
range [2, 10] and considering total number of multicast session requests equal to 50.
Algorithm SBMR provided multicast tree of smaller size than the standard algorithm
for all simulation points.

The relationship between the average splitting requirement per session and maxi-
mum size of multicast session requests is shown in Fig. 5l We have considered total
number of multicast requests equals to 50 and varied the size of session request in
the range [2, 10]. The figure shows that algorithm SBMR needs lesser splitting than the
standard algorithm. The result is quiet implicit, as the standard algorithm have not taken
splitting constraint in consideration in the routing phase, where our heuristic suits well
for the splitting minimization problem, as discussed in detail in the Sec. 3 of this paper.

Fig. 3. Wavelength usage vs Number of sessions



72 S. Barat, A K. Pradhan, and T. De

Fig. 4. Tree size per session vs Maximum session size

3

Murnber of sessions 50 Standard MST —e—

n
in

N

Average spliling reguirems

Fig. 5. Average splitting requirement per session vs. Maximum session size

5 Conclusion

In this work, we have proposed a heuristic for multicast routing and wavelength as-
signment problem in WDM mesh networks which provides a cost efficient solution.
We have developed the routing algorithm SBMR that successfully reduces the tree size
as well as splitting requirement for routing of a multicast session. As splitting requires
costly power amplifiers at the splitting nodes so, more splitting requires installation of
more such costly amplifiers. As our approach tries to minimize the usage of splitting
while satisfying a multicast session request, the cost of establishing a multicast session
is reduced very much.

At the same time wavelength channel requirement is also reduced due to smaller size
of the tree. Wavelength channels being a physical resource is constrained by the physical
network under usage. Our observation shows when the session size increases, i.e. the
network density is denser, wavelength requirement also increases, but the increase rate
is very slow. Therefore, it significantly reduces cost of establishing multicast session by
reducing number of wavelength usage, which makes our approach workable under high
network traffic density. Thus our approach suits well in a low-cost WDM mesh network
with constrained splitting and wavelength channel capacity.
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Abstract. This research is in the field of remote healthcare monitoring systems
which propose software solutions to monitor elderly people in their own homes.
Our objective is to take advantage of the technological diversity of several De-
cision Support Systems used to detect distress situations. We propose a multi-
agent approach in which each agent encapsulates a decision support system.
This encapsulation enables the real-time combination of decisions. In this pa-
per, we present the architecture of our multi-agent system and the real-time
scheduling of the collective decision process.

Keywords: multi-agent system, decision support system, collective decision,
real-time scheduling, remote healthcare monitoring.

1 Introduction

In the coming decades, many European countries will be confronted with issues relating
to an aging population. It is estimated that by 2020, 28% of the French population will be
over 60[1]. Traditional solutions of housing the elderly in specialized centers have be-
come too expensive; they also have a negative impact on the independence of the patient.
Remote healthcare monitoring systems represent a much more convenient solution which
assures the social independence of the elderly as well as their security [2].

There are currently many research projects in this context which implement diverse
solutions using various technologies. A corner stone technology in this field is the
decision support system (DSS). These systems are able to analyze the data gathered
from several ambient captors to generate risk detection decisions. These decisions are
sent to a remote monitoring center primed to take action in the case of real threat.
Although they use several data modalities (localization, physiological, actimetric...),
the DSS usually use a unique type of artificial intelligence (neural network, expert
system, fuzzy logic...). The pertinence of each DSS is determined by the occurrence
of alarms which are either false or undetected. A real-time combination of these deci-
sions is able to improve the usage of appropriate resources within an acceptable
response time. In order to make best use of this technological diversity, we aim to
encapsulate each DSS in an intelligent agent. In fact, the multi-agent system (MAS)

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 74-84, 2011.
© Springer-Verlag Berlin Heidelberg 2011
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architecture enables these DSS to have a uniform view of the decision concept and to
exchange both knowledge and intelligence.

This paper presents a theoretical framework for real-time dispatching of a multi-
agent approach for collective decisions. In the first section, we present a survey of
three DSS used in health care telemonitoring [2],[3]. In the second section, we present
the method for encapsulating a DSS in an intelligent agent. This encapsulation is
achieved by transforming the generated decision of the DSS into an abstract form that
may thus be used as an environmental fact by other intelligent agents (those agents
are probably encapsulating other DSS). For this reason, we propose in this section a
semantic alignment approach based on the works of [4]. We then define the 2-phase
collective decision algorithm of our MAS and the role of the central agent. In the third
section we present the real-time dispatcher plugged into the central agent. The first
part of this section is dedicated to explaining the dispatching problems of our MAS.
Subsequently we present the different types of message and the classification made by
the real-time classifier. In the same section, we present dynamic priority assignment
and the scheduling algorithm. In conclusion we will present the advantages of our
system and finally outline our future work.

2 A Survey of the Remote Healthcare Monitoring Systems

The objective of remote healthcare monitoring systems is to enable people to live in
their own homes longer. The use of artificial intelligence is crucial in this context and
it has been the subject of many research projects.

Several of these projects are both ambitious and promising. They regroup expert
partners from several domains. In this section we describe the risk-detection method
used in three pre-selected remote healthcare monitoring projects. We expect to give
the reader an overview of the advancement in hardware and artificial intelligence in
this area. Next we present a conclusion of this survey in order to establish the founda-
tions upon which our project is based, and the potential advantages of our approach.

The AILISA project [2],[5] (Intelligent Apartments for effective longevity) is an
experimental platform for the evaluation of remote care and assistive technologies.
This experimental platform is based on an information system that circulates informa-
tion between the patient residence and the telemonitoring site. The information
system collects data from patients and their environment through a local network of
sensors connected to a computer (PC) which is in turn connected to the Internet. The
computer has software to communicate with sensors and other entities within the
system but also to transform data from sensors into an adequate format in the data-
base, and finally to deliver indicators on the status of the patient. These indicators are
developed by the fusion of information provided by the sensors. This project is the
result of the combined work of several experts on smart homes, networks, software
engineering, electronics and signal processing with extremely interesting results.

The S(MA)?D system aims to carry out a generalization of profile patterns in order
to classify the people monitored. Its function consists of transforming a selection of
sensory data and other personal information into indicators. These indicators are
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collected by several distributed agents who then generate pattern classification. This
classification is actually multi-agent because the classification result is not the work
of a simple agent, as it is the case in other multi-agent systems. It is really a collective
work [2]. This multi-agent classification approach can spot an adequate pattern in an
open and dynamic environment. It does not depend on the type of the indicators and
does not require preliminary categories.

This system may be used in preventative control and the telemonitoring of people
suffering from chronic health problems. The most relevant aspect of the S(MA)?D is
the organization of the assistance of multiple domiciles for the elderly and the detec-
tion of global medical problems as it analyzes the telemonitoring issue in a global,
rather than in individual-centered way. In fact, this system is a large scale or global
solution "the uninterrupted monitoring of (a) hundred people". It requires a strongly
distributed and dynamic system.

The QuoVADis project [6] aims to compensate for losses in cognitive abilities
leading to difficulties in communication. This generates social isolation, depression,
insecurity and discomfort in daily life. The system aims to restore the emotional con-
nection with loved ones, caregivers and healthcare providers by a mobile interactive
robot which accompanies the person in question. The project aims to resolve both
problems posed by home support: cognitive stimulation and the medical safety of
patients. QuoVADis implements a decision support system called EMUTEM. This
DSS is a multimodal platform for remote healthcare monitoring. It uses fuzzy logic to
achieve fusion between several data modalities (physiological, sound, actimetric).

We studied three projects able to monitor people in their domicile. The common
principle between theses systems is gathering information in order to present, as clear-
ly as possible, the situation of the patient. This diversity helps researchers to lead new
projects and make progress in their results. The main drawback is the difficulty of the
technological exchange between these projects. In fact, progress in this domain would
be greater if we could automatically combine the results of different solutions func-
tioning at the same time. The potential advantages of such a combination are:

1. the possibility of fusing the results in order to make more pertinent decisions

2. the possibility of an automatic online learning adaptation for the DSS, comparing
its results with the others

3. the specialization of each system in a precise type of data (modality)

Table 1. Data sources and prevention methods of the three projects

QuoVADis S(MA)’D AILISA
e presence detector ® sensor e presence detector
Data o intelligent microphones | e nurse notes, questionnaire e smart shirt
sources | e physiological captors e software to transform data | eambulant robot
e ambulant robot into indicators

Distress EMUTEM, fuzzy logic, | Multi-agent classification of | Hardware methods

prevention | data fusion patterns




Combination of Decision Support System (DSS) for Remote Healthcare Monitoring 77

3 Encapsulation of a DSS in an Intelligent Agent and Collective
Decision Principle

3.1 The Architecture of a BDI Agent for the Encapsulation of a DSS

An intentional agent is a cognitive agent (able to recognize and represent its environ-
ment) with intentional attitudes [7]. These attitudes have been defined by [8] as estab-
lishing a strategy capable of interpreting the behavior of an entity (human, animal,
machine, etc...).

| Captor | | locali.z.ationl

aujudo) aanapnays

. ";rac,:rﬂina't: Dss
| Mhlodalities | | Action choics f'l

BALJRUOY BINIPNIYS

Fig. 1. Inner design of an agent (entity)

In a remote healthcare monitoring system we need such a solution in order to
understand the behavior of the patient and the state of their domicile. From this in-
formation the system will adapt. According to [9] and [10], the intentional agents are
incarnated by the BDI agents (Belief-Desire-Intention). To model a BDI agent, we
relied on the works of [11] which propose the following architecture:

e Cognitive: for environmental representation and action planning.
e Conative : for inner state and intention modeling

We designed this architecture as described in Figure 1. In this design, we based our
research on the GAIA approach. GAIA is an extension of classical software engineer-
ing approaches [11] which proposes several conception models for multi-agent sys-
tems. We based our conception on the role model (also known as the control model).
This model consists of defining the different roles to be played in the multi agent
system. A role is defined by: the permission/rights associated to the role and the role’s
responsibilities.

The Agent’s autonomy in this context is expressed by the fact that a role encapsu-
lates its functionality which is internal and does not affect the environment [7]. The
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roles stated in our architecture are initially defined according to the collective deci-
sion process. In fact, each agent’s role is to make decisions according to modalities
used by the DSS it encapsulates. The functionality of the DSS is completely internal
to the agent and does not affect the environment.

3.2  Decision Abstraction and Priority Assignation

In intelligent remote healthcare monitoring a decision support system uses the data
flow of several modalities to generate decisions about the patient’s situation. To stan-
dardize the decision concept, we classify the generated decisions by the modalities
used. The considered modalities in our system are: sound, speech, physiological data
(e.g. activeness and pulse rate), actimetric data (localization, falls), video, sensor
states and alarm calls. Generally, every decision is based on global pertinence calcu-
lated by combining the pertinence affected to each decision modality. For a d deci-
sion, the global pertinence is:

Gp(d)=Y_ pi(d)-ci 0

mi

Where:

e m;: the modalities used for the decision d
e p;: the pertinence of the decision d according to the modality mi
e ¢;: the coefficient of the modality mi accorded by the DSS.

When a DSS generates a decision, it sends the data concerning this decision to its
encapsulating agent. The agent reorganizes these data in a decision report (type, perti-
nence, arrival date ...), which it then sends to the central agent.

The collective decision is made in two phases:

Phase 1: The central agent starts the wait window of phase-1. The duration of the
wait window depends on the trigger decision data (agent affinity, modalities used ...).
In this paper, we do not detail the computing algorithm of the waiting duration. The
decision messages received in phase-1 are called SEND decisions. A SEND decision
is a spontaneous decision. It is not a response to a previous request. In the case of a
trigger decision, we also define the pertinence threshold. The arriving decision reports
during this first wait window are fused with the trigger decision. If the final decision’s
pertinence surpasses the threshold, the decision is confirmed as an alert. If the wait
window is terminated without attaining the pertinence threshold, the central agent
starts the second phase of decision.

Phase 2: the central agent starts a new wait window. During this wait window, a
real-time consensus is launched among the agents concerned by the trigger decision
modalities. For this purpose, the central agent assigns to each concerned agent a con-
sensus priority. This is computed as follows:
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pd)=2 A;-c, )

m;ed

Where:

e m;are the modalities used in the trigger decision d,
e ¢;the corresponding coefficient for each modality,
e A is the pertinence coefficient of the agent i for the modality m;

During this second wait window, the received message may be SEND decisions. As
they do not concern the launched consensus, they are placed in the wait queue.

The response messages are called CALL BACK decisions. At the end of the
second wait window, the central agent computes the global pertinence of the received
CALL BACK decisions. If the pertinence threshold is reached, the trigger decision is
confirmed otherwise it is rejected and a learning procedure is sent to the responsible
agent. In this article, we do not detail the inner learning procedure of such an agent.

4 Real-Time Scheduling of the Collective Decision Process

One of the major problems in the field of multi-agent systems is the need for methods
and tools that facilitate the development of systems of this kind. In fact, the accep-
tance of multi-agent system development methods in industry depends on the exis-
tence of the necessary tools to support the analysis, design and implementation of
agent-based software. The emergence of useful real-time artificial intelligence
systems makes the multi-agent system especially appropriate for development in a
real-time environment [12]. Furthermore, the response time of the DSS in a remote
healthcare monitoring system is a central issue. Unfortunately the DSS studied in this
context does not give a real-time response. For this reason we aim to control, as much
as possible, the response time of their encapsulating Agents. The Gaia role model we
presented in section 3 guaranties that the agent encapsulation of a DSS makes its re-
sponse time transparent to the other agents.

4.1  General Operating Principle

This work has focused on a time-critical environment in which the acting systems can
be monitored by intelligent agents which require real-time communication in order to
better achieve the system’s goal, which is detecting, as fast as possible, the distress
situation of the patient. The works of [12] define a real-time agent as an agent with
temporal restrictions in some of its responsibilities or tasks. According to this same
work, a real-time multi-agent system is one where at least one of its agents is a real-
time agent. The central agent is the unique decision output of our system. We will
apply these definitions by focusing on the real-time scheduling of the central agent
tasks. Firstly the different tasks of this agent must be defined. Subsequently, diverse
scenarios and the priority assignation rules may be defined.
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As explained previously, the central agent receives all the decision reports in the
system. The first main issue is thus the scheduling of the treatment of these messages.
For each decision received the central agent chooses the concerned agents and assigns
a response deadline to each one, based on the degree of expertise of the concerned
agent in the modalities used. We propose a scheduling model that enables the reach-
ing of a consensus between the different concerned agents while respecting the de-
fined response deadlines.

4.2  Definition of the Central Agent Tasks

As described in fig.2, an agent has two main functions: conative and cognitive. In the
case of the central agent, the cognitive function consists of communicating with the
other agents. The conative function consists of making final decisions.

This classification leads us to this list of tasks assigned to the central agent:
e Cognitive tasks :

— Message reception : connection establishing and stream reading

— Message classification: according to the type of the request, this task classifies
each message in the appropriate wait queue.

— Entities representation: this task comes into play at each collective decision cycle.
Its role is to keep the state of the other agents in the central agent memory, as well
as that of the central agent itself.

— Message send : connection establishing and stream writing

e (Conative tasks:

— Request analysis and execution: this task executes the selected message requests.
Generally it triggers another task of the central agent (representation, message
send, decision)

— Decision: this task maintains a fusion buffer in which the message execution task
puts the decision message. When this task is activated, it adds all the un-executed
messages in the highest priority wait queue to the fusion buffer.

— Deadline assignation: this task assigns an absolute deadline to each message before
classification

— Message selection: this task selects the message to be executed from the message
buffer.

— Phase manager: this task is responsible for the transition between the collective
decision phases. It comes into operation when a wait window is closed or when a
collective decision is made. Its main role is changing the priority of central agent
tasks.

Each task is executed according to the automaton described in figure 2.



Combination of Decision Support System (DSS) for Remote Healthcare Monitoring 81

Fig. 2. Execution states of the central agent tasks

4.3 Message Classification

The central agent message buffer consists of 3 different wait queues (WQ): the CALL
BACK queue, for the CALL BACK decision messages, the SEND queue, for the
SEND decision message and the Best Effort queue, for the other communication mes-
sages (decisions, service requests ...)

The BE queue is FIFO scheduled (First In First Out). There is no deadline or
priority consideration in this queue. The CALL BACK and the SEND queue are EDF
scheduled [13]. EDF is the preemptive version of Earliest Deadline First non idling
scheduling. EDF schedules the tasks according to their absolute deadlines: the task
with the shortest absolute deadline has the highest priority.

Each message deadline must be determined before being classified in a wait queue.
For this reason the Deadline assignation task, the message classification task and the
message reception task must be fused. In fact, when a message arrives, the message
reception task is activated. It cannot then be preempted before assigning the message
to its corresponding wait queue.

44  Queue Priority and Message Selection

The message queues have dynamic priorities. This priority is assigned by a phase
manager task. In phase-1, the SEND queue has the highest priority. In phase-2, the
CALL BACK queue has the highest priority. While the message buffer is not empty,
the message execution task’s state is Ready. When it passes to execution, it selects the
shortest deadline message from the highest priority queue. During the wait window of
phase-1, the received SEND must be executed first. Thus we assign the highest priori-
ty to the SEND queue. When this wait window is closed, the decision task gets the
highest priority. The CALL BACK queue has the highest priority in phase-2. Thus a
phase cannot be terminated until the corresponding wait queue is empty and all the
received decisions fused.

4.5  Global Scheduling of the Central Agent

The main scheduling algorithm of the central agent is FP/HPF.
FP/HPF denotes the preemptive Fixed Priority Highest Priority First algorithm
with an arbitrary priority assignment [14].
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Fig. 3. Real-time scheduling of the central agent

In table 2, we present the priority evolution of each task during the different steps
of the 2-phase collective decision. The higher the number, the higher the priority. The
phase manager task always has the highest priority. In fact, it is responsible for chang-
ing the system phase and the priority assignation.

Table 2. Priority variation of the central agent tasks

Task Wait For Phase-1 Phase-2
trigger wait Decision | wait | Decision
reception 4 4 2 3 1
Send 1 1 3 4 3
decision 2 2 4 1 4
execution 3 3 1 2 2
phase manager 5 5 5 5 5

4.6  Scheduling Sample

In figure 4, we present a scheduling sample in a system composed of a central agent
(CA) and five other agents (Al, A2, A3, A4, AS). The red arrows represent the
movement of the task to the ready state. Here we present the priority assigned to each
task at the beginning of each phase. We suppose that the message wait queues are
initially empty. Our sample scenario goes through these stages: a trigger decision
from A3 is received. The execution task treats the received trigger and then requests
that the phase manager start a new collective decision process. The phase manager
starts the first phase. It opens a new wait window and changes the priority of the CA
tasks. During phase-1, two SEND decisions are received (from Al and A4). The first
wait window is terminated by the phase manager task. The highest priority is assigned
to the decision task. The pertinence threshold is not reached. The phase manager task
starts the second phase. The highest priority in this task is accorded to the send task in
order to allow the CA to activate the consensus. During the phase-1 decision process,
the CA receives two SEND messages. The reception task is preempted because it has
a lower priority. In phase-2, Al, A2, A4 and A5 are involved in the consensus (a
choice based on the trigger decision modalities). A SEND and 3 CALL BACK deci-
sions are received (positive: Al and AS5, negative: A4). The final fusion reaches the
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pertinence threshold. Two learning procedures are sent to A4 and A2. We suppose
that the message buffer is initially empty.
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Fig. 4. Temporal diagram of a scheduling sample

The phase manager task is responsible for changing the priority of the central Agent
tasks. We can observe on figure 4 the priority assigned to each task at the start of each
new phase. The task manager is activated at the end of the wait windows to hand over
to the decision task. At the end of its treatment, the decision task hands back to the
phase manager task which starts a new phase by changing the priority of the other
tasks.

5 Conclusion

In this paper, we propose a new approach for remote healthcare monitoring risk detec-
tion. Based on the concept of a multi-agent system, we present architecture which
takes advantage of the technological diversity of several DSS used in this research
field. We propose a real-time scheduling mechanism by using several priority levels.
Our approach is interesting as it proposes the making of collective decisions between
heterogeneous DSS which increases the pertinence of the final decision. The real-time
aspect guaranties a necessary QoS in this kind of application, which should favor the
acceptance of the remote healthcare monitoring system in industry.
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Abstract. A Mobile Ad Hoc Network (MANET) is a network built on ad hoc
demand by some mobile wireless nodes geographically distributed over an area.
There is no fixed infrastructure and also no centralized administration. The
traditional security measures fail to provide the required security level in MA-
NETs. Specialised detection schemes are to be employed for detecting the in-
truder attack in MANET. The intrusion detection systems based on mobile
agents uses a set of mobile agents moving from one node to another node with-
in a network. The distributed ID consists of multiple mobile agents which coo-
perate over a large network and communicate with each other. This as a whole
reduces network bandwidth usage by moving data analysis computation to the
location of the intrusion data & support heterogeneous platforms. In this paper,
a mobile agent based IDS have been proposed to detect the black hole attack in
MANET, with the aim of reducing computational complexity.

Keywords. Black hole, MANET, Mobile Agent.

1 Introduction

In recent years, the security concern has been of utmost importance in MANETSs. The
open nature of the wireless medium makes it easy for outsiders to listen to network
traffic or interfere with it [3, 4, 10, and 11]. Lack of centralized controlling authority
makes deployment of traditional centralized security mechanisms difficult, if not im-
possible. Lack of clear network entry points also makes it difficult to implement pe-
rimeter-based defense mechanisms such as firewalls. Finally, in a MANET, nodes are
generally battery-powered and hence suffer from limited resources, which make the
use of heavy-weight security solutions undesirable [4, 6, 10, 11, and 15].

IDSs implemented using mobile agents is one of the new paradigms for intrusion
detection. Mobile agents are special type of software agent, having the capability to
move from one host to another [16]. In addition, we expect an agent that inhabits an
environment with other agents and processes to be able to communicate and co-
operate with them, and perhaps move from place to place.

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 85-D4, 2011.
© Springer-Verlag Berlin Heidelberg 2011
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Mobile agents offer several potential advantages over static agent based IDS with
respect to load reduction, platform independence, dynamic & static adoption, fault-
tolerance, code size, etc. IDS employing mobile agents are however found to suffer
from increased detection time. One of the major problems facing these systems is the
improvement in speed of detecting malicious activities. The effective detection of
autonomous attacks is still very low. Another major problem is protecting the protec-
tor (MA_IDS) from attacks.

The rest of this paper is organized as follows. Related works are presented in sec-
tion 2. MABHIDS architecture is described in section 3. The implementation proce-
dure and evaluation of the design are presented in section 4. In section 5 conclusion is
presented.

2 Related Work

2.1 Review Stage

Mobile agents have been proposed as a technology for intrusion detection applications
[2]. Rationale for considering agents in an IDS ranges from increased adaptability for
new threats to reduced communication costs. Since agents are independently execut-
ing entities, there is the potential that new detection capabilities can be added without
completely halting, rebuilding and restarting the IDS.

The following is the research that has been done in the area of MA-IDS, focusing
on architecture, mode of data collection, security and their strengths and weaknesses.

DSCIDS [5] is based on a hierarchical architecture with Central Analyzer and
Controller (CAC). CAC allows interactive querying by the network administrator for
attack information/analysis and initiates precautionary measures and performs attack
aggregation, building statistics, identify attack patterns and perform rudimentary inci-
dent analysis. The authors tested the model using different soft computing techniques
which consists of neural network, fuzzy inference system, approximate reasoning and
derivative free optimization techniques on a KDD cup dataset. In this approach the
problem faced with hierarchical architecture is being solved by allowing free commu-
nication between the layers. The agents are not well distributed, leading to overload at
certain parts of the network.

MSAIDS [7] provides a methodology where intrusion is done at two levels. The
first is the Lower Level Detection (LLD), which has the data agents and processing
agents. The data agents move around the nodes in the network to collect associated
information. The second is the Upper Level Detection (ULD) also known as confir-
mation level is involved in separate intrusion detection process. At the ULD, the
lower level agents gather data from the data agents and inform the Controller and
Protector (CP), which acts as the Facilitator agent about the nature of the data ga-
thered and ensures proper communication and delivery of service among agents.
MSAIDS maintains security of agents by using asymmetric cryptosystem of the Ag-
let’s framework. In addition to this, agents’ states are recorded and authenticated be-
fore they are initiated. This scheme focused on (i) improving IDS performance (ii)
detection of autonomous attack using its architecture (iii) Reduction in false alarm
(iv) IDS agents’ security. MSAIDS however fails to provide adequate security for the
database, which could be vulnerable to changes by attackers.
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Mobile Agent for Network Intrusion Resistance [9] framework includes a manager
and a host monitor MA. The manager is the centre of controlling and adjusting other
components and it maintains their configuration information. The manager receives
intrusion alarms from host monitor MA and executes intrusion responses using intru-
sion response MA. The host monitor MA is established on every host in the network.
This approach changes the hierarchical system structure of traditional distributed IDS.
The location of the Manager has to be kept a secret from the intruder, as it might lead
to system collapse.

[12] Proposes adaptive IDS comprising of a main intrusion detection processor, a
mobile agent platform (MAP) and mobile IDS agent. The main intrusion detection
processor is responsible for monitoring network segments (hosts) and collection and
correlation of IDS data from distributed IDS mobile agents. The MAP resides in each
host and can create, interpret, execute, transfer and terminate/kill agents for accepting
requests made by network users and generating IDS mobile agents plus dispatching
them into the network to do intrusion detection functions. Each host has a mobile IDs
agent roaming at all times. This agent is responsible for detecting intrusion based on
data gathered by sniffing on the network traffic. The mobile agents in this work are
fully managed and network resources utilization is saved when there is no attack.
This approach suffers from high false positive rates.

In MAIDS [13], the host monitor agent residing on every host cooperate with three
subagents, namely, network detection subagent, file detection subagent and user de-
tection subagent. If the intrusion can be determined at certain monitored host, HMA
reports the intrusion directly to the manager, otherwise it asks manager for aid and it
only records the suspicious activity. The manager is the center for controlling and
coordinating all other components. It maintains configuration information about all
components including HMA, MA platform, Assistant MA, and Response MA.It was
reported that it took a long time that agents migrated with authentication and encryp-
tion though the transportation of these agents was very fast. In this scheme, the loca-
tion of the manager is vulnerable to security threats.

APHIDS [14], employs a network-based architecture by placing an agent engine at
every location. It is realized as a distributed layer which operates on top of a set of
distributed agent engines. APHIDS architecture takes the advantage of the mobile
agent paradigm to implement a system capable of efficient and flexible distribution of
analysis and monitoring tasks, as well as integration of existing detection techniques.
An APHID makes its Analysis Agent lightweight in order to save the bandwidth dur-
ing the transfer of log data. The use of Distributed correlation scripts in capturing the
expert knowledge of security administrator by automating the standard investigative
procedures that are performed in response to an incident. The security of the agents is
not considered.

3 Proposed Methodology

The initial motivation for our work is to address limitations of current IDS systems by
taking advantage of the mobile agent paradigm. Specifically, we address the follow-
ing limitations of the earlier proposed IDS False Positive Rate, Scalability, Interde-
pendencies, and Centralized Authorization. The assumptions regarding the proposed
work are listed below
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3.1  Assumptions

The following assumptions are taken in order to design the proposed algorithm.

1. The source node during message sending creates a mobile agent whose life time is
proportional to the maximum hop count to the destination

2. Any node in the route from source to destination can create new mobile agent if
any malicious behavior is observed by it.

3. The mobile agent is called after a predefined time period.

3.2 Architecture of a Mobile Agent Based System

Figure 1 shows the modular architecture of MABHIDS. The mobile agent (MA) has
to collect the raw data from the host machine then it computes the packet delivery
ratio (Ri) for ith host and store it to the mobstatus table. The special agent then com-
pares the Ri with ThR and then gives responses to the source node accordingly.

Network

Give Response
AR layer

Specialized Agent
A
Mobile agent
Physical layer
Host machine 1 Host machine 2 <+ Data store

Fig. 1. Architecture of Mobile Agent

3.3 Methodology

The source node S generate the mobile agent and forward to next one hop node (A-B-
C-G) then to its another child (D-E-H). The source node calculates the threshold
value (ThR). In the figure 2, M is an intruder. Here M behaves as a neighbor to the
destination node G by giving false RREP message to the source node against the
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Table 1. Data Definition

Black_agent (Siy | The black hole detector agent

D’id Hc ount THR)

Mob_status ( Si, Mob_status table

Did > Hcoum)

Sia Source node ID

Dy Destination Node ID

Heount HOP Count

THg Thresold value of no. of packet forwarded by the
node (Py) and no. of packet receive by the node
()

Ny Node IDof i" node

R; Ratio of no. of packet forwarded by the node (P)
and no. of packet receive by the node (Pr) for
node i

RREQ message broadcast by the source node S. In reality it has no route to the desti-
nation node G. M forward the mob agent to the node E that has no route to the desti-
nation node. The source node waits for Tout time and then creates a black agent who
performs the black hole attack detection. The node S then forwards it to the route that
it follows to send packet to the destination node G.

N e
\\\ o 3 3 ~o <2
<« Black agent ", ~o
' \ Virtual Lifk ~ -

) %
..... ) <::::H Packet
B %

Node to the desti-
nation node

Intruder Neighbor
Node node
Destination
Node

Fig. 2. Scenario of mobile agent traversing through the network with intrusion attack

3.4  Algorithm

Algorithm mobmove () /* the mobmove() method is called whenever a new net-
work is created and a source send packet to the destination */
The source node S is pushed into the stack
Until the stack is empty or goal node is reach
repeat
pop a node from stack and mark as 'CN'
look at the route table to find next node
call the mobagent () to perform the operation
push the node in the stack
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Algorithm mobagent( ) /* this mobagent () method is called from mobmove() when
a new node is observed */
Observ no. of packet forwarded by the node (Pf) and no. of packet receive by
the node (Pr)
. Calculate R=Pf/Pr
. Store node Id and R to mobstatus table
return to mobmove()

Algorithm threholdcalc( )  /*the source calculate the threshold value that is com
pared when black agent moves to find malicious node in the network™*/
set i=1, Rtotal =0
until i<no. of intermediate hops from source to destination(N)
.Read Ri from mobstatus table for ith node
.Rtotal=Rtotal+Ri
ThR = Rtotal /no. of intermediate hops(N)

Algorithm blackagent( ) /*The source node invoke this agent when destination
node fails to acknowledge within Tout to the source node */
Observe Ri for ith node
if R > ThR
send MMSG(Malicious Message) to source node
else
Decrease hop count by 1.
. If hop count=0
. Terminate execution
. Call clearagent()
Call mobilitychange()

4 Performance Analysis

4.1 Simulation Metric

Packet Delivery Ratio (Pr): The ratio between the numbers of packets originated by
the application layer sources (Ps) and the number of packets received by the sink at
the final destination (Pd).
Pr =Pd/Ps

Node mobility (Nm) is defined as the speed with which the node is changing it’s
position in the network, i.e., Pr o 1/Nm

Average End-to-End Delay is defined as the average delay between the time of
sending the packet by the source and its receipt at the corresponding destination. This
includes the delays caused during route acquisition, buffering and processing at in-
termediate nodes, retransmission delays at the MAC layer, etc.

We have used NS2 ver 2.29.2 with Cygwin-1.5.21
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Table 2. Simulation Parameter

Simulator NS2
number of mobile node 15
number of malicious node 1
routing protocol AODV
maximum bandwidth 2Mbps
Traffic CBR(constant bit rate)
maximum connection 50
Maximum speed 10-100mps
pause time Ss

Performance Evaluation
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Fig. 3. Packet Delivery Ratios vs node mobility
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Throughput of Packet Delivery: Due to the collision in the network the mobility of the
node may vary. So, we have measured the throughput of packet delivery with respect to
node mobility. As it can be seen from the figure 3, with MABHIDS the packet delivery is
more compared to BHIDS. The node mobility is measured in MPS. When the mobility is
maximum means the probability of source comes closer to the destination increases then
the performance degrades in both the cases. This is because in both cases the communi-
cation overhead increases among the nodes. The distance from source to destination as
well as the distance from source to adversary node becomes same.
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In figure 4 the packet delivery ratios measured with respect to number of transac-
tion the number of transaction indicates number of flows initiated during a particular
duration of time from same or different sources to same or different destinations. The
packet delivery ratio increases by using MABHIDS compare to BHIDS. In BHIDS
the communication overhead is much more than in MAHIDS. The network is mobile
in nature at the transaction 1 and 2 the source and destination comes closer to each
other so their communication using mobile agent increase the overhead. The distance
from adversary node and that of destination node become very closer to each other.
The detection using mobile agent becomes complex, degrading the performance.
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Fig. 4. Packet Delivery Ratios vs no. of transaction

End to End Delay From the figure-5 it can be observed that, when BHIDS protocol
is used, there is an increase in the average end-to-end delay, compared to AODV and
MABHIDS. This is due to the additional time require by each node before sending the
packet to next hop. The node has to check the routing table to search next hop node.
Again this is due to the immediate reply from the malicious node. i.e. the nature of
malicious node here is it won’t check its routing table for the route availability. In
case of MABHIDS there is no route discovery overhead. That decrease the End to
End Delay in MABHIDS.
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Conclusion

The design of MABHIDS has shown that MA technology is an efficient tool for
building IDS infrastructure. Since MABHIDS has shown an improvement in compari-
son with some previous works, multi-level intrusion detection using mobile agents
has proven to be efficient. From the experiment we can conclude that when source
and destination become closer to each other then the use of MA is not effective. In
future, MABHIDS has to be tasted in a simulated environment with about 100 nodes
and more than one malicious node. Once this has been done, the concept can be
extended to the detection of sleep deprivation attacks.
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Abstract. Wireless cellular networks are used for data services like browsing,
streaming, and conferencing. The increased demand for guaranteed service
performance as well as for higher resources as required for bandwidth thirsty
applications demand for an efficient call admission control mechanism. Most of
the existing solutions targeting to meet this dipole demand follow either a
predictive mechanism or some statistical approach. Predictive solutions require
extensive computational load over switching centers. Further, the efficiency of
solution depends on the degree of accuracy of the prediction. On the contrary,
statistical approaches reduce the overhead to some extent through distributed
mechanism. However, it needs synchronization among participating components.
This paper presents an agent based distributed scheme for efficient management
of radio resources in cellular networks such that QoS is assured for every
transaction. Agents coupled to network components, like Radio Resource
Manager, actively participate in network resource management. In the
perspective of call admission control, agents facilitate proactive and reactive
capturing requirement of each application’s bandwidth. Agents also anticipate
the resource requirement continually and optimize allocation of resources with
fairness among the contending user applications. Besides, the proposed solution
does not require any additional infrastructural and would perform better in terms
of call blocking probability.

Keywords: Multi Agent System, Bandwidth pruning, Bandwidth Optimization,
Service plane, Network Plane, Resource Plane, Radio Resource Management,

QoS.

1 Introduction

QoS implies service performance that determines the degree of user satisfaction for
service. Increasing demand and limited bandwidth available for mobile
communication services results in higher call drop and blocking rates and thus
requires efficient radio resource management [1]. Preserving the interest of the
service provider and meeting the expectations of the users is the delicate balance that
any call admission policy has to consider [2].

Presently call admission control (CAC) has become prominently a problem of
Queuing Models, Markov Chains or k-Erlang Models [3] but these usually induce
extensive computational overheads at switching centers.The another class of
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solutions, called statistical [5], reduces the computational overhead up to a certain
extent but demand synchronization and additional hardware for storing the sampled
data. [3,4] Predictive and statistical approaches add overheads accounting towards
data sampling for different metrics, caching and performing the analysis. This in turn
demands additional resource like cache, processing units etc. for its accomplishment.
Thus, an approach involving lesser computation and resource overheads, and with no
dependency on historical data but with same level of expected performance will be
most beneficial. A truly adaptive solution responding to the prevailing situation
ensuring the minimum QoS with respect to each concurrent application in terminal
equipment will be more practical and viable solution. In subsequent section related
work will be discussed, in section 3 discusses architecture of the proposed system.
Section 4 describes the working principle of the solution extensively. Merits and
future works are mentioned in section 5.

2 Related Work

[6] introduces two CAC schemes for GSM like TDMA networks based on the load
factor, a ratio of total active calls with total available channels. In first proposition
calls are being admitted based on the loading factor of neighbouring cells. Second
proposition defines a threshold loading factor for taking decision by averaging the
spatial load over the interference groups. These approaches involve exhaustive
signalling, to be provisioned at basic protocol to support the computation of loading.
[7] are the Guard Band schemes where small portion of bandwidth is dedicated for
handover. This technique reduces call dropping probability but may incur high call
blocking probability. [8] modifies the guard band technique by provisioning shared
band within guard band. The dedicated bands are defined for each class of calls with
shared band such that on the advent of congestion shared band can be utilised for the
allocation. [9] improvises guard band technique by allowing flexible boundaries those
can be stretch to other lesser loaded band on congestion. [10] performs the reservation
on the basis of availability of mobility information.

Bandwidth borrowing is process wherein a congested cell hires bandwidth from its
neighbour or from pre-emption to support call admission. In [11] non interfering
channel is borrowed such that it does not interfere with existing calls. This approach
leads to restriction of channel usage and causes exhaustive search for locating suitable
channel. [12] acquires the bandwidth by making active call to compromised with
quality or pre-empt to support new call. [13] introduced the concept of bandwidth
reservation. Bandwidth if can be reserved for the call then only call will be admitted.
This technique leads to resource wastage if mobility is not assured. [14] extends the
reservation concept to guaranteed QoS by only admitting a call when the required
spare bandwidth is available for allocation. In this approach guard boundaries were
not strictly followed for handover requests. Handoff queuing is suggested in [15]
wherein if the target cell does not have adequate bandwidth then a call it will be
queued till channel become available. As channel is vacated call is anchored to the
channel thus reducing call drop probability. [16] is case of QoS negotiation wherein
application if fails to avail desired bandwidth reduces its quality metrics and
reattempts for channel acquisition. [17] is the variant of a scheme which works on the
principle of assuring minimum transfer rate is guaranteed. Number of users is
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restricted in totality or for a class of service to ensure minimum transmission rate for
each active call.

Most of the solutions except the guard band policy are more complex because of
the involved computation and signalling (channel hiring/reservation). None of the
solution are adaptive to the load scenario i.e. a call do not compromise its quality to
accommodate a new call. Thus these approaches could not negotiate for quality
between the concurrent running applications and the newly admitted call. QoS
negotiation can be useful because underestimating QoS will result in waste of scarce
resource and overestimating QoS will result in unexpected ongoing call drops ie there
always a leverage to comprise with QoS to some extend. [16][17] are negotiating for
resource allocation for new call by compromising with the quality of the call itself or
restricting number of applications. Quality negotiation is done through repeated
computation with modified quality metrics and thus incurs high computational
overhead. But, in our proposed solution existing calls compromise their quality within
limits to accommodate a new call. A reactive multi-agent system (MAS) takes
decision according to instantaneous demands while adaptively adjusts itself to the
network load with minimum guaranteed QoS but without extensive computation.

3 Proposed Architecture for Resource Optimization

The proposed solution for bandwidth optimization spans from user equipment side to
the network switching centers. All application lying in the purview of the solution are
categorized into four classes namely — Realtime—Interactive (RT-I), Realtime—Non—
Interactive (RT-NI), Non-Realtime-Interactive (NRT-I) and Non-Realtime-Non-
Interactive (NRT-NI). Applications in each class are confined within definite
performance bounds called Optimal and Sustainable Level. Optimal level of an
application has highest requirement of resource and guarantees best performance
whereas the sustainable level has least amount of resource needed for running an
application with compromised but acceptable quality. Resources are allocated to
applications from two disjoint pools called as Local Pool and the Global Pool
controlled by the BSC and MSC respectively.
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Fig. 1. (UA — User Agent, USRA — User Service Request Agent, USNA — User Service
Negotiation Agent, RNA — Resource Negotiation Agent, GRNA — Global Resource Negotiation
Agent, RA — Resource Pool, GRA — Global Pool)
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Generally, lower precedence applications are being deprived severely for making
provisions for higher precedence applications. Fairness needs to be maintained such
that for each concurrent application a definite QoS is maintained irrespective of the
class of the application. The main objective of the solution is to overcome the
biasness in distribution of resources. In the solution resource requirement of each
active call and new are assessed. In case of a new call if resource could not be
allocated from local and global pool then all the active applications needs to release a
small amount of resource from their occupancy to accommodate a new call. The
resource will be released only by applications having resource over and above the
sustainable level. The active compromised applications will also be periodically
submitting their demands for achieving optimal level which will be honored based on
the availability of resource. Resource redistribution is being done in an optimal way
such that all application belongs within their predefined bounds.

Proposed architecture (Fig — 1) has been divided into three layers namely service
plane, network plane and resource plane. Service layer contains active services and is
comprises of two parts each at User Equipment (UE) end and Service GPRS Support
Node (SGSN). UE side of service plane is a collection of instances of application of
various classes. SGSN part of service plane comprises of attributes of each running
application instance for the specific UE. This is also performing the computation for
optimum acquisition and release of resource.

Network plane comprises of the three constituent sub-planes and each is co-located
with the functional component of a network like Base Station (BS), BSC and MSC.
BS part of the network plane is responsible for posing the request and communicating
the resource allocation to service plane components. BSC part of network plane either
allocates the resource or request to MSC. In case both plane fails to allocate resource
for the call then BS part will be instructed to release a part of resource with minimum
level of QoS is maintained. Resource plane is a passive plane comprising of local and
global components.

4 Multi Agent System

In this section we have described the role of agents for achieving the proposed
solution described above. All the agents are static in nature and the activity of each
agent is described here through following algorithms. (See fig-1)

4.1 User Agent

UA is located at each UE, which is a hand held device or a computer with wireless
network interface. The services may be executing from same or different
environment, for example while browsing a site (NRT-NI) user invokes a video link
(RT-NI) which may start within same environment or in altogether new environment.
UA communicates the class of the service to USRA using message new service class.
The algorithm for the User Agent is shown in Fig — 2. UA will receive message safe
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after resource is allocated to the service. If no response is received by UA after N-
tries, service will be dropped.

Algorithm: user_agent_UA
Parameter: service_id, class, recvd_msg
if started(service_id) or service_chng(service_d) then
for attempt 1 to N do
send message to USRA for new service and its class
if no response from USRA before timer expires then
increase attempt
done
if recvd_msg is safe message from USNA then /* safe message implies the
resource is allocated™*/
start_service( service_id)
else
drop_service(service_id)
end

Fig. 2. Algorithm for UA

4.2  User Service Request Agent

USRA is residing at SGSN (Serving GPRS Support Node) or any other physical or
logical component where the service request from mobile node is granted /
managed maintained. It is a computation unit for resource requirement. Service
database, maintained with SGSN for keeping track of flows and flow parameters,
is accessible to USRA. USRA caches the service set of its domain pertaining to a
user from service database. As new service is solicited User Agent communicates
to service and its class to USRA which in turn attempts for resource allocation i.e.
bandwidth. Service information will be communicated for a new service or an old
service which has changed its resource requirement. USRA periodically submit
differential resource requirement to maximize its resource share to improve QoS of
the services. USRA also prune resource from its service set to facilitate CAC. The
operation model is detailed in form of Equations 1-3. Equation -1 is for
maximizing the resource share for a UE, similarly Equation-3 is for minimization
of resource release during the pruning process. Equation-2 is the minimum
increment that is acceptable to the UE for upgradation of its QoS requirement. If ki
is the number of active service of class-i, xi is the additional resource requirement
/ deduction for service class-i, Cmax-i and Cmin--i are maximum and minimum
threshold for resource allocation for service class-i, ai is a amount of resource
actually now being allocated for service class-i, C,oy is the total available resource.
The algorithm for USRA is shown in fig-3.
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Algorithm: user_service_request_agent USRA
Parameter: recvd_msg
while network is active do
if recvd_msg is a new service message from UA then
identify the resource demand according to its class
send message for new service to USNA with demand
reset timer
if recvd_msg is a pruning message from USNA then
compute resource contribution using equation 3
send pruned resource message with released quantity to USNA
else if timer expires and no message either from UA or USNA then
compute max_optimal and min_optimal from equation 1 and 2
send message differential demand to USNA to increase service
resource allocation along with computed values
done
end

Fig. 3. Algorithm for User Service Request Agent

4.3  User Service Neotiation Agent

USNA is service negotiation agent, residing at BS. It is a network plane entity for
USRA and is negotiating the optimal resource allocation from RNA. It can
communicate with UA, RNA (resource pool negotiator) and USRA. USNA informs
the UA for the allocated of resource for new service or additional resource for optimal
performance of the service, otherwise will be informing about the resource reclaimed
for call admission. USRA informs resource requirement for active services and new
service to USNA.

In case the resource plane entities fails to allocate required resource for new service
USNA will not revert back to UA. RNA, whenever fails to provide the resource
USNA immediately request for reallocation to RNA to be passed-on to GRNA. In
case of failure allocation of differential request then USRA will continue with its
active services and try for differential demand in the next time period. When ever the
resource is acquired by USNA from RNA or GRNA or both USNA always informs
UA of acquisition through message safe containing the new resource value.
Whenever USNA identifies that a new service is about to be abort due to
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non-availability resource it raises message pruning to RNA which in turn sends
message prune to all the USNA associated with it. Algorithm for USNA is detailed in
fig-4.

Algorithm: user_service_negotiation_agent_USNA
Parameter: recvd_msg
if recvd_msg is a prune message from RNA then
send message start pruning to USRA
if recvd_msg is a pruned resource message from USRA then
send message released resource to RNA
send safe message to UA with new resource values
if recvd_msg is a diferenrtial demand message from USRA then
obtain max_resource and min_resource values from message
send new service class message to RN Awith required resource quantity
if recvd_msg is a allocated resource from RNA then
if the allocated value is larger than min_resource then
send message safe with resource quantity to UA
if recvd_msg is a new service demand message from USRA then
send allocate resource message to RNA for resource demand
if recvd_msg is a allocated resource from RNA then
step 1: if allocated resource is less than sustainable threshold value then
send message reallcate to RNs for more resource.
else
send safe message to UA with resource quantity
if recvd_msg is a reallocated resource from RNA then
if resource allocated in step-1 and now do not satisfy sustainable level
thresholdthen
send message start pruning to RNA
else
send message safe to UA
end

Fig. 4. Algorithm for User Service Negotiation Agent

4.4  Resource Negotiation Agent

RNA will be handling request from several USNA and situated at BSC. RNA is
network side entity of the architecture and belongs to network plane. USRA is a
computational component performing necessary computations for resource allocation
to various USNA, while USNA is a communicating component.

USRA informs resource requirement RNA for the resource allocation and
accumulation to resource pool after pruning. RNA also collects the differential
demands and optimizes the allocation for each requesting USNA by keeping the
allocation to individual USNA to minimum but above sustainable level (equation -2).
In order to improve the responsiveness the new service demands are immediately
catered. The algorithm of RNA is detailed in Fig-5
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Algorithm: resource_negotiation_agent. RNA
Parameter: recvd_msg
if recvd_msg is a pruning message from USNA then
for each USNA
send message prune to each USNA
if recvd_msg is a release resource from USNA then
if local pool is vacant then add to local pool
else send message add_to_global to GRNA
if recvd_msg is a new service message from USNA then
send message allocated resource to USNA with quantity
if recvd_msg is a reallocated message from GRNA then
send allocate_global message to GRNA for resource allocation
if recvd_msg is a allocated message from GRNA then
send allocated resource to USNA with quantity
if recvd_msg is a differential demand message from USNA then
accumulate request for timer interval
allocate the resource as per the equation 2 and distribute evenly among USNA
for each USNA
send message allocate resource to each USNA
end

Fig. 5. Algorithm for Resource Negotiation Agent

4.5  Global Resource Negotiation Agent

This agent is analogous to RNA with a difference that it will be doing the
optimization of resource for RNA(s). Global pool is for the new call when local pool
fails to allocate resource. Global pool will be replenished after the local pool is
completes. Optimization function will minimize the allocation to each request such
that cumulative demand remains within available resource quantity. Algorithm of the
GRNA is detailed in Fig-6

Algorithm: global_resource_negotiation_agent_ GRNA
Parameter: recvd_msg
if recvd_msg allocate global message from RNA and timer exists then
Store recvd_msg from RNA
if timer expires then
compute allocation for the requests using equation 2 and
distributed evenly among RNA(s)
for each recd_msg from unique RNA do
send allocate global message for allocated resource
done
if recd_msg is add_to_global then
add resource to global pool
end

Fig. 6. Algorithm for GRA
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5 Design Merits and Discussion

In this paper we have proposed an overlay agent framework for radio resource
optimization. The frame work is focus towards the fairness of resource allocation at
UE end with guaranteed minimum QoS. The framework also provisioned for call
admission wherein active call donate bandwidth to accommodate new service / call.
As design is based on Agents thus has no relative impact on the underlying
communication standard consequently there is no as such infrastructural upgradation
is required.

Proposed framework is hybrid architecture it include the efficiency of centralized
system and the simplicity of distributed approaches. The decision is not taken solely
by the hierarchical heads but equally distributed among other components. Agents at
service plane defines what is the requirement limits while Network plane agents
define what will be allocated this way the decision is jointly taken at service and
network plane. Architecture is event driven and the communication between the
participating units happens to be through messaging passing. Message passing
eliminates need for synchronization between the peer components of the solution.

Proactive assessment for resource is complimented by the reactive adjustment of
bandwidth of active applications between the prescribed limits to accommodate a new
service call. Further, agents auto adjust bandwidth at lesser load to improve QoS. To
make the framework more relevant different class of application and the QoS
requirement is kept at the core of design and operation.

The resource allocation by provisioning global pool is identical to bandwidth
hiring with a difference that interference problem is tackled by MSC hence avoiding
costly signaling for frequency redistribution. Optimization function are have constant
complexity and independent of the number of application actives as the allocation is
done with respect to the class thus largest objective equation has 4 variables and
atmost 6 constraints. In this proposal we succeed to keep complexity consistent,
fairness is also assured as at none of instant QoS beyond lower threshold is
compromised and no amendment is required either at protocol level or hardware level.
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Abstract. In this paper authors present a general review of the his-
tory of keystroke dynamics introducing some selected known approaches
and bring attention to the modern trends in this domain of biometrics.
Although there is a large number of works on this subject, it appears
they are incomparable. That is why authors pay a large attention to
testing such algorithms with other databases. Many unique tests were
conducted and many observations were described. The influence of using
varieties of databases on keystroke dynamics is given in detail in this
paper. Important conclusions on databases and training set selections
are presented.

1 Introduction

We live in the XXI century and the world we know has been overwhelmed by
computers. With the expansion of the Internet and development of new social
networks, there is plenty of sensitive data circulating in the worldwide network.
Many researchers are looking for ways to improve the data security. However
many of the solutions are either invasive for the user or they are very expensive.
In general security methods can be classified on the basis of: something that
we know, such as passwords or PIN codes; something that users possess, e.g.
chip or smart cards, magnetic cards or the simplest example - the keys; or bio-
metrics, which are based on the physical characteristic features or the behavior
of the person. The most popular method of securing digital data is the pass-
word dependent. However, recent researches have shown that many users select
very simple and obvious passwords to protect their privacy or even money, for
example “password”, “123456”, “qwerty”, the user’s name, birth date or the
combination of those which makes them less secure. Chip or smart cards do not
provide high security too because they can easily be stolen. The third group of
methods can be used in case of verification or identification of the user.
Biometrics is a science about measuring features of living organisms. During
the past few decades there was a noticeable increase of biometrics popularity,
especially in the data security domain. Measured features can be divided on the
basis of their origin. They could be both physical as well as behavioral. Physical
features are those that derive from how our body is built. The most popular
physical feature known for almost everyone is fingerprint. Behavioral features,
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on the other hand, are those, that derive from how we perform some activities.
There may also occur someone without a biometric feature and in that case
multi-biometric systems are the desirable solution.

2 General Background

2.1 Beginning

Keystroke dynamics is a behavioral biometric feature that describes one’s typing
pattern. It is similar to the handwritten signature but using computer keyboard.
The history of this method starts with the invention of the telegraph and its pop-
ularization in 1860s. Soon the telegraph operators were so experienced in sending
“dot” and “dash” signals that they could recognize their co-workers basing on
their way of sending messages. The next stage began when personal computers
were popularized. With the ease of gathering data and large amount of differ-
ent keys known from typewriters, the full potential of keystroke dynamics was
quickly revealed in password hardening and increasing protection of computer
systems.

First information about the possibility of using keyboard to identify people
was published in 1975 by RJ Spillane [I0], who brought further researchers at-
tention to keystroke dynamics. However, as the actual birth date of the keystroke
dynamics, it is considered the publication of a report made in 1980 by Gaines,
Lisowski, Press and Shapiro for RAND Corp. [2]. Their research goal was to
verify whether an individual can be identified by the statistical typing charac-
teristics. The samples for the experiment were acquired from seven professional
typists. The obtained false rejection rate (FRR) was 5.5% and 55% for false
acceptance rate (FAR).

Results of predecessors encouraged other scientists for research in the keystroke
dynamics area. Among the most important we should mention [5] where Leggett
and Williams in 1988 described their first experiment on user verification us-
ing non-fixed text. It means that users were working normally typing their own
unique datasets, without any imposed phrase. One year later, in 1989 Hussien
et al [3] used Artificial Neural Networks in their approach for the first time.

2.2 Now

Latest researches focus in general on the user verification to secure personal
computers. There are a few works on user identification. The most common
approaches used in classification are neural network algorithms whose main dis-
advantage is their high dependence on the training database and also time cost
of the training process.

The researchers started to look for some new characteristics like keystroke
pressure. In fact [9] shows that it is even more significant than the dynamics
itself. The main problem is that in the real world we do not use pressure sensitive
keyboards. The pioneers in this variation of keystroke dynamics were scientists
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from Taiwan [6] who made their own keyboard and carried out some experiments
using typing force as an additional information. It turned out to be very helpful
in the verification process.

Another chance for developing keystroke dynamics is rapidly expanding touch-
screen devices market. Smartphone screens are not as convenient to use as phys-
ical full-size PC keyboard, however they allow the device to emulate pressure
sensing with scanning the area of the screen being under the finger.

3 Databases

3.1 General Classification

Algorithm testing results highly depend on the quality of the database. Of course,
it does not mean selecting the samples to get better results. Good algorithms
should also deal with “bad” samples, which means the ones with mistakes or
random pauses in user typing. Among the databases we can distinguish those
collected in a supervised way. That means every test subject is individually
instructed by a supervisor before the start of the samples acquisition. The su-
pervisor can also make notes on how the subject types and what may have the
influence on his pattern. It guarantees well described samples. However, this type
of database usually does not reflect real world situations. On the other hand,
databases that depend only on users honesty may have duplicated accounts.
This happens when the user forgets his password or just wants to have two ac-
counts. The typing pattern may be duplicated under two different classes, what
may decrease identification accuracy and in hybrid (rank-threshold) based ver-
ification method may increase the FRR. Another difference between keystroke
dynamics database collecting procedures is the purpose the database is gathered
for. When we want to conduct research on user verification we should keep a
user identifying token like ID and password assigned to it. In case of testing an
algorithm for user identification, the samples should be longer phrases.

What is more, there can be two additional approaches to data acquisition.
The first bases on a fixed text. This means that every user has to insert the
same phrase. The second way is to use continuous authorization.

3.2 Maxion’s Database

Authors have recently found an extremely interesting works of Roy Maxion from
Carnegie Mellon University, who summarizes all major efforts in keystroke dy-
namics. Among algorithms comparison there is also a great concern on databases
used along with them. The main problem is that all those databases are not com-
parable in any way because of all these mentioned above issues.

Another issue is that the event timing may be affected by clock process queu-
ing. Maxion examined this concept by using function and arbitrary waveform
generator [4]. He noticed that 18.7 % of keyboard events were registered with
200 us latency. However, that seems not important as while using typical PC we
lose a lot of precision due to the operating system event clock which is limited
to accuracy of 15.625 ms (64 Hz) on Windows and 10 ms on Linux.
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Considering the constraints described above, Maxion has developed the
database that is very accurate and have a lot of samples. This allows to conduct
many experiments. The database is available online at [I1] and is free of charge.

3.3 Authors’ Database

Authors data were gathered in non-supervised conditions with the web-browser
platform [I3]. Authors intention was to create a universal, globally available and
operating system independent application using the most popular technologies
(HTML, JavaScript), so that everyone with internet access, anywhere in the
world can contribute to the research [8]. This platform operates in two language
versions: Polish and English. However, because of insignificant contribution to
the English version, in this approach we use only Polish version samples.

In the database we have already over 400 users and over 1500 samples stored.
Technology used in creating this system can simulate real, low-budget solution
due to using popular and free technologies like JavaScript and PHP.

4 Authors’ Method

This paper describes authors’ identification algorithm operating on a fixed-text
samples. It is quite simple and fast created to be able to analyze huge amount
of data in short time. Authors’ latest approach has been developed to be able
to calculate initial weights for all expected key events. However, during tests
with Maxion’s database it revealed that better results can be obtained with our
primary algorithm [§], so we returned to it. The algorithm removes all samples
with errors so that we can to compare the results obtained with our database
with those produced using Maxion’s data. As we use kNN classifier, some initial
values of the parameters are necessary to set up first. We choose the k value
and then build a training dataset where the amount of samples per each user
cannot be less than k. The remaining user samples are assigned to the testing
dataset, so the user has to reach the limit of k+1 samples. If this condition is
not satisfied, the user is not taken into account.

The next step is the classification. During this stage the distance to all training
samples is calculated for each test sample using Manhattan metrics between
corresponding keyboard event times (1). Additionally, times are divided into
flight times and dwell times. Flight times are the times between releasing one
key and pressing the another. Dwell time, on the other hand, is the time when a
key is in a pressed state. The reason we convert simple event times into those two
characteristics is because they are more stable. When the user makes a mistake
or hesitates on some key, this only affects the two following keys and not all the
remaining times. Both of those times are equally relevant and, if we take only
one of them into account, the rate of proper identification decreases dramatically

18]
k k—1
dist(A, B) = |dwella; — dwellp;| Y |flight ai — flightpil (1)

i=1 i=1



Influence of Database Quality on the Results 109

After the calculation of all the distances between the given sample and all the
training samples, we have k*users results marked with training author ID. This
is an example of a rank system. We are experimenting on a closed-world basis,
which means we do not consider users from outside the system. Taking into
account impostors from the outside world can be solved using hybrid approach
(both rank and threshold basis). Among all the results we take the & best ones
and then conduct voting procedure on users. The shortest distance gets the
highest weight of &, the longest distance gets the lowest weight of 1. If there is
more than one vote on a particular user, we merge them adding weights, so at
the end there is only one vote per one user. The winner is the user with the
greatest weight.

5 Results Comparison

While obtaining the results with our algorithm, we tried each of our approaches
and many combinations of initial parameter values. At the beginning it was
tested with the authors’ newest method, which calculates the weights of each key-
board event basing on Fishers discriminant before classification. Those weights
are later used in the calculation of the distances between test and training sam-
ples. However, this method gave worse results on Maxion’s database than our
simplest solution. The experiments were repeated with different methods of
training samples selection. This revealed interesting correlation between algo-
rithms accuracy and sample acquisition time.

For the comparison we also tested this algorithm on our database after its
proper preparation. For this experiment we used the same amount of users in
both databases, the same number of characters per phrase (decreased to the
phrase “kaloryfer”), the same amount of training samples and the same algo-
rithm. Below, in Fig. 1 we can see the results of this comparison. In both ex-
periments training data sets were created using random samples. Also all the
parameters were the same for both databases, k=2, training set containing 6
samples per each user and 51 classes. The flight times and dwell times were
considered as equally important.

Figure 1 shows that even if we have databases with the same data amount,
the results will be different. It proves that the results are not comparable even if
we test the algorithm on similar databases. This leads us to the conclusion that
all the results obtained by any research team on their databases are meaningless
if we cannot test other algorithms on the same databases. What is also worth
noticing is that the KDS is a database collected under non-supervised way and
with less precise technologies as Maxion’s, so it should provide worse results.

The next experiment was conducted on artificially expanded samples - two
samples of one user were merged together. Effectively, the new samples repeat all
the keystrokes twice. This operation decreases the number of samples by half but
extends their length. This approach was conducted only on Maxion’s samples.
As a control group we also took a longer phrase from KDS database (phrase no.5
- an English password from Psylock system) and reduced its length respectively
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Fig. 1. The results of experiments carried out using authors identification algorithm
on both databases under the same circumstances

to 10 and 20 characters, so this phrase in 10 character version was “After some”
and in 20 character version “After some considera”. The results are presented
in Fig. 2.

With Maxion’s samples the accuracy increased by 3.6% of the initial value.
In the case of KDS samples it was 5.6% of the initial value. The increase of
accuracy can be explained by doubling the number of the information in both
databases. On the other hand, the reason of such a difference between them may
be caused by the fact that in the case of KDS the last 10 characters are different,
so it brings more information about the user’s pattern.

6 Conclusions

Summarizing, there has been a lot of research done since the beginning of the
1980’s. Researchers are trying to find new methods to improve keystroke dynam-
ics accuracy, however, all of their obtained results are incomparable due to the
use of different, custom and not publicized databases.

Keystroke dynamics itself cannot be used for forensic purpose, because it does
not meet the European access control standards such as EN-50133-1 [I]. However,
if one includes other features of typing, the keystroke dynamics results improve.
A good idea is also to analyze the pressure of the keystroke. There should be
further research made to look for additional features that could describe person’s
typing pattern.

Along with researchers who invented pressure analysis, the contribution of
Maxion to keystroke dynamics analysis, with his comparison of known classifiers
on the unified database and his great database itself, shall be widely appreci-
ated. The authors think that all researchers shall test their algorithms using this
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- Artifical samples growing experiment
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Fig. 2. The influence of artificial sample expanding on the classification accuracy of
the authors’ algorithm

database because it allows to obtain reliable and comparable results. Also the
researchers can download a keystroke dynamics database that includes pressure
information [12].

The keystroke dynamics will rather not give satisfying result itself, unless it
is merged with some other biometric systems. Especially these, which neither
reveal their activity nor bother the user. An example of multimodal system may
be the keystroke dynamics and face image recognition system checking the user
identity, while the user inserts his PIN number at the ATM. The authors believe
that the multi-biometric systems are the future.
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Abstract. In this paper a description of an algorithm purposed to a speech
recognition problem is presented. Samples were obtained from people in
different ages, from 8 to 70 years. Authors' attention was concentrated on
finding an efficient voice descriptor for the speech recognition process. To
reach this goal Toeplitz matrices were used. The recognition process is based on
k Nearest Neighbors algorithm and the analysis is carried out only for voiced
parts of speech. Different distance metrics were compared in the aim of kNN
optimization. In the research the influence of the sex recognition on final results
is confirmed. The algorithm was tested for signals sampled with the rate of 8
kHz to keep all the necessary information contained in human voice.

Keywords: speech recognition, gender recognition, Toeplitz matrices, kNN.

1 Introduction

Both in the industry and science, the popularity of biometrics is growing. There are
numerous solutions based on different biometric features, such as fingerprints, iris
texture, voice and others, which find their place in social applications. In this paper,
the emphasis is pressed on the speech recognition systems.

People, during the usage of the sense of hearing, are able to recognize different
people speech and different words. Looking up to this ability, researchers, since
the beginning of computer era, have tried to create efficient algorithms allowing
for speech or speaker automatic recognition. In this case there are two main
problems, the first is an accurate description of the speech signal, the second is
efficient classification. The right description of the speech signal is a really
complicated task. For many years scientists have struggled with this problem and
have found many solutions. Nowadays, the most popular speech signal descriptors
are based on LPC (Linear Predicting Coding) and MFCC (Mel-Frequency Cepstral
Coefficients). In our approach we want to introduce our modification founded on
the Toeplitz matrices. Popular classifiers such as HMM (Hidden Markov Models)
or VQ (Vector Quantization) can provide the speaker recognition accuracy on
89% [1] or 92% [2].

2 Samples and Signal Preprocessing

Samples are taken from a control group, counting 26 people. Each object had to utter
10 sentences Polish numbers from O to 9 and all of the sentences were repeated 3

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 113-[120, 2011.
© Springer-Verlag Berlin Heidelberg 2011
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times. As a result, our base is built with 780 utterances. Tested group consists of 46%
females and 54% males. The age of objects was varies, 6 objects are over age 50, 16
are between 20-50 and 4 are less than 20. Samples are recorded in audio standard
(44,1kHz sampling rate) in one channel. 520 samples are used as a learning set, while
the remaining 260 are used as a testing set.

2.1 Normalization

It is difficult or even impossible to obtain standardized conditions of voice
registration. The distance between mouth and microphone is not constant for different
sessions of measurements. What is more, different people speak with varied loudness.
This problem can be solved by the normalization process given in [3].

_ F —mean (F)
max |F —mean (F )|

ey

N

2.2  High-Pass Filtration (55Hz)

Acquisition of samples is carried out with commonly available equipment. Initial
quality of samples (before filtration) gained by this device was not satisfying. The
influence of the 230 V — 50 Hz electricity was visible and significant. This impact is
reduced by 55Hz high-pass filter. The usage of this filter did not affect the
information delivered by the speech. It is justified by the fact, that the fundamental
frequency of the lowest voices is about 85 Hz [4].

2.3  Low-Pass Filtration (4kHz)

Signal is acquired in standard audio frequency sampling 44.1 kHz. It allows to code
signals of frequencies lower than 22.05 kHz according to the Nyquist—Shannon
sampling theorem. This range is sufficient to code all hearing band. For this research,
the most important information in the signal is represented by frequencies below 4
kHz. To avoid redundancy of data, components containing higher frequencies are
removed from samples.

2.4  Resampling

Only samples at frequencies below 4 kHz are used in subsequent data analysis. Thus,
sampling with the frequency 44.1 kHz was superfluous. Natural reaction on this fact
is the conversion of the signal sampling rate to 8 kHz. It allows to reduce the time for
further analysis, especially time of feature extraction.

3 Fundamental Frequency Extraction

The authors of this paper are checking, if the analysis carried out only for voiced parts
of speech gives better results than the analysis led for all utterances. Voiced parts of
speech are generated during the air flow through the tense vocal folds. It leads to the
production of air vibrations, which are characterized by a special frequency. This
frequency is commonly called fundamental frequency. The authors decided to extract
the fundamental frequency with the autocorrelation function:
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N -1
P2 X X 2
where: r — value of auto-correlation, 1 — time shift (expressed in samples), x, — value
of the n-th sample, N — number of samples. Autocorrelation functions computed for
voiced parts of speech form curves with characteristic minima and maxima (Fig.1).
By contrast, the autocorrelation function of unvoiced parts of speech forms jagged
curves (similar to noise functions).

1 T T T T T T T

0.8 N

o |
0.4 H 1
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Autocorrelation value
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Sample shift

Fig. 1. Autocorrelation function of voiced speech

Location of the global maximum (excluding starting point) determines the value of
fundamental frequency

Fs
Fﬁmd= 7 (3)

where: Fs — sampling rate, u — location of the maximum (expressed in samples). Some
phonemes contain voiced and unvoiced components. For these phonemes, the
calculations of fundamental frequency are more sophisticated. As a result, of
computations, the obtained autocorrelation function is not as smooth as in Fig. 1.
However, it still is possible to use it for fundamental frequency extraction. For this
purpose a threshold is defined for minimal autocorrelation value and minimal sample
shift. These actions reduce the risk of wrong fundamental frequency estimation.

3.1 Gender Recognition

The signal is divided into frames (400 samples long, with 200 samples overlap). For
each speech sample, a map of fundamental frequency is created (Fig.2). Then, for
each map, the average frequency of the voiced part of utterance is calculated. At the
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next step, training set off samples is used for determining the threshold frequencies
for each class (number). Every tested sample is classified as a female, if the average
frequency of the sample is higher than the threshold and the sample is recognized as a
male otherwise. The achieved level of sex recognition was about 90-95%. Perfect
results of sex recognition using this method are impossible to achieve, due to the
overlap of the fundamental frequency range for both sexes. However, trials are being
conducted to raise the success rate.

- —

o [o.) B

o o o
T T T

Foundamental frequency

[$1)
o
T

0 2 4 6 8 10 12 14 16 18 20
Frame number

Fig. 2. Fundamental frequency — female, word “four”

4 Feature Extraction

In the authors' approach, the signal is transformed to frequency domain. Fourier
transform does not allow to obtain sufficiently smoothed spectra for the presented
analysis. This problem is solved by using Burg's coding model (one of LPC methods).
At the final stage of feature extraction, the signal is described by Toeplitz matrix
lowest eigenvalues.

4.1 Burg's Estimation

The basis of LPC model is an assumption, that speech signal sample value can be
represented as a sum of sample values prior to it, multiplied by the weighting factors.
Burg’s coding is based on forward and backward prediction [3],[5]

ef],(n):ef,,,, +cp~ebl,,1(n—1)
ebp(n)zebp_l+cp-efp_,(n—1) “4)
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where ef,(n) — forward error, eb,(n) — backward error, ¢, — prediction parameter, p —
level of the prediction, n — sample number. The solution lies in minimizing the
forward and backward errors. Equation (5) is used to calculate the prediction
coefficients

22,, [,+lefp 1( ) p— l( _l)
Z:’ p+l efl’ ] | +zn p+| 17 1 f’l 1)|2

where ¢y = 1, N — number of samples.

Burg's coding allows to obtain smoothed spectra. In this experiment, authors
gained 30 point Fourier transforms for the prediction coefficient p defined at level 30.
FT is carried out for real-valued data, thus the computed spectra are symmetric. As a
result, authors obtained 16 point long transforms of all speech samples.

C,=

&)

4.2  Toeplitz Matrices

Appropriate description of the signal is a difficult task. In this paper, authors propose
an application of Toeplitz matrices as a voice descriptor. If spectrum is treated like an
image, we can get n point representation of the signal (n FT¢pg/2 + 1), where x is the
normalized frequency and y is the normalized amplitude. After normalization values
of x and y lie in the range [1,n]. From these data we can obtain the rational function
2 n
Xot X, S+ X, 8 +...+x,8
f(s)= p . (6)
Yot Y S+ Y, s+ .+ y,S
where s is a complex number s = x + jy. This equation leads to the following power
series:

T(s)=Qy+Q, s+Q,5+..+0,5+... (7)
Xo
where a,= (3
Yo’
Xi Y1 Y2 V3o o )i
Xict Yo Vi Y2 oo Yia
—i-1|x; , O i
ai:(y()) i—2 yO yl yl 2 (9)
Xis 00 yo o ¥,
x,2 0 0 0 .. Yy

for i = I,..,n. The minimal eigenvalues A . of TM are calculated and used at the
classification stage.
Detailed description of Toeplitz matrices basis can be found in [6], [7].

5 Classification and Results

Correct classification of speech signals depends not only on proper feature extraction,
but also on selecting an appropriate classifier. For classification purpose, authors use
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kNN algorithm (k-Nearest Neighbors). k was set at 13. At this point, the signal
description and classification is carried out only for voiced parts of speech. The
extraction of voiced parts of speech is based on the computations described in
section 3.

5.1 ExperimentI

In this section, the authors abandoned a preliminary recognition of the sex before the
speech classification. The algorithm used several distance metrics (Mahalanobis,
standardized euclidean, city block distance, Chebyschev, cosine and correlation), in
the aim of optimizing the kNN functioning. Results of the classification for some of
them are presented below in Table 1.

Usage of correlation distance metric gave the highest average recognition rate.
However, the final score is still not satisfying. In these studies, the signal is treated
integrally and it is not divided into frames (at the feature extraction stage). Probably,
signal framing and the application of statistical clasifiers would significantly improve
the recognition results.

Table 1. Achieved recognition rate for all numbers

Number Mahalanobis City block d. Correlation
0 62.00% 50.00% 70.00%
1 34.00% 42.00% 46.00 %
2 46.00% 58.00% 46.00%
3 15.00% 27.00% 35.00%
4 19.00% 19.00% 19.00%
5 38.00% 31.00% 38.00%
6 15.00% 19.00% 31.00%
7 31.00% 23.00% 38.00%
8 62.00% 46.00% 35.00%
9 58.00 % 46.00% 50.00%

average 38.00% 36.10% 40.80 %

5.2 Experiment II

In this part of research, the influence of initial sex recognition on final speech
recognition result is checked. It means, before appropriate classification, sex is
automatically recognized and then the samples are divided into two groups (male
group and female group). At the next step, the proper classification was carried out.
The scores of the computations are presented in Table 2.
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Table 2. Achieved recognition rate for males and females

Number \ Sex Male group Female group
0 53.00% 82.00%
1 67.00% 45.00%
2 44.00% 55.00%
3 40.00% 45.00%
4 19.00% 40.00%
5 43.00% 50.00%
6 38.00% 36.00%
7 63.00% 60.00%
8 69.00 % 40.00%
9 63.00% 70.00%
average 49.90 % 52.30%

As we can see, the recognition level is increased by 10%. The results show that the
initial sex recognition has significant influence on the final results. However, the
successful recognition is achieved only in the half of all cases.

6 Conclusions and Future Work

The research has given the answer that authors' new approach can be used in speech
recognition applications. The final identification rate of 10 different classes of words
oscillated around 50%. This score is promising and the authors are still improving the
algorithm.

The main goal for future work is to achieve effective recognition above the 80%
level. For this purpose, authors must complete the algorithm for signal framing and
statistical methods of classification. It possibly may lead to significant increase of
successful recognition, however computation time would highly be extended.
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Abstract. In this paper we propose to use fast feature extractors for
contactless palmprint biometric system dedicated for mobile devices. We
present texture feature extraction methods based on box functions, PCA
and Matching Pursuit algorithm. Such methods should be effective and
computationally robust to be deployable on mobile devices.

1 Introduction and Motivation

Nowadays, most hand and palmprint biometric systems are supervised and re-
quire contact with the acquisition device. Such situation contributes to negative
opinion and lack of trust to biometric systems in the society. The goal of the
biometrics community should be to design biometric systems that could work in
a seamless way in the unconstrained environment. Another requirement is the
”mobility” understood as the mobility of the subject, sensors and services (both
embedded in mobile devices such as smartphones).

Currently, only few studies have been devoted to unsupervised, contactless
palm images acquisition and hand pose invariance [I][2]. In [3] authors proposed
a system that uses color and hand shape information for hand detection process.
Authors also introduced a new approximated string matching techniques for bio-
metric identification, obtaining promising EER lower than 1.2%. In [4] authors
proposed sum-difference ordinal filters to extract discriminative features, which
allow to verify the palmprint identity in less than 200ms, without losing the high
accuracy. Such fast feature extraction algorithms are dedicated for smart phones
and other mobile devices.

Hereby, we propose to use palmprint in the contactless biometric system for
mobile devices (unsupervised, uncontrolled image acquisition by mobile cam-
eras).

The main contribution of the research described in this paper is a fast method
for palmprint feature extraction. The proposed features are based on approxi-
mated eigenpalms enhanced with gradient information (HOG features). Results
obtained for our palmprint database of right hands images (I are promising.

The paper is structured as follows: in Section 2 the general overview of the
method is provided. In Section 3 the proposed method is described in detail.
Results and conclusions are given thereafter.
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Fig. 1. Examples of palmprint images acquired by mobile phone camera

2 General Overview of the Method

The palmprint feature extraction methodology, proposed in this paper, is a com-
bination of two techniques used for image description. The first one, adapting box
functions, aims at describing the low frequency features, while the second one, en-
gaging gradient and directional histograms, focuses on high frequency features.

The general description of proposed combination is shown in Fig.

Firstly, the low frequency features are extracted, then K gradient images of K
nearest neighbors are compared to gradient image of the palmprint. The closest
match within the system threshold is chosen in order to accept or reject the
particular user.

3 Three-valued Box Functions

The box functions (that build Haar-like features) can be adapted in mobile
devices or cameras (eg. face detectors) because they are very efficient and com-
putationally effective.

Base gf-b % DB
functions
KN
Gradient Images
_ Gradient Closest
Palmprint ———>» Image match

Fig. 2. Overview of the proposed method
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The advantage of Haar-like features is that they can be efficiently computed
in short and constant time at any scale or location thanks to the integral image
(introduced by Viola and Jones in [5]).

However, in this paper, instead of Haar functions, two dimensional three-
valued discrete functions are proposed to construct base of vectors:

{v1,v2,03,..., 05}

that will be used to project each of object image (pj) onto new features space.

In other words, it is determined how much the particular object is similar to
v (dot product agy,).

The formula is described by equation [T}

akn = (Pr - Un). (1)

The projection coefficients create the feature vector, that is described by equa-
tion 2:

Wi = (ak1, ak2, k3, - AKN)- (2)

However, the key task is to find (faster than Ada-boost approach) efficient
base of box functions than spans the feature space.
The technique proposed in this paper is PCA-guided.

3.1 PCA-Guided Feature Space Approximation

To represent feature space either non-orthogonal or orthogonal functions can be
used. The most popular orthogonal basis used by computer vision algorithms
are Walsh transform, DWT and PCA. Among these methods the PCA is the
most widely and successfully used for palmprint and face recognition.

However, DWT, PCA and Walsh transforms are computationally expensive.
The PCA could be even more expensive since it requires firstly to find eigenvec-
tors set and then to compute palmprint projection onto this set.

Eigenvectors can be computed only once in offline mode (in order to decrease
the mobile device burden). Nevertheless, the PCA projection is still computa-
tionally expensive since the dot product has to be computed (many floating
point operations per one eigenvector).

Therefore we decided to represent the orthogonal PCA base with
non-orthogonal base of box functions. Such approach allows to significantly re-
duce the number of multiplications without decreasing system effectiveness. For
example the dot product of palmprint of size 512x512 and eigenpalm shown in
FigHl requires 262144 multiplications. Using box functions (and integral images)
this number can be reduced to 24 (4 read operations per one box as it is shown
in Figldl).

In the proposed method, the eigenvectors are first computed using original
PCA. Each eigenvector is then normalized to have values within < —1;1 >
range. Afterwards, each eigenvector is approximated by set of box functions
that either can have -1,4+1 or 0 sign. To solve the task of approximation, the
Matching Pursuit algorithm is used.
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Fig. 4. Examples of eigenpalms approximated with box function (blue indicates -1,
while red +1)

3.2 Matching Pursuit Algorithm for Palmprint Approximation

Matching Pursuit (MP) is a greedy algorithm that sequentially selects (in k
steps) the base vector f from dictionary D = {f1, fa, ..., fn} (and adds it to the
solution set Fy = {f1, fo, ..., fx}), such that:

lcil = [ <z = Rp,_, (2), fi > | ®3)

is maximized and Rp, (v) = Zle ¢; f; is an approximation of x after k steps.
The example presenting one of the eigenvector and its approximation is shown
in Fig.

3.3 Palmprint Gradient Descriptors

The method often used for gradient description is commonly known as HOG
(Histograms of Oriented Gradients) descriptors. In this paper 9-bin histograms
are used (20 degrees for each bin).
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Fig. 5. One of the eigenvectors and its approximation at each iteration of MP algorithm

Fig. 6. When using integral images, computing average gradient magnitude for ABCD
region of any size requires only 4 access operations

The palmprint image is initially divided into grid. In our case the grid of size
10x10 is used. For each grid cell HOG descriptor is computed. Each descriptor
is a vector of length 9. Each vector component describes average magnitude of
gradient for particular direction.

In order to speed-up the computations, the integral images are used to com-
pute average magnitude for particular direction. The 9-bin histogram requires
9 integral images. Each integral image aggregates gradient magnitude for one
direction.

The =z and y components of the gradient are extracted as difference of lu-
minance of two neighboring pixels. The direction of gradient is computed as
arctan ¥.

In order to compute average magnitude for block of texture (as it is shown in
Figlf)) it is required to read only 4 values from integral image.

4 Results

We used our own database consisting of 252 images (there are 84 individuals,
for each individual there are 3 images of the right hand) for testing method
effectiveness. Standard mobile devices have been used (Canon, HTC, Motorola)
and the resolution of images is 640x480.
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Fig. 8. FRR and FAR versus threshold for box function enhanced by HOG features
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During the test classical 10-fold approach was used in order to assess the
proposed method effectiveness.

Firstly, we evaluated the effectiveness of palmprint recognition based on box
functions, then we assessed how gradient information can increase the effective-
ness.

The effectiveness of palmprint recognition based on approximated PCA vec-
tors is shown in Fig. [l The average Equal Error Rate achieved for this method
is 3.6%.

The results for features vector enhanced by HOG features are presented in
Fig. Bl The average EER is equal to 0.4%.

5 Conclusions

In this paper our developments in palmprint feature extraction for human iden-
tification in biometrics system are presented.

We showed that palmprint texture features may be considered as very promis-
ing biometrics modality which can be used in contactless human identification
systems. Our goal was to propose efficient feature extractors that can be run on
mobile devices.
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Abstract. The presented work focuses on the method of handwritten signature
recognition, which takes into consideration a lack of repetition of the signature
features. Up till now signature recognition methods based only on signature
features selection. Proposed approach allows to determine both the most useful
features and methods which these features should be analyzed. In the developed
method different features and similarity measures can be freely selected. Addi-
tionally, selected features and similarity measures can be different for every
person.

Keywords: Signature recognition, biometrics, feature selection, k-NN.

1 Introduction

Handwritten signature can be defined as the name and surname written by own hand.
The specification of human signatures is one of the greatest problems in the designing
the credibly classifiers which work in the identification or verification modes. Both
identification and verification are important in biometrics. Repeatability of signatures
even the same person characterizes a large discrepancy. For example signatory may
put signature every time with different velocities, pen pressures, accelerations, etc.
The distribution of pen pressure can be so different in each signature, that the
determination of a pattern variation can be very difficult [1], [2]. If handwritten
signature will be appropriate measured then it can be treated as a biometric
characteristic. Signature belongs to behavioral biometrics and modernly is widely
acceptable and collectable biometric characteristic. Currently, there are many
measures of determining signatures similarity. Lack of repeatability of the signature
features causes problems with arbitrary indication which features should be analyzed.
The selection of the signature features is a well-known and frequently described
problem. It should be also noticed, that in all previous solutions, only selection of
signature features was used [3], [S], [10], [13], [14]. The algorithm, presented in this
work, not only performs the selection of the signature features but also indicates the
best similarity measures (from the set of available measures), which minimize
signature verification error. For every person different signature features and different
similarity measures can be chosen. Mentioned algorithm is based on the statistical
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analysis of signatures of individuals. In the proposed method of signature
classification, the two stages can be distinguished: training and verification mode. The
aim of a training stage is to create training sets. Thanks to these sets it is possible to
evaluating which signature features and methods of their analysis preferably
distinguish the original signature of a given person from the forged signature. The
process of signature verification is based only on the signature features and methods
determined at the training stage. The best measures, distinguishing signature from
others are then collected and connected with a given signature. This information can
be used in the future classification attempts.

2 Signature Acquisition

In the first step, the two sets of signatures are created for every person. The set
GS={S1,5,,...5,,} contains only original signatures, while the set GS’={S"1,5",,...8"}
contains a forged signatures of the same person. As aforementioned, the signature
verification can be carried out on the basis of different signature features and different
similarity measures. The set of all available signature features that can be used in the
signature analyze process will be denoted as F={f|f>,...f,} and the set of all available
methods of signature recognition will be denoted as: M={m,,m,,...m;}. It is assumed
that each signature feature can be analyzed by means of arbitrary, known method. In
this case, the set FM containing all possible combinations of pairs ,,feature-method”
used to verify a signature is defined as follows:

FM={(f,m);: f€ F, me M}, i=1,....(n- k) (D)
where:
(f,m); —  the i-th pair ,signature’s feature (f) — analysis method (m) ”,
n — number of the signature features,
k — number of methods used in the comparison of the features.

In a further cardinality of the set FM will be denoted by the symbol #.

3 Creation of Training Sets

In the next stage, the training sets are created. The training sets are necessary for a
proper operation of the classifier. Based on the learning sets, classifier performs
verification of a new, unknown signature. In the proposed method, the learning sets
contain the two matrices U and U®. Thanks to them, the classifier is able to
distinguish the original signatures of a given person from other forged signatures. The
correct creation of the training set (the set of examples) is very important and
significantly affects the classifier effectiveness. The matrix U'" is built on the basis of
a set GS of original signatures of the person. The matrix contains the values of the
similarity coefficient Sim calculated between pairs of original signatures. As the
similarity coefficient Sim any, normalized to the interval [0,1], symmetric similarity
measure can be taken. The matrix U'" is built as follows:
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Ul =[[s, & 5,]...[5, &8, ].m[S,0 © 8, ]] )
where:
S;,S;  — thei-th and j-th original signature,
no — the number of original signatures.

The matrix U consists of the columnar vectors. The each columnar vector contains
the values of similarity coefficients between two signatures. The similarity
coefficients are calculated successively using all combinations of pairs “feature—
method”. The first columnar vector of the matrix U" is shown below:

[ Sim(S, < $,)"" ]

Sim(S, & §,)™

[S, ¢ S,1= : (3)
Sim(S, <> §,)"=™
| Sim(S, <> 87" |, o
where:
Sim(S, <> §,)!"" — similarity coefficient of the i-th feature f; in the signature S,
and S,. Similarity was determined by means of the j-th me-
thod m;.

In order to create a matrix U, the set GS of original signatures and the set GS” of
forgery signatures are required. The matrix U is built similarly as before as follows:

U2 =[[s, 08 ][8 08, ][5, o5, ]] (4)
where:
nf — number of the all unauthorized (forged) signatures,.

The individual columns of the matrix U® can be constructed similarly as in the
matrix U":

[ Sim(S, & $7) ]

Sim(S, ¢ §') "
[S, & S'\]1= : (5)

Sim(S, > §) ™

. "N
| Sim(S, <> § ) Jempa
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where:
S; — the i-th original signature,
S’ — the j-th forgery signature,
Sim(S, < 8", - similarity coefficient of the i-th feature f; in the signature S,
and S’,. Similarity was determined by means of the j-th
method m;.

4 Selection of Signature Features

As was mentioned previously, process of the signature classification can be carried
out on the basis of available similarity measures and coefficients or just on several
selected ones. The selection should significantly distinguish a given signature features
from other signatures collected in the database. It can be done by mean of the well
known the Hotelling’s discriminant analysis [4]. For a given signature the Hotelling’s
approach allows removing such features which have the smallest discriminant power.
We assumed that analyzed specific data have the normal distribution, what, for
signatures, follows from the work [9]. In practice, discriminant analysis is useful to
decide, whether selected pair “feature—method” is important for the classification
process — if not, the other pair “feature—method” is tested. In this procedure, from the
all possible pairs only pairs with the greatest discriminant power will be left.
Nowadays, the biometric methods of the signature analysis are well recognized and
widely quoted and represented in the literature [3], [10]. Unfortunately reported the
signature recognition levels are still insufficient. It is a challenge for the next
investigations. In the present study, a new method of signature features and method
of their analysis is proposed. This method will be called as the FMS what is
abbreviation of the full name: Feature-Method-Selection.

As was above mentioned the set FM contains the all possible pairs ,feature-
method” which can be applied during recognition process. The set FM is separately
created for every person. Some recognition methods included in the set FM can have
better discriminant properties than other.

It means that some signature’s features can be better recognized by means of spe-
cific methods or some features cannot be classified — then should be rejected. These
connections can be discovered by proposed in this paper approach. In practice, it leads
to the data reduction in the matrices U'” and U”.

For a given signature only the best discriminant features and methods of their rec-
ognition will be ultimately selected. As was said it will be done by means of reduction
of the previously defined the matrices U" and U?, respectively. In the first place
variance of the all columns in the matrices U and U® was computed. It is a simple
operation, which is reported in many works [8]. The new variance matrices will be
denoted as U™ and U™, respectively. The reduced matrices will be denoted as

U® and U?. At the beginning the matrices U and U have the same dimensions.
Successively, the joined covariance matrix K is formed as follows:
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2
K=—L K. K=UU, Nenemy ©

where:

ny, ny — the number of columns in the reduced matrices U and U, respectively

The algorithm of reduction of the matrices dimension will be executed in the
successive several steps:

1) The discriminant measure is calculated by means of the Hotelling’s statistic [4]:

1 & _ Qe =
Tz(yl,...,yp)=—2ni(ui—u)TK ", —r) @)
N-23
where:
y;  — the i-th pair ,,feature—method”,
p  — the current dimension of the data vector.

2) The discriminant measure, taking into consideration the i-th pair ,,feature—method”
absence, is then computed [4]:

Vie{l, . #FM}  T?(3.... 3,) =T Dpseees Vi Virreon V) (3)
3) The necessity of the each pair ,,feature—-method” is checked:

Vie{l,. #FM} U, =T’ (y.....y,)— 7 (3..n¥,) 9)

4) The value of the F-test is calculated. An F-distribution is well known statistical
test [4].

U,
F=N-p-1- 5 - (10)
1+T (yl,...,yp)—U,-

The value F from (10) is then compared with the table of critical values of the F-
distribution. In our approach, in the each loop of the algorithm for the value F
significance level oo=0.05 was established. The F-distribution critical values were
taken from the well-known statistical tables. Because we have two classes, the degree
of the freedom is f= N-p-1, hence the F, distribution is checked.

N-p-1

If the value of F does not fall into the critical region, the current i-th row of the
matrices U and U® can be removed. In the successive step the parameter p is de-
creased, and algorithm starts with the new value of parameter p from the beginning.
Hence matrices dimension can be reduced.

Finally, remaining elements of the matrices U” and U® might have a significant
influence on the classifier’s work. The mentioned procedure is executed for the every
person Q. Hence, the results of the selection are stored in the set FM'?. It means that
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for the person Q we obtain the set FM'” c FM in which the pairs (f <> m)? are

included. These pairs the best distinguish the genuine signature of the person Q from
his/her forged signatures. It should be also strongly noted that the previously de-
scribed process of the data reduction have to be repeated again when the new signa-
ture will be collected. It is necessary because the main set FM will be changed. It
means that recognition process is always conducted in the closed set of data. Hence,
the analyzed signature always belongs to one of the classes — class determined by the

matrix U or the class determined by the matrix U® .

5 Signature Verification

At the beginning it should be explained that genuine signatures which will be
recognized came from the one database, so these signatures forms the first class of
objects. The forged signatures were also selected from the mentioned database. These
classes have to be correctly recognized during classification process. Determination of
the training sets FM? is anecessary condition for verification of the signatures
taken by the person Q. Let S* be a signature which should be verified.

In the first stage of the verification process various columns of the reduced matrix-

es U” and U? can be re-written in the form of the multidimensional vec-
tors ﬁl = [fL‘,...,fzn]e le and h, = [le,...,fz"]e U, where 7 is dimension of the reduced
matrices. If h, e U" then h, e 7, . If h,e U thenh, € 7, . In the next step, for the

classified signature S* the vector h=[4,,...,h,] is created. Elements of the vector h are
determined as follows:

h = Sim(S*,S )™ j=1.n an
where:
Ng — signature to be verified,
S; — the i-th original signature,
h = Sim(S*,S )<.f.m)fQ’ — similarity coefficient of the signatures S* and j-th origi-
i g

nal signatures S; . Similarity was determined with use of
the i-th pair (f,m)® from the set FM?,

In the next stage, the distances d(h,h,) between the vector h and the vectors l~1l- are
successive calculated. If ﬁi en, thend(h,ﬁi)e m. If ﬁi € 7,, then d(h,fli)e 7T,.

Among all distances the smallest k distances are selected. So k-NN classifier is ap-
plied [7], [15]. Selected distances may belong to the two classes: s, (original signa-
ture) and =z, (forged signature). The verified signature S* is classified to the class

7, or ir, , respectively by using the voting method.
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6 Experimental Results

Aim of the study was to evaluate the proposed method of signature verification based
on automatic selection of signature features and methods of their analysis. During the
study the three variants of the classifier’s work have been compared:

e VARI — where only signature features selection was carried out, for one pre-
viously assumed method,

e VAR?2 — where only signature features selection was used and the most relevant
methods of their analysis were chosen,

e VARS3 —in this mode, signature features were not selected.

The study was conducted on a set of real data. Signatures came from the SVC2004
database [16]. It contains both genuine signatures and skilled forgery signatures. All
calculations were realized in the Matlab environment. The set of all combinations of
the pairs “feature—method” contained the #FM=18 pairs. Signature features and
methods their analysis, were selected from many well-known from literature
similarity coefficients and metrics. The researches were conducted with the use of a
database containing 800 signatures coming from 40 people. For each person 10
original signatures and 10 professionally forged were used. The proposed method
FMS was compared with other, known from the literature PCA [6], [11] and SVD
[12] methods, where reduction of the features has been also performed. Based on [6],
[11], [12] and proposed technique the different experiments have been carried out.

In the method FMS it is not possible to arbitrarily determine the dimension of the
reduced vector of features. This dimension was determined automatically. The con-
ducted studies shown that in practice, the dimension of the reduced vector is between
3 to 12. In a case of using the PCA and SVD methods the boundary features reduction
should be defined a priori. Achieved level of the FAR and FRR errors, for different
methods of features reduction, presents Tables 1-2. In the Tables 1-2 only the smallest
FAR/FRR values have been shown. Those results were obtained for the different
number of signatures from the sets GS (original signatures) and GS ' (forged signa-
tures) for the different number of reduced features. The FRR ratio describes the ge-
nuine signatures classified as forged, while the FAR represents the forged signatures
recognized as the genuine.

Table 1. False Accepted Rate for different features selection methods, different number of
reference signatures, and different dimension of vectors

Numbe.r of signa- FAR [%]
tures in the set:
Vector dimension after Vector dimension after
GS GS’ FMS using PCAJ[6], [11] using SVD [12]
2 6 12 2 6 12
3 1 6.34 8.14 6.32 6.75 6.14 7.12 5.62
5 3 1.08 2.22 2.62 2.21 2.52 2.12 2.25
10 4 1.67 3.14 3.44 3.29 3.15 3.21 3.94
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Table 2. False Rejection Rate for different features selection methods, different number of
reference signatures, and different dimension of vectors

Numbe?r of signa- FRR [%]
tures in the set:
Vector dimension after Vector dimension after
GS GS’ FMS using PCA[6], [11] using SVD[12]
2 6 12 2 6 12
3 1 7.14 5.31 6.55 5.40 6.33 5.60 4.90
5 3 2.53 2.58 2.78 4.94 4.35 4.78 4.05
10 4 2.60 2.83 3.06 5.25 3.96 4.84 4.60

The Tables 1-2 show that the smallest FAR/FRR coefficients were obtained using
proposed in this work method. For this method FAR=1.08%, FRR=2.53%. These
results are significantly better than results obtained using the SVD or PCA methods.
Differences between obtained results in the PCA/SVD methods follow from the
precision of calculations. The smallest FAR/FRR ratio were obtained when the
number of original signatures in the set GS was 5 and the number of forged signatures
in the set GS ' was 3.

7 Conclusions

The originality of the proposed approach follows from the fact that classifier utilizes
not only extracted signature’s features, but also the best (for the analyzed signature)
similarity measures. In the signature biometrics such statistical approach has not been
applied yet.
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Abstract. The paper describes a fingerprint recognition system consisting of
image preprocessing, filtration, feature extraction and matching for recognition.
The image preprocessing includes normalization based on mean value and
variation. The orientation field is extracted and Gabor filter is used to prepare
the fingerprint image for further processing. For singular point detection the
Poincare index with partitioning method is used. The ridgeline thinning is
presented and so is the minutia extraction by CN algorithm. Different Toeplitz
matrix descriptions are in the work. Their behavior against abstract set of points
is tested. The presented algorithm has proved its successful use in identification
of shifted, rotated and partial acquired fingerprints without additional scaling.

Keywords: fingerprint, minutiae, Gabor filtration, thinning, Toeplitz matrices,
fingerprint identification.

1 Introduction

The identification of human being is an important task in an information based
society. Each person has his own features that can be used to verify or identify them
(fingerprint, retina, iris or voice for example). However, not all of them are useful in
an automated identification system.

The first traces of fingerprint usage in identification purposes dates back to the
beginning of our era [1]. Although in those days no one used scientific methods to
compare and classify fingerprint, they were recognized as well as signature. Real
development of this method of recognition started with Henry classification system
[2]. In the last century an automated fingerprints identification system (AFIS) was
developed to meet the extending needs of forensic divisions. There was also an
increasing interest in identification coming from commercial market. The result was
the growing number of scientific publications on fingerprint area and also more funds
to develop better scanning equipments [1, 3].

Today fingerprints are present in many aspects of ordinary people life. For example,
work time checks, access to computers or mobile phones, credit cards, cash machines are
all protected by fingerprint scanners. Today studies focus on reconstruction of

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 137-[144, 2011.
© Springer-Verlag Berlin Heidelberg 2011



138 K. Surmacz and K. Saeed

fingerprints [4], acceleration of processing [5] and increasing security of databases [6].
However, regardless the efforts on developing AFIS there is still a space for further
studies.

This paper presents an approach based on Toeplitz matrices as an image
descriptor. Natural properties of those matrices, when used to fingerprint
representation, can overcome difficulties with recognition of minutiae patterns in
shifted, rotated and rescaled images without additional processing. Test of Toeplitz
matrix properties was made on artificial created sets of points.

2 Algorithm Description

Normal fingerprints contain different types of features. They can be divided into three
levels.

The first level focuses on singular points, ridge flowing, frequency, orientation
and shape of fingerprint. The second level approach uses the local ridge
characteristics - minutiae. There are many types of minutia but in practice only two of
them are error prone and easy to find in no ideal images. They are line ending and
bifurcations. Level three features are mainly sweat pores and precise details of ridges
(curvature, shape, width, etc.). Acquisition of those details requires scanners with
high resolution (1000 dpi) and it is not so popular in commercial applications.

In this approach the minutiae are the main features. To extract them from
fingerprint image an algorithm was worked out according to Fig. 1.

p
Moise . Orientation Singular point
i Segmentation 7 3
removing computation detection
Toeplitz Minutiae i o :
Ridge thi Gabor filt
descriptor detection iage thinning ahoriiiter
J

Fig. 1. Algorithm general structure

2.1  Preprocessing and Segmentation

Input images often differ one from another. Thus normalization is needed.
Normalized image is defined as follows [7]:
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where M, and VAR, are chosen mean and variance values. [ and N are respectively
the input and the normalized images. M and VAR are the estimated mean and variation
value.

Segmentation is used to determine region of interest on fingerprint images. It is
done by calculating the mean value and variation mask. Afterwards for each pixel the
affiliation is chosen basing on those two maps. The last step is morphological operation
to erase mirror errors.

2.2 Orientation Computation and Singular Points Detection

To determine the orientation map the gradient based method [7] is used. Singular points
(SP) are detected by hybrid method compiled from Poincaré index and partitioning-based
methods. Orientation image is discretized to ten values. After that the region adjacent to
the largest number of different values is marked as candidates. The Poincare index
method was used to check the obtained areas. Spurious points are removed by
morphological operations while the middle points of other areas are designated. Sample
results of this approach are shown in Fig. 2. The type of singularity is not determined
because these points are used only as a reference point for determination of minutiae
position around them.

Fig. 2. Examples of SP detection

2.3  Filtration and Thinning

To improve fingerprint quality Gabor filter is used [7]. Its parameters are defined after a
series of tests. Next step is adaptive thresholding to remove some noise left by filtering.
Thinning is made by K3M algorithm [8]. Results of both steps are shown on Fig. 3.

2.4  Minutiae Detection and Feature Vector

The last step before creation feature vector is the localization of minutiae, which is
after thinning, a rather simple task. Cross number algorithm was used to extract
minutiae position. For each image point located on the line in region of interest the
CN value is calculated by equation 2.

8
CN = O'SZ|PE - P, )

i=1
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Fig. 3. Image from Fig. 2 after filtration with Gabor filter (left) and thinning with K3M (right)
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Fig. 4. CN algorithm mask

where P; is defined as the image mask (Fig. 4) around the checked pixel.

The presented algorithm checks only two types of the minutiae — line ending (CN
= 1) and line bifurcation (CN = 3). After obtaining the minutiae position they are
checked to remove spurious ones. If they are too close to each other and have the
same type there is a chance that there is only a gap or a small segment. Those points
are removed.

In this approach each SP is given its own feature vector created from the closest
minutiae. Thanks to that every fingerprint may have more than one feature vector.
This increases the computation time in the comparing part of the algorithm but allows
recognizing partial images with more singular points.

3 Toeplitz Matrices in Fingerprint Image Description

Toeplitz matrices were successfully used as an image descriptor in text recognition
[9]. They have traits which can be used to improve feature vectors created from
localizations of minutiae. They are invariant to shifts, rotations and scaling. Therefore
tests were made to check how they can behave as descriptors artificially created
points. Basic Toeplitz matrix takes the form given in [9]. Minimal eigenvalues lf:l)m
form a monotonically nonincreasing sequence which can be used as a feature vector
for image description.

The artificial set of points consists of ten different geometrical figures located in
the same space. Each point is randomly shifted from original position to simulate
errors. The random shift is defined in (3) and (4).
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rand()
o D —— 3
xX= xo+e 100 (3)
rand() @
I = - 3 — T
y=DYote 100

where rand() are the generated values from 5 to 100, x and y are the new positions
of the feature, x, and y, are the original positions (between 10 and 100), e is scaling
factor. Points are sorted with respect to distance from origin (0,0) of coordinate
system. They are used to compute the @; and feature vector according to [9].

Basic Toeplitz matrix takes the following form:

a, @
De=| £* 9@ B (5)
a; Wiy Uy
where:
X v Wi
a= @yt 0 L0 (6)
x 0 Vo

and x; and y; are coordinates of i minutia. Minimal eigenvalues Asl)inof D, form a
monotonically nonincreasing sequence which can be used as feature vector.

After generating database of artificial samples they are matched by kNN classifers
using Euclidian distance. Tests show that classical approach results with Toeplitz
matrices have not improved the recognition rate (Fig. 5).
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o0 L with A
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matching rate - %
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10
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errorrate - e

Fig. 5. Matching rate in dependence of the error rate (defined as e in eq. 3 and 4) with the
classical Toeplitz matrices based descriptor and without it
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Authors also check another approach to fill matrices. In the first, Toeplitz matrices
take the following form:

dy dy - d; - d,

d_l f{:] df_—l dn_—l
Di=ld dy v dy v d @

b oy o dh - d,

where:
d; = \/(xo = x)* + (Vo — y)2 for i € [1,7] ®)
1¢on

du:; £=1di 9

The results obtained this way are shown in Fig. 6. Including information about
distances between points increases matching rate (percentage of correct classified
samples) and also increases error tolerance.
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Fig. 6. Matching rate in dependence of the error rate (defined as e in eqs. 4 and 5) for the
classical Toeplitz matrices and first tested modification

The second approach is defined as (8).

do_o do_l " do,j dO.n
dl,l) d!,z dl,j dl.n

D' = 3 i % : 5

i=lay dy - dy - diy (10)
dn,l’] dn,l dn_j dn.u

where:
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di‘j=J(xi—xj)2+(yi—yj)2,for'£:tj (11)

1 i-1 n .
dij = ;(Z nd,-_;- + Zj_‘_“dflj),nthm'wme (12)

j_
After including information about distances between all points and mean value of

each matrix row the obtained results are better. Comparison with the first
modification is shown in Fig. 7.
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Fig. 7. Matching rate in dependence of the error rate for both tested modifications
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Fig. 8. Matching rate in dependence of the error rate for transformed and normal database
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For the final test the database is now shifted, rescaled and rotated. Second approach
(eq. 8) was used as image descriptor. As shown in Fig. 8 transformation of database only
slightly decreases the matching rate. As a result of using their property there is no need to
include the transformation algorithms before feature vector generation. Hence, the
additional computations cost of Toeplitz matrices can be neglected. This approach can be
easily adapted to create feature vector from fingerprints minutiae. Its properties can
simplify the processing of the fingerprint image.

4 Conclusion

The presented algorithm requires more test and tuning to show its complete
usefulness. The first author is working on the algorithm that is based on very large
data base. The results then should prove the efficiency of the algorithm. Authors will
focus now on checking bigger catalog of samples and on finding perfect solutions
with Toeplitz matrix as a descriptor. We are aiming at decreasing the number of
elements in Toeplitz matrix without information loss about the fingerprint image.
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Abstract. One of the major step for Automatic Speech Recognition
(ASR) is to mark the boundary of two consecutive co-articulated units.
While attempt has been done to use cross recurrence plot (supervised
learning) to address similar problems [1], here we propose an unsuper-
vised approach using Recurrence Plots (RP) to address the same prob-
lem. The novelty of the work is two fold. First, we report a novel approach
on using RP to identify co-articulated boundaries through prominent vi-
sual patterns. Second, we use a different quantitative approach rather
than usual Recurrence Quantification Analysis (RQA) matrix [2] for au-
tomatic detection of transition boundaries. The proposed algorithm is
applied on isolated spoken numerals in Bangla, a major Indian language.
The results obtained from a considerably large database shows that the
proposed method is a potential candidate to address the problem of Co-
articulated Units Boundary (CUB) detection.

Keywords: Recurrence plot, ASR, Speech recognition, co-articulated
unit boundary detection, Nonlinear signal processing.

1 Introduction

Automatic Speech segmentation is an important step for building speech recog-
nition systems. Since the speech data is non-linear in nature, capturing and
dealing with the non-linear speech data is a common and challenging problem.
Beside the usual trend of using FFT based analysis or LPC based approaches [4],
lots of other approaches have been developed to capture the non-linear speech
data and processing the same for segmentation, such as techniques of supervised
learning, like support vector machines. More recently Cross Recurrence Plots
(CRP) has been used for speech analysis as Recurrence Plot (RP) is a very
strong candidate for analyzing non-linear dynamic systems. However, in all the
above cases the resultant segmentation of the speech data depends upon the clas-
sifier which has been used and the training set of the speech data. For example,
there have been several attempts made to use cross recurrence plot for speech
processing or analysis, finding the co-articulated or transition boundary between
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vowel and consonants in the speech data particularly but the problem associated
with supervised learning remained the same. Here we have attempted to devise
an unsupervised method to identify the co-articulated boundaries based on RP
matrix. The paper first provides a brief review on RP. Next the methodology
showing how the RP technique is exploited to distinguish between the consonant
and vowel sound that forms the basis for automated unsupervised detection of
co-articulated boundaries is presented. Then experimental results are discussed
in detail in the next section. Finally, conclusion is presented along with under-
lining some future scope of work.

1.1 Overview of Recurrence Plot

Recurrence Plots (RP) dates back to 1987, used by Eckmann et. al to visualize
the trajectories for dynamical systems in phase space [3]. Recurrence plot mea-
sures the recurrence of the state of a dynamical system and is formally defined
by a matrix

Rij(e) =O(e— || (zi —z;) ||) V(i,j€1,2,.....;N) (1)

Where O(.) is a Heaviside function, € is a threshold distance, z; is the i
point in phase space. By definition. The main diagonal is always one and called
the line of identity (ROI). The most important fact is that the texture found
in the RP reveals useful information of the system dynamics. The use of RP in
speech processing is justified as RP is designed for complex dynamic systems
and speech is highly dynamic in nature with complex behavior.

2 Proposed Methodology

We used standard 20ms non overlapping windows and carried on RP on the
windowed audio signals. Audio signals have been produced by single user with
11025 bit/sec sampling rate. Each window produced a RP plot with embedding
dimension as three and delay equal to one. The RP plot shows prominent change
in visual patterns around the co-articulated boundaries. One can visually identify
the boundaries by observing the change in RP patterns and back track in original
audio sequence. To further the work for automatic detection of the boundaries
we computed difference between the consecutive windows to capture the change
in patterns and flagged the changes (w.r.t. to a threshold) as location of co-
articulated boundaries. To verify our results (visual inference and automatic
detection algorithm) we used Goldwave Player to hear the different portion of
the signals and compared with our observations.

3 Results and Discussions

To prove our approach we explored Bengali numerals pronounced in Bengali to
find consonant-vowel and vowel-consonant boundaries. We experimented with
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(Le) (1f)

Fig. 1. Case study for “SHAATH” (seven)

many sets of different Bengali numbers and found promising results. To report
in this paper we are showing results for Bengali number seven (pronounced as
shaath) and six (chaoeh) as the representative ones. The results are presented in
two stages. First we showed the windowed RP patterns for visual detection for
co-articulated boundaries. Next we tried to quantify the RPs so that automatic
detection of co-articulated boundaries can be identified.
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3.1 Visual Inspection

RP study for Bengali seven is depicted in Fig 1. Each RP is accompanied by its
generating time sequence sub-plotted at the top. At the starting “sh” is present
as a consonant sound and RP doesn’t show any well defined pattern (in Fig 1a),
however, as the transition takes place from “sh” to “a” (i.e. consonant sound to
vowel sound) some sorts of pattern starts appearing ( as in Fig 1b). When it is
completely in vowel sound then a very prominent pattern is achieved (Fig 1c, Fig
1d). Finally, when at the end “aa” to “th” transition takes place the well defined
pattern starts disappearing (as in Fig 1e) and the whole pattern disappears when
the end is hit, i.e. for the consonant sound “th” (as in Fig 1f) . Here we also
note that while staying in “a” sound the different non overlapping RP windows
shows the same texture but they simply got smaller and more condensed (Fig
lc vs. Fig 1d). This is because of the variation of the signal strengths/audio
characteristics in different windows of “a” sound.

RP study for Bengali six is depicted in Fig 2. Each RP is accompanied by its
generating time sequence sub-plotted at the top. As usual, the consonant sound
“ch” at the start doesn’t shows any pattern (as in Fig 2a). As it enters the “aoe”
region (i.e. vowel sound) some pattern appears (as in Fig 2b). Further, in the
“aoe” region the “a” sound is longer than “oe” and the effect is captured in the
RP as more frames shows the same patterns (as in Fig 2c¢,Fig 2d). Here it is
to be noted that pattern for “a” in seven (discussed previously) and “a” in six
shows the same texture. As we enter more into “oe” we find that due to the
vowel sound we still see prominent patterns, however, the patterns has changed
its texture (w.r.t. “a”) as it hits different vowels. For example, the pattern in Fig
2d, Fig 2e and Fig 2f are different. At the end, transition from “oe” to “h” the
pattern starts disappearing (as in Fig 2g) and finally arriving at “h” the pattern
disappeared (as in Fig 2h).

By locating the interesting areas in RP one can easily backtrack to the actual
audio sequence to tag the boundaries. The resolution is defined by the sampling
frequency.

It is to be noted that our approach has advantage over FFT based approach
that uses formants to detect vowels in a speech signals. For example, Fig 2c and
Fig 2d both represent vowel “a” but looking at the time series we can intuitively
guess that the FFT coeffiecients/formants will be different. But the RP shows
same visual patterns and differs only in scale and compactness which is easily
detectable by visual inspection. Yet another example would be comparing Fig
2¢(“a”) vs. Fig 2e(“0”) and 2f(“e”) as the generating time series almost shows
same periodicity and FFT/formant analysis might fail to distinguish between
“a”  “0” and “e” whereas the RP patterns easily reveals the presence of three
different vowel sounds through three distinct patterns easily detectable by human
eyes.

3.2 Automatic Detection

While it is easy for humans to read through the patterns and infer from it
(as discussed in the previous section), writing equivalent robust algorithm is
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Fig.3. RP with non-binary matrix elements keeping all the original state-space
distances

Fig. 4. Automatic detection of consonant-vowel, vowel-consonant boundaries (example
for “Shaath”)
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challenging. However, we made an effort to write a naive algorithm just to prove
that co-articulated boundaries can be automatically detected using RP and the
results are discussed.

We made minor modification in the RP before we tried to quantify it. Instead
of thresholding and binarizing the RP matrix (i.e. distance less than a threshold
is set to zero, else kept as one, hence showing black and white patterns) we have
retained the actual distances. This removes quantization error and comparison
between successive windows gives more accurate results. Fig 3 shows such an
example of RP matrix plot. Now we have computed the distances between two
consecutive windows simply by subtracting the current window from the previous
and summing over the difference matrix to get a single numeric value. We then
plotted the values for all windows and calculated the slope for the resulting
curve. After some trail and error we fixed a threshold to flag a change (i.e. co-
articulated boundaries). Figure 4 depict the result for Bengali Seven. However,
in this method the detection resolution is limited by the window size.

4 Conclusion

It has been shown that co-articulated boundaries can be captured by observing
the visual patterns emerging through non-overlapping windowed RP. We also
showed a completely different way to use RP matrix for information retrieval
from dynamic systems (rather than using RQA). This technique has an advan-
tage that it can be used as an unsupervised approach to detect co-articulated
boundaries which can then find various applications in speech or music pro-
cessing. Moreover, our work shows clear advantage of using RP analysis over
usual FFT/formant analysis. Although our automatic detection algorithm is
very primitive and used here only to show some promise, it is possible to quan-
tify the RPs based on advanced algorithms to come up with some robust distance
measurement schemes to accurately detect the change in patterns to identify the
boundaries. Here, one can think of using various image processing and pattern
recognizing algorithms along with advanced statistical distance measurement
algorithms to apply on the RP matrix for better performance.
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Abstract. The word alphabet is connection to a lot of problems in the
information retrieval. Information retrieval algorithms usually do not
process the input data as sequence of bytes, but they use even bigger
pieces of the data, say words or generally some chunks of the data. This
is the main motivation of the paper. How to split the input data into
smaller chunks without a priori known structure? To do this, we use
Voting Experts Algorithms in our paper. Voting Experts Algorithm is
often used to process time series data, audio signals, etc. Our intention is
to use Voting Experts algorithm for future segmentation of discrete data
such as DNA or proteins. For test purposes we use Czech and English text
as test bed for the segmentation algorithm. We use Menzerath- Altmann
law for comparison of the segmentation result.

Keywords: Voting Experts, Text Segmentation.

1 Introduction

This paper is focused on several seemingly diverse problems. The first problem
is processing of semistructured data such as text. It is commonly know fact,
that the amount of this data rapidly grows so that there are two subproblems:
how to store this kind of data and retrieve any piece of information from the
data. To efficiently store the data it is common to use data compression. Data
compression methods can treat the data as sequence of bytes, or they can use
additional knowledge about the data, such as knowledge of the language of the
data. With this additional knowledge data compression methods can improve
their results for example by moving from byte oriented alphabet to alphabet of
words. The word alphabet is connection to the second subproblem — information
retrieval. Information retrieval algorithms usually do not process the input data
as sequence of bytes, but they use even bigger pieces of the data, say words or
generally some chunks of the data. This is the main motivation of the paper. How
to split the input data into smaller chunks without a priori known structure?
To do this, we use Voting Experts Algorithms in our paper. Voting Experts
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Algorithm are often used to process time series data, audio signals, etc. Our
intention is to use Voting Experts Algorithm for segmentation of discrete data
such as DNA or proteins. For test purposes we use Czech and English text as
test bed for the segmentation algorithm, because the segmentation into words
is known without any doubts for Czech or English text so that results of the
Voting Experts Algorithm can be easily checked. Or we can think conversely.
While using Voting Experts Algorithm, which are originally aimed on signal
data, we can successfully segment natural language into small chunks, then we
can consider biosignals like language over some alphabet and fulfills some rules
i.e. grammar.

The paper is organized as follows: in Sect. 2 a brief introduction of Voting
Experts algorithm is given. Section [B] describes Menzerath-Altmann law. Exper-
imental results are provided in Sect. ] and conclusion is given in Sect.

2 Voting Experts

The Voting Expert Algorithm is a domain-independent unsupervised algorithm
for segmenting categorical time series into the meaningful episodes. It was first
presented by Cohen and Adams in 2001 [4]. Since this introduction, the algo-
rithm has been extended and improved in many ways, but the main idea is always
the same. The basic Voting Experts algorithm is based on the simple hypothesis
that natural breaks in a sequence are usually accompanied by two statistical in-
dicators [B]: low internal entropy of episode and high boundary entropy between
episodes.
The basic Voting Experts algorithm consists of following three main steps@:

— Build an nGram tree from the input, calculate statistics for each node of
this tree (internal and boundary entropy) and standardize these values at
the same level of length.

— Pass a sliding window of length n over the input and let experts vote. Each
of the experts has its own point of view on current context (current content
of the sliding window) and votes for the best location for a split. The first
expert votes for locations with the highest boundary entropy, the second
expert votes for locations with a minimal sum of internal spit entropy. By
this way, the votes are counted for each location in the input.

— Look for local maximums which overcome selected threshold. These points
are adepts for a split of sequence.

Tests showed that the algorithm is able to segment selected input into meaningful
episodes successfully. It was tested in many domains of interest, such as looking
for words in a text [4] or segmenting of speech record [§].

2.1 Two-way Voting Experts

There are several ways how to improve the basic Voting Experts algorithm. Sim-
ply we can divide these improvements into the two main groups. On the one hand,

! For detailed explanation of each of mentioned steps see [5].
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you can add your own “expert” to voting process (for example Markov Expert
in [3]) and receive additional point of view on your input. On the other hand,
there are methods based on repeated or hierarchical segmenting the input [6/9].

One of the simplest ways how to slightly improve performance of segmenting
is two-way passing of the sliding window. It means using classic voting algorithm
supplemented by segmenting of reversed input.

This idea was outlined in [6] where the way how to make high-precision cut
points by selection of higher values of a threshold was showed. Additionally,
reversing the corpus, and segmenting the reversed input with Voting Experts,
generates a different set of backward cut points. The subsequent intersection of
sets of cut points offers high precision segmenting. However, on the other hand,
this high precision is redeemed by loss of recall.

For this reason, we implemented “two-way voting” idea in another way. After
running classic voting experts, we do not make cuts, but we keep the votes
for each location. Then we run the backward voting on the reversed input and
keep the votes again. Just after that we check the total votes against the selected
threshold. Moreover, these received votes can be further balanced by FORWARD
and BACKWARD multipliers which can highlight or suppress selected direction
of voting.

3 Menzerath-Altmann Law

In 1928, Paul Menzerath observed the relationship between word and syllable
lengths: the average syllable length decreased as the number of syllables in the
word grew. In its general form, such a dependence can be formulated as follows:
the longer is the construct the shorter are its constituents. Later on, this fact was
put to mathematical use by Gabriel Altmann [I]. Now, this concept is known
as the Menzerath-Altmann law and is considered to be one of the few general
linguistic laws with evidences reaching far beyond the linguistic domain itself2.
Formally, the Menzerath-Altmann law may be written as follows:

y=az"? (1)

where y is the distance of constituents, x is the distance of construction and a, b
are its parameters.

What do these parameters actually represent? When we demonstrate their
relationship, according to Eq. (), in a graph, we get exponential curves. The
greater the absolute value of the negative parameter b, the sharper the demon-
strated function y falls. Hence, parameter b controls curve sharpness. As for
parameter a, the sample indicates that a expresses the average distance of con-
stituents provided that 1 is substituted for x. This does not mean, however, that
we can determine the amount of words containing only one morplﬁ.

2 Equation (@ is known in other scientific fields as the power law. Mutual relationships
among so-called, scale-free network nodes are based on this law. The world wide web
is a practical example of this type of network.

3 The question is how to define morph.
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Using the Menzerath-Altmann law, we can further define individual language
levels within the natural language’s words and sentences. If we want to consider
an element of a language as a level of a language structure, we will require
compliance with the above-mentioned law. Complying with this law also results
in the fact that language levels will be self-similar. Hence, text of this type
presents a dynamic system with a fractal character!

4 Experiments

As it was mentioned in introduction Voting Experts Algorithm as segmentation
algorithm was tested on texts written in natural language. The segmentation
of text written in language known to human reader is very easy task. It is
also easy task for computer reader, due to the existence of spaces in text. But
is these spaces is deleted from the text the task is much harder for human
reader and difficult to realize for computer reader. Therefore, the reconstruction
of deleted spaces was chosen as test task for Voting Experts Algorithm. To
compare performance on different languages same text written in English and
Czech language was chosen.

For next evaluation we need define precision and recall coefficients. Precision
coefficient — P and recall coefficient — R rank among the most often used in-
dicators for ability to provide relevant documents in the information system.
The precision coefficient is understood as the ratio of the amount of relevant
documents returned to the entire number of returned documents. Recall repre-
sents the ratio of the amount of relevant documents returned to a given query
to the entire amount of documents relevant to this query. In order to simplify
information about system effectivity, methods have been created to display pre-
cision and recall measured in a 1-dimensional space. One of these methods is
Van Risjbergen’s F-measure[10J7]:

1+8> (1+B)RP

FB: 2 1 2
R+P 6P+R

(2)

where [ indicates the ratio of significance between precision and recall. For
example, when [ is an even 0.5, it means that the user is twice as interested in
precision than in recall and when (3 is an 2, the users interest is vice versa. 3
was to 1 in our experiment.

In the first experiment, the segmentation of English text was performed. The
best result were provided by following methods:

— Forward segmenting (sliding window size = 6, threshold = 3),
— Backward segmenting (sliding window size = 6, threshold = 3),
— Two-way balanced segmenting (sliding window size = 5 and 7, threshold = 7).

Results of segmentation using methods mentioned above are given in Fig. [l
The two-way segmentation repaired some single way segmentation errors e.g.

4 We choose novel “Good Soldier Svejk” by Jaroslav Hasek.
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Fig. 1. Segmentation of English Text

space was between the words THE-GOOD, and conversely, the incorrect space was
removed from SOLDI-ER. Evaluation of the best obtained results is described in
Table [l

The second experiment was aimed on segmentation of Czech text. The Czech
version segmentation achieves worse results in both single and two way voting,
see Table[2l It is caused by high number of various suffixes in the Czech language.
The word form is very variable in Slavic language, e.g. Czech. There are number
of suffixes which change their form according the gender and their position in
a tense. Therefore there is a very high boundary entropy between these suffixes
and word ends. For this reason it is difficult to find out true word boundaries.
Regardless of this, in the two-way segmentation successfully correct some of
wrong forward or backward segmentation, see Fig. 2

Values in Table 2] may seem to be not so satisfactory. However, we have to
realize that these results are not directly comparable with the English ones.
A better way is to compare changes for the better of the two-way approach
against the single way algorithm. In the Table [B] you can see the percentage
improvements of both versions of text. The translated version has improvement
only about 3.5% whereas the original Czech version reached the improvement
about 6.3%.

The third experiment was focused on Menzerath-Altmann law. Natural lan-
guages are supposed to fulfill this law. And it can be easily check, that results of

Table 1. English text results

F-measure Precision Recall Window size Threshold

Forward 0.75 0.77 0.72 6 3
Backward 0.71 0.74 0.68 6 3
Two way Multipliers: 0.77 0.73 0.82 5 forward 7

1.0-0.9 7 backward
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Table 2. Czech text results

F-measure Precision Recall Window size Threshold

Forward 0.67 0.69 0.66 7 3
Backward 0.69 0.70 0.67 6 3
Two way Multipliers: 0.71 0.72 0.71 7 forward 7
1.0-0.9 6 backward
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Fig. 2. Segmentation of Czech text version

Table 3. Percentage improvement

Voting Expert Algorithm Percentage
Language Forward Backward Two-way Improvement
English 0.75 0.71 0.77 3.47%
Czech 0.67 0.69 0.71 6.28%

Table 4. Parameters of Menzerath-Altmann Law

Language a b
English 1165.334 0.915
Czech 176.890 0.644

segmentation process from language that has the same property as English and
Czech languages.

Menzerath-Altmann law can be interpreted as relationship between length of
some text construct measured by a number of its constituents. In this way num-
ber and frequency of individual words is observed. Table ] provides numerical
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Fig. 3. Curves according to Menzerath-Altman law (both axes have logarithmic scale)

Table 5. E.coli DNA — Parameters of Menzerath-Altmann Law

Language a b
English 106201.440 1.098
Czech 2670.092 0.694
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Fig. 4. Attempt of segmentation of E.coli DNA acid, Menzerath-Altman law curves
(both axes have logarithmic scale)

results of the experiment (coefficient a and b) while Fig. [ provides graphical
interpretation of the measured data and approximation curve.

5 Conclusion

The Voting Experts algorithm can be used in many domains in which we want to
look for some meaningful episodes. Therefore we are going to test this algorithm
on pattern recognition in electroencephalography signal records.
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Electroencephalography (EEG) [12] is the measurement of electrical activity
produced by the brain. Electroencephalograph exams are based on the princi-
ple that the brain emits electrical waves. These brain waves register the elec-
trodes sent from the cap on the patient’s head. The EEG machine multiplies the
strength of these signals and assigns them a subsequent curve. The shape and
character of these curves are the results of actual brain activity.

Our effort is to decompose this brain activity signal by the Voting Experts
algorithm. After that, the found sequences can be employed for marking of im-
portant brain signal patterns. These patterns can be further used in many ways,
such as for controlling robots by human mind.

But there is a little problem with EEG records - human body does not have a
precise internal clock, so the measured signals may vary in time and patterns can
differ in their length or speed. For this reason we are going to add the third expert
(DTW expert) which will deal with the comparison of two distorted patterns.

We will also test the Voting Experts algorithm to segment DNA. We use E.coli
DNA taken from Canterbury Compression Corpusﬁ [2]. First results are provided
in Table ] and Figs. @l Parameters of segmentation were set to similar values
as in Czech or English text. In this case the Czech configuration of parameters
produces three times more segments than the English setting. The question is —
segments, words in DNA constitute language without flection?

In general, the Dynamic time warping (DTW) [I1] is a method that allows
you to find out an optimal mapping between two given time series with certain
restrictions. The sequences are non-linearly warped in the time dimension to
each other and then the “cost” of mapping is quantified.

Acknowledgment. This work is supported by the grant of Grant Agency of
Czech Republic No. 205/09/1079.
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Abstract. A good reference image is important for relative performance analy-
sis of different image thresholding techniques in a quantitative manner. There
exist standard methods for building reference images for document image bina-
rization. However, a gap is found for graphic images referencing. This paper of-
fers six different techniques for building reference images. These may be used
for comparing different image thresholding techniques. Experimental results il-
lustrate the relative performance of five different image thresholding methods
for the six reference image building methods on a set of ten images taken from
the USC-SIPI database. The results would help picking up the right reference
image for evaluating binarization techniques.

Keywords: Reference image, image thresholding, image binarization, quantita-
tive evaluation, majority voting, misclassification error, relative foreground area
error.

1 Introduction

Image binarization is a very important step in image processing and pattern recogni-
tion applications. Selecting proper threshold value is an important step for image bi-
narization. The result of binarization depends heavily on the selection of the threshold
value. There are different techniques for finding threshold for image binarization.
Standard thresholding algorithms are found in the literature for graphic image [1, 2, 9,
10, 11, 12] as well as document image binarization [4, 6, 7, 8].

The performance evaluation is an important criteria whenever proposing a thre-
sholding algorithm. This calls for the requirement of preparing a reference image with
which different thresholding techniques should be compared to produce a quantitative
result. Some techniques are available for preparing reference or ground truth image
for document images [4]. However, there is a gap in the literature for preparing a
reference image for comparing graphic images. In most of the cases [2, 3] a reference
image has been formed manually which involves human interference. This approach
is highly subjective, so the quality of the reference image varies with a large extent
from one person to another. Therefore, an alternative technique is required for an
objective measure of the reference image.

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 161-169, 2011.
© Springer-Verlag Berlin Heidelberg 2011
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Keeping this in view, this paper presents some methods for creating the reference
image. Five standard image binarization techniques, namely, Otsu [13], Niblack [10],
Bernsen [11], Sauvola [6] and Kapur [12] have been chosen for showing how the
performance of different image binarization techniques varies on the basis of different
reference images with which the binarized image is being compared.

2 Methods for Creation of Reference Image

2.1 A Majority Voting Scheme

The reference image can be formed by using a majority voting scheme as used in [1].
The results of binarization of several techniques are taken and all these images are
analyzed pixel by pixel. A pixel is set to 1 if according to majority of the representa-
tive methods that particular pixel has a value of 1 otherwise it is set to 0. This tech-
nique is an unbiased estimator of the reference image as equal weight is given to all
the binarization techniques (Method-1).

2.2 TIterative Local Thresholding

A new method for binarization has been proposed in [1]. This is a local thresholding
approach which requires partitioning of the original gray scale image into a number of
logical segments. The technique presented in this section is a combination of parti-
tioning as in [1] and finding threshold as in [9] for each partition locally.

Iterative local thresholding requires the original gray scale image to be partitioned
into several segments and then finding a threshold for each partition as follows: An
initial threshold is chosen to be the average of the grayscale values in that partition.
The pixels belonging to this partition are divided into two groups based on this thre-
shold. Next the average gray values of the two groups are calculated and a mean of
these two gray values is calculated to get a new threshold. This process is repeated
with the new value of the threshold until the changes between the values of the thre-
shold varies less than a predefined parameter in two successive iterations [9]. This
approach can be applied to each partition to calculate a local threshold for that parti-
tion. (Method -2).

2.3  Local/Global Thresholding Based on Mean Gray Level of the Histogram

This approach requires the original gray scale image to be partitioned into several
segments and then finding a threshold for each partition as follows: for each partition
a local threshold is calculated by using the mean of all the gray levels in that partition.
This value is used as a threshold and applied to each partition locally. (Method-3A).
Alternatively the values of these local thresholds can be used to find an average thre-
shold which can be used as a global threshold for the image. (Method -3B).
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2.4  Histogram Based Local/Global Thresholding Using Otsu’s Method

In this method the original image is partitioned. A threshold value is found for each
partition using Otsu’s method and the image is binarized by applying these threshold
values to each partition locally. The Otsu’s method for finding threshold is one of the
best algorithms for image binarization for both document graphic images. Experimen-
tal results show that, in most of the cases, the reference image generated using this
approach is visually very good and close to the one done by any human being manual-
ly. This justifies using Otsu’s method in each partition in search of a local threshold
for image binarization. (Method-4A). This idea can be extended for generating a
global threshold by taking the mean of these threshold values for each partition. (Me-
thod-4B).

3 Experimental Results

Two quantitative measures have been considered for analyzing the performance of
different binarization algorithms on different reference images.

3.1 Misclassification Error (ME)

Misclassification error (ME) reflects the percentage of background pixels wrongly
assigned to foreground, and conversely, foreground pixels wrongly assigned to back-
ground [5]. For the two-class segmentation problem, ME can be expressed as:

| By N8By | + |Fy N

ME =1- ,
| By NFy|

where By and F; denote the background and foreground of the original ground-truth
(reference) image, Bt and Fr denote the background and foreground area pixels in the
test image, and | . | is the cardinality of the set. The ME varies from O for a perfectly
classified image to 1 for a totally wrongly binarized image.

3.2  Relative Foreground Area Error (RAE)

The next comparison is based on a measure for the area feature; the relative fore-
ground area error as defined in [5].

Ap—A ,
i if Ap < A,
Al:l

Ar—4g
Ar

RAE =

if Ap = A,

Here Ay is the area of reference image, and Ar is the area of threshold image. Ob-
viously, for a perfect match of the segmented regions, RAE is zero, while if there is
zero overlap of the object areas the penalty is the maximum one. The images from
USC-SIPI database [14] have been used for the experimentation purpose.
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Table 1. Results of Method-1

Image
Name

Otsu

Niblack

Bernsen

Sauvola

Kapur

ME

RAE

ME

RAE

ME

RAE

ME

RAE

ME

RAE

Aerial

7.28

8.08

25.28

26.86

0.02

0.02

3.68

3.88

0.22

0.25

Baboon

10.84

17.32

20.77

7.20

10.06

2.96

29.89(32.31

13.15

13.18

Barcode

0.28

0.31

33.15

36.67

0.12

0.02

1.24

0.66

3.28

3.70

Brick

5.20

9.34

14.81

4.80

5.20

9.34

16.61

22.43

5.11

5.92

F16-Jet

5.62

6.85

26.67

23.56

1.43

0.54

13.12]13.75

6.98

8.50

House

16.39

29.23

28.13

3.17

7.54

13.44

39.37

41.23

51.69

92.16

Lena

12.75

9.67

25.96

3.92

13.25

20.54

29.98

31.66

12.85

13.48

Pepper

16.22

22.47

26.99

3.93

16.05

21.88

28.04

29.96

15.71

20.65

Texture

37.60

45.82

63.66

67.23

25.69

31.32

15.52

15.64

17.90

17.91

Tree

2.00

3.84

12.22

6.75

2.00

3.84

13.95

20.47

2.58

0.08

Average

11.42

15.29

27.76

18.41

8.14

10.39

19.14

21.20

12.95

17.58

Table 1 shows the result of ME and RAE measures for five binarization algorithms
where the reference image has been created using Method 1. The minimum entry for
each image in each row of the table has been marked in bold face for both ME and
RAE measures. Even though out of the ten images Kapur’s method scores minimum
for four images (for ME) and three images (for RAE), the overall average perfor-

mance of Bernsen is the best according to both ME and RAE measures.

Table 2. Results of Method-2

Image
Name

Otsu

Niblack

Bernsen

Sauvola

Kapur

ME

RAE

ME

RAE

ME

RAE

ME

RAE

ME

RAE

Aerial

7.04

7.83

25.12

26.66

0.22

0.24

3.88

4.13

0.01

0.27

Baboon

13.79

21.03

19.28

11.37

4.80

7.32

26.95

29.13

6.56

9.09

Barcode

0.51

0.57

32.53

36.11

0.78

0.88

0.50

0.23

2.50

2.85

Brick

1.25

241

16.76

11.57

1.25

241

20.40

27.94

0.66

1.26

F16-Jet

2.88

3.62

23.97

2091

3.19

3.87

15.85

16.64

4.24

5.34

House

0.24

16.26

38.64

18.16

8.85

2.36

55.74

50.33

35.30

90.72

Lena

0.94

1.62

31.22

7.51

6.07

10.58

37.08

39.27

1.52

2.64

Pepper

0.94

1.82

33.72

17.81

0.56

1.07

41.60

44.70

0.25

0.49

Texture

19.45

30.44

37.61

57.93

7.70

11.81

33.38

34.30

36.05

36.07

Tree

1.22

2.04

12.22

8.45

1.22

2.04

14.64

21.92

0.74

1.75

Average

4.82

8.77

27.11

21.65

3.46

4.26

25.00

26.86

8.78

15.05

Table 2 shows the similar results where the reference image has been created using
Method-2. Out of the 10 images, Bernsen’s method scores minimum for 6 images (for
ME) and 4 images (for RAE). Bernsen’s method again is better than others on the
average performance for both ME and RAE measures. Again Otsu is the second best.
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Table 3. Results of Method-3A

Image

Otsu Niblack Bernsen Sauvola Kapur
Name

ME |RAE ME [RAE ME |RAE ME |RAE ME [|RAE
Aerial 23.0227.20(18.73| 8.51 |29.80|33.07|33.46|35.68/29.59|32.91
Baboon |18.16| 0.91 |17.86|10.0820.53/14.00/40.2943.52|25.18 | 27.55
Barcode | 2.52 | 2.85 |33.10{34.61| 2.80 | 3.16 | 2.21 | 2.52 | 0.49 | 0.57
Brick 12.25| 5.08 |12.68| 9.08 |12.25]| 5.08 | 19.04]25.92|12.16| 1.49
F16-Jet |15.57|13.83]25.17| 4.76 |19.24|20.17|29.39|30.77|15.01| 12.28
House  |22.90|33.69|24.41| 3.24 [17.49/18.90|35.62|37.28|55.46| 92.65
Lena 23.75|5.05 |26.64|10.74|23.66| 7.34 |39.26|41.39|23.85] 0.88
Pepper  |23.56 [10.39(28.20| 9.95 |23.58| 9.71 |36.84|39.41|23.74| 8.28
Texture |47.59|34.60)|56.28|60.45]40.17{17.09]29.56(30.12{31.98|32.00
Tree 6.66 | 0.09 |12.15/10.24] 6.66 | 0.09 | 15.83]23.45| 7.04 | 3.67
Average |19.60 |13.37|25.52]/16.16|19.62|12.86| 28.15|31.00]|22.45|21.23

The reference images have been formed using Method-3A and Method-3B for Ta-
ble 3 and Table 4 respectively. Results show that the performance of Bernsen and
Kapur is better than other methods for highly textured images like Brick, Tree, etc.

Table 4. Results of Method-3B

Image

Otsu Niblack Bernsen Sauvola Kapur
Name

ME |[RAE| ME | RAE | ME | RAE | ME | RAE | ME RAE
Aerial 12.78 |12.86| 18.03 | 8.69 [17.92]19.88 |21.57|23.01 | 17.72 | 19.70
Baboon |13.36| 6.47 | 19.70 | 4.73 |15.40| 8.90 |37.16|40.16 | 19.81 [23.24
Barcode | 0.03 | 0.01 | 33.03 | 3647 ] 0.28 | 0.32 | 0.99 | 0.34 | 3.00 | 3.40
Brick 6.70 [ 8.09 | 14.79 | 6.10 | 6.70 | 8.09 | 17.22 2349 | 6.54 | 4.61
Fli6-Jet | 6.83 | 4.42 | 25.19 | 14.15|10.60 | 11.44 [22.15|23.21 | 6.64 | 2.69
House 19.27131.95] 27.31 | 0.69 |14.92|16.77 |37.15|38.89 | 53.93 |92.46
Lena 19.95|1.65 | 27.01 | 7.54 [20.17]10.56 |37.19 |39.29 | 20.12 | 2.61
Pepper |19.36 [18.05| 27.82 | 1.53 |19.28|17.42|31.58|33.75|19.13 | 16.12
Texture |46.40)34.25| 55.57 | 60.24 | 39.68 | 16.65 | 29.81 | 30.49 | 32.34 | 32.36
Tree 4.08 | 0.60 | 12.34 | 9.79 | 4.08 | 0.60 | 1543 |23.06 | 4.52 | 3.18
Average | 14.88 |11.83]| 26.08 | 14.99 | 14.90 | 11.06 | 25.02 | 27.57 | 18.37 | 20.04

Niblack also gives lowest RAE scores for 5 out of ten images as shown in Table 4.
However, according to the average performance, Bernsen's method wins over others
in terms of both ME and RAE measures. The reference images have been formed
using Method-4A and Method-4B. This has been listed in Table 5 and Table 6 respec-
tively. The results show that for Table 5 Otsu scores minimum for misclassification
error for six images out of the ten being considered. Also the average performance of
Otsu is the best for this type of errors.
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Table 5. Results of Method-4A

Image
Name

Otsu

Niblack

Bernsen

Sauvola

Kapur

ME |RAE

ME |RAE

ME |RAE ME

RAE

ME

RAE

Aerial

19.78|23.87

20.44 | 4.32

27.04130.00]30.70

32.73

26.84

29.85

Baboon

5.88 [10.20

23.94| 0.77

3.10 | 5.11 |34.85

37.67

14.46

20.05

Barcode

2.52|2.85

33.10(34.61

2.79 | 3.15

2.21

2.51

0.49

0.57

Brick

7.35112.73

16.14| 1.11

7.35 [12.73|15.83

19.42

5.45

9.43

F16-Jet

1.21] 1.55

26.83(19.21

4.86 | 5.89 [17.52

18.39

2.57

3.30

House

14.12|26.23

28.12| 7.10

5.26 | 9.78 |41.63

43.62

49.41

91.82

Lena

5.87|9.14

30.721 3.35

12.87/20.07|30.39

32.06

8.32

12.97

Pepper

4.92 | 8.88

32.77|11.44

4.54 | 8.18 [37.71

40.41

3.73

6.73

Texture

12.5722.05

45.07 [52.86

0.67 | 1.18 |40.48

41.37

42.93

42.95

Tree

1.96 | 3.76

1291 6.82

1.96 | 3.76 |14.31

20.53

0.01

0.46

Average

7.62 12.13

27.00|14.16

7.05 | 9.99 |26.56

28.87

15.42

21.81

Also the average performance of Otsu is the best for the measure of misclassifica-
tion errors. One possible reason could be that this method has been used for local
threshold calculation for the creation of this type of reference image. However, Bern-
sen’s approach outperforms all other techniques in terms of average performance for

RAE measure.

Table 6. Results of Method-4B

Image
Name

Otsu

Niblack

Bernsen

Sauvola

Kapur

ME

RAE

ME

RAE

ME

RAE

ME

RAE

ME

RAE

Aerial

7.46

9.00

19.36

12.56

14.72

16.34

18.38

19.60

14.52

16.15

Baboon

5.88

10.20

23.94

0.77

3.10

5.11

34.85

37.67

14.46

20.05

Barcode

0.05

0.88

33.03

36.47

0.28

0.31

1.00

0.35

3.00

3.40

Brick

5.43

9.71

16.47

4.41

5.43

9.71

17.20

22.11

3.52

6.30

F16-Jet

1.37

1.76

26.81

19.38

4.70

5.69

17.36

18.22

2.73

3.50

House

6.27

13.64

34.10

20.65

2.58

5.32

49.48

51.84

41.56

90.43

Lena

4.73

7.51

30.99

1.61

11.74

18.63

31.51

33.26

7.18

11.40

Pepper

5.87

1041

32.55

9.92

5.49

9.73

36.81

39.39

4.68

8.30

Texture

27.46

38.19

54.73

62.61

15.55

21.63

25.86

26.07

28.04

28.06

Tree

0.80

1.56

13.20

8.90

0.80

1.56

15.21

22.30

1.16

2.23

Average

6.53

10.29

28.52

17.73

6.44

9.40

24.77

27.08

12.09

18.98

In Table 6 it is seen that in terms of average performance, Bernsen’s algorithm
produces the best result for both ME and RE measures.
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Misclassification Error (ME) vs.Thresholding Methods
30.00
25.00 - | ]
20.00 1 B0tsu
B Niblack
% 15.00 1 e
ﬁI OBemsen
s 10.00 7 0 Sauvola
5.00 1 B Kapur
0.00 -
Method-1  Method-2 Method-3A Method-3B Method-4A Method-4B
Thresholding Methods

Fig. 1. Performance Analysis for Misclassification Error for six methods

Figure 1 and Figure 2 show the performance analysis (ME and RAE respectively)
of all the methods for building the reference with respect to the average performance
of the five binarization techniques. For both ME and RAE measures, the average per-
formance of Bernsen’s method outperforms others. However, Otsu’s method gives
very similar results for Method-3B, Method-4A and Method-4B.

35.00
30.00
25.00

RAE (%)

Relative Foreground Area Error (RAE) vs.Thresholding Methods

20.00 1
15.00 1
10.00 1
5.00 1
0.00 -

Method-1

Method-2 Method-3A Method-3B Method-4A  Method-4B
Thresholding Methods

B0tsu

B Niblack
OBernsen
O Sauvola
B Kapur

Fig. 2. Performance Analysis Relative Foreground Area Error for six methods
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Fig. 3. Selected Test Images from USC-SIPI Database
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Conclusion

This paper presents different techniques for creating reference images to be used for
quantitative comparisons of different binarization techniques. Five well-known repre-
sentative binarization techniques have been selected for experimentation purpose and
results show that the performance of a binarization technique varies as the reference
image, with which it is being compared, is changed. There are a lot of scopes to ex-
tend this work for generating reference images depending on some important proper-
ties of the image like texture, spatial distribution of similar gray levels in the images,
etc. The authors are consolidating on this issue.
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Abstract. The analysis and counting of blood cells in a microscope image can
provide useful information concerning to the health of a person. In particular,
morphological analysis of red blood cell's deformations can effectively detect
important disease like malaria. Blood images, obtained by the microscope,
which is coupled with a digital camera, are analyzed by the computer for diag-
nosis or can be transmitted easily to clinical centers than liquid blood samples.
Automatic analysis system for the presence of Plasmodium in microscopic im-
age of blood can greatly help pathologists and doctors that typically inspect
blood films manually. Unfortunately, the analysis made by human experts is not
rapid and not yet standardized due to the operators’ capabilities and tiredness.
The paper shows how effectively and accurately it is possible to identify the
Plasmodium in the blood film. In particular, the paper presents how to enhance
the microscopic image and filter out the unnecessary segments followed by the
threshold based segmentation and recognize the presence of Plasmodium. The
proposed system can be deployed in the remote area as a supporting aid for te-
lemedicine technology and only basic training is sufficient to operate it. This
system achieved more than 98% accuracy for the samples collected to test this
system.

Keywords: Dilation, Erosion, Field’s stain, Gradient operator, HSI colour for-
mat, Laplacian Filter, Malaria, Plasmodium.

1 Introduction

Malaria is a mosquito-borne infectious disease of human being caused by a parasite
called Plasmodium. It is widespread in tropical and subtropical regions, including
much of Sub-Saharan Africa, Asia and America. In the human body, the parasites
multiply in the liver (exoerythrocytic phase) [1], and then infect red blood cells (eryt-
hrocytic phase). Symptoms of malaria include fever, headache, and vomiting, and
usually appear between 10 and 15 days after the mosquito bite. If not treated, malaria
can quickly become life-threatening by disrupting the blood supply to vital organs [2].
The accepted laboratory practice for the diagnosis of malaria is the preparation and
microscopic examination of blood films stains generated by Giemsa’s solution.

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 170-7§, 2011.
© Springer-Verlag Berlin Heidelberg 2011
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Figure 1 shows 1125X Magnified blood sample, which reveals the presence of two
Plasmodium vivax parasites; an immature form on the left, and another in a mature
form on the right.

Fig. 1. 1125X Magnified blood sample, with two Plasmodium vivax parasites

Four species of Plasmodium parasites can infect human beings and also they can
utilize human beings as temporary repository in transmitting the disease malaria, from
one sick individual to another healthy person. Severe disease is largely caused by
Plasmodium falciparum [3] and it is also responsible for about 90% of the deaths
from malaria. Malaria caused by Plasmodium vivax, Plasmodium ovale and Plasmo-
dium malariae is generally a milder disease that is rarely fatal [4].

The World Health Organization (WHO) reports that over 780,000 people died of
malaria in 2009 [5], most of them are children, under the age of five. At a particular
time, an estimated 300 million people are said to be infected with at least one of these
Plasmodium species. Sometimes it may so happens that malaria becomes an epidemic
in the particular time of the year and that generally occurs during rainy season. So,
there is a great need for the development of effective treatments for decreasing the
yearly mortality and morbidity rates. Once an epidemic like situation emerges, it be-
comes very difficult to arrange sufficient pathologist and equipments for diagnosis of
the Malaria especially in economically backward areas. Some test kits exist like “Ma-
laria home test kit” [6]. But cost of such kit is much higher. As a matter of fact, it is
difficult to place such kits in every health care unit. The objective of this work is to
design a low cost device which is capable to detect Plasmodium species from blood
film images to speed up the diagnosis process.

The rest of the paper is arranged as follows: section 2 describes the proposed sys-
tem; section 3 presents the results and performance of the system and section 4 con-
cludes the work along with discussions on the future scope of this work.

2 System Detail

The system is explained with the help of a block diagram, shown in figure 2, and all
the steps of the system are described next.
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Image Acquisition
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Image sharpening.
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' Gray scale conversion. !
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v

Segmentation after
converting into binary

OBJECT DETECTION

Filtering of unnecessary contours

Detection of the presence of Plasmodium

Fig. 2. Block diagram of the system

2.1 Image Acquisition

Image Acquisition is the first step of the system. Digitized images of the blood sam-
ples on the slides are acquired with a CCD [7] camera which is mounted upon the
microscope. For getting multiple images of a single sample, the glass slide movement
is required and it is controlled by two stepper motors [8] in the horizontal and vertical
direction shown in Figure 3.

2.2 Image Enhancement

The images obtained from the CCD camera are not of good quality. Laplacian Filter
[9] is used to sharpen the edges of the objects in the image. The Laplacian gradient at
a pixel position (x,y) is denoted by v f(x,y) and it is defined as.

9? 9° (1)
e Sl y)+ P S y)

Vi f(x,y)=
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Stepper motor1 is used for slide
movementin horizontal direction

Stepper motor2 is used for slide
movementin vertical direction

Fig. 3. Slide control through stepper motor

This expression is implemented at all points (x,y) of the image through convolution.
The Laplacian filter is applied separately on Red, Green and Blue components of the
colour images obtained from the CCD camera. After that, the images are converted
into gray scale image by simple average of three components namely Red, Green, and
Blue.

RGE Image Gray Image

La,
-

&

o

Fig. 4. RGB Image and its corresponding gray scale image

2.3  Segmentation

By analyzing gray scale images it is inferred that the area of the image occupied by
the Plasmodium has low gray value and high intensity variation with respect to other
area of the image. For the benefit of the implementation of algorithms in better way,
all the gray images are converted into corresponding negative images, in which light
areas appear dark and vice versa. So in the inverted images the area occupied by the
Plasmodium will have high gray value with respect to other area of the image.



174 P. Ghosh et al.

All the input blood film images are not illuminated in the same scale. So inverted
gray scale image illumination is not in the same scale; this might cause problem in
threshold based region segmentation. Uniform scale conversion is required to over-
come such type of problem. It is implemented by subtracting a calculated value from
each pixel points of the inverted image. The value which is proposed to be subtracted
is the 45% of the average gray value of the pixels of the inverted image. This 45% is
determined by analyzing data.

Trial and error method reveals that the subtraction is only applicable if the differ-
ence between the maximum gray scale value and average gray scale value of the in-
verted gray image is greater than a threshold value, which is obtained by statistical
data analysis. Image histogram is used to find out the maximum value; otherwise
noise with high gray value might claim the maximum value.

Algorithm-1: The gray image intensity scaling process.

This algorithm takes a gray image as an input and reduces the intensity of the image
for proper scaling of the intensity. The reduction process depends on some parame-
ters.

Step 1: Calculate the mean of the gray values of the inverted image.

Step 2: Calculate the histogram and find out the maximum intensity value of the gray
scale where the total numbers of pixels belong to that intensity level is greater
than or equal to 1.25% of total number of pixels in the inverted image. This
process will eliminate the chance of noise pixel with high intensity value get
selected.

Step 3: Find out the difference between two values obtain in step 1 and 2.

Step 4: If result in step3 is greater than predetermined threshold value then subtract
45% of the average value obtained in step 1 from each pixel points of the in-
verted image.

Step 5: Stop.

After applying algorithm-1, the inverted gray image is converted into binary image
using a threshold value [12]. This threshold value varies from image to image. The
threshold value calculation algorithm is given next.

Algorithm-2: Calculation of threshold value of the gray image.
This threshold value will be used to convert the gray image into binary image.

Step 1: Select an initial estimate for T (T=threshold value). The initial value for T is
the average gray level of the image

Step 2: Segment the images using T. This will produce two groups of pixels: consist-
ing of all the pixels with gray level values > T called as G1 and consisting of
pixels with values <=T called as G2.

Step 3: Compute the average gray level values p1 and p2 for the pixels in regions G1
and G2.

Step 4: Compute a new threshold value: T =0.5 * (ul1+ p2).

Step 5: Repeat steps 2 through 4 until the difference in T in successive iterations is
smaller than a predefined parameter T,,.

Step 6: Stop.
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2.4  Filter out Unnecessary Contours

The binary image has unnecessary contours that are basically noise. This small noise
contours are eliminated by closing, which is dilation[13] followed by erosion [13].
Closing is able to remove unnecessary contours which are small in size but fails to
eliminate unnecessary contours of big in size. Figure 5 shows the binary image and its
corresponding binary image after removal of small unnecessary contours.

The unnecessary contours which have considerable size are indicating the regions
of red blood cells. The difference between red blood cells and Plasmodium is that red
blood cells have smooth surface whereas Plasmodium has rough surface area. The
gradient operator is helpful to distinguish the picture segment of red blood cell and
Plasmodium. The gradient at the center point in a neighborhood is computed as given
in [12]

The gradient operator is applied on the inverted gray image and then the output is
converted into binary using a threshold value. Figure 6A shows the output along with
merging the two binary images given in Figure 6B. The cluster of white region de-
notes the surface is not smooth.

binary Filtarad binary

Fig. 5A. Filtered Binary image Fig. 5B. After removal of small contours from 5A

Fig. 6A. Binary image after gradient operator Fig. 6B. Overlapping of figure 5B and 6A

2.5 Detection of the Presence of Plasmodium

By comparing two sets of binary images, obtained from previous sections, the pres-
ence of Plasmodium is determined. This is done by the following algorithm.
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Algorithm-3: To find out a valid contour of Plasmodium.

Stepl:

Step 2:
Step 3:
Step 4:
Step 5 :

Step 6:

Step 7:

Step 8 :
Step 9:
Step 10

Apply label matrix technique in the binary image obtained from the inverted
gray image, and store the output matrix in LB matrix variable. LB will have
the same dimension as the binary image.
count = maximum integer value stored in LB; So “count” will contain the
number of contours in the input image.
index =1
val = (total number of points, where value is 1, in the binary image, which is
obtained after applying gradient operator) / (total number of points in the bi-
nary image)
Find the coordinates of the pixels of the LB where value of the pixel is equal
to index;
local_Value = (find out the number of points, where value is 1, in the binary
image, which is obtained after applying gradient operator and whose coordi-
nates are selected in step 5.) / (total number of coordinates are selected in step
5.)
if local_Value > >val

then contour of a Plasmodium is found

Else Not a valid plasmodium contour

index = index + 1;
Repeat step 5 to step 8 until index > count
: Stop

3 Simulation and Results

For simulation MatLab 7.1 [14] is used. The algorithms are applied on the images
available in the database of Centers for Disease Control and Prevention [15]. The
image shown in Figure 1 is fed as an input. After analysis, system finds the presence
of Plasmodium. Output is shown next.

Value

= 0.0088

local Value = 0.1559

ans =

Plasmodium found

local Value = 0.1023

ans =

Plasmodium found

Figure 7 is another test image where no Plasmodium is present Output is shown next.

Value

= 0.0228

local_Value =.0.0392

ans =

Plasmodium not found
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Fig. 7. Blood sample, with no Plasmodium vivax parasite

For testing purpose 160 samples were collected and out of which 157 samples have
shown accurate results. So the accuracy of the system is found to be 98.125%.

4 Conclusion

In this paper one novel approach for detection a malarial parasite, called Plasmodium,
is proposed. This system is cheaper than other Malaria test kit. This system does not
require any special technical skill. So, this can be used by the people of remote places
with very basic level of education. It may reduce the probability of wrong treatment
which happens due to non-availability of diagnosis systems in remote and economi-
cally backward areas. As a next phase authors are trying to design an integrated sys-
tem for diagnosis of diseases due to such parasites.
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Abstract. This research proposes a methodology to measure the overall
leanness and agility of supply chains considering the most appropriate index of
supply chains in food industry. Output and input of proposed model base in
Data Envelopment analysis are identified from literature review and the level of
them from a survey questionnaire accrued. Using the Data Envelopment
Analysis technique, the leanness and agility measures delivers a self-contained,
unit-invariant score of the whole supply chain system to support decision
making on continuous improvement. And firms could adopt either a lean or an
agile strategy or both, depending on the environment. This article provides a
DEA method to measure two supply chain strategies and benchmarks their
indexes to co-align competitive strategies with the environment to improve
performance. This approach has been applied in case of some Iranian food
industry supply chains to prove the applicability of the method.

Keywords: Data Envelopment Analysis, Lean Supply Chains, Agile Supply
Chains, Iranian Food Industries.

1 Introduction

The risk attached to traditional forecast driven lengthy supply line has become
untenable for consumer products A key feature of present day business is the idea that
it is supply chains (SC) that compete, not companies [8], and the success or failure of
supply chains is ultimately determined in the marketplace by the end consumer.
Enterprises are continuously paying attention in responding to the customer demand
for maintaining a competitive advantage over their rivals. Supply Chain Management
(SCM) has gained as it focuses on material, information and cash flows from vendors
to customers or vice-versa. Conceptual and empirical research had great outcomes
that there are distinct supplies chains types that may be labeled as lean, agile and
‘leagile’, which informs strategic choice [8-23]. For supply chain efficient
management we have acknowledged decoupling point in the value chain. Models and
tools have been developed that may inform decision makers in deciding what is the
right supply chain for their business. for choosing Strategy in decoupling point of

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 179-191], 2011.
© Springer-Verlag Berlin Heidelberg 2011
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both strategies it is needed to study tools and levels of current status of lean and agile
supply chain and quantified evaluation for both strategies. but some indexes have
conflicts and inconsistent in implementation and tools of other indexes ,this case
study research has presented two level quantified for current status and are not
consolidate them in one parameter. [9,15]. The supply strategies are denied according
to the adoption of the various integration mechanisms, providing definitions and
classifications based more on the practice that on the goals of supply. These
dimensions are jointly considered by the literature on supply models, such as Lean
supply O and agile supply [8] which described according multiple dimensions, but
each one separately and mainly with case-based evidence.

However, the literature lacks extensive research that considers both supplier
selection criteria and integration mechanisms to identify alternative supply strategies.
Besides, several authors claim that supply strategies effectively impact the firm’s
performance; however, very few demonstrated this relationship, and only within the
limits previously mentioned [23]. Hence this paper provides a single point of
reference for other researchers exploring such issues as supply chain categorization
especially with regard to lean, agile system measurement. And try to measure the
metrics simultaneously. Thus, firms need to possess a clear strategic planning in order
to effectively organize such complicated activities, resources, communications, and
processes [5].

There are extensions to the material flow and decoupling point based ‘leagile’ type
that incorporate other considerations, including product type and the associated
product life cycle and due consideration of spatial and temporal applications of lean
and agile. Recently, lean and agile thinking in manufacturing has been extended to the
broader supply chain. the major objective of a lean supply chain strategy is to reduce
cost and enhance efficiency through elimination of wastes in both inter- and intra-
organizational processes. Lean supply chains are best matched with a relatively stable
environment. However, one objective of an agile supply chain is to enrich the
customer [24], an agile firm must be able to quickly increase its level of
customization and customer service while accommodating different delivery
expectations. This paper introduces an approach to measure the key characteristics of
supply chains to find the level of preformation and efficiency through model
evaluation.

2 Literature Review

Tools used to measure supply chain efficiency had received numerous attentions. The
“spider” or “radar” diagram and the “Z” chart are some of the popular tools used to
measure supply chain efficiency. These tools are based on gap analysis techniques
and they are very graphical in nature. Although the graphical approaches make them
easy to understand, it causes inconveniences to the analysts if multiple elements have
to be integrated into a complete picture. In other words, it is not feasible to measure
the efficiency using these tools when there are multiple inputs or outputs. Another
well-known method used is the ratio. It computes the relative efficiencies of the
outputs versus the inputs and is easily computed.
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However, a problem with comparison via ratios is that when there are multiple
inputs and outputs to be considered, many different ratios would be obtained and it is
difficult to combine the entire set of ratios into a single judgment. The evaluation of
supply chain efficiency needs to look into multidimensional construct as the results of
the evaluation is important for fine-tuning an organization current operations and
creating new strategies to keep up with  competitions [23-32]. Single output to
input financial ratios such as return on sales and return on investment may not be
adequate for use as indices to characterize the overall supply chain efficiency.

Hence, the traditional tools discussed earlier, which do not take into account
multiple constructs, would not be able to provide a good measure of supply chain
efficiency [7]. Since, a company’s supply chain efficiency is a complex phenomenon
requiring more than a single criterion to be characterized, a number of studies have
suggested a multi-factor performance measurement model may be applied for the
evaluation of supply chain efficiency [11]. The development of a multi-factor
performance measure, which reflects the efficiency of functional units and
technologies in a supply chain, is important to policy makers by knowing how far a
industry or company can be expected to increase its multiple outputs and decrease
input level through the improvement of its efficiency.

Considering these reasons this research has selected data envelopment analysis and
has shown much interest in the DEA. Functional products characterized by, e.g. a
steady demand pattern and long product life cycles should be managed in a physically
efficient supply chain that focuses on cost minimization and high utilization of
resources, whereas innovative products with demand volatility and short life cycles
should be transformed through a market- responsive supply chain that has extra
capacity, capability of market demand information processing, and that is more
flexible [9, 33]. Based on a categorization related to product characteristics in terms
of volume, variety, variability, delivery window and stage in product life cycle, they
show that each manufacturing pipeline may be classified as make-to-order, lean, agile
and leagil [15,18]. Swafford et al.,(2008) [36] argue that one important driver for
agile supply chain is “mass customization”, where the company need to provide
“customaries” products and services at a cost equal to or even close to the costs
associated to mass production”.

To aid in the selection of appropriate supply chain types for industries, Christopher
et al. (2006) [9] develop a taxonomy typification based on lead-time and the
predictability of demand. This could help this research to Categorize the index and
sub indexes and conforming to food industry and the most structure of Iranians food
industry entities. Kumar and Motwani (1995) [22] annotate Supply chain agility As a
firm’s ability to accelerate the activities on the critical path can be measured as a
composite value of the strategic agility position of a firm on a percentage scale, based
on the weighted sum of the firm’s performance on each element of a matrix, that
represents all combinations of time-segments and agility determinants (material and
information flow, state of technology, specialized functions, human resource factors,
quality, and flexibility).
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Devor et al. (1997) [22]0 addressed the agility the ability of a producer of goods
and services to operate profitability in a competitive environment of continuous and
unpredictable change, Also, Quinn et al. (1997) [21] pursue the ability to accomplish
rapid changeover from the assembly of one product to the assembly of a different
product. Tan et al., [42] mentioned the specially agility index in supply chain such as
Supply chain integration Information sharing, Supply chain characteristics, Customer
service management, Geographical proximity. Ulusoy [1] reviews the specification of
supply chain strategy in Logistics, Supplier relations, and Customer relations
Production. Min and Mentzer [10], pursue that a supply chain can achieve the
organization strategy through Vision and goals that are agreed upon: Information
sharing, Cooperation, Process integration, Long term relationships and Supply chain
leadership. Chen and Paulraj, [19] addressed the supply chain attributes (both lean
and agile regions) Supplier-based reduction, Long-term relationships,
Communication, Cross-functional teams, Supplier involvement. Li et al.,, [19]
mentioned to Strategic supplier partnerships, Customer relationships, Information
sharing, Information quality Internal lean practices, Postponement, Delivery
dependability, Time to market as the high priority criteria in supply chain
management. Burgess et al., [6] results conduce in sub index which have been used in
this research as principles to design questionnaire and lead survey Leadership, Intra-
organizational relationships, Inter-organizational relationships, Logistics, Process
improvement orientation , Information systems , Business results and outcome. Zhou
and Benton, [26] annotate the Supply chain planning in the JIT area Delivery practice
Also Koh et al., [30] have hinted the rather efficiency of supply chain in Close
partnership with suppliers, Close partnership with customers And JIT supply.
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Fig. 1. Conceptual model of agility index in Supply Chain as a DMU

Of course to help managers to attain a sustainable competitive advantage, and
reduce waste and cost numerous studies have attempted discuss agility in
organizations. Our definition for agility is the ability of supply chain as a whole and
its member rapidly align the network and its operation to dynamics and turbulent
requirements and of customers. In [8], Christopher has identified that agile supply
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chain (ASC) requires various distinguishing capabilities to respond changing
environments. It has been categorized the attribute reviewed in introduction to create
a structure of attributes to be helpful in designing a questionnaire.

The lean approach can be defined to the SC upstream of the decoupling point as
the demand is smooth and standard products flow through a number of value streams.
If a SC has a long lead-time it will not be able to respond quickly to demand. Lead-
time needs to be minimized in lean manufacturing, because in lean definition time is
waste and leanness tries to eliminate all waste. The difference between leanness and
agility is that service is the critical factor for agility whilst cost and sales price, are
crucial for leanness [21, 22].
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Fig. 2. Conceptual Model of Leanness index in Supply Chain as a DMU

3 Lean and Agile Supply Chain Conceptual Model

Different levels of agility and leanness can be measured in supply chains with the
input and output oriented indices, agility and leanness retrieved through literature
review. Some framework has been reported in literature for measuring the agility of
organizations and supply chains. Metrics may consider common concepts of agility
have been categorized and classified through different logics. Sharifi and Zhang
(1999) [21] proposed a framework for agility measurement through drivers, providers,
& capabilities in form of a framework.

Lin et al. (2006) [19] proposed a conceptual framework for agile enterprise based
on agility drivers, agility capabilities, and agility enablers. We consider two types of
factors affecting agility and leanness of supply chain as capabilities and providers of
both through literature review. The capabilities are assumed to represent and measure
the current and existing level of agility in supply chain. Also leanness providers are
assumed to measure the potential level leanness in supply chain. Distinctly providers
can be treated as input oriented factors of legality.

As mentioned after study indexes and sub-indexes and also under view lean and
agile model structure, the results are shown and summarized in the Fig land Fig 2.
and are ready to use in DEA-model and measuring step.
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The quantity of each index can achieve from the questionnaire as explained and the
result averages are utilized in DEA transformation measuring model. We have 1 input
special for each model (innovation and process integration) and 3 common inputs and
3 special outputs for each one .There is 1 common output (cost) for each model which
achieved from literature review.

4 Industry Application and Problem Context

As mentioned, measuring performance of agility and leanness is an essential and
surviving factor for supply chains. agility and leanness and measuring efficiency of
transformation process have a high priority in context of supply chain which produce
low shelf life goods. Dairy industries are good testimonial of this situation in which
the main processes of supply (i.e. new product development, sourcing, production,
distribution & delivery) should be accomplished in agile lean context. More formally,
as products of supply chains in dairy industries have a low shelf-life so, proper
response to unexpected variations in customer demands through low cost, high speed,
desirable quality which has been provable as the main aspect of agility and leanness,
plays a substantial role. Iranian dairy industries with more than 200 active companies
which supply their products through different chains provide a great context [6,10].
We applied the DEA model in assessment of efficiency of agility and leanness levels
in fifteen food industry in Iran which supply products through different chains. Each
dairy company has been assumed as an independent supply chain with
aforementioned two levels of agility and leanness. So the proposed DEA model has
properly been fitted.

4.1 Data Gathering and Survey

We used the experimental experiences of managers of selected diary supply chains to
determine the values of agility and Leanness factors. The data collected from experts
of Iranian diary supply chains through questionnaires. The experts who filled the
questionnaires were experienced managers working for diary supply chains.

These managers had 10 years of rating experience on average. A set of 30 diary
supply chains was selected and a manager of a given supply chain was requested to
rate the affecting factors of agility and leanness (i.e. providers of agility and leanness,
capabilities of agility and leanness) for all of their supply chains. These managers
were left free to rate each question answer according to likert scale rating.

Since the data for this research was derived from questionnaire survey responses it
was necessary to assess the reliability of the query. Having confirmed statistically that
the questionnaire data are devoid of random effects, reliability tests were conducted as
a measure of the internal consistency of instruments employed to measure concepts.
For instruments measuring a concept to be reliable, they should be highly correlated.
Cronbach’s coefficient alpha, which computes an average of all possible split-half
estimates, is the most widely used test of internal consistency.
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Moreover, data reliability requires that instruments measuring the same concept
should be sufficiently different from other instruments. Also mentioned predefinition
was written in the beginning of the questionnaire and for each index so each manager
could answer with enough knowledge. Between 10 to 20 question were designed for
each index, (drafting 1 to 3 question for each sub-index), and the questionnaire were
distributed between 20 purchasing and logistic manager directly related to supply
chain. .

Reliability tests were conducted for the main elements of the research instruments,
they are lean characteristics, agility attributes (inputs, outputs) as well as the entire
questionnaire. This shows that the Cronbach’s alpha for the overall scale of the survey
leanness and agility consisting of 12 variables was found to be 0.849. Using results of
earlier empirical studies, report that while Cronbach’s alpha at 0.70 or higher is
typically used to establish reliability of a construct, through there are situations in
which values of 0.6 are acceptable, especially for broadly defined constructs like
Agility and Lean attributes.

4.2  Review of DEA and Its Applications in Supply Chains

DEA is a mathematical programming technique that calculates the relative
efficiencies of multiple DMUs based on multiple inputs and outputs. DEA measures
the relative efficiency of each DMU in comparison to other DMUs. An efficiency
score of a DMU is generally defined as the weighted sum of outputs divided by the
weighted sum of inputs, while weights need to be assigned [7, 34]. DEA model
computes weights that give the highest possible relative efficiency score to a DMU
while keeping the efficiency scores of all DMUs less than or equal to 1 under the
same set of weights. The fractional form of a DEA mathematical programming model
is given as follows:

. Er=1 Ly ¥ jo
Maximize hy=  —m—— 1)
Zi=1 YiXijo
bi EE‘:i Lir¥rjo 1 }' 1 n
subject to: =
) Erjil ViXijo !
U =ma r=l.t vy w.d =Ll

where u r , the weight for output r; v i, the weight for input i; y 1j , the amount of
output r of DMU j; x ij , the amount of input i of DMU j; t, the number of outputs; m,
the number of inputs; n, the number of DMUs; and, a small positive number. The
objective function of equation (1) seeks to maximize the efficiency score of a DMU j0
by choosing a set of weights for all inputs and outputs. The first constraint set of
equation (1) ensures that, under the set of chosen weights, the efficiency scores of all
DMUs are not more than 1. The second and third constraint sets of equation (1)
ensure that no weights are set to 0 in order to consider all inputs and outputs in the
model. A DMUj0 is considered efficient if the objective function of the associated
(equation (1)) results in efficiency score of 1, otherwise it is considered inefficient. By
moving the denominator in the first constraint set in equation (1) to the right-hand
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side and setting the denominator in the objective function to 1, (equation (1)) can be
converted into a LP problem as follows:

Maximize ho = Zr=1 tr¥rjo )
subject to:  EFL gy 21

Ziartiyy i vy 0.7 =1L
U =& 7= L.t e .=l

The dual model of equation (2) can be given as follows, which is equivalent to the
envelopment form of the problem:

Minimize # — #(Lfays7 + DS 3)

Subject to: E?-l_f.'._l’.rﬁ + :{- = ﬁ:{mi = 1w
1

Z.é,_;}'ﬁ + &' = =1t
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where 6, 4, S;, S," are the dual variables. The variable 6 is the technical efficiency
score which we want to calculate, and S;, S, are the input slacks and output slacks,
respectively, Output slacks indicate how much shortages in the outputs, while input
slacks indicates how much surpluses in the inputs. The slacks and efficiency are
closely related, as the prior helps to decide on the later. Based on equation (3), a
DMU,0 is efficient if and only if, in the dual optimal solution, #" = 1.and 5{~ = 570
for all i and r, where an asterisk denotes a solution value in an optimal solution.

In this case, the optimal objective function value of equation (3) is 1,and the
corresponding primal problem in equation (2) also has an optimal objective function
value of 1. For an inefficient DMU;0, appropriate adjustments to the inputs and
outputs can be applied in order to improve its performance to become efficient. The
following input/output adjustments (improvement targets) would render it efficient
relative to other DMUg:

.x'fﬁ'n = ﬁ".x'{_m - 5{-. JgA= 1.- e, (4)
jp = em = 7 .7 = Lo ®)

From the duality theory in LP, for an inefficient DMU;0, A" 0 in the optimal dual
solution also implies that DMU i is a unit of the peer group. A peer group of an
inefficient DMU j 0 is defined as the set of DMUs that reach the efficiency score of 1
using the same set of weights that result in the efficiency score of DMU;0 .

The improvement targets given in equations (4) and (5) are obtained directly from
the dual solutions. This is because the constraints in equation (3) relate the levels of
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outputs and scaled inputs of DMU j 0 to the levels of the outputs and inputs of a
composite DMU formed by the peer group. These improvement targets are considered
“input-oriented” because the emphasis is on reducing the levels of inputs to become
efficient. If outputs need to be increased during the efficiency improvement, output-
oriented adjustments can be used. In this study, it is appropriate to use “input
oriented” because we want to evaluate the technical efficiency based on a given set of
inputs, while keeping at least the present output levels. In addition, managers also
have more control over the inputs compared to the outputs. The dual model of the
above formulation is also known as the envelopment model.

It has the benefit of solving the LP problem more efficiently than the primal model,
when the number of DMUs is larger than the total number of inputs and outputs,
which is normally the case in applying DEA. More importantly, the dual variables
provide improvement target for an inefficient DMU to become efficient as compared
to the efficient DMUs. An additional convexity constraint EF—Lﬁ-j = can be added
to equation (3) to yield a measure of the pure technical efficiency if the constant
return-to-scale (Banker et al., 1984) assumption does not apply. The above model in
equation (3) is used to calculate the technical efficiency. This model can also be
referred to as the technical efficiency model and has been used to this research
measuring.

4.3  Solving Model and Results

Tables 5 and 6 has shown The mean result of query has been used in model solving
through MAX-DEA solver .after defining the DEA model in equation 3 the software
has been used for entering data which the results is shown in Table 7 and 8 which the
efficiency and slacks measured. The efficient wunits in lean SCs are
1,2,3,6,7,8,9,10,1,15,14 and in agile SCs are 1,2,3,4,6,7,9,10,14,15. It is shown that
the standard deviation of the FL, RS are quite large. This may be due to the fact that
FL and RS varies among different companies and environments the total number of
DMUs which are being evaluated is 15. for all the DMUs. The technically efficient
DMUs are DMU 1, 2, 3,6,7,9,10,14,15.

The selection of peers for each DMU is based on a linear combination of weights
given to the nearest efficient. Minimal resource could for survey and company, DMU
7, ultimately is the most appropriate DMU because in final Evaluation in calculation
of 0.

This represent the characteristics of food industry in Iran (Level of training,
manpower utilization ) and also lowest rate size in OS (organization Structure) we
will achieve according to the questionnaire we will achieve an analysis of the current
supply chain status, in conversion of its resources into key parameters of leanness
(such as Service Level and cost ) and agility (such as responsiveness and Flexibility)
aided with needed tools.
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5 Conclusion and Future Study

This research is a background to study contemporary and simultaneously the leanness
and agility status of Iranian supply chains, the benefits of growth advantage and
reducing weakness of each other ,hence the food industry of Iran can benefitly utilize
the both tools and approach to gain both strategy.

This research and experiment indicate the status of supply chains in Iran to native
Iranians industry managers Specially food industry to dissect current status of food
industry supply chains. This study is initiated by the author because there is a lack of
tools to measure supply chain leanness and Agility in Iran. DEA has been proven to
be a reliable, flexible and efficient tool in measuring attributes of supply chain
performance in lean and agile criteria. The study examines a model of efficiency
which is the technical efficiency slack based model.

The technical efficiency model provides the measurement for efficiency while the
slack base efficiency provides measurement for oversupply and deficiency of
allocation efficiencies. the information obtained from these two models helps
managers to identify the inefficient operations and take the right remedial actions for
continuous improvement. In order to demonstrate the usefulness of these two models,
data were collected from various supply chains and were asked from supply chains
and logistic managers.

The results obtained from the analysis indicate that not all technically efficient
companies are allocation efficient. This corresponds to the theoretical concepts of
efficiencies which clearly distinguished the efficiencies between the technical
efficiency and cost efficiency models. Also the results analysis support the validity of
the models. Managers need to allocate their resources effectively and efficiently so
that the best of outputs can be achieved.

In this research Cost minimization as well as infrastructure metrics maximization
can be achieved if managers have the right tools for decision making and the correct
information on hand. The opportunity cost derived from the model proves to be very
useful information for managers. This piece of information used in combination with
analysis on the input mix allocation will greatly help managers to make better
decisions in resource planning and Process integration. The contribution of this study
provides useful insights into the use of DEA as a modeling tool to aid managerial
decision making in measuring supply chain Leanness and agility.

Future work of this study could look into the possibility of modeling DEA in a
stochastic supply chain environment since lean and specially agile supply chain
operates in a dynamic environment. In addition, it will also be interesting to look into
evaluating the stochastic DEA model in multiple time period in order to examine
whether there is any technological influence on the supply chain efficiency. Also we
can use sensitivity analyzing for comparing the precision of enhancement and
deduction quantity of effective resources in supply chain to increase the capabilities
of supply chain in both field. Also, this research can continue in other context
specially pharmaceutical industry.
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Abstract. Both Enterprises and Public Authorities (PAs) need a con-
tinuous and updated flux of reliable data in order to select the better
choices. Classical Business Intelligence tools fed with internal data could
be augmented with new tools able to extract KPIs of interest from the
Raw Web made of unstructured HTML pages and from the Deep Web
made of online DBs. The continuous growth of data made available on the
web increases intrinsically, year by year, the reliability of this approach.
A “Web Intelligence” agents-based framework supporting the evaluation
of the effective impact of projects and initiatives has been designed and
is currently being developed and tested; the system combines up-to-date
indicators obtained via a systematic and high frequency staggered data
scraping with lower-rate extraction of data from online data sources. The
corresponding model for the management, monitoring and assessment of
projects implemented by Enterprises and PAs is also presented.

Keywords: Public Authorities, Business Intelligence, Quality
Management.

1 Introduction

It is yearly registered a continuous increase of the quantity of digital data pro-
duced, that is estimated by IDC [I] at 1.8 Zettabyte for the 2011. Even if only
a fraction of this data is made available on the web (and even less data in text,
HTML or XML form), the availability of up-to-date web data is improving the
quality of indicators that can be extracted from this wide amount of structured
and unstructured information. Properly designed web information agents could
help both Enterprises and Public Authorities to gather updated and geographi-
cally referentiated data related to the impact of their projects and initiatives.
The popular Web 2.0 model is also making available increasing “User Gener-
ated Content” (UGC) data in forums, chats, blogs, wikis and Social Networks
(SNs). UGC can be a precious source of information for Enterprises wishing to
evaluate their brands’ esteem in general. Enterprises can also search in UGC the
specific attribute that consumers associate to the products, like reliability, cheap-
ness, quality, luxury, etc. Marketing 2.0 [2] is the advanced form of marketing
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that makes use of Web 2.0 tools in order to facilitate and improve the relation be-
tween customers and Enterprises. Both active supporting initiatives (to suggest
Enterprises’ products and brands in the appropriate contexts) as well as passive
analysis activities and tools (searching for relevant product/brand feedbacks)
are conducted by the more advanced and customer-oriented Enterprises.

On the other hand, a relevant priority for Public Authorities aiming at pro-
moting innovation and supporting social and economic developments, is the com-
bination of eGovernment policies and domain-related support policies (frequently
ICT). The effects of correlated innovation projects should be measurable via fo-
cused analysis of specific statistical indicators [3[4]. These can be either direct
eGovernment or domain-related indicators (as is the case, for instance, of por-
tal /online services access, wide band internet coverage of population, number of
patents, etc) or indirect (impact) socio-economical indicators (as, for instance,
average income, local GDP growth, availability of qualified engineers and so on).

Both consumer feedback trails related to products/brands brought by Enter-
prises (see [5]) and impact of innovation policies implemented by PAs [6] should
be evaluated in an adequately wide time-span, month by month, quarter by quar-
ter. The related feedback/impact measurements should follow this pattern, by
registering at definite temporal intervals the state of the monitored indicators.
A comprehensive strategy for medium-term branding assessment and/or impact
measurement could help to outline the searched correlations between the effects
(brand appreciation for Enterprises, social and economic improvements for PAs)
and the causes (new products, better marketing, for Enterprises, or specific in-
novation policies/projects for PAs [7]). We searched, when possible, to assign to
indicators a geographical dimension, where the smallest units considered are the
municipalities.

The approach requires a thoughtful choice of specific statistical Key Perfor-
mance Indicators (KPIs). These can be obtained via three main sources:

1. by harvesting the “Raw Web” with webbots, data scrapers, crawlers, spiders,
searching for specific trails left by the consumers and the citizens;

2. by retrieving (via the so-called “Deep Web” of the online databases) the
indicators available from official Institutions like Eurostat, National Gov-
ernments, local Chambers of Commerce, or from companies specialized in
market analysis, ratings and statistical analysis like Nielsen, IDC or Gartner;

3. by addressing consumers or citizens specific surveys.

As already said, the Raw Web webbot-based strategy is gaining relevance, due to
the rapid growth of the quantity and the quality of the information that is avail-
able on the web. We expect an increasing trustworthiness of the measurements
that will overcome the critical point of this strategy, i.e. the reliability of web-
derived indicators data. The webbots, said also data scrapers when extracting
data from a single web source, or crawlers, spiders when moving between links
finding for the needed information, need to be updated when the source web sites
change their content or even their appearance (see [§] for an introduction on the
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theme; see also [9] for a performance comparison between crawler classes). The
research focused on indicators connected to social community-related sources,
like blogs, forums and social networks (the Web 2.0) that have the advantage to
be continuously up-to-date — and that perhaps will never be closed to the web
agents as could be for some internet content [10].

The second approach offers the highest quality data and represents the basic
reference thanks to its officiality. The main problem with this approach is that
the data officially monitored often do not cover the innovation context to enough
detail for PAs, and domain-wide market statistics do not always match Enter-
prises’ needs. Also, these indicators are not always provided in finer territorial
detail than the regional one.

Focused surveys offer the opportunity to select specific product or innovation
questions, generally not inspected by general statistics. Survey campaigns are
generally limited in time (campaigns rarely last for more than a year), in space
(provincial or municipal level) or in the context (market sector or consumers
segment). Online tools for survey submissions could help in maintaining some
efficiency trade-off in the use of this information channel.

The goal of our research is to explicit a comprehensive model for (a) the
management of Enterprises’ marketing initiatives or PA innovation projects, (b)
their systematic monitoring and related impact analysis measurement and to
support the model with (c) an integrated Web Agents Intelligence information
system capable of registering and monitoring such policies, monitor the relative
initiatives/projects against their goals, systematically evaluating their impact
and finally reviewing the policies themselves on the basis of the resulting analysis.

We conducted the PA-related research in collaboration with our local gov-
ernment partner, Regione Veneto (in northern-east Italy) by extending the QoS
monitoring strategy [I1] to include impact analysis. The Enterprises-related re-
search was conducted by analysing business-related KPIs on a regional scale and
focusing on the products of the local district of sportswear.

The information system developed within this applied research provides public
administrators capability to continuously improve their services via an objective
evaluation of the resulting impact, keeping their citizens better informed and up-
to-date regarding goals set in advance for the policies and the success rate of the
local government funded innovation initiatives carried out for the public benefit.
Enterprises, on the other hand, are able to evaluate the effective appreciation
of their products/brands by the consumers; specific attributes that customers
associate to the products (like performance, or durability, or comfort) can also
be inspected.

The paper is organized as follows. In Section[2la model for Enterprises’ product
initiatives and PAs’ services innovation policy management is introduced, and
in Section [ the supporting Web Intelligence framework, its modules and its
interaction with the model are presented. Then, in Section Fl some conclusions
are drawn.
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2 A Model for the Management of Policies for Enterprises
and PAs

A comprehensive [12] model for monitoring innovation projects, validating the
related policies and evaluating the effective direct and indirect impact on the ar-
eas affected could improve the success rate of the Public Authorities innovation
initiatives, specifically for ICT [I3[14]. Policies and related projects, which we
consider mainly relating to eGovernment [4] as well as related to the wider con-
text of ICT infrastructures [15] should be assessed also by the citizens themselves
[16]. We adapted the classic Deming plan-do-check-act (PDCA) cycle to the Pub-
lic Authorities requirements for innovation policies management [I7]. This same
model can be applied to internal quality management processes of Enterprises for
the development of product- and brand-related initiatives. In this last case the
impact analysis is substituted by the search for brand-appreciation evidences.

Each policy management PDCA phase is identified by a organizational process
and is supported by specific subsystems of the Web Intelligence agents-based
framework. The complete model is shown in Fig. [l

N

-
s g Definition Intervention Verification
Qg Policies for Start of Marketing Innovation Impact Assessment
s Marketing or Initiatives / Analysis & Product| | | Review of Policies
Q g Innovation Innovation Projects| | | Brand Assessment

N
£8
< : oy 5 5
S s Targeting Monitoring Analysis Evaluation
< g’ Choice of KPIs & KPlIs’ staggered Geo-Mapping & Identification of
§ .0:3 Goals / Thresholds measurement Statistical Analysis Critical Points

Fig. 1. The comprehensive model for Policy Management, supported by the tools of
the Web Intelligence agents-based framework

The goals of this model are:

— finding an objective validation for the effectiveness of PAs / Enterprises poli-
cies,

— qualifying and quantifying the effectiveness through appropriate impact sta-
tistical indicators,

— gathering the relevant indicators via automatic (webbots/scrapers) and semi-
automatic (extractors/wrappers), completing the data when needed with
focused survey campaigns,
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— representing and mapping the indicators showing the explicit relation with
the affecting innovation projects and the areas involved.

The indicators are classified in three categories: (a) direct innovation indicators,
mainly the ICT indicators enabling the Information Society, connected to the
technology — examples of indicators in this category are population reached
by the internet wide band, eGovernment services offered, eGovernment use of
services, ratio of PCs/users, ICT education knowledgeability; (b) indirect socio-
economical indicators related to the resultant impact of the innovation over
the local communities, participation, sociality, economy and culture; (c) specific
product- and brand-related indicators, able to report the evidence of consumers
positive or negative opinions regarding specific products or lines of products.

Direct, innovation indicators are easier to manage, as they are strictly related
to the innovation projects. For instance, internet wide band penetration ratio, or
renewable energy end-user production could be directly related to infrastructure
funding and incentives set up by the local governments; similarly, the growth
of the number of accesses to eGovernment Portals depends on quality of the
offered online services. These indicators require however the setup of specific
measurement processes, as innovation evolution is not systematically monitored
by the National or Regional Institutions dedicated to statistical data analysis.

Indirect, socio-economical indicators are more easily found in the periodic
data reporting produced by National and International statistical or economical
Institutions, but these are second-level correlated to innovation projects, i.e. there
is the need to estimate and then evaluate their effective correlation with the
intermediate innovation indicators which can then be put in direct correlation
to the monitored projects. For instance, an investment for wide-area internet
wide band could in the long-term sustain new business developments, widen
social communities opportunities and in general improve the quality of life. The
management of indirect socio-economical indicators requires however carefully
staggered gathering of statistical data, and the estimation of the correlations
between them and the “raw” innovation indicators. In the current phase of the
research, we concentrated our efforts in extracting direct ICT innovation and
eGovernment indicators and in selecting simple cases for the socio-economical
impact indicators without modeling the effective correlations between the two
classes of indicators — we are leaving this task for subsequent research phases.

Specific, product- and brand-related indicators are to be actively searched via
appropriate techniques for the elaboration of the text found regarding consumers’
opinion trails found on the general web. These indicators can be extracted di-
rectly (1) from the number of results of simple queries via online search engines as
well as (2) from complex lexical semantic analysis of the pages where the brands
and products are cited [5]. The first approach was used for the construction of
KPIs, leaving the second approach at an experimental stage for the construction
of maps similar to the Brand Association Map from Nielsen (see [I8/19]), in an
effort to deploy effective Decision Support Systems (DSS) for the Enterprises
[20] built on the Web of Data.
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3 The Web Agents Intelligence Technical Framework

We developed the Web Agents Intelligence framework around the following ele-
ments (see Fig. [2):

— the Policy Manager, a GUI panel for the management (and review) of poli-
cies, projects, the selection of impact indicators and the setting of targets,

— the Ewvents Scheduler for the reliable planning of monitoring events with a
minimal temporal unit of a day,

— the Agents Manager for the management of webbots/data scrapers, wrap-
pers/adapters and for the launch of email/online survey campaigns,

— the Map Viewer, a geo-referentiated visualization engine built around the
SpagoBI open source platform.

Let us discuss them in detail.
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Fig. 2. The agent modules and their relationship with the PDCA cycle

Policies are defined by Enterprises or Public Authorities, and then developed
into explicit projects/initiatives. Such projects have definite dates of deploy-
ment, they can frequently be geographically localized and they have associated
milestones. A policy manager has been designed to provide the system all the
available data regarding policies, projects/initiatives. The policies, their asso-
ciated KPIs and targets are defined ex ante in the PLAN phase; then, in the
ACT phase, the policies are reviewed on the basis of the ex post analysis of the
associated KPIs.

The Events Scheduler manages then (in the DO phase) the execution of the
daemons that scan the web, access the online repositories or launch the survey
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campaigns via specific web portals. The scheduler uses as the smallest tempo-
ral unit the day, and offers the possibility to activate programmed monitoring
for timed events ranging from daily intervals, passing through weekly, monthly,
quarterly and other sized periodic intervals. The reliability of the scheduler is a
central requirement for the framework, as the analysis phases need complete data
sets in order to produce trustworthy and significative statistical elaborations.
The scheduler fulfills a relevant requirement of our framework: the capability to
monitor the trend of the KPIs inspected.

The Agents Manager contains the business logic to extract indicators from
the web sources. We developed classes of webbots/data scrapers addressing un-
structured Raw Web web pages and classes of wrappers/adapters addressing
structured Deep Web online databases.

Webbots and data scrapers search for raw information found on the general
web. Simple keyword-based searches via major search engines like Google and
Yahoo! were experimented. Innovation and ICT-related words were combined
to municipality names in order to create geo-referentiated maps; with the same
technique products and brands were placed on geographical maps. General Web
2.0 production/consume indicators were also collected by querying Youtube,
Flickr and other popular digital repositories. eGovernment indicators were also
inspected (indirectly) via Yahoo! Sites, that counts the referring links to the
selected web sites. We are currently experimenting the direct extraction of infor-
mation from blogs- and forum-related web sites. These indicators are mainly used
to estimate general innovation and ICT parameters and the brands’ popularity
via the analysis of the content produced.

The indicators extracted via this channel — webbots and data scrapers for web
data harvesting — have a weaker reliability, due to the nature of raw information
they are derived from. Also, the agents require a continuous maintenance activity
because of the frequent change of the layout of the inspected web sites and/or
of their respective APIs used to access the data. On the other way, there is the
advantage that this data can be tuned both with respect to the time (as even
daily updates can be considered), constituting a high frequency channel, and in
space (a municipality level is reachable).

As online data source, Eurostat offers the widest option choices for the gath-
ering of structured data, from CSV to XML to several web interfaces and API to
manage data: as noted in [21], Eurostat offers more than 4,000 datasets contain-
ing roughly 350 million data values/items. Other data sources are more limited
in the choices they offer, sometimes even limited to a fixed-format CSV or PDF
file. We developed specific extractors for the data reported by the National Sta-
tistical Institute collected along with other socio-economical data by the regional
Statistical Office managed by our local government partner. Specifically, income,
number of inhabitants/families, age distribution data is available year by year
at the required territorial resolution of a single municipality. We developed also
specific wrappers for common online business directories.

The indicators extracted via this second channel — extractors for official /
institutional data retrieval — mainly of socio-economical nature, have the highest
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reliability. They also offer the advantage of being completely available at the
municipality level. This is a low frequency channel, as the updates are typically
released with an yearly periodicity. The scheduler has to be instructed to wake
up the relative daemons at the right date when the updated data are available.

Webbots/scrapers for Raw Web data and webbots/wrappers for Deep Web
data constitute the core of the Agents Manager. We are currently working on the
(Semantic Web) extension of the Agents Manager to access the so-called Web
of Data [21I] or Linked Data [22] in order to extract from these sources higher
quality KPIs.

As a third, complementary, input channel, we integrated in the agents man-
ager the eGif engine [23]. The indicators obtained via this channel — mainly
citizen feedback regarding eGovernment services and impact of innovation poli-
cies — are costly for the effort required in the survey campaign management,
but can be useful to complete the statistical analysis for specific themes/areas.
Other common online survey solutions can be integrated, as alternatives to eGif,
for consumer surveys addressing the needs of Enterprises.

The impact analysis of gathered data is then (in the CHECK phase) man-
aged by the Map Viewer with the support of the open source visualization engine
SpagoBI engine [24]. The Map Viewer exposes the indicators data over the lo-
cal territories. It allows to localize the impact of the Enterprises’ and Public
Authorities’ policies. In order to be represented on maps, the KPIs have to be
evaluated against a geographical dimension. As the smallest geographical units,
we selected the municipalities (corresponding to LAU2 in the Eurostat regional
classification).

We are currently experimenting extensions of the SpagoBI platform in or-
der to be able to use also multi-dimensional geo-referentiated data patterns, as
the travelling time distance grid research case that we tested for mountain-area
municipalities and for more abstract patterns appropriate for attributes-brands
correlation maps.

4 Conclusions

In this paper a comprehensive policy management model and its supporting
Web Agents Intelligence framework has been presented; the model, drawn from
quality management methodologies, offers the capability to measure the local
impact of innovation policies brought forward by Public Authorities and to reveal
the customer opinions regarding Enterprises’ specific products and brands. The
policy management model and the coupled Web Intelligence framework should
help both in reviewing and improving their projects/initiatives by inspecting the
resulting impact in detail.

The main features of the model are: (a) the qualification of the poli-
cies/projects and the definition of innovation targets, (b) a systematic and
staggered measurement of the relevant innovation, economic, social and market-
ing indicators at the needed scale, (c¢) a detailed, geo-referentiated analysis of
the evolution patterns of the indicators and the relation of products/brands with
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specific  attributes, (d) the re-assessment of policies and related
projects/initiatives against the results obtained.

A first set of core indicators relevant for Public Authorities (ranging from
socio-economical data like population, income, business presence, to ICT-related
data related to education, eGovernment usage, user-produced content, wide band
infrastructures), was extracted from official Institutions and raw web sources.
A complete data set of the indicators has been created for all of the regional
municipalities; the results, reported on the SpagoBl-powered maps, are currently
discussed with regional government staff and the relations with the local ICT
innovation initiatives were analyzed.
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Abstract. Nurse Scheduling Problem (NSP) is very complex in nature and in-
volves a large number of constraints to satisfy. In hospitals, nursing homes, and
other health-care organizations, where the daily work is divided into shifts, the
Nurse Scheduling Problem arises there to assign duties to all the nurses over a
short-term planning period satisfying constraints as much as possible. It can be
viewed as a Combinatorial Optimization Problem. The constraints are related to
labor contract rules, preferences submitted by nurses, concerns of the employers
and other real life situations. In this paper, apart from applying Simulated An-
nealing and Genetic Algorithms, we converted the cyclic NSP to Satisfiability
Problem (SAT) and applied local search SAT techniques to solve it. In compar-
ative assessment of the methods we show that USAT incorporated with a tabu
list has outperformed other SAT methods in some instances. Otherwise, the
SAT methods are almost equivalent in performance.

Keywords: Constraint Satisfaction, Meta-heuristics, Satisfiability, Tabu List,
Simulated Annealing, Genetic Algorithms.

1 Introduction

The Nurse Scheduling Problem (NSP) is a special kind of Staff Scheduling Problem.
It involves generating individual schedules for nurses consisting of working shifts and
off days over a planning period. Duties of nurses are divided into shifts. In a schedule
(roster), on each day, a nurse is assigned either a working shift or no duty. The as-
signment should primarily comply with nursing requirements in a ward. The other
constraints are related to the rules laid down by the administration and the labor con-
tract clauses.

Scheduling of nurses into shifts involves considerable time and resources, and it is
often challenging to create schedules that satisfy all the requirements related to fluc-
tuating service demand on different days and shifts. Nurses are assigned shifts accord-
ing to the requirement, skill levels and their preferences. For example, they may sub-
mit their preferences for rest days [22], shift types, and work patterns. It is also impor-
tant to evenly balance the workload among nurses satisfying their preferences.

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 202-R11], 2011.
© Springer-Verlag Berlin Heidelberg 2011
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There are three commonly used methods for solving NSPs, namely, Mathematical
Programming (MP), Heuristics and Artificial Intelligence (AI). MP based algorithms
of Warner [25] proposed a multi-choice programming model where objective function
maximizes nurses' preferences. Millar and Kiragu [20] used a network model for cyc-
lic and non-cyclic nurse scheduling. As there are conflicting constraints, multi-
objective programming was applied by Arthur and Ravindran[6]. With a differing
scheduling policy Musa and Saxena [21] proposed a single phase GP algorithm.
Azaiez and Al Sharif [7] developed a GP model that considers different hospital ob-
jectives and nurses' preferences. Also there are heuristic methods [23] which can pro-
duce satisfactory results in reasonably short times. Dowsland [8], Dowsland and
Thompson [9] used tabu search and its variant. Aickelin and Dowsland[5] developed
a genetic algorithm approach that handles the conflict between objectives and con-
straints. Abdennadher and Schlenker [1] developed an interactive constraint based
scheduler.

Actually, there are several approaches to the Nurse Scheduling Problem based on
the framework of Constraint Satisfaction Problem (CSP) [13]. Earlier, we imple-
mented Simulated Annealing and Genetic Algorithm to solve randomly generated
problem instances [14]. In most of the cases, Simulated Annealing easily outper-
formed Genetic Algorithm. Afterwards, the NSP was converted to Satisfiability Prob-
lem (SAT) and we saw how GSAT and WalkSAT [15] [16] outperformed SA. In this
paper we have applied other SAT techniques like USAT, Novelty, RNovelty, Novel-
ty+, RNovelty+ to solve it.

The sections are arranged as follows: Section-2 describes the NSP, Constraints, and
SAT formulation. Section-3 presents two heuristic methods (SA and GA) and some
Local Search SAT techniques which we have used to solve this problem. In Section-4
we present our experimental results and the comparative assessment of different me-
thods. Finally, Section-5 concludes the paper and suggests some further works.

2 Problem Description and Formulation

We have focused on the 3-shift system [12] where each day consists of three working
shifts: a morning-shift, an evening-shift, and a night-shift. On any day, each nurse is
assigned only one working shift, or else, given an off-day.

We divide the constraints into two categories: Hard and Soft. A roster is feasible if
all the hard constraints are satisfied. In addition, the satisfaction of soft constraints
determines the quality of a feasible roster.

Now, we present a mathematical model for the NSP. Here n and m represent the
number of nurses and the number of days respectively. Index of nurse, day number,
and shift value is given by i, j, and k respectively. So, i €{1, ...,n},j €{1, ...,m}, and
k €{1, ...,4}. Shift value 4 represents off-day. Parameter min_on_shift[k] represents
minimum number of nurses required for shift type k. Similarly, max_on_shift[k]
represents maximum number of nurses allowed for shift type k. min_shift[k]gives the
value for minimum number of k-type shift allowed for each nurse. Similarly,
max_shift[k]gives the value for maximum allowed number of k-type shift for each
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nurse. shift_for_nurse[k][i] stores total number of k-type shifts assigned to nurse i.
And nurses_on_day[k][j]counts total number of nurses assigned k-type shift on day j.
In our problem the Decision Variable, X (i,j,k) = 1 if nurse i is assigned to shift type k
on day j, or O otherwise.

2.1 Hard Constraints

We have considered three different types of Hard Constraints:

HC1. On any day, one and only one shift is assigned to each nurse. The off-day is
considered as shift 4. This means a nurse should either take a day off or be assigned to
an available shift on each day.

For nurse no i, day no j, this is expressed as
> X(i,j,k) = 1, summation over k, where 1 <k < 4;
The violation of this constraint contributes to the cost component cost_HCI1.

HC2. It imposes the restriction on the number of assigned nurses in each working
shift per day. i.e., in each shift, the number of nurses must be within the range of a
maximum and a minimum values.

For day no j, shift no k it can be expressed as:

> X(i,j,k) < max_on_shift[k], summation over i, where 1 <i < n; and

> X(i,j,k)> min_on_shift[k], summation over i, where 1 <i<n;

The violation of this constraint contributes to the cost component cost_HC2.

HC3. The roster should be cyclic, i.e., the generated roster can be repeated indefinite-
ly if no new constraint is introduced. In addition, it must avoid some prohibited work-
ing patterns which are predefined.

For i-th nurse, if we start checking from j-th day, the constraints corresponding to
prohibited working patterns can be expressed as follows:

“Three consecutive night-shifts” 1 X(1,§,3) + X(1,j+1,3) + X(1,j+2,3) <2
“Morning-shift after night-shift” 1 X(1,5,3) + X(1,j+1,1) < 1
“Evening-shift after night-shift” 1 X(1,3,3) + X(1,j+1,2) < 1

“Morning -shift after evening-shift” : X(i,j,2) + X(i,j+1,1) < 1
The violation of this constraint contributes to the cost component cost_ HC3.

2.2  Soft Constraints

These are the secondary constraints. The quality of the schedule will depend on the
degree to which these constraints are satisfied. In our approach, we have considered
the following constraint type as soft constraints:

SC1. For each nurse, number of different shifts (morning, evening, night, or day-off)
assigned should be within the range of a maximum and a minimum value.

For each i and each k
> X(i,j,k) < max_shift[k]; and
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> X(i,j,k) > min_shift[k], sammation over j, where, 1 <j < m;
The violation of this constraint contributes to the cost component cost_SCI.

2.3  Objective Function

The objective function is the total cost which is given by
Cost = cost_ HC1 + cost_HC2 + cost_HC3 + cost_SC1.

2.4  SAT Formulation

s

In our problem a variable is represented as X(i,j,k) where ‘i’, ‘j’, ‘k’ represent nurse-
id, day-no, and shift-value respectively. The Boolean variable X(i,j,k) is set TRUE if
and only if i" nurse on j" day is assigned the shift k. Otherwise X(i,j,k) is set to
FALSE. If we want to make a schedule of ‘n’ number of nurses for ‘m’ days, then we
need to find out an appropriate assignment for all X(i,j,k) where ] <i<n, 1 <j<m,
and 1 <k<4.

Now, let us see how the clauses are generated for different types of constraints.

Clauses for constraint HC1. For i nurse, on j" day, we need two set of clauses; one
will ensure that at least one of the four shifts is set TRUE. This can be represented as
follows:

X(i4,1) U X(i,j,2) U X(i,j,3) U X(i,j,4)

Another set will ensure that no two shifts, k; and k,, will be assigned to nurse no i on
the same day j. This can be mathematically expressed as:
~X(i,j,k;) U ~X(i,j,k,) where k; and k, are combination of distinct shift values.

Clauses for constraint HC2. To generate clauses which will ensure that minimum /
number of nurses are assigned shift-k on day j, we have to assign shift-k to at least one
of every combination of (n-/+1) nurses. This can be written as:

X(ijik) U X(injok) U X(isjk) U, U X (iysans jo k)

For the upper bound, we have to generate clauses which will ensure that at most ‘u’
nurses are assigned shift-k on day no j. Now, if we choose any combination of (u+1)
nurses, then, for at least one value of i, we must have X(i,j,k) = FALSE, as we cannot
assign more than u nurses to shift-k at the same time. For shift-k, this can be mathe-
matically expressed by the following logical proposition:

~X(i1,j,k) U ~X(i5,),k) U ~X(i3j,k) U.....oonontn. U ~X (iy+1,),k)

Clauses for constraint HC3. If the sequence < k; k;, k; > is prohibited, then for any
nurse i, we cannot assign shift k; on day no j, followed by k; on day (j+1), and k; on
day (j+2), for any value of j, as this will violate the constraint. So, at least one value
among X(i,j,k;), X(ij+1,k;),and X(i,j+2,k;) must be FALSE. This can be expressed by
the following logical proposition:

~X(ij.k;) U ~X(ij+1,ks) U ~X (i j+2.k3)
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Clauses for constraint SC1. First we’ll ensure that at least / number of k shift is as-
signed to nurse i. Now, if we choose any (m-/+1) shift values assigned to nurse i, at
least one of them must be k. For nurse no i, this is represented as:

X(ij1,k) UX@a,k) U eoeveenenennn U Xy 141,k)
Where all j’s are distinct values representing different days.

Now, we’ll consider the upper limit. If shift-k can be assigned maximum « times to
nurse i, then if we choose any (u+1) shift values assigned to nurse i, all of them can-
not be equal to ‘k’ at the same time. So, at least for one day, the assigned value of
X(ij,k) will be FALSE. This can be written as:

~X(ij1,k) U ~X(0, j2,k) U .oooeinin. U ~X(i, jus1,k)
Where {j;,j2-.., ju+1} 1S combination of (u+1) different days.

Now, the NSP is fully converted to Satisfiability and we are left with a set of Boolean
variables X(i,j,k) and a set of clauses.

3 Solution Methods

The problem is NP-hard and therefore we are applying the stochastic local search
methods to solve the problem instances. Here we will discuss different approaches
and their implementation details.

3.1 Simulated Annealing (SA)

Simulated Annealing [14] starts with an initial trial solution which is obtained by
randomly assigning each variable a value. When each X(i,j,k) is given truth values
randomly, we can expect only a few of the constraints to be satisfied. The initial cost
is calculated using the cost function. Then we choose a variable randomly from the
solution and assign new value to that variable. This is how we move to a neighbor-
hood solution. After the move, we calculate the cost again.

If the neighborhood solution is better, then it is always accepted. Otherwise, we
generate a random number r between 0 and 1. Now we’ll accept this inferior solution
if and only if r < exp (-AE/T), where AE is the increase in cost and T is the current
temperature. This process is repeated.

To implement SA, we must tune the values of the parameters to their best. Other-
wise, inferior solutions will be generated more frequently. The most important issue is
the initialization of the temperature (T), and the rate at which it should decrease. We
have chosen initial temperature as high as 2000. The process continues, and finally,
the algorithm outputs the feasible solution of lowest cost.

3.2  Genetic Algorithm (GA)

Canonical GAs [19] were not intended for function optimization, but slightly mod-
ified versions proved successful [4] [14]. In our implementation GA starts with WP
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number of randomly generated trial solutions called initial population, where WP was
chosen to be around 10. Each complete trial solution is represented by a chromosome
where the elements are the values of each X(i,j,k). First element of any chromosome
represents value of X(1,1,1); second element represents value of X(1,1,2), and so on.
Cross-over and Mutation operators are used to generate new chromosomes [4] which
will form a new population.

We have implemented GA in two ways. In both cases, the best YG numbers of
chromosomes get selected automatically for inclusion in the population of the next
generation. R pairs of chromosomes take part in crossovers, generating 2*R new
chromosomes (offspring) for the next generation. In GAI, solutions which are se-
lected to form new chromosome are chosen according to their fitness values, wherein
the more suitable they are, the more opportunities they have to reproduce. Mutation
was done on the resultant chromosomes with a very small mutation probability.

In GA2, for each pair of chromosomes taking part in a crossover operation, one is
chosen randomly from among the best YG, and the other is chosen randomly from the
entire population. The remaining (WP - YG - 2*R) chromosomes of the next genera-
tion are obtained by mutation. The entire procedure is iterated over nGen generations
typically having a high value around 10000. Among the chromosomes generated, the
one that had the highest rating among all feasible solutions was finally outputted.

3.3  Algorithm GSAT(L)

GSAT is a greedy local search procedure. It assigns truth values to variables in an
effort to satisfy all the clauses in a given set [24]. It finds out a variable v such that its
truth-value when flipped causes the maximum net increase in the number of satisfied
clauses. Then it flips the truth-value of v and again looks for a new variable with the
same property. When there are two or more such variables, ties are resolved arbitrari-
ly. This is repeated until a satisfying assignment for all X(i,j,k) is found. If no satisfy-
ing assignment is found within maxflips number of iterations, the procedure is res-
tarted with a new initial truth assignment (#ry). This cycle is repeated for maxtries
number of tries.

We have incorporated a tabu search strategy to improve the performance of GSAT.
It prevents the same variable v from flipping [18] repeatedly. Tabu List is imple-
mented as a FIFO queue and is initially kept empty. The most recently flipped varia-
ble is inserted into the list. Selection of next variable is done randomly [10] from
among those variables not present in the list and causes the largest increase in the
number of satisfied clauses. In this way, we prevent some variables from being
flipped for L number of iterations, where L is the length of the tabu list. This is one
effective way of avoiding local minima.

3.4  Algorithm WalkSAT(L,p)

The WalkSAT algorithm [16] with a tabu list of length L and random walk probability
p, also starts with a random truth assignment. But the method of selecting variable
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differs from GSAT. Here, we always select the variable from a randomly chosen un-
satisfied clause. If variables in that clause can be flipped without unsatisfying other
clauses, one of them is randomly selected. If no such variable exists, then with proba-
bility ‘p’ a variable is randomly chosen from the clause, otherwise, a variable is
picked that minimizes the number of clauses that are currently satisfied but would
become unsatisfied when the variable is flipped.

3.5  Algorithm USAT(L)

This algorithm differs from GSAT(L) [2] in the manner of selection of the variable to
be flipped. Here an additional restriction is imposed on the selection of the variable,
namely, we are required to select the variable from an unsatisfied clause. Given L > 0,
the variables selected for flipping by GSAT(L) and USAT(L) are the same when
maxgain, the maximum gain of a variable, exceeds 0. But when maxgain becomes <
0, the selection of variables differs for the two algorithms. When maxgain = 0, in
GSAT(L) any variable v with gain = O that is not in the tabu list can be selected. But
in USAT(L), the same variable v can get selected only if it occurs in an unsatisfied
clause.

3.6  Algorithm Novelty

In the Novelty algorithm [17], when selecting a variable from a randomly selected
unsatisfied clause, we make use of the concept of the age of a variable, which is the
flip number of the last flip of the variable. The variable having the maximum age is
therefore the most recently flipped one. Consider the best and the second best varia-
ble. If the best variable is not the most recently flipped variable in the clause, then
select it. Otherwise, with probability p select the second best variable, and with prob-
ability 1-p select the best variable. The Novelty algorithm is greedier than WalkSAT
since only one of the two most improving variables from a clause is selected. This can
lead either to a significantly improved performance or to getting stuck in local mini-
ma. Novelty+ [11] is a variant of Novelty that incorporates random walk.

3.7 Algorithm RNovelty

The RNovelty algorithm [17] is a variant of Novelty. It is identical to Novelty except
when the best variable is the most recently flipped one. In this case, let n be the dif-
ference in the objective function between the best and the second best variable. Then
there are four cases: i) When p < 0.5 and n > 1, pick the best. ii)) When p < 0.5 and n =
1, then with probability 2*p pick the second best, otherwise pick the best. iii) When p
> 0.5 and n = 1, pick the second best. iv) When p > 0.5 and n > 1, with probability
2*(p - 0.5) pick the second best, otherwise pick the best. RNovelty+ [11] is a variant
of Novelty that incorporates random walk.
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4 Experimental Results

Let us summarize our experimental observations on the Nurse Scheduling Problem.
Methods were run on Intel 1.8 GHz PC with 4 GB RAM. For comparing the perfor-
mance of different methods identical problem instances were considered. We com-
puted the number of problems solved in a set of 100 problems of same instance and
their average runtime in seconds. The average runtime was taken over the solved in-
stances. The comparative performance of GAl, GA2, SA, GSAT(L), WalkSAT,
USAT(L), Novelty, Novelty+, Rnovelty, and Rnovelty+ in solving eight different
instances of NSP is shown in Figure-1. M and N here represent the duration (in days)
and number of nurses respectively. In remarks Pr = probability of selection, rp = ran-
dom walk probability.

M N Ohbservation GAl GA2 SA GSAT | WalkSAT USAT Novelty Novelty+ Rnovelty Rnovelty+
Sokved 100 1o 100 100 100 10 100 1o 1 100
7 10 Time 221 1.3 0.68 | 0.0 0018 0012 0.0z 0.017 0.015 0.0z
Remuorks Pr=85 Pr=385m=2 Pr=d0 Pr=dl,mp=2
Sobed 91 95 96 100 100 100 100 100 100 100
7 15 Time 3.67 .67 154 [ 08138 | 102 0.8152 0.9645 0.9588 08115 0.9481
Remaiks Pr=85 Pr=T0,m=2 Pr=60 Pr=6lmp=2
Sobed 88 94 100 100 100 100 100 100 100 100
7 20 Time 6.78 542 208 | 1879 2528 22.82 2212 2509 25.09 270
Remaiks Pr=285 Pr=85m=2 Pr=60 Pr=fl,m=12
Sokved 99 1o 100 100 100 10 100 1o 1 100
14 10 Time 247 145 188 [ 0.2693 | 0.2605 0.2502 0.9977 0.2901 1.78 7m
Remaiks Pr=70 Pr=85m=2 Pr=¢0 Pr=fl,m=2
Sobed 41 95 100 100 100 100 100 100 100 100
14 15 Time 10.81 5.54 298 | 177 215 1.549 16.64 514 26.73 29.01
Remuorks Pr=85 Pr=385m=2 Pr=d0 Pr=385m=2
Sokved 40 4 100 100 100 10 100 1o 1 100
14 20 Time 17.69 1102 399 | 2431 521 2471 17518 40,32 196.18 54 68
Remaiks Pr=85 Pr=85m=2 Pr=85 Pr=flmp=2
Sobed 96 98 100 100 100 100 100 100 100 100
21 10 Time 835 785 364 | 2980 3833 25.02 2909 2679 2645 6574
Remuorks Pr="70 Pr=385m=2 Pr=85 Pr=385m=2
Sokved 39 30 100 100 100 10 100 1o 1 100
21 15 Time 19.11 18,51 588 | 5768 4280 44.28 125.38 5118 90.69 54.21
Remaiks Pr=85 Pr=85m=2 Pr=85 Pr=85m=12

Fig. 1. Comparative Performance of different methods in NSP instances

For each instance 100 problems were randomly generated. This means that for a
particular instance, suppose, for the two-week roster of 15 nurses, the constraints will
remain same; but 100 initial solutions will be generated randomly. We wanted to
create instances that were realistic and indicative of real life situations. For this pur-
pose we collected data from Peerless Hospital in Kolkata.

We have applied meta-heuristics like Simulated Annealing and Genetic Algorithm
to solve it. We can see that overall performance of SA is very good. Genetic Algo-
rithm has been implemented in two ways, GAl and GA2, where GAl is the basic
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version and GA2 is a modification over it. The performance of GA2 is remarkably
better than that of GAL.

We can see from Figure-1 that USAT (L) performs slightly better than other SAT
methods in five instances: 7-days, 14-days and 21-days roster with 10 nurses; 14-days
roster with 15 nurses and the same with 20 nurses. In other instances, the performance
of USAT (L) is very competitive. The most important thing is that all of the SAT
methods are able to satisfy all the hard and soft constraints. But as the size of the
problem increases, the number of clauses increases rapidly. With our present machine
we could solve up to the size given in Figure-1. Machine with larger RAM will be
able to solve instances of larger size.

5 Conclusion

The Nurse Scheduling Problem (NSP) is modeled as a combinatorial optimization
problem. To apply local search SAT techniques, NSP is converted to SAT instances.
Our earlier experiments indicated that the greedy local search SAT techniques using
tabu list solves this problem quite efficiently. In this paper we have compared the
performance of different SAT techniques with SA and GA versions.

We also observe that SAT solvers are very close to each other in performance. The
USAT (L) is slightly better than other methods. All the instances are solved satisfying
all the constraints. But these SAT-based methods have a limitation. The number of
clauses increases rapidly with increase in the size of the problem.

There can be situations where NSP may be over constrained. In that case no satis-
fying assignment exists. But we can get feasible solutions if the clauses corresponding
to the hard constraints are satisfied. During the execution, whenever a truth assign-
ment satisfying the hard constraints is found, it is immediately stored. This can only
be replaced by another feasible solution with lesser cost. This implementation enables
us to return the best feasible solution with minimum cost.

Some future works can be suggested. We can incorporate more constraints to the
problem instances reflecting the real life situations. Nurses may submit their preferences
for duties in terms of a combination <day no, shift >. If any conflict occurs it can be
resolved by considering their seniority or experience or any other humanitarian ground.
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Abstract. In this paper we have proposed a novel method of removing
random valued impulse noises from the digital images. A variable window
such as 5 x 5 and 3 x 3 are utilized for such purpose. The proposed method
is a switching median filter. The detection of noises in every 5 x 5 window
of the noisy image is done using all neighbor directional weighted pixels.
After detection of noisy pixel in the 5 x 5 window the proposed filtering
scheme restored it to a pixel which is most suitable in the 3 x 3 and 5x 5
window regions. This scheme is based on weighted median filtering on the
3 x 3 window regional pixels. Three user parameters of the proposed noise
removal operator are searched in a 3D space using a randomized search
and optimization technique i.e., Genetic Algorithm. Implementation of
the scheme shows better noise removal performance and also preserves
the image fine details well.

Keywords: All neighbor directional weighted pixels, de noising, genetic
algorithm (GA), random valued impulse noise (RVIN), switching median
filter, variable mask.

1 Introduction

Digital image gets corrupted by impulses during image acquisition or trans-
mission because of perturbation in sensors and communication channels. Most
common types of impulses are salt-and-pepper noise (SPN) and random valued
impulse noise (RVIN). RVIN in the digital images is taken into account in this
paper. Among the non linear filters, most popular method is standard median
(SM) filter [2]. More effective schemes in noise suppression are center weighted
median (CWM) filter [10] and adaptive center weighted median (ACWM) filter
[4]. They give extra importance to some pixels of the filtering windows as a result
these filters obtain better results compared to the standard median filter. The
switching median filter has an impulse detector, used prior to filtering to clas-
sify the test pixel, such as iterative pixel-wise modification of MAD (PWMAD)
(median of the absolute deviations from the median) filter [6] separates noisy
pixels from the image details. The tri-state median (TSM) filter [3] and multi-
state median (MSM) filter [5] are also switching median filters. The progressive

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 212-20, 2011.
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switching median filter (PSM) [16] performs noise detection and filtering itera-
tively. The signal-dependent rank ordered mean filter (SD-ROM) [I] uses rank
order information for impulse detection and filtering. Some directional switching
median filters, directional weighted median filter [8] and second order difference
based impulse detection filter [I5] have been developed to remove RVIN. Two
consecutive switching median filters MWB[12] and MDWMF[13] are also sur-
veyed in this paper.

Apart from the above mentioned filters such as median and mean based fil-
ters, several fuzzy based filter[I4], neuro fuzzy based filter[I]., etc have also
been devised. These type of filters performs better in terms of PSNR(dB) than
other non soft computing based filters.

In this paper, a novel scheme has been proposed to suppress the random val-
ued impulse noises which utilize all the neighborhood pixels in the 5 x 5 window.
First we classify the center pixel in the test window as a noisy or noise free, by
making the absolute differences of the center pixel with four directional pixels
in the test window. We also check whether the center pixel lies within the maxi-
mum and minimum intensity range spread in the test window. To filter the noisy
pixels both the 5 x 5 and 3 x 3 masks are used and a median based filter has
been proposed. Three user parameters viz., number of iterations(I), threshold(T)
and decreasing rate (R) of threshold in each iteration are varied and searched in
3 dimensional space to obtain optimal results. A genetic algorithm based opti-
mization technique has been proposed for such purpose.

The performance of the proposed algorithm is experimented and compared
with other methods under several noise densities on various bench mark images.
Implementation of the proposed algorithm shows better noise suppressing qual-
ity and restoration of image details

Proposed impulse detection and filtering methods are given in sections [2l and
respectively. Proposed GA based optimization is described in section Ml Ex-
perimental results and discussions are demonstrated in section Conclusions
are given in section

2 Impulse Detector

The proposed scheme uses 5 x 5 window in row major order of the noisy image
to classify the center pixel as noisy or not, emphasizes on the pixels aligned in
the four main directions along with two end pixels in each direction, shown in
fig [ The proposed impulse detection scheme is given in algorithm [l

3 Impulse Filter

If any pixel is detected as noisy, the filtering scheme restores it to a pixel which
is most suitable in the window. The technique has been depicted in algorithm 2
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Algorithm 1. Impulse detector
1: Let ys,; be the center pixel and Winin and Winae are the maximum and minimum
intensity values respectively within the test window around y; ;. Then the rule is
given as:

Undetected : Wiin < ¥i,j; < Winaa
Yij = (1)

Noisy * Winin 2> ¥i,j > Winaa

2: Let the set of seven pixels centered at (0, 0) in the k' direction denoted by Sj

(k=1to4), i
- Si={(-1, ) (-2,-2),(-1,-1),(0,0),(1,1),(2,2),(1,2) }.
‘92_{( ) ( )7(0, )7(0,0)7(0 1) (0,2)7( 1 2)}
5={(2,-1),(2,-2),(1,-1),(0,0),(-1,1),(-2,2),(-2,1) }.
: 54 {(-2,-1),(-2,0),(-1,0),(0,0),(1,0),(2,0),(2,1)}.
Then let Sg:Sk/( 0), V k =1 to 4.

3: Define di? as the sum of absolute differences of intensity values between yits, ji¢
and y;,; with (s,t)€ S2 (k= 1 to 4), given in eqn
4: Assign wm =2, wy,=1 and w,=0.5.

d;kj) =( Z Ws,t|Yits,j+t — Yirjl, 1 < k < 4) (2)
(s,t)esg
where
W (s,t) € 23
Wet = wo :(s,t) €22 (3)
wn : otherwise
where
2 ={(s,t): =1 < s,t <1}, and (4)
where

22 ={(s,t) : (5,t) = £{(-2,-1), (-1, -2), (1,-2), (2, - 1)} }. (5)
5: di? is known as direction index.
Tij = mm{d<k) 1<Ek<4} (6)

Three assumptions are made depending upon the values r; ;.
1. 7;,; is small when y; ; is on a noise free flat region.
2. 7y, is small when y; ; is on the edge.
3. 7;,; is large when y; ; is noisy .
6: Form the complete decision rule to detect a noisy or noise free pixel depending
upon the definition of 7; ;, by introducing a threshold (T) and which is given as

(7)

- JNoisy Pixel : Winin 2 Yi,j 2 Winae
Yid = Noise Free Pixel :r;; <T and Wpin < ¥i,j < Wmnaa
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4

Fig. 1. All neighbor directional weighted pixels in the 5 x 5 window

Algorithm 2. Impulse filter

1: Calculate the standard deviations Uikj) of the intensity values of all yi4s, j+¢ with
(s, t) € Sp (k=1 to 4).
2:
. k
lij= mkln{Uz(,j> ik =1to4} (8)

k
Mi,j = mgux{a;j) tk=1to4} 9)

4: Select the directions within the 5 x 5 window where standard deviations are max-
imum or minimum. Use repetition operator ¢ [2], for which standard deviation is
minimum.

5: Calculate the median as

med = median{ws,: © Yits,j+t : (S,t) € .(24} (10)
where
2" ={(s,t): =1 < s,t < 1} and (s,t) # (0,0). (11)
and where
wm  :(s,t) € s?niyj
wet=4qw :(st)€ 5?7:,; (12)
wn : otherwise

6: Assign wy, =0, w; =2 and wy, = 1.
7: Replace y;,; by med.

4 GA Based Optimization

In the proposed optimization process three user parameters are taken from the
3D search space using a randomized search and optimization technique, i.e.,
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Genetic Algorithm (GA). It is a randomized search and optimization technique
guided by the principle of natural genetic systems and is inspired by the bio-
logical evolution process. Initial population of individuals are encoded randomly
followed by the fitness of all individuals are evaluated. Until a termination con-
dition is obtained fittest individuals are selected for reproduction, crossover and
recombination by generating new population in each cascading stage, is given in
algorithm [3

5 Simulations and Results

The performance of the operator is implemented under various noise densi-
ties and on several popular 8 bit gray scale images with dimensions of 512 x
512 like Boats, Bridge and Lena etc,. Experimental simulation is done repeat-
edly on an image and the best results obtained are presented. The algorithm
have been executed on the machine configuration as ACPI uni-processor with
Intel® Pentium® E2180 @ 2.00 Ghz CPU and 2.98 Gbyte RAM with MATLAB

8a environment.

5.1 Comparisons

Fig. [2shows the comparative visual restoration effects between the existing al-
gorithms and the proposed filter when the Lena image is 60% noisy. Considering
very high noise ratio and fine details/textures of the images, the the proposed
filter can enhance the noisy image effectively.

Table 1. Comparison of restoration results in terms of PSNR (dB) for Lena image

Filter 40% Noisy 50% Noisy 60% Noisy
SM2) 27.64 24.28 21.58
PSM[16] 28.92 26.12 22.06
ACWM] 28.79 25.19 21.19
MSM[5| 29.26 26.11 22.14
SD-ROMII] 29.85 26.80 23.41
Iterative Median[9] 30.25 24.76 22.96
Second Order[15]  30.90 28.22 24.84
PWMADI6] 31.41 28.50 24.30
DWM Filter|[8] 32.62 30.26 26.74
GADI(Proposed) 32.90 30.87 28.49

Results obtained in the proposed GADI has been compared with different
existing techniques on Lena image corrupted with 40% to 60% noise densities and
given in table [Il Proposed filter performs significantly better than existing filters
under the specified noise densities. In table [2] restoration results are compared
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Algorithm 3. GA based Optimization Algorithm

1:

Chromosome Encoding and Initial Population: Binary chromosomes P is
used to encode the three parameters I, T and R as : Iteration I (3bits), Threshold
T (10bits) and Decreasing Rate of Threshold (7bits). The size of the encoded
chromosome(P) is of 20 bits. First 3 bits represent the number of iterations(I) to a
maximum of 8, intermediate 10 bits used to encode the maximum threshold 1024
and last 7 bits to represent a value between 0.6 to 0.95. Let the decimal value of
the first 3 bits is i, then the mapping is done as, if (i < 3) then i=3 and if (i > 6)
then i=6. Let the decimal value of the intermediate 10 bits is t if (¢ < 300) then
t=300 and if (¢ > 1000) then t=1000. Let the decimal value of the last 7 bits is d,
and then the mapping as:

0.95 - 0.6

R(d) =06+ ) o

* d; (13)

: Fitness Evaluation: The objective is to maximize the value of PSNR using eq. [T4]

as a result this equation is used as fitness function/criterion f for the chromosomes
in GA based optimization technique.

2552

I,1I>) = PSNR(dB) = 10 %
f(I1, I2) (dB) * 0510(M1N Zm,n(hm’nfbm’n)z

(14)

where M and N are the dimensions of the input images respectively. I; and I are
the original and enhanced images respectively.

: Elitism: The best chromosome of the current generation is copied to the next gen-

eration without being involving it by the crossover and mutation stage. In proposed
scheme, we have kept one copy of the best chromosome of each generation outside
the population. But it goes through the cross over and mutation stage. If the worst
chromosome of the current generation is better than the best chromosome of the
previous generation then it survives otherwise is replaced by the best one saved.

: Selection: We select better chromosomes to make the mating pool with same size

of population using the Binary Tournament Selection(BTS) method [7]. We select
two chromosomes randomly and then the best one is copied to the pool until the
mating pool is full. Tie is resolved by selecting the chromosome which requires less
number of iterations and shows better fitness.

: Crossover: It takes place between randomly selected parent chromosomes from

the mating pool. Uniform crossover [I7] method is followed in proposed scheme.
It’s a probabilistic operation. It is repeated n/2 times for a mating pool of size n.
Randomly two parent chromosomes are selected from the mating pool followed by
generation of a binary mask of length 20 bits. If the mask bit is 1 then we swapped
bitwise the parent chromosomes. Otherwise crossover does not occur for that bit
position.

: Mutation: Mutating a binary gene involves simple negation of the bit of the parent

chromosome. It’s also a probabilistic operation. It occurs with very low probability
(#m) in each generation. If a randomly generated number is lies within the range
specified for (pm), then mutation occurs, otherwise mutation does not occur for
the particular bit position.

: Parameters of Genetic Algorithm:

- Population size (P) - We have chosen P in the range [5, 10]

- Chromosome length (L)- fixed (20 bits)

- pe = [0.8-0.9] and pr = [0.01-0.1]

- The simulation scheme executed the program for [30, 40] generations.
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(g)

Fig. 2. Results of different filters in restoring 60% corrupted image Lena, (a) Original
image (b)Noisy Image (c¢) (SD-ROM)[I] (d)(MSM)[5] (e)(PWMAD)[6] (f)(DWM)[8]
(g)GADI(Proposed)
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Table 2. Comparison of restoration results in terms of PSNR (dB) for Bridge image

Filter 40% Noisy 50% Noisy 60% Noisy
ACWM[4] 23.23 21.32 19.17
MSM]3] 23.55 22.03 20.07
SD-ROMI[I] 23.80 22.42 20.66
Second Order[15]  23.73 22.14 20.04
PWMADI[6| 23.83 22.20 20.83
DWM Filter[§] 24.28 23.04 21.56
GADI(Proposed) 24.73 24.34 23.88

Table 3. Comparison of restoration results in terms of PSNR (dB) for Boat image

Filter 40% Noisy 50% Noisy 60% Noisy
ACWM[4] 26.17 23.92 21.37
MSM[5| 25.56 24.27 22.21
SD-ROMI[I] 26.45 24.83 22.59
PWMADI6] 26.56 24.85 22.32
DWM Filter|[8] 27.03 25.75 24.01
GADI(Proposed) 28.21 27.75 26.31

with existing algorithms for Bridge image. Proposed (GADI) performs better
than any existing filter considered. From table [it is seen that in restoring 40%
to 60% noisy Boat images the DWMIg] filter performs better in terms PSNR(dB)
than other existing filters. But proposed (GADI) performs better than DWMI§].

6 Conclusion

In this paper, a novel method to suppress random valued impulse noises in digital
images has been presented in which tuning parameters are searched in supervised
way through GA-based optimization technique. The detection operator classifies
the center pixel by making absolute differences of the pixels aligned in the four
main directions with the center pixel in the 5 x 5 window along with a simple
decision rule based on comparison of intensity values. The filtering operator uses
modified and advanced median filtering technique on some particular pixels in
the 3 x 3 window. Prior to compute median operation on the pixels are selected
by calculating standard deviation on the four main directional pixels in the 5 x 5
window. The proposed filter is very accurate and easy-to-implement for denoising
random valued impulses. GA based operator for such purpose in digital images
performs well in terms of PSNR (dB) and restoration results in visual form.

Acknowledgments. Authors express deep sense of gratitude towards the Dept
of CSE, University of Kalyani and the IIPC Project, AICTE, (Govt. of India),
of the department where the computational recourses are used for the work.
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Abstract. Cloud Computing is a newly developed technology for complex
system with large scale resource, information, software sharing with the help of
agents. The persisting problem is in the assignment of data locks to the users in
case of conflicts. This paper deals with a technique of handling data locks by
providing a novel architecture lest a conflict occurs between the users. The
architecture uses multiple agents including mobile agents and fixed agent. The
proposed scheme enhances the speed of write lock assignment in the SaaAS
(Software as an Agent Service) Environment quite efficiently with the help of
passing few messages. It also takes a glance into the portability and
interoperability of agents in a Cloud computing environment.

Keywords: Cloud computing, fixed and Mobile Agent, Write Lock access
algorithm.

1 Introduction

Cloud Computing can be defined as accessing the shared resources, software and
information on web and paying as per usage. Scalability is one of the main features of
cloud computing and is always transparent to the users. Cloud computing system
logically divided into three different layers. The lowest layer, Infrastructure as a
Service (laaS) provides basic infrastructure component. Above it Platform as a
Service (PaaS) provide more platform oriented services, allows the use of hosting
environment as per specific need. Finally at the top, Software as a Service (SaaS)
features a complete application offered as service on demand [3]. Cloud Computing
services are achieved not only by intra cloud communication, but also by inter cloud
communication. Intra cloud communication are done by high speed LAN and inter
cloud communication by low speed WAN [1]. Mobile agents migrate through the
cloud and communicate with different agents and cloud service providers to provide
inter cloud communication. Thus it can be assumed that they maintain interoperability
and portability in a cloud computing environment [4].

In this paper, a cloud computing model using mobile agents is used to reduce the
inter-operability problems. The rest of the paper is organized as follows: section 2
gives a brief review of current state of the art, section 3 gives the overview of
proposed architecture to solve the problem of access lock. Finally a conclusion of the
work discussed in section 4 along with the future scope.

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 221-R30, 2011.
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2 Previous Works

Realization of Open Cloud Computing Federation Based on Mobile Agent [4]
highlights the process of providing a uniform resource interface to the user by
incorporating the services of multiple Cloud Computing Service Providers. It tries to
realize portability and interoperability between different kinds of Cloud Computing
platform through Mobile Agent. Agent-based Online Quality Measurement Approach
in Cloud Computing Environment [2] shows the requirement of online evolution
during the phase of running services to maintain the Quality of Service by Cloud
Computing environment. The fixed Agent with a defined architecture could provide
the potential ability to fulfill the requirement. SaaAS — the Mobile Agent based
Services for Cloud Computing in Internet Environment [1] gives an idea of Divided
Cloud and Convergence coherence mechanism of SaaAS where every data has the
“Read Lock™ and “Write Lock™. The cooperation between Main Consistence Server
(MCS) and Domain Consistence Server (DCS) guarantees to achieve the cache
coherence in SaaAS.DCS converge the lock requests of all users in its domain.

After analyzing the paper on SaaAS [1] it is found to lack information regarding
the process of assigning write lock to user in case a conflict arises. The paper does not
provide any method of prioritization of requests for write lock from users. The
existing methodologies [1, 2 and 4] do not offer any solution in case the MCS is
damaged and the control over the cloud environment is lost. Although agent based
techniques are commonly used for cloud computing, the present review work finds no
solution in case the agent is lost in the middle of a transaction creating a
communication gap.

3 The Proposed Architecture

Here we propose a new methodology for assigning data locks while taking care of the
above problems. This architecture uses multiple agents to provide the solution of the
interoperability problems as discussed so far. Mobile agents are able to migrate
bringing their own code and execution state. Fixed agents are not able to migrate but
able to do the specific job as describe by the cloud developer.

3.1  Cloud Computing Based on Agent

The SaaAS architecture is made up of certain Working groups containing the
domains. Each domain or cloud is made up of users, fixed agent and server which are
connected through high bandwidth LAN. These domains are interlinked through low
bandwidth WAN. Some domains are major domains located in low populated
working groups and others have servers called DCS (Domain Consistence Server).
The major domains contains Database Consistence Server (DBCS) which maintain
the database of all the information flowing through the network and MCS (Main
Consistence Server) which serves to provide the users with data lock. Mobile agents
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are acting as the key driver for the user in the process of acquiring data lock from the
MCS and the fixed agents are used for scheduling of request.

MCS

A
\’Vurlciugf Group

Main JSA

forking Group

Main Management Level

DataBase Management Level

DCS

Base JSA

Working Group

DCS

Base JSA

Working Group

User Level

Fig. 1. The Proposed Architecture

The proposed architecture consists of three levels as follows:

User level: This level manages all the users in different Working Groups.
Database management level: This level actually manages the main Database
Server where records of all the transaction are maintained.

Main management level: Main Consistent Server present in this level provides
lock to the users. The agents can be classified as Mobile agents, Fixed agents and

Group agents.

Description of Mobile Agents:

Data Structure

Description

IA (Interface Agent) (Source_Id, Termination_Time,
forward/receive, Status, message)

This Agent takes the information
from the user to the DCS.

‘WA (Working Agent) (Source_Id, Termination_Time,
Forward/receive, Status, message)

This Agent takes the information
from DCS to the DBCS.

JSA (Job Scheduling Agent) (Source_Id,
Termination_Time, Forward/receive, Status, message)

This Agent communicates with
DBCS and MCS.

RA (Reply Agent) (Source_Id, Termination_Time,
Forward/receive, Status, message)

This Agent is used to send the reply
from MCS or DBCS to user with a
Lock_Grant message.

QA (Queuing Agent) (Source_Id, Termination_Time,
Forward/receive, Status, message)

This Agent is used to send the
waiting message from DBCS to
user.

UA (Update Agent) (Source_Id, Termination_Time,
Forward/receive, Status, message)

This Agent is used to update the
MCS database. This message goes

to MCS from DBCS.
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Description of Fixed Agents:

Data Structure

Description

Base_JSA (Base_Job Scheduling Age

nt)| This Agent schedule the request came from users

Main_JSA (Main_Job Scheduling
Agent)

This Agent schedule the request came from
DCSs.

Description of Group Agents:

Data Structure

Description

DMA (Domain Management Agent)

Manage all the mobile Agents presents in a domain.

FDMA (Fixed Domain Management
Agent)

Manage all the fixed Agents in a domain.

GMA (Group Management Agent)

Manage DMA and FDMA in a working group.

MMA (Main Management Agent)

Manage all the GMA.

3.2 Data Structure

Detail Description of the Messages:

Data Structure

Description

Req_msg (Data_File_Id, Lock_Req,

Authentication_Code)

Completion_Time, Local_Time_Stamp,

This message carries the information related to
request of lock from USER to DCS.

MUReq_msg (Data_File_Id,
Lock_Req, Completion_Time,
Lock_Status, User_Id)

This message carries the information from DCS to
DBCS if the pre-existing lock is found in DCS.

UReq_msg (Data_File_Id, Lock_Req,
Completion_Time, User_Id)

This message carries the information from DCS to
DBCS if the pre-existing lock is not found in
DCS.

URep_msg (Destination_Id,
Lock_acquire_time, Lock_Grant,
User_Id)

This message carries the information from DBCS
to USER if the lock is already acquired by another
user.

Lock_msg (Data_File_Id, Lock_Req,
User_Id)

This message carries the information from DBCS
to MCS if the lock is not acquired by another user.

Rep_msg (Destination_Id,
Data_File_Id, Lock_Grant, User_Id)

This message carries the information from MCS to
USER when a lock is first time granted.

'WRep_msg (Destination_Id,
Data_File_Id, Lock_Grant , User_Id)

This message carries the information from DBCS
to USER when DBCS grant the lock request to
waited user.

Update_msg (Data_File_Id)

This message updates the data base of MCS. So it
carries the information from DBCS to MCS. MCS
update its database repeatedly.

Next, the detailed descriptions of the three types of Servers are presented.
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Domain Consistence Server (DCS)

Data Structure

Description

DCS_Main(Data_File_Id,
Lock_Present,
Completion_Time)

This table maintains the information of Data_File_Id,
Lock_Present and Completion_Time of the user.

DCS_Back (Data_File_Id,

User_Id, Authentication_Code)

This table maintains the information of Data_File_Id,
User_Id and Authentication_Code of the user.

DataBase Consistence Server (DBCS)

Data Structure

Description

DBCS_Main (Data_File_Id,
Lock_Present,Completion_Time)

This table maintains the information of Data_File_Id,
Lock_Present and Completion_Time of the user
coming from DCS.

DBCS_Back (Data_File_Id,
User_Id, Lock_acquire_time,
DCS_Id)

This table maintains the information of Data_File_Id,
User_Id Lock_acquire_time and DCS_Id of the user
coming from DCS.

DBCS_Wait (Data_File_Id,
Completion_Time, User_Id,
Lock_Req, DCS_Id)

This table maintains the information of Data_File_Id,
Completion_Time, User_Id, Lock_Req and DCS_Id

of the user coming from DCS when a conflict occurs
between two requests.

Main Consistence Server (MCS)

Data Structure

Description

MCS_Main
(Data_File_Id,
Lock_Present, User_Id)

This table maintains the information of
Data_File_Id, Lock_Present and User_Id
of the user coming from DBCS.

Detail Description of Acknowledgement

Data Structure

Description

Ack (Src_Id,
Dest_Id, Report)

This message assures the delivery of
agents in the middle of transaction.

Descriptions of the field used in algorithm and flow chart:

Name Description Name Description
a Data_File Id b Lock_Req
c Completion_Time d Local_Time_Stamp
e Authentication_Code f Lock_Status
g User_Id m Lock_acquire_time
n Lock_Grant X Destination_Id
y Lock_Present i Source_Id
j Termination_Time k Forward/receive
S Status zZ DCS_Id
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3.3  Proposed Logic

The user requests for a write lock from the server by generating an interface agent and
loading it with a Req_msg. The Base_JSA schedules this package on its way to DCS.
DCS checks its own tables for pre-existing write lock and creates
UReq_msg/MUReq_msg. IA is duplicated to WA and sent along with the message to
Main_JSA by DCS, besides an Ack Message to User. After getting scheduled by
Main_JSA, the request is received by DBCS. DBCS checks its own table for pre-
existing write lock and creates Lock_msg/ URep_msg. WA duplicated to JSA or QA.
DBCS sends the request (Lock_msg and JSA) to MCS; also DBCS sends the package
(QA and URep_msg) to user via Main_JSA, DCS, and Base_JSA. An Ack message is
sends to DCS by DBCS via Main_JSA. MCS assign the lock and conveys the reply
(RA and Rep_msg) to the user through the channel (DBCS, Main_JSA, DCS,
Base_JSA) and updates its own table. In case users present in DBCS_Back table are
next to receive the access DBCS sends package (WRep_msg and RA) to notify user
(Scheduled for receiving access priority wise) about their status.

3.4  Case Study

Casel: No User is author and/or no pre-existing Write Lock

Let us consider that Userl and User8 want the Write lock on a Data file D
simultaneously. For that Userl creates an Agent ‘IA1’ and User8 creates an Agent
‘IA8’, and Req_msg.

Fig. 2. Case 1- None of the Users is Author

Agent ‘A1’ is dispatched to Base_JSA1 and ‘IA8’ is dispatched to Base_JSA4 for
scheduling the requests. Base JSA8 dispatch agents to DSC1 & DCS2. After
scheduling based on Status and Timestamp Base_JSA1 and DCS1 and DCS2 check
their DCS_Main tables for the presence of any pre-existing Write lock on the file ‘D’.
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If no such Write Lock is found in their respective tables, then an UReq_msg and
WAI1 & WAA4 are created by duplicating IA and send the request by Both DCSs to
Main_JSA. On receiving the request Main_JSA schedule the request based on Status
and Completion_Time, send it to DBCS_Wait table. DBCS check its DBCS_Main
table for pre-existing Write Lock for the first request. In case no pre-existing write
lock is found then creates Lock_msg and JSAI (duplicate of WA) and send the
request to MCS.MCS grant the request and send it to DBCS with the help of RA and
Rep_msg, also update its MCS_Main table. DBCS update its table and check that
Data_File Id of Rep_msg is present on DBCS_Wait table, if yes then updates
DBCS_Back table after calculating the Lock_acquire_time. URep_msg is created and
send it to User through QA (duplicate of WA). If no match found in DBCS_Wait
table then repeat the same process done for the first request and forward the Rep_msg
to the respective user. After completion the task of first request of a user, second user
gets the Write Lock and this information goes to User using WRep_msg and
duplicating WA. If pre-existing write lock exists, both requests goes to DBCS_Back
table and DBCS calculates the Lock_acquire_time for both the users. DBCS creates
URep_msg, QA1 and QA2 after duplicating WA. DBCS send the msg to the users.
After completion the task of User3, Userl and User8 get the Write Lock based on
Lock_acquire_time and this information goes to Users with the help of WRep_msg
and duplicating RA.

Fig. 3. Case 2 — User 1 in Author

Case 2: One of the users is author and there is a preexisting write lock

Say, User 1 is the author. DBCS check its DBCS_Main table for pre-existing Write
Lock. Here DBCS found that User 3 already have the Write lock on Data File ‘D’, In
the DBCS Completion_Time of author may be checked with a fixed value. If
Completion_Time is greater than the fixed value no other changes takes place in the
database, on the other if it is lesser then the fixed value the author get the priority and
get the next execution position and the author’s Completion_Time is added to all the
other user’s execution time. DBCS calculates the Lock_acquire_time for both Userl




228 S. Sen and R. Chaki

and User8. DBCS creates URep_msg and an agent QA1 and QA2. DBCS sends the
message to the Userl and User8 through QA1 and QA2 respectively. On completion
of the task of User3, first Userl and then User8 gets the Write Lock and updates
DBCS_Main table.

3 Algorithm

The algorithm is divided into 6 segments.
a. User_lock_request algorithm
(IAiJ,k,s,p’Req—msga,b,c,d,e’RAi,j,k,s,anRep—mng,m,n, /Rep—msgx,a,n,g,,/w Rep—msgx,a,n,g)
/* process of generating user lock request */
create IA and required Req_msg and concatenate with IA;
ssnd IA to Base_JSA for getting the lock;
read RA with Rep_msg /URep_msg /WRep_msg from Base_JSA for lock access;
if Lock_Grant=0 (URep_msg) then{
wait for Duration= Lock_acquire_time (m); read WRep_msg from Base_JSA;
}
else Lock_Grant =1 (Rep_msg/WRep_msg){
user will retrieve data of D from remote server and save the data in local buffer;
}
b. Base_JSA scheduling algorithm
(IAiJ,k,s,p’Req—msga,b,c,d,e’RAi,j,k,s,anRep—mng,m,n, /Rep—msgx,a,n,g,/w Rep—msgx,a,n,g)
/* process showing Base_JSA schedule the request received by it */
get the IA with Req_msg from Users;
if Forward/receive =1 (Request forward) then{
compare Status with previous request Status;
while Status same then
compare Local_Time_Stamp; assign priority; send IA to DCS;
}
else Forward/receive =0 (Request receive){
read RA from DCS; check Status for assigning priority; send RA to User;
}
c. Domain_server algorithm
(IAiJ,k,s,p’Req—msga,b,c,d,e’RAi,j,k,s,anRep—mng,m,n, /Rep—msgx,a,n,g,/w Rep—msgx,a,n,g’
WAi,j,k,s,paMUReq—msga,b,c,f,g’/U Req—msga,b,c,g)
/* process showing how DCS modified its table and genarate requests */
receive the TA with Req_msg from Base_JSA;
if Status of IA=1{
check Authentication Code;
if match not found then
assign Status=0; check DCS_Main table for pre-existing Write lock;
create duplicate of IA to WA;
check Lock_Present (y) status;
switch(y){
Case 0: create UReq_msg and concatenate with WA.
Case 1: create MUReq_msg and concatenate with WA.

}
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send MUReq_msg/ UReq_msg to Main_JSA
(update);
}
receive Rep_msg/URep_msg/WRep_msg from Main_JSA,;
(update);
update (a,c,g,y){
update DCS_Main and DCS_Back table.
}
send RA to Base_JSA.
d. Main_JSA scheduling algorithm
(WAi,j,k,s,paMUReq—msga,b,c,f,galU Req—msga,b,c,gaRAiJ,k,s,p’URep—msgx,m,n,g/Rep—mngs
a,n,g,/w Rep_msgx,a,n,g)
/* process showing Main_JSA schedule the request received by it */
get the WA with MUReq_msg/ UReq_msg from DCS;
if Forward/receive =1 (Request forward) then{
compare Status with previous request Status;
while Status same then compare Completion_Time; assign priority;
send WA to DBCS;
}
else if Forward/receive =0 (Request receive){
read RA or QA with URep_msg from DBCS;
check Status for assigning priority; send RA or QA to DCS.
}
e. DataBase_server algorithm
(WAi,j,k,s,p9MUReq_mSga,h,c,f,gJU Req_msga,h,c,gaRAixi,k,s,psURep_mng,m,n,g/Rep_msgx,
ang/ WRep_msg, . 0. JSA;; i s plock_msg, , . UA; ;i s ,,Update_msg,)
/* process showing how DBCS modified its table and genarate requests */
get the WA from Main_JSA;
check();
check(x,a,n,g){
if Lock Status not present then {
search DBCS_Main table for pre-existing write lock.
Switch(y){
Case 1: Update ();
Case 0: create JSA duplicating WA and Lock_msg. Concatenate each other
and send to MCS.
}
else Lock Status present
Update ();
}
update (a,g,m,z){
calculate Lock_acquire_time and update DBCS_Back;
create URep_msg and QA duplicating WA;
send QA with URep_msg to Main_JSA;
}
get RA from MCS;
if DFID of DBCS_Wait =DFID of Rep_msg then set status_indicator=0; Update ();
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}

else{
send RA with Rep_msg to Main_JSA; set status_indicator=1 and Check ();

}
grant the lock to user in DBCS_Back. Create WRep_msg and send to Main_JSA;.
check DBCS_Main table for Data_File_Id and corresponding Lock_Present;
if not present{

create both UA and Update_msg. Concatenate each other and send to MCS
}
f. Main_server algorithm

(J SAi,j,k,s,paLOCk_mSga,b,g,UAi,j,k,s,anpdate—msga,RAi,j,k,s,paRep—mSgX,a,n,g)

/* process showing how MCS grant the lock */
get Lock_msg from DBCS;
assign the Lock and update MCS_Main table;
create RA duplicating JSA and Rep_msg concatenate each other and send to DBCS;
receive UA. Update MCS_Main table.

4 Conclusion and Future Work

Cloud computing is the latest buzz in the computing industry. While many solutions
have been proposed for cloud computation problems, the interoperability of cloud
services still remain a challenge. This paper presents a novel architecture for cloud
computing, using multiple agent services. As all requests are not directed, but are
rerouted before MCS, the pressure or load on the MCS is substantially reduced. The
use of multiple number of fixed and mobile Agents enables the jobs to be completed
in a more efficient and effective manner. The idea of acquiring a lock on a Data File,
as used in this architecture, can be extended to the concept of acquiring lock on
resources. In this architecture message size can be controlled level wise depending
upon the bandwidth available, thereby reducing the overall communication cost. This
Architecture can be modified to reduce the number of message passing and extend the
algorithm for read lock access with better conflict management.
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Abstract. This paper investigates the design of active feedback controllers for
achieving generalized projective synchronization (GPS) of hyperchaotic systems
viz. identical hyperchaotic Qi systems (Chen, Yang, Qi and Yuan, 2007), and non-
identical hyperchaotic Lorenz system (Jia, 2007) and hyperchaotic Qi system.
Lyapunov stability theory has been used to establish the synchronization results
(GPS) derived in this paper using active feedback control. Since the Lyapunov ex-
ponents are not required for these calculations, the active feedback
control method is very effective and convenient for achieving the general pro-
jective synchronization (GPS) of hyperchaotic Qi and hyperchaotic Lorenz sys-
tems. Numerical simulations are presented to demonstrate the effectiveness of the
synchronization results derived in this paper.

Keywords: Active control, hyperchaos, feedback control, generalized projective
synchronization, hyperchaotic Qi system, hyperchaotic Lorenz system.

1 Introduction

Chaotic systems are nonlinear dynamical systems, which are highly sensitive to initial
conditions. The hyperchaotic systems have at least two positive Lyapunov exponents
and exhibit more complex behavior than common chaotic systems. Studies of synchro-
nization of hyperchaotic systems are distinctively interesting and challenging works.
In most of the chaos synchronization approaches, the master-slave or drive-response
formalism is used. If a particular chaotic system is called the master or drive system
and another chaotic system is called the slave or response system, then the idea of
synchronization is to use the output of the master system to control the slave system so
that the output of the slave system tracks the output of the master system asymptotically.
The seminal work by Pecora and Carroll ([2], 1990) is followed by a variety of
impressive approaches for chaos synchronization such as the sampled-data feedback

N. Chaki and A. Cortesi (Eds.): CISIM 2011, CCIS 245, pp. 231-23§, 2011.
(© Springer-Verlag Berlin Heidelberg 2011
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synchronization method [3]], OGY method [4], time-delay feedback method [3]], back-
stepping method [6], active control method [7]], adaptive control method [8]], sliding
control method [9]], etc.

In generalized projective synchronization [10], the chaotic systems can synchronize
up to a constant scaling matrix. Complete synchronization [2]], anti-synchronization
[L1], hybrid synchronization [12] and projective synchronization [[13]] are special cases
of generalized projective synchronization.

This paper addresses the design of active feedback controllers for the generalized
projective synchronization (GPS) of identical hyperchaotic Qi systems (Chen, Yang, Qi
and Yuan, [14], 2007) and non-identical hyperchaotic Lorenz system (Jia, [15], 2007)
and hyperchaotic Qi system (2007).

This paper is organized as follows. In Section 2, we provide a description of the
hyperchaotic systems studied in this paper. In Section 3, we derive results for the GPS
between identical hyperchaotic Qi systems (2007). In Section 4, we derive results for
the GPS between non-identical hyperchaotic Lorenz system (2007) and hyperchaotic
Qi system (2007). In Section 5, we summarize the main results obtained in this paper.

2 Systems Description

The hyperchaotic Qi system ([14], 2007) is described by the dynamics

1 = a(xe — 1) + €xax3
To = cx1 — dx123 + To + X4

ey

1‘3 = T1X2 — bl‘g

Ty = —fxo

where 1, z2, T3, x4 are the state variables and a, b, ¢, d, €, f are constant, positive pa-
rameters of the system.

The system (d) is hyperchaotic when the system parameter values are chosen as
a=235,b=49,¢c=25 d=5, e=35and f = 22.

Figure [Tl depicts the state orbits of the hyperchaotic Qi system ().

Fig. 1. State Orbits of the hyperchaotic Qi System
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The hyperchaotic Lorenz system ([[15]], 2007) is described by the dynamics

1 =p(xe — 1)+ 24
Ty = —x123 + 1T — X2
T3 = T1T2 — qT3

Ty = —x1X3 + Sx4
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)

where x1, x2, 3, 4 are the state variables and p, ¢, r, s are constant, positive parame-

ters of the system.

The system (@) is hyperchaotic when the system parameter values are chosen as

p =10, ¢ = 8/3,

Figure Pl depicts the state orbits of the hyperchaotic Lorenz system ().

3 Generalized Projective Synchronization of Identical

r=28 and s = 1.3.

Fig. 2. State Orbits of the hyperchaotic Lorenz System

Hyperchaotic Qi Systems

3.1 Main Results

In this section, we derive results for the active feedback control design for achiev-
ing generalized projective synchronization (GPS) of identical hyperchaotic Qi systems

([[14], 2007).

Thus, the master system is described by the hyperchaotic Qi dynamics

1 = a(ze — x1) + €xax3
To = cx1 — dx123 + To + X4
1‘3 = T1X2 — bl‘g

T4 =—fxo

3

where x1,x2, T3, 14 are the state variables and a, b, c,d, €, f are constant, positive
parameters of the system.
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Also, the slave system is described by the controlled hyperchaotic Qi dynamics

91 = a(y2 — y1) + €yoys + w1

Y2 =cyr —dyrys +y2 +ya +ug
Y3 = Y192 — bys + u3

Ys = —fy2 + ua

“

where y1, Y2, y3, Y4 are the state variables and wuy, ua, us, u4 are the active controls.

For the GPS of (3) and (@), the synchronization errors are defined as
€ = Yi — Q4;Ty, (121327?’)4)

where the scales a1, s, aig, g are real numbers.
A simple calculation yields the error dynamics

é1 = a(ys — y1) + ey2ys — aufa(wz — 1) + exaw3] + uy

&y = cy1 — dyr1ys + y2 + ya — azfcry — drix3 + T2 + 4] + U2
é3 = y1y2 — bys — ag[riwa — brs] + us

bs = —fy2 — a4[—fro] + ug

We consider the active nonlinear controller defined by

uy = —a(y2 — y1) — ey2ys + arfa(za — x1) + exax3] — kreg
ug = —cy1 + dy1y3 — Y2 — ya + aofcxy — driw3 + w2 + 14] — koen
uz = —y1y2 + bys + az[r122 — brs] — kses

ug = fyo + as[—fra] — ksey

where the gains kq, ko, k3, k4 are positive constants.
Substitution of (7)) into (6) yields the closed-loop error dynamics

éi = —kiei, (Z = 1,2,3,4)

We consider the quadratic Lyapunov function defined by

1 1
Vie) = QeTe: ) (e +e3+e3+e])

Differentiating (O) along the trajectories of the system (8)), we get

V(e) = —k1e? — kye2 — kze? — kqe?

&)

(6)

(N

®)

€))

(10)

which is a negative definite function on R*, since k1, ko, k3, ky are positive constants.
Thus, by Lyapunov stability theory [16], the error dynamics (8) is globally exponen-

tially stable. Hence, we obtain the following result.

Theorem 1. The active feedback controller ({Q) achieves global chaos generalized pro-
jective synchronization (GPS) between the identical hyperchaotic Qi systems (3) and

).
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3.2 Numerical Results
For the numerical simulations, the fourth order Runge-Kutta method is used to solve
the two systems of differential equations (@) and (@) with the active controller ().
The parameters of the identical hyperchaotic Qi systems are chosen as
a=235,b=49,¢c=25,d=5,e=35, f=22.
The initial values for the master system (3)) are taken as
21(0) =12, x2(0) =3, x3(0) =17, x4(0) =20
The initial values for the slave system (@) are taken as
y1(0) =5, 52(0) =28, y3(0) =9, y4(0) =6
The GPS scales «; are taken as
a; = —3.18, as =2.65, az =342, ag =—6.29
We take the state feedback gainsas k1 = 5, ke =5, k3 =5and kg = 5.
Figure [Blshows the time response of the error states e1, €2, 3, e4 of the error dynam-

ical system (&) when the active nonlinear controller (7)) is deployed. From this figure, it
is clear that all the error states decay to zero exponentially in 1.5 sec.

i i i i i i i
1.5 2 2.5 3 3.5 a4 4.5 5
Time (sec)

Fig. 3. Time Responses of the Error States of (G))
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4 Generalized Projective Synchronization of Non-identical
Hyperchaotic Lorenz and Hyperchaotic Qi Systems

4.1 Main Results

In this section, we derive results for the generalized projective synchronization (GPS) of
the hyperchaotic Lorenz system ([15], 2007) and hyperchaotic Qi system ([14], 2007).
Thus, the master system is described by the hyperchaotic Lorenz dynamics

&y = p(re —21) + 24
To = —x1X3 +rr1 — T2
(11)

T3 = 172 — qT3

Ty = —x1X3 + Sx4

where 1, x2, x3, x4 are the state variables and p, g, r, s are constant, positive parame-
ters of the system.
Also, the slave system is described by the controlled hyperchaotic Qi dynamics

U1 = a(y2 — y1) + eyays +us

Yo = cy1 — dy1y3 + Yo + Y4 + U2
U3 = Y192 — bys + u3

Y4 = —fy2 + us

(12)

where y1, Y2, y3, Y4 are the state variables and wuy, ua, us, u4 are the active controls.
For the GPS of (II) and (I2), the synchronization errors are defined as

€i = Yi — QLy, (Z: 1727374) (13)

where the scales a1, s, aig, g are real numbers.
A simple calculation yields the error dynamics

é1=a(ys —y1) + €yoys — a1 [p(z2 — 1) + 4] + w1
€ =cy1 — dy1ys + Yo + Ya — ao [—T123 + 121 — T2] + Uo

. 14
é3 = y1y2 — bys — az [r122 — qr3] 4+ u3 (14)
by = —fy2 — ay [~2173 + 574 + Uy

We consider the active nonlinear controller defined by
up = —a(ya — Y1) — €yays + a1 [p(x2 — x1) + x4] — kr€1
uz = —cy1 + dy1ys + az [~2173 + 171 — T2] — k2ea 15)
ug = —y1y2 + bys + ag [x1702 — qus] — kses

Us = fyo + au [—T123 + Sx4] — Kaea

where the gains k1, ks, k3, k4 are positive constants.
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Substitution of (I3) into (I4) yields the closed-loop error dynamics
éi = 7]437;67;, (Z = 1,273,4)

We consider the quadratic Lyapunov function defined by

1 1
Vie) = 2eTe: 9 (el +e3+e3+e])

Differentiating (I7) along the trajectories of the system (I6), we get

V(e) = —k‘le% — kgeg — kgeg - k4€?1
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(16)

7)

(18)

which is a negative definite function on R, since k1, ko, k3, k4 are positive constants.
Thus, by Lyapunov stability theory [16], the error dynamics (I6) is globally expo-

nentially stable. Hence, we obtain the following result.

Theorem 2. The active feedback controller (I3) achieves global chaos generalized
projective synchronization (GPS) between the non-identical hyperchaotic Lorenz system

(L) and the hyperchaotic Qi system (I2).

4.2 Numerical Results

For the numerical simulations, the fourth order Runge-Kutta method is used to solve
the two systems of differential equations (1)) and (I2) with the active controller (I3).
The parameters of the hyperchaotic Lorenz system (I1]) and hyperchaotic Qi system

(I2) are taken so that the systems are hyperchaotic (see Section 2).
The initial values for the master system (L)) are taken as

1‘1(0) = 23, 1‘2(0) = 12, 1‘3(0) = 8, 1‘4(0) =5
The initial values for the slave system (I2)) are taken as

yl(O) = 10, yg(O) = 4, yg(O) = 16, y4(0) =15

—100

2
Time (sec)

Fig.4. Time Responses of the Error States of (I4)
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The GPS scales «; are taken as
ap =258, ag =723, as=-8.32, ag =—-1.46

We take the state feedback gains as k1 = 5, ks = 5, ks = 5 and ky = 5.

Figure dshows the time response of the error states e1, ea, €3, e4 of the error dynam-
ical system (I4)) when the active nonlinear controller (13)) is deployed. From this figure,
it is clear that all the error states decay to zero exponentially in 1.5 sec.

5 Conclusions

In this paper, active feedback controllers have been derived so as to achieve generalized
projective synchronization (GPS) of identical hyperchaotic Qi systems (2007), and non-
identical hyperchaotic Lorenz system (2007) and hyperchaotic Qi system (2007). The
synchronization results derived in this paper have been proved using Lyapunov stability
theory. Numerical simulations are presented to demonstrate the effectiveness of the
synchronization results derived in this paper.
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Abstract. Self organizing maps (also called Kohonen maps) are known
for their capability of projecting high-dimensional space into lower di-
mensions. There are commonly discussed problems like rapidly increased
computational complexity or specific similarity representation in the
high-dimensional space. In the paper there is proposed the effective clus-
tering algorithm based on self organizing map with the main purpose to
reduce high dimension of the input dataset. The problem of computa-
tional complexity is solved using parallelization; the speed of proposed
algorithm is accelerated using the algorithm version suitable for data
collections with certain level of sparsity.

1 Introduction

Recently, t