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Abstract. Consider the situation where a low power device with limited
computational power has to perform cryptographic operation in order to
do secure communication to the base station where the computational
power is not limited. The most obvious way is to split each and every
cryptographic operations into resource consuming, heavy operations and
the fast light weight operations. This concept can be efficiently imple-
mented through online/offline cryptography. In this paper, we show the
security weakness of an identity based online offline encryption scheme
proposed in ACNS 09 by Liu et al. [9]. The scheme in [9] is the first iden-
tity based online offline encryption scheme in the random oracle model,
in which the message and recipient are not known during the offline
phase. We have shown that this scheme is not CCA secure. We have also
proposed a new identity based online offline encryption scheme in which
the message and receiver are not known during the offline phase and is
efficient than the scheme in [9].

Online/Offline signcryption is a cryptographic primitive where the
signcryption process is divided into two phases - online and offline phase.
To the best of our knowledge there exists three online/offline signcryption
schemes in the literature: we propose various attacks on two of the exist-
ing schemes. Then, we present an efficient and provably secure identity
based online/offline signcryption scheme. We formally prove the security
of the new scheme in the random oracle model.

Keywords: Identity Based Cryptography, Encryption, Signcryption,
Confidentiality, Unforgeability, Online/Offline, Cryptanalysis, Random
Oracle Model.

1 Introduction

Separating the process of signing or encrypting into two phases namely, online
phase and offline phase is the concept of ”Online/Offline” cryptography. This
notion was first introduced in the context of digital signatures by Even, Gol-
dreich and Micali [5]. Their construction is inefficient as it increases the size of
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each signature by a quadratic factor. Shamir and Tauman [I3] proposed an im-
proved version which makes use of a new paradigm called “hash-sign-switch” to
design more efficient online/offline signature schemes. During the offline phase,
heavy computations like exponentiation and bilinear pairing are done and in the
online phase, only light weight integer operations (multiplication and addition)
and hashing are performed to make the computations faster. In an online/offline
signature scheme the message is not known in the offline phase and in an on-
line/offline encryption scheme both the message and receiver are not known in
the offline phase. Thus, online/offline schemes find use in low power devices
such as PDA’s, sensor networks, hand held devices including mobile phones and
smart-cards.

Adi Shamir introduced the concept of identity based cryptography and pro-
posed the first identity based signature scheme. The idea of identity based cryp-
tography is to enable an user to use any arbitrary string that uniquely identifies
him as his public key. Identity based cryptography serves as an efficient alter-
native to Public Key Infrastructure (PKI) based systems. Most of the identity
based encryption (IBE) schemes use the costly bilinear pairing operation and
the concept of online/offline computation is an important area of research with
respect to IBE. The first identity based online/offline encryption scheme was
proposed by Guo et al.[7]. Tt should be noted that, the major difference be-
tween online/offline signature and encryption schemes is that, the message and
the receiver are not known during the offline phase of encryption schemes. This
makes it subtle and interesting to explore for new directions in constructing ef-
ficient and elegant online/offline encryption schemes. Few motivating examples
for online/offline encryption schemes can be found in [7] and [9].

Related Works

Online/Offline Encryption: Guo et al. [7] have shown natural extension of the
IBE of Boneh and Boyen [2] and Gentry [6]. They have also given constructions
which efficiently divide the IBE schemes in [2] and [6]. All the schemes are in the
standard model. In 2009, Joseph. K. Liu et al. [9] have proposed an identity based
online/offline encryption scheme. It was proved to be chosen ciphertext (CCA)
secure in the random oracle model and was claimed to be much efficient that
the scheme in [7] (obviously true due to random oracle assumption). Recently,
Chow et al. in [3] proposed a CPA secure identity based online/offline encryption
scheme and have given a KEM (Key Encapsulation Mechanism) based CCA con-
struction. Although they are giving a generic transformation from identity based
online/offline KEM (IBOOKEM) to CCA secure identity based online/offline en-
cryption, there is no concrete IBOOKEM scheme discussed in the paper. Hence,
we do not compare our results with the results reported in [3].

Online/Offline Signeryption: Confidentiality and authenticity are two funda-
mental properties offered by public key cryptography which are achieved through
encryption schemes and digital signatures respectively. In scenarios where both
these properties are needed, a Sign-then-Encrypt approach was used earlier. In
1997, Zheng [17] introduced the concept of signcryption where both these prop-
erties are achieved in a single logical step, but in a more efficient way. The notion
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of online/offline signcryption was first discussed in An et al. [I]. In their paper,
they did not give any concrete method, but they have given general security
proof notions for signcryption schemes. Zhang et al. [16] extended the work of
An et al. [I] and provided a concrete scheme making use of short signatures.
However, Zhang’s scheme [16] is PKI based scheme and the focus of our paper
is on identity based signcryption schemes. Sun et al. [I4] were the first to pro-
pose an identity based online/offline signcryption scheme. In their paper, they
formally defined the identity based online/offline signcryption and its security
model. They also proposed a new scheme where the offline computations can be
done before the message is available and the online computations are done after
the message is received. After this, Sun et al. proposed another generic scheme
in [I5].

Our Contribution: In this paper, we show that the scheme in [9] is not CCA
secure, i.e. an adversary can distinguish the challenge ciphertext by accessing
the decryption oracle. Although the authors of [9] (footnote 4) claim that a bug
in [9] was identified and presented in the conference, we are unable to trace any
record of its presence. In view of this we present the details of the attack here
explicitly. We provide a fix for the bug in the scheme and also propose a new
efficient construction for identity based online/offline encryption. We prove the
new scheme in the random oracle model.

Moreover, to the best of our knowledge there are three online/offline sign-
cryption schemes in the literature: two schemes by sun et al. [I5], [14] and one
scheme by Liu et al. [§]. In this paper, we point out some weaknesses in the
generic scheme by Sun et al. [I5] and forgeability attack on the specific scheme
by Sun et al [I4]. Then, we present a new online/offline identity based sign-
cryption scheme. In our scheme the online phase includes only modular addition
operations and an XOR operation. The striking feature of our scheme is that the
sender does not require the knowledge of receiver identity as well as the message
in the offline phase. The security of the scheme is proved under random oracle
model.

2 Preliminaries
2.1 Bilinear Pairing

Let G be an additive cyclic group generated by P, with prime order ¢, and G,
be a multiplicative cyclic group of the same order ¢. Let € be a bilinear pairing
ée:G1 x Gy — Go.

2.2 Computational Assumptions

In this section, we recall the computational assumptions related to bilinear
maps[4] that are relevant to the security of our scheme.

Modified BDHI for k values (k-mBDHIP): k-mBDHIP is the bilinear
variant of the k-CAA problem. Given (P, aP, (x1+a)"'P, ..., (xp+a) "' P) € GF2
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for unknown @ € Z,* and known z1, ...,z € Z;*, the k-mBDHIP problem is to
compute é(P, P)(“Jr‘/"’*)_1 for some x* ¢ {x1,...,x1}.

The advantage of any probabilistic polynomial time algorithm A in solving the
k-mBDHIP problem in Gy is defined as

Adv g F=mBDHIP — Pr[A(P, aP, (1 +a) 1P, ..., (zx + a) 1P, zy, ..., %)
~ *)—1 * * *
= €(P7 P)(a+x ) |G,,J: €RZ¢ T ¢ {xlv"'vxk}]'

We say that the k-mBDHIP problem is (¢, €) hard if for any ¢ time probabilistic
algorithm A, the advantage Adv 4 *—mBPHIP ¢

The q-Computation Diffie- Hellman Inverse problem (q-CDHIP): Given
an additive group G; and a multiplicative group Go, all with prime order p and
(g + 1) tuples (G, sG, s%G, ..., sG) , computing (1/s)P is the q-Computation
Diffie-Hellman Inverse problem.

The g-Bilinear Diffie-Hellman Inversion problem (q-BDHIP): Given
an additive group G; and a multiplicative group Go, all with prime order p and
(g+1) tuples (G, 5G, s*G, ..., s9G) , computing é(G, G)'/* € Gy is the ¢-Bilinear
Diffie-Hellman Inversion problem.

2.3 Identity Based Online/Offline Encryption Schemes(IBOOE)

An identity based online/offline encryption scheme consists of the following al-
gorithms.

Setup(1”): Given a security parameter x, the Private Key Generator(PKG)
generates a master private key msk and public parameters Params. Params is
made public while msk is kept secret by the PKG.

Extract(ID): Given an identity ID, the PKG executes this algorithm to gen-
erate the private key Djp corresponding to ID and transmits D;p to the user
with identity 1D via. secure channel.

Off-Encrypt (Params): To generate the offline share of the encryption, this
algorithm is executed without the knowledge of message to be encrypted and
the receiver of the encryption. The offline ciphertext is represented as ¢.

On-Encrypt (m,IDa,¢): For encrypting a message m to user with identity
ID 4, any sender can run this algorithm to generate the encryption o of mes-
sage m. This algorithm uses a new offline ciphertext ¢ and generates the full
encryption o.

Decrypt(o,ID 4, D 4): For decryption of o, the receiver ID4 uses his private
key D4 and run this algorithm to get back the message m.

Definition 1. An ID-Based online/offline encryption scheme is said to be in-
distinguishable against adaptive chosen ciphertext attacks (IND-IBOOE-CCA2)
if mo polynomially bounded adversary has a non-negligible advantage in the fol-
lowing game.
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Setup: The challenger C runs the Setup algorithm with a security parameter x
and obtains public parameters Params and the master private key msk. C sends
Params to the adversary A and keeps msk secret.

Phase I: The adversary A performs a polynomially bounded number of queries.
These queries may be adaptive, i.e. current query may depend on the answers
to the previous queries.

— Key extraction queries(Oracle Opyiract(ID)): A produces an identity
ID and receives the private key Drp.

— Decryption queries(Oracle Opecrypt(0,I1D4)): A produces the receiver
identity I D4 and the ciphertext o. C generates the private key D4 and sends
the result of Decrypt(o, ID4, D4) to A. This result will be “Invalid” if o is
not a valid ciphertext or the message m if ¢ is a valid encryption of message
mto IDy.

Challenge: A chooses two plaintexts, my and m and the receiver identity I D,
on which A wishes to be challenged. A should not have queried for the private
key corresponding to IDg in Phase I. C chooses randomly a bit b € {0,1},
computes 0 = Encrypt(my, IDgr) and sends it to A.

Phase II: A is now allowed to get training as in Phase — I. During this interac-
tion, A is not allowed to extract the private key corresponding to I Dg. Also, A
cannot query the decryption oracle with o, IDg as input, i.e. Opecrypt (0, IDr).

Guess: Finally, A produces a bit b and wins the game if b =b.
A’s advantage is defined as Adv(A)=2 ‘Pr [b/ = b] — 1|, where Pr [b/ = b] de-
notes the probability that b = b.

2.4 Identity Based Online/Offline Signcryption

Identity based online/offline signcryption scheme consists of the following algo-
rithms.

Setup(k): Given a security parameter k, the Private Key Generator (PKG)
generates the systems public parameters params and the corresponding master
private key msk that is kept secret by PKG.

Key Extract(ID;): Given a user identity ID; by user U;, the PKG computes
the corresponding private key D; and sends D; to U; via. a secure channel.
OffSigncrypt(IDs, Ds): Given the sender identity IDs and the private key Dg
of IDg, this algorithm outputs an offline signcryption ¢’. This is executed by
the sender with identity IDs.

OnSigncrypt(m, IDs, IDg, o’): This algorithm takes as input a message m €
M, the sender identity I Dg, the receiver identity IDg and the offline signcryption
o’ by IDs as input and outputs the signcryption o. This algorithm is executed
by the sender with identity IDs.

Unsignerypt(o, IDs, IDg, Dg): This algorithm takes as input the signcryption
o, sender’s identity IDsg, the receiver identity I Dr and the receiver’s private key
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Dg as input and produces the plaintext m, if o is a valid signcryption of m from
the sender IDs to I Dy or “Invalid” otherwise.

Definition 2. (Confidentiality) An identity based online/offline signcryption
(IBOOSC) is indistinguishable against adaptive chosen ciphertext attacks (IND-
IBOOSC-CCA2) if there exists no polynomially bounded adversary having non-
negligible advantage in the following game:

Setup Phase: The challenger C runs the Setup algorithm with the security
parameter x as input and sends the system parameters params to the adversary
A and keeps the master private key msk secret.

Phase-I: A performs polynomially bounded number of queries to the oracles
provided to A by C. The description of the queries in the first phase are listed
below:

— Key Extract query: A produces an identity I D; and receives the private
key D; corresponding to ID;.

— Signcryption query: A produces a message m, the sender identity IDsg,
and the receiver identity I Dg to the challenger C. C computes I Dg’s private
key Ds and runs the algorithm OffSigncrypt(IDs, Ds) to obtain an offline
signeryption ¢’. Finally C returns o = OnSigncrypt(m, I Dg, o’) to A.

— Unsigneryption query: A produces the signeryption o, the sender identity
IDg, and the receiver identity IDg to C. C generates the private key Dg
by querying the Key Extraction oracle. C unsigncrypts o using Dr and
returns m if o is a valid signcryption from I Dg to I Dg, else outputs “Invalid”.

A can present its queries adaptively, i.e. every request may depend on the re-
sponse to the previous queries.

Challenge: A chooses two plaintexts {mg, m1} € M of equal length and ID4
and I D p as the sender and receiver identities on which A wishes to be challenged.
The restriction is that A should not have queried the private key corresponding
to IDp in Phase-1. C now chooses a bit § €5 {0, 1} and computes the challenge
signeryption o* of ms and sends o* to A.

Phase-II: A performs polynomially bounded number of requests just like the
Phase-I, with the restrictions that A cannot make Key Extraction query on
IDpg and should not query for unsigncryption query on C*.

Guess: Finally, A produces a bit ¢’ and wins the game if 6’ = §. The success
probability is defined by:

SUCCA IND—-IBOOSC—-CCA2 (KJ) — 5 + €

Here, € is called the advantage for the adversary in the above game.

Definition 3. (Unforgeability) An identity based online/offline signcryption
scheme (IBOOSC) is said to be existentially unforgeable against adaptive chosen
messages attacks (EUF-IBOOSC-CMA) if no polynomially bounded adversary
has a non-negligible advantage in the following game:
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Setup Phase: The challenger runs the Setup algorithm with a security param-
eter k and gives the system parameters params to the adversary A and keeps
msk secret.

Training Phase: A performs polynomially bounded number of queries as de-
scribed in Phase-I of Definition 2. The queries may be adaptive, i.e. the current
query may depend on the previous query responses.

Ezistential Forgery: Finally, A produces a new triple (IDa, IDg, C*) (i.e. a
triple that was not produced by the signcryption oracle), where the private key
of ID, was not queried in the training phase. A wins the game if the result
of the unsigneryption of (IDa, IDg, C*) is # “Invalid”, in other words C* is a
valid signcrypt of some message m € M.

3 Review and Attack of IBOOE in [9]

In this section we review the identity based online/offline encryption scheme
proposed in [9].

3.1 Review of of Liu et al.’s Scheme (L-IBOOE) [9]

Let G and Gt be groups of prime order ¢ , and let &G x G — G be the
bilinear pairing. We use a multiplicative notation for the operation in G and
Gr.

Setup: The PKG selects a generator P € G and randomly chooses s, w € Zj.

It sets Ppup = sP, P];ub = s?P and W= (w+s)~1P. Define M to be the message
space. Let nyy = | M |. Let Hy:{0,1}* — Zj H5:{0,1}* x Gr — Z; and H3:{0,1}*
— {0,1}™™ be two cryptographic hash functions. The public parameters Params
and master private key msk are given by,

Params= (G, Gr, ¢, Ppup, P]; W, w, M, Hy, Hy, H3) msk= s.

ub?

Extract(ID): On-Encrypt(m, D4, ¢):

— qrp = Hi(ID) — t; = 7Y (Hy(IDA)- @) mod g

D= ' P ~ 1y = 6~ (i (ID4)- 7) mod g

qip + 8 — t = Hy(m, R)z+u mod ¢

Off-Encrypt(Params): —¢c= H3(R)® m

—u,z, a,3,7,0 €Er Zy — Output the ciphertext

- U= IEV' uP ) o= (U,To,T1,Ts,t,t1,t2,c)

— R = é(wP+ P,u,P)*

T = x(wp aP 4+ (w+ Decrypt(a,AIDA, Dy):

9Py +-Flp) _ B=&Tor 0Ti + T, Da)

— Ty = zwpP. — m =c ®&H3(R) .

— Ty = 20Pyup. — and if RE2(mBR) = ¢(tP 4 T,

— Output the offline ciphertext wP + Pyu) é(P,P)~1, output

¢: <U,.’L’,C¥,B,’Y7(5, U7R;T07T17T2>- m else Output 1
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3.2 Attack on Confidentiality

EDuring the confidentiality game, after the completion of Phase-1 of training,
the adversary A picks two messages, (mg, m1) of equal length and an identity
IDg(Dg is not known to A), and submits them to C. C chooses a bit b € {0,1},
generates the challenge ciphertext o* = (U, Ty, T4, To, t,l,t,z,t, ¢) of message my
and gives o* to A. Now, we show that A can cook up another valid ciphertext
o= (U*, T§, T3, Ty, tf, 65, t*, ¢*) as given below:

— Chooses 7%, t, 13 €r Zy.

— ComputesU* = U - P = W- (u+ 7)P.

— Chooses T3y, T5 €r G.

— Computes Ty = To - (G T3+ t3T5) (1 Ti+ 6 Ts) = z(w+ s)(qga+ s)P-
(& Ti+t5T3) (since To+ 61 Ti+ 2 To = z(w+ s)(ga+ s)P).

— Computes t*=t + ™ mod ¢

— Sets ¢*= ¢

— Now, A queries the decrypt oracle with § as input during Phase — 2 of
training. Here, the relations between o* and § are R = R* = ¢é(P,P)(w+ts)®
and c¢= ¢*. Hence, the decryption of § will give the message my=c ® H3(R) =
c¢*® Hs(R*). So, A can obtain m;, by constructing ¢ from o* and querying the
decrypt oracle with § as input (which is allowed in the security model of [9],
i.e. 0 is totally different from the challenge ciphertext). The only restriction
for A during Phase - 2 is that A should not query the decryption of the
challenge ciphertext o* and the extract of IDg. Also, it should be noted
that the check R*H2(meR") L e(t*P + U*, wP + Ppyp) é(P,P)~1 should
hold.

Proof of Correctness: The equality of R and R* can be shown by,
R* = &(Tg + t;Ty + t3T5, DR)

= é(x(w + s)(qr + )P — (1T} + t513) + 1717 + 1573, DR)

= é(z(w + s)(qr + s)P, Dr)

1
= é(z(w + s)(qr + 5)P, P)
Rt S
= é(x(w + s)P,P) = é((w + s)P,xP) = é(wP + Ppup, P)* = R

Also, the derived ciphertext § will pass the verification test, which can be shown
as,

E(t*P + U* wP + Pypuy)e(P, P) " '=é((t + )P + U — 1* P,wP + Pyyuy)é(P, P)~!
= é((zHa(mp, R*) + u+1*)P,wP + Ppy)
e(w — (u—&—r*)P,wP—kaub)A( p)~t
(xHa(my, R)P + W, wP + Ppy)é(P, P)~! (Slnce R*=R)
(xHa(mp, R)P,wP + Ppyup)é(W,wP + Pyyp)é(P, P)~1
(xHz(mp, R)P,wP + Ppup)é(P, P)é(P, P)~!
e(WP + Py, P)*H2(meB) — RH2(m,R) — RprHz(ms,RY)

Il
D> D D>

! Although the authors of [9] have claimed that an attack was discussed in a private
communication, to the best of our knowledge, it is not recorded anywhere. The attack
is subtle and non-trivial. We report the same here.
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3.3 A Possible Fix for the Weakness in [9]

The security weakness of [9] shown in section can be fixed by providing the
modifications to the On — Encrypt algorithm and the definition of the hash
function Hy allowing all other algorithms unaltered. The improved On-Encrypt
protocol can be given by,

On-Encrypt(m,ID 4, ¢)

— t1 = 7Y (H,(ID4)- @) mod q

— ty = 7Y (Hi(IDA)- v) mod q

—t= HQ(mv U7 Ra TOaT17T27t1at2)x+u mod q
—c= H3(R)® m

Output the ciphertext o = (U, Ty, T, To, t, t1, t2, ¢)

The hash function Ho is redefined as Hs : {0,1}* x G x G3 x Zy x Ly — Ly

4 The New IBOOE

In this section we provide a new identity based online/offline encryption scheme
(New-IBOOE), which is more efficient than the fixed version of [J].

4.1 The Scheme

Let G be a cyclic additive group and G be a cyclic multiplicative group. Both
the groups have prime order, ¢ and let é:G x G — G be the bilinear pairing.
The algorithms in the scheme are described below:

Setup: The PKG selects a generator P €r G and randomly chooses s € Z.
It computes Py, = sP and a = é(P, P). Let M denotes the message space
and ny = | M |. Let Hy : {0,1}* — Z, Hy : {0,1}* x Gr x G* — Z7 and
Hs : {0,1}* — {0,1}™™ be three cryptographic hash functions. The public
parameters Params and master private key msk are given as:

Params= (G, Gr, q, Ppup, @, M, H1, Hy, H3) and msk= s.

Extract(ID4): On-Encrypt(m,IDa, ¢):
— qAZHl(IDA) — tlza(qA—b)modq
_ — - t2 = HQ(vaa Ua TlaT27t1)5U +
A+s umod q
Off-Encrypt(Zf’arams): —c=F&m
—u, z,a,berZ — Outputs the ciphertext
—U=upP g = <UaT1aT27t17t27C>'
- R=a" Decrypt(o, IDa, Da):
- B = H3(R) — R=¢é(Ta + 1171, Da)
~ Ty =a 'zP - m=c® H3(R)
—Tx = Z‘(b+5>P - h:HQ(m7Ra U7T17T27t1)
— Outputs the offline ciphertext _ IR Z é(toP — U, P),

¢ = (u,z,a,b,U, R, T1, T, ). output m else output L
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It should be noted that the offline encryption process is carried out before know-
ing the message m as well as the receiver identity I D 4. These are the attracting
features of our scheme. The correctness of the verification of the equation R"

L é(taP — U, P) done during the decryption process is given below:

LHS = R" = é(Ty + 1,11, Da)"

é(x(b+5)P +a(ga —ba~'xP, | P)"
(zbP + xsP + quaP — baP, ' P)h
(z
(

Il
>

1 h > qa+ts
(s+aqa)P, . P)

\
>

= é(xP, P)!
RHS = é(toP — U, P) = é((hx +u)P — U, P) = é(haP + uP — U, P) = é(zP, P)"
Since LHS=RHS, the verification of a well formed ciphertext holds.

Theorem 1. If there exists an adversary A that breaks the IND-IBOOE-CCA2
security of the New-IBOOE scheme then, there exists an algorithm C to solve
the k-modified Bilinear Diffie Hellman Inversion Problem (k-mBDHIP).

Please refer the proof of this theorem in the full version of the paper [I1].

5 Review and Attack of IBOOSC Schemes

In this section, we recall the identity based online/offline schemes by Sun et al.
presented in [I4] and [15]. We demonstrate attacks on both these schemes in this
section.

5.1 Scheme by Sun et al.[14]

Review of the Scheme: The scheme consists of five algorithms - Setup,
Extract, OffSigncrypt, Onsigncrypt and UnSigncrypt. A secure symmetric
key encryption scheme (€, D) is employed in this scheme where £ and D are the
secure symmetric encryption and decryption algorithms respectively.

Setup: Given security parameters x,n and G1,G2 of order ¢ and generator P
of G1, PKG picks a random s € Zj, ands sets Py = sP. Choose cryptographic
hash functions Hy: {0, 1}* — Gq, H1: {0, 1}* X G; x G1 — Ly, Hy: Zj — {0,
1}", Hz: Go — Zj x Zj. The system parameters are (P, Pyuy, Ho, H1, Ha, H3).
The master secret key is s.

Key Extract: Given an identity ID;, the algorithm computes the public key
as Q; = Ho(ID;) and the corresponding private key as D; = sHy(ID;). The
private key is returned to the user via a secure channel.

OffSigncrypt: To send a message m to user Ur with identity I Dg, the sender
Us with identity IDs follows the steps below.

1. Computes Qr = Hy(IDg).
2. Picks random x, y € Zy, and sets k = Hz(e(Ppup, Qr)")-
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3. Splits k into ki, ko such that ky € ZZ and ko € Z;, then stores them for
future use.

4. Using the private key Ds, Us outputs the offline signcryption (S,U), where
S = Ds —xPpyu, , U= (y — k1)P; also stores z,y for future use.

OnSigncrypt: Given a message m € Z;, and an off-line signcryption (S,U),
this algorithm sets k3 = Ha (ko) first. The message encryption is done with k3
and a symmetric-key encryption algorithm &£ such as AES. The ciphertext is
¢ = Ery(m). Computes r = Hq(c, S,U) and on-line signeryption o = ra + y;
returns signeryption (¢, S, U, o).

UnSigncrypt: Given a signeryption (¢, S, U, o), the receiver with identity I Dg
does the following:

1. Computes T = e(—5, Qr)e(@s, Dr).
2. Sets k = H3(T),then splits k into k1, ka.
3. Sets k3 = Haz(k2) and decrypts the message Dy, (c) = m. m is valid if

e(0Pyuy + 78, P) = e(U + k1P + Q1 p.,, Pous) holds, where r = Hy(c, S, U).

Existential Forgeability of the Scheme: This scheme is not secure against
existential forgery. A forger F can forge a signcryption for an identity whose
private key is not queried. This can be done as follows:

— F sets an identity I D4 as the target identity for which the forged signcryp-
tion is to be generated.

— During unforgeability game, a forger is allowed to extract the private key of
receiver (used for generating the forgery) according to the model given by
Sun et al [14]

— During the Training phase, F asks for the signcryption of a message m
from IDy4 to an arbitrary receiver I Dp. Let the response be (¢, S, U, o). On
receiving this, F computes the following

o Gets the private key of IDp using a Key Extract query on IDp.
e Computes T = é(—S5,Qp)é(Qa, Dp)
e Sets k= Hs(T ) and divides k into two parts: k1 and k.

— F can now modify the above ciphertext (¢, S,U, o) so that it becomes a
valid signcryption on some message m’ from I D4 to an arbitrary ID¢. For
achieving this F computes following:

o T"=¢(-S5,Qc)é(Qa, Do)

e k' = H3(T") and it is divided into two parts: k] and kf
o Ak =k —Fk and o' =ra +y+ Ak

e Outputs the new signcryption (¢, S, U, o)

This will pass through the verification because

LHS= é(o' Ppyp + 1S, P)
=é((rx +y+ Ak)Poup +7(Da — xPpup), P)
=é

((y + Ak) pub + T.SQAa )
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e((y + k1 —k1)P+71Qa,sP)
é((y - k‘l)P + k;’lP +71QA4, Ppub)
é(U =+ k‘llp + TQA, Ppub)
= RHS
5.2 Generic Scheme by Sun et al. [15]

Review of the Scheme: We review the generic online/offline signcryption
scheme by Sun et al. [15] in this section.

Systems Parameter Generation: Let ¢ be a prime power, and E(F;) an
elliptic curve over finite field F;. Let #E(F;) be the number of points of #E(F;),
and P be a point of E(F,) with prime order g where ¢|#FE(F;). G; is the subgroup
generated by P. Go is a finite group of order ¢. Choose cryptographic hash
function Hy : Go — {0,1}". Let (£, H) be the chameleon hash family, which
will be sent to the designated user on request, based on the discrete logarithm
assumption and (G,S,V) be any identity-based signature scheme. The system
parameters are SP = (#E(Fy),t,q, P,G1,G2,(G,S,V), H1).

Key Extract: Given an identity ID, run the key extract algorithm of the
original identity-based signature scheme to obtain the private/public key pair
(Drp,Q1p). On input 1%, the sender runs the key generation algorithm of the
trapdoor hash family (£, H) to obtain the hash/trapdoor key pair (Y = 2P, z).

Assume user Us with identity I Ds sends m to user Ug with identity I Dg. Us
obtains private key and hash/trapdoor key {Ds,Y,z}. Ur obtains private key
Dg . {Qs,Qr} are public to both of them.

OffSigncrypt: Offline signcryption is done as follows:

— Choose at random (m,r) €g M x R, where M is a message space and R
is a finite space, and compute the chameleon hash value h = Hy (m/,r') =
m'P+7rY .

— Run the signing algorithm S with the signing key Ds to sign the hash value
h. Let the output be o = Sp,(h||Hy), where Hy is the description of the
chameleon hash.

— Choose at random y €r Z; and compute X = yP then compute w =
e(yPpub, @r). Finally set ¢’ = Hy(w).

— Store the pair (m/,r") and 3’ for future use.

OnSigncrypt: Online signeryption is done as follows:

— For a given message m, retrieve from the memory z~! and the pair (m, ).

— Compute r = x~1(m’ —m) + ' mod q.

— The message encryption is done with ¢’ and a symmetric-key encryption
algorithm such as AES. The ciphertext is ¢ = Ency (o||/IDs||m||r||Hy ).

— Final ciphertext is (¢, X).

Unsigncrypt: Given ciphertext (¢, X), unsignceryption is done as follows:

— Compute w = e(X,drp,) and 3y’ = Hy(w) .

— Decrypt ¢ as o||IDs||m||r||Hy = Decy (c).

— Compute h = Hy (m,r) = mP +rY.

— Verify that o is indeed a signature of the value h||Hy with respect to the
verification key Qs.
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Attack on the Scheme: In the scheme proposed by Sun et al. [I5], there is no
binding between the encryption and the signature. Therefore, a signcryption on
a message m from IDy to IDp can be changed to a valid signcryption on the
same message m from ID4 to ID¢c. This can be done as follows:

Get the signeryption of message m from the sender 1D, to receiver IDp

and decrypt it using the secret key Dp of IDp to get o||ID al|m||r||Hy .

— Choose 1 €r Z; and compute w* = é(Ppup, Qc)” and set X* = nP and y*
= H1 (w)

— Compute ¢* = Ency~(c||IDa||m||r||Hy)

— Output the signeryption as (¢*, X*)

Note that Q¢ is the public key of the user with identity I Dc whose private key
is not known. The new signcryption (¢*, X*) is a valid signeryption from ID 4
to IDc.

6 The New IBOOSC

In this section, we present a provably secure identity based online/offline sign-
cryption scheme. It should be noted that the scheme presented in this section
is more efficient than the naive combination of online/offline identity based sig-
nature and online/offline identity based encryption because, we have considered
the case where the receiver identity is not known during the offline phase and
more over it is explicit that just combining a signature scheme and an encryption
scheme is not signcryption but signcryption should involve cheap computation
than the naive combination. The size of the ciphertext and the computations
done during the unsigncryption process are bulky than normal signcryption
but we consider only the computation complexity of the online signcryption
algorithm where we have only modular addition, multiplication and bit-wise
exclusive-OR operations. This is considered as the highlight of any online/offline
primitive. The IBOOSC scheme consists of the following algorithms:

Setup(17%): Given the security parameter 1 as input, PKG chooses two groups
G1, G2 of prime order ¢, a bilinear map é: G; x G; — Gy and a generator
P €r Gi. The PKG chooses s €r Z; and sets master secret key msk = s and
also sets master public key Pp,, = sP. PKG then computes a = é(P, P) and
defines five cryptographic hash functions:

- Hy: {0,1}* — Gg.

— Hy: Gy x Gy x Gy x {0,1}™ x {0,1}* — Z7.

— H3: {0,1}™ x {0,1}* x G1{0,1}* — Z;.

— Hy: Go — {0,1}™ = where n,, is the message size n; is the number of
random bits concatenated to message.

Hs: {0,1}" x Gg x {0, 1} x Z x Z% x {0, 1} x {0,1}* x {0,1}* —
z.

The public parameters Params of the system are set to be Params = (G1, Go,
éa Pa Ra Ppuba H17 H27 H?n H47 H5a « >
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Key Extract(ID;): On input of identity ID; of user U;, the private key D; is
computed as D; = (q_irs)P), where ¢; = Hy(ID;). D; is given to user by PKG
via. secure channel.

Off-Signcrypt(IDs, Ds): This algorithm is run by the sender Us with identity
IDs for sending any message to any receiver. Note that the sender carries out

these computations without the knowledge message and receiver information.

1. Selects & €g {0,1}™ and b,z,y,2,r €r Z; .

Computes U; = a" € Go, Uy = yP € Gy and Us = zP € Gy.
Computes V = (r + ha)Ds € Gy, where ho = Ha(Uy, Us, Us, 6, IDg).
Computes a = H3(d, V, IDs).

Computes C; = a 1P, Cy = x(b + s)P.

Sets k = Hy(w = o®).

S

Outputs the offline signeryption o’ = (Cy, C2, V, Uy, Us), while 0gecret = (k, w,
a, b, y, z) are kept as secret for future use in online phase and they are not made
public. Note here that the output of the O f f — Signcrypt algorithm can be used
only once to generate an online signcryption.

Remark: It should be noted that above offline signcryption ¢’ does not require
the knowledge of the message or the receiver.

On-Signcrypt(m, IDs, IDg, o', Gsecret): This algorithm is run by the sender,
once the message m € M and the receiver identity IDg are available and makes
use of the offline signature o’ = (C, Ca, V, U1, Us), along with the stored values
Osecret — <k7 W, a, bv Y, Z>

1. Compute C5 = a(gr — b) mod gq.

2. Compute Cy = (m||0) @ k.

3. Compute v = yh + z mod g where h = Hs(m, w, 6, ha, C3, Cy, IDs, I Dg).
4. Outputs the signcryption o = ({C;}iz1t04, U1, U, Us, V, v).

Remark: Here, the On — Signcrypt phase includes only one hash computation.
Unsignerypt(o, IDs, IDg, Dr): When the receiver Ug with identity I Dy is pro-
vided with the signcryption (o, Us, Ur) uses the following steps to unsignerypt
the signeryption o = ({C;}iz1t04, U1, U, Us, V, v) from IDg:

1. Computes w’ = é(C5Cy + Ca2, Dg) and k' = Hz(w').

2. (m'||o")=CsL K.

3. Computes hl, = H(Uy, Ua, Us, 6, IDg) and b’ = Hs(m/, ', §', hy, Cs, Cy,
IDg, IDyg).

4. Verify h'Us+Us z vP, é(P,Cy)Hs(8", V. 1Ds) Z o and é(V, (gs+s)P)a"2 z
Ui

5. If all the checks in the above step holds, then output the message m’, else
output “Invalid”.

Correctness: We show the correctness of the unsigneryption algorithm here.

w' = é(C3C1 + Ca, Dr) = é((qr — b)ap + (b + s) P, pP)
é((gr + s)aP, L P)

é(xP,P) = é(P,P)* =a® = w

1
qr+s
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The correctness of the verification tests Ush’ + Us ~ vP, é(P, C’l)HS(‘S/’ V.1Ds) L
W' and é(V, (gs + s)P)a™" < U, is shown below:
Correctness of Ush' + Us L P

WUs+ Uy =k (yP)+rP = (hy+r)P =vP

Correctness of ¢(P,C;)Hs(0", V. 1Ds) < W

é(P,Cy)Hs(0 Vi IDs) — 4(P g~ g P)* = ¢(P,P)* = = w
Correctness of é(V, (gs + s)P)a~" < U,

é((r+ h2)Ds, (gs + s)P)e(P, P)~"

g h P)é(P, P)~"
6((7“+ 2)qS+SP’(q§+S) )6( s ) 2
é(P,P)rthzg(P,P)~"2 = ¢(P,P)" = U,

é(V,(gs + s)P)ah2

7 Security Analysis of Our IBOOSC

In the new identity based online/offline signcryption scheme proposed above, we
are not directly signing the message, instead two randomness are signed which
are acting as the public keys for signing the message using a one-time schnorr
signature[10].

Theorem 2. If there exists an attacker A that can break the IND-IBOOSC-
CCA2 security (confidentiality) of IBOOSC, then there exists an algorithm C
that is capable of solving the q-SDHIP.

Please refer the proof of this theorem in the full version of the paper [12].

Theorem 3. If there exists an attacker A who can break the EUF-IBOOSC-
CMA security of IBOOSC, then there exists an algorithm C that is capable of
solving the ¢-CDHIP.

Please refer the proof of this theorem in the full version of the paper [12].

Conclusion

Identity based encryption schemes wherein the encryption is carried out in two
phases namely, offline and online phase according to the complexity of the oper-
ations performed is known to be identity based online/offline encryption scheme.
The subtle issue in designing an identity based online/offline encryption scheme
is to split the operations into heavy weight (for offline phase) and light weight
(for online phase) without knowing the message and receiver. [9] gives a solution
for this problem in the random oracle model. In this paper, we have pointed
out that the scheme in [9] is not CCA secure. We have proposed a possible fix
for the same and have also given a more efficient identity based online/offline
encryption scheme. We have formally proved the security of the new scheme in
the random oracle model. The complexity figure of our scheme is given below:
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Table 1. Comparison of Complexity

Scheme Encrypt Decrypt
Offline Online
BP SPM EXP M Ex BP SPM EXP M Ex

Improved L-IBOOE 1 7 1 3 1 3 4 1 - 1
(Sec. B3))
New-IBOOE - 4 1 2 1 2 2 1 -1

SPM - Scalar Point Multiplication, BP - Bilinear Pairing, EXP -
Ezxponentiation in Gr, M - Modular Computation in Z;,, Ex - Exclusive OR

We have also showed security weaknesses in two existing identity based on-
line/offline signeryption schemes[I4/15]. Also, we proposed a provably secure
identity based online/offline signcryption scheme which does not require the
knowledge of the message and receiver. We proved the security of our scheme in
the random oracle model. Since two existing identity based online/offline sign-
cryption schemes are showed to be flawed in one way or the other we compare our
scheme only with [§]. The IBOOSC scheme presented in this paper has efficiency
gain in the online signcryption phase and unsigncryption with one less modular
arithmetic and one less hashing, and has one less pairing during respectively
when compared with [§]

Table 2. Comparison of Complexity

Scheme Signerypt Unsigncrypt
Offline Online
BP SPM EXP M FEx HF BP SPM EXP M Ex
8] - 6 1 31 3 3 4 - -1
IBOOSC - 6 2 21 2 2 5 - -1

SPM - Scalar Point Multiplication, BP - Bilinear Pairing, EXP -
FExponentiation in Gr, M - Modular Computation in Z;, Ex - Ezclusive OR,
HF - Hash Computation
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