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Abstract. HIGHT is a lightweight block cipher, proposed in CHES 2006
, and on the process of ISO/IEC 18033-3 standardization. It is a 32-round
Feistel-like block cipher with 64-bit block and 128-bit key. In this paper,
we present the first attack on the full HIGHT using related-key rectangle
attack with 2123169 encryptions, 2°7-3% data, and 4 related keys. Our
related-key rectangle attack is valid for 2'?% weak keys and this attack
can be easily extended to an attack for the full key space faster than an
exhaustive key searching using 4 related keys.

We observe that an “add-difference” of master keys is propagated to
an add-difference of subkeys with probability 1, so we can find 3-round
local collisions of HIGHT by considering an add-difference as a relation
of keys. Exploiting these local collisions and “over-simplified” structure
of key-schedule, we construct a new 15.5-round related-key differential
trail with relatively high probability. We construct a 24-round related-key
rectangle distinguisher with probability 27'*7-%® from an 8.5-round and
a 15.5-round related-key truncated differential trail with local collisions
by applying the ladder switch technique, and then suggest an attack on
full rounds of HIGHT with this distinguisher. Our result implies that
HIGHT cannot be regarded as an instantiation of the ideal cipher used
in some provably secure schemes.

Keywords: HIGHT, Block cipher, Cryptanalysis, Related-key rectangle
attack.

1 Introduction

In designing a block cipher, a strong key schedule has not been a main consid-
eration. However, for recent years, the related-key attacks exploiting a weakness
of a key schedule have provided interesting results [3,4L5L7]. Most of them indi-
cate that simple structure of a key schedule causes weakness useful for certain
attacks. We have KASUMI and AES as such examples. KASUMI, known as the
A5/3 algorithm for GSM security, has a linear key schedule. It is fully broken
by the related-key rectangle attack [2] and practically broken by the related-key
sandwich attack [7]. The key schedules of AES have a lot of symmetry in their
structures and use at most four S-boxes to generate a 128-bit subkey for a round.
So the full rounds of AES-192 and AES-256 are attacked by the related-key am-
plified boomerang and the related-key boomerang attacks, respectively [4]. A
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practical key recovery attack on 13 out of 14 rounds of AES-256, which has been
recently proposed, also uses related keys [5].

HIGHT [§] is a block cipher which has a linear(in a modular addition point
of view) key schedule with few propagations. It was proposed at CHES 2006
for lightweight computing environments such as radio frequency identifications
(RFID). Also, HIGHT is a block cipher standard approved by Telecommuni-
cations Technology Association (TTA) of Korea and international standardiza-
tion activities are in progress to include the HIGHT into ISO/IEC 18033-3 [9].
HIGHT is a 32-round block cipher in 8-branch type II generalized Feistel struc-
ture with 64-bit block and 128-bit key. The round functions of HIGHT is designed
with bit-wise exclusive OR, addition modulo 28, and rotations. Such design as-
pects make HIGHT more efficient than most existing block ciphers including
AES-128 on hardware implementation. The designers of HIGHT analyzed its se-
curity against various attacks including related-key attacks and they concluded
that at least 20 rounds of HIGHT is secure against these attacks. But at ICISC
2007, Lu et al. presented some cryptanalytic results on the HIGHT reduced to 25,
26, and 28 rounds with or without initial and final whitening key additions, using
impossible differential, related-key rectangle, related-key impossible differential
attacks [I0]. Moreover, at ACISP 2009, Ozen et al. improved the attack results
of ICISC 2007 into an impossible differential attack on 26 rounds of HIGHT
and a related-key impossible differential attack on 31 rounds of HIGHT [I3].
At CANS 2009, Zhang et al. pointed out an error in the 12-round saturation
distinguisher introduced by designers of HIGHT and gave a saturation attack
on 22 rounds of HIGHT with initial and final whitening keys using 17-round
saturation distinguisher [15].

In this paper, we present a related-key attack on the full HIGHT slightly
faster than the exhaustive key search. The attack consists of a related-key rect-
angle attack for a quarter of key space and an exhaustive key searching for the
rest three-quarter of key space in the related-key attack model. Our related-key
rectangle attack uses a 24-round related-key rectangle distinguisher with prob-
ability 27117-68. This distinguisher is constructed from an 8.5-round(E0) and a
15.5-round(E1) related-key truncated differential trail by combining them with
the ladder switch technique and E1 is a combination of three local collisions. The
local collision is a related-key differential trail whose input and output differences
are zero and in our attack, and we find two types of 4-round local collision and
combine them alternately by using the byte-wise rotational property of subkey
positioning. Every subkey byte is defined by a modular addition of a byte of
encryption key and a predefined constant, so we give an add-difference for re-
lation of keys to avoid paying probability for generating subkey differences by
key schedule. For F0, we modify a known related-key differential trail [TO,IT] to
avoid a flaw shown in Appendix [Al and transform it into related-key truncated
differential trail to reduce data complexity. So we construct a related-key rect-
angle attack for a quarter of key space with 2!23-17 time and 2°7-%* data and an
attack for whole key space with 2125833 time and 2°7-34 data. The time and data
complexities for attacking HIGHT is given in the Table[Il
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Table 1. Summary of the attacks on HIGHT(Imp.:Impossible, Diff.:Differential,
Rel.:Related, Rec.:Rectangle, Wek.:Weak Key)

Complexities

Rounds Attack References
Data Time
18 Imp. Diff. 2168 21092 8
22 Saturation 6204 gl18.71 [15]
25 Imp. Diff. 2% 212678 [10]
26 Imp. Diff. 261 211953 [13]
26 Rel.-Key Rec. 2512 12041 [10)
28 Rel.-Key Tmp. 260 212554 [10])
31 Rel.-Key Tmp. 263 Q12728 [13)
32 Rel.-Key Rec. for Wek. 25784 212317 This paper
32 Rel.-Key attack 5784 2125833 This paper

To our knowledge, this is the first cryptanalytic result on the full rounds of
HIGHT. Our attack has very high complexity but clearly, it shows that HIGHT
does not reach the security goal in the related-key attack model, required for a
block cipher which has a 64-bit block and a 128-bit key. It is also an evidence
that HIGHT cannot be regarded as an instantiation of an ideal cipher. Namely,
HIGHT would not be used as a substitute for an ideal cipher in applications
which are provably secure based on ideal cipher, e.g., some block-cipher-based
hash function schemes.

This paper is organized as follows. Section 2l gives the specifications of HIGHT.
In Section B two types of local collisions of HIGHT and its probability are in-
troduced and a weak key space is classified. In Section ] a 24-round related-key
rectangle distinguisher of HIGHT is presented with its separation into E0 and
E1 and estimation of its probability. Attack procedure and complexity analysis
are shown in Section Bl Finally, Section [§ concludes this paper. In Appendix [Al
some flaws in calculating a probability of differential trail include key addition
is pointed out. A complexity of exhaustive key searching in related-key model
is presented in Appendix [Bl An overall view of our attack is depicted in Ap-
pendix

2 Description of HIGHT

Throughout this paper, we use the following notations.

— @ : bitwise exclusive OR(XOR)

— M : addition modulo 28

— A(V) : a notation of xor-difference, an xor-difference Az indicates that a
pair (z,2')is defined by 2’ = 2 @ Ax

— A*(VT) : anotation of add-difference, an add-difference Atz indicates that
a pair (x,2')is defined by 2/ =z H Atz
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X|i1, @2, ...,1,] : concatenation of X[i1], X[ia], ..., and X[i,]

— MSB;(X) : the most significant ¢ bits of a string X

LSB;(X) : the least significant ¢ bits of a string X

(AX, AY) & AZ: an event that (zBy)®(2'By’) = AZ, where 2@z’ = AX
and y ®y =AY

HIGHT takes a 64-bit plaintext P and a 128-bit key K, and its 32-round en-
cryption procedure produces a 64-bit ciphertext C. From now on, we present
any 64-bit variable A and any 128-bit variable B as a tuple of eight bytes
(A[7], ..., A[1], A[0]) and a tuple of sixteen bytes (B[15],..., B[1], B[0]).

The key schedule produces 128 8-bit subkeys SK][0], ..., SK[127] from a 128-bit
key K = (K[15],...,K[0]): for 0 <i<T7and 0<j <7,

SK[16i + j] < K[j — i mod 8] H 6[16i + j],
{SK[16i+j + 8] « K|[(j — i mod 8) + 8 B §[16i + j + 8],

where 6[0], ..., §[127] are public constants.

Let X;—1 = (X;-1[7], ..., Xi—1[0]) and X; = (X;[7], ..., X;[0]) be the input and
output of the round 7 — 1 for 1 <4 < 32, respectively, where ‘round i’ denotes

the (¢ + 1)-th round(i.e. round 0 implies the first round).
The encryption procedure of HIGHT is as follows.

1. Initial Transformation:

Xi[0] — X1 [7] & (Fo(X;-1[6]) B SK[4i — 1]);
X,[2] — X, 1 [1] B (Fi(X;_1[0]) & SK[di — 2));
Xi[4] « X;—1[3] @ (Fo(Xi—1[2]) B SK[4i — 3]);
X,[6] — X,_1[5] B (Fi(Xs_1[4]) @ SK[di — 4));
Xi[l] = X1 [0]; Xi[3] = X1 [2]; Xi[5] = Xi1[4]; Xi[7] — Xi1[6],

where bijective linear functions Fy and F; are defined by

FQ(LI}) = X1 @ K2 @ LII<<<77
F (l‘) = 3 P K4 P K6

3. Final Transformation:

C[0] — X32[1] B K[0]; C[2] « X32[3] ® K[1];
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3 Local Collisions in HIGHT

Local collision is firstly introduced by Chabaud et al. in [6] for finding collisions
in SHA-0 hash function using differential cryptanalysis. In block cipher crypt-
analysis, if a difference caused only by a subkey difference is eliminated by other
subkey differences with some probability a few rounds later, we call this property
a local collision in block cipher. In HIGHT, we observe that there are two types
of local collision which are depicted in Fig. [l

0 0 0 0

0 A'SK(] =
T mL Sl . -

A'SK[i+5] o

E@

0 0
b §
ARl EH{Fol
0 o o o 0 o 0
(a) Local collision type A (b) Local collision type B

Fig. 1. Local collisions in HIGHT

3.1 Probabilities of Local Collisions

Fig. [} (a) shows how the only nonzero differences ATSK][i], ATSK][i + 5], and
ATSK[i + 9] in the form of the local collision type A lead to zero output dif-
ferences of the round. Its probability is computed as r = Y _ 71 (a)ra(a)rs(c)
where

r(e)=Pr((XeY)+2)a (X e (Y +ATSK[]) + Z) = a),
ra(a) =Pr((X +Y) @ (X @ Fo(a)) + (Y + ATSK][i + 5])) = 0),
r3(a) =Pr((X +Y) & (X + (Y + ATSK[i +9])) = a).

Similarly, Fig.[I}Hb) shows how the only nonzero differences AT SK|i], AT SK[i+
5], and ATSK[i+ 9] in the form of the local collision type B lead to zero output
differences of the round. Its probability is computed as s = 5 s1(8)s2(8)s3(0)
where
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Pr((X@Y)+2Z)& (X & Fi(B)) & (Y + ATSK[i + 5])) + Z) = 0),
s3(8) =Pr((XeY)+2)a (X & (Y + ATSK[i +9))) + (Z @ B)) = 0).
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By an exhaustive computation, we can see the expected values of r and s when
(ATSK[i], AYSK[i + 5], ATSK[i + 9]) = (0x10,0x68,0x10) are 2751420 and
278 respectively, and we the following 8 possibilities of (ATSK[i], A*SKJi +
5], AT SK[i + 9]) yielding the same probabilities:

(0x10, 0x68, 0x10), (0x10, 0x68, 0x£0), (0x£0, 0x68, 0x10), (0x£0, 0x68, 0x£0),
(0x10,0x98,0x10), (0x10, 0x98, 0x£0), (0x£0, 0x98, 0x10), (0x£0, 0x98, 0x£0).

We observed that the probability r that the local collision type A with (ATSK]i],
ATSKIi + 5], AYSK[i 4+ 9]) = (0x10,0x68,0x10) occurs is nonzero only when
a = 0x10 or 0x30. Under the observation, the probability r is actually 2467807
27541504 " op 96:41504 G5 e regard 27941594 35 a lower bound of r.

Similarly, we observed that the probability s that the local collision type
B with (ATSK[i], ATSK][i + 5], ATSK][i + 9]) = (0x10,0x68,0x10) occurs is
nonzero only when § = 0x70. Especially, for 8 = 0x70, s2(83) is nonzero only
when

SK[i+5] €T = {x Vv o0x18|z € GF(2%)}.

When SK[i+ 5] € T, the local collision of type B occurs with the probability
s = 275, Otherwise, it does not occur. Note that the fraction of 7' in GF(28) is
1/4.

3.2 Local Collisions to a Long Differential Trail

We can use a sequence of local collisions, ‘type A — type B — type A’ to construct
a 12-round related-key differential trail. Let ¢ be a multiple of 4(i.e. ATSKT[i] be
the right most subkey difference of round i/4). If A*SK][i], ATSK]i + 5], and
ATSK]Ii+9] are induced by the only nonzero add-differences AT K[j1], AT K[j2],
and AT K[j3] of master-key bytes, then by rotational property of key schedule,

AYK[ji] = ATSK[i]| = ATSK[i +17) = ATSK[i + 34],
ATK[jy) = ATSK[i + 5] = ATSK[i + 22] = ATSK][i + 39],
AT K[j3] = AYSK[i 4+ 9] = ATSK[i + 26] = ATSK][i + 43),

and differences of other subkeys are all zero if differences of other master key
bytes are zero.

Therefore, if there exist nonzero add-differences AT K[j1], ATK][j2], and
AT K[js] such that the probabilities p;, p2, and ps of local collisions from i/4
to (i/4 4 3)-th round, from (/4 + 4) to (i/4 4+ 7)-th round, and from (i/4 + 8)
to (/4 + 11)-th round are all nonzero, then we can find a 12-round related-key
differential trail of HIGHT with probability p; X ps X p3 by combining them
sequentially.



Related-Key Attack on the Full HIGHT 55

From the arguments in Section[3I] when we take (AT K[j1], AT K[js2], AT K[j3])
= (0x10, 0x68, 0x10), the 12-round related-key differential trail is valid only for a
quarter of the whole key space and its probability is lower bounded by 2718-83008

4 Related-Key Rectangle Distinguisher for 24 Rounds of
HIGHT

4.1 Related-Key Rectangle Distinguisher

A rectangle distinguisher assumes that a block cipher Fx : {0,1}" — {0,1}"
with an arbitrary key K can be represented by a composition of two sub-ciphers
EQk and Flg, i.e. Ex = Flg o EQOk, where n is the bit-length of block. Our
approach to construct a related-key rectangle distinguisher is somewhat different
from previous works in the point that we use xor-difference for plaintexts or
ciphertexts and add-difference for keys.

Assume that we have two related-key differentials for F0 and E1 with the
following probabilities

p:Pr[EOK(P)@EOKEEAJrK(P@AP) :AY], (1)
¢ =PrE1x(Y) & Elgmos (Y @ VY) = V). 2)

We consider four encryption oracles with 4 related keys denoted by Fk1, Fka,
FEks, and Ex,4 and the relations between keys are as follows,

K2=K1HB A'K, K4=K3BA'K,
K3=K1BVT'K, K4=K2BV'K.

For a plaintext quartet (Pi, Py, Ps, Py) such that Py & P» = Ps & Py = AP,
let Y; = EOk;(P;) and C; = Ek;(P;) = Elk;(Y;) for 1 < i < 4. If the event
Y1 ®Ys = Y38Y, = AY and the event Y7 @& Y3 = VY occur, we obtain
Y5 @Yy = VY because

YoaYi=(Yo0Y)dYi®Ys) ® (Ys DY)
=AY @ VY @ AY = VY.

Therefore, for a randomly chosen plaintext quartet (Pi, P, Ps, Py) such that
PeP,=P;dPy= AP, we have C; & C3 = Cy @ Cy = VC with the probability
p? 27" . 2, from (@) and (@). If there exist more than two values for AY and
VY, the probability is amplified to

P2 27" 4%, where p? = ZpQ and ¢ = qu. (3)
AY vY

Our attack assumes more than two values for AP so our probability calculation
in the next section would be slightly differ from (3)).
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4.2 Related-Key Rectangle Distinguisher of HIGHT

Related-key differential trail for FO is based on a trail introduced in [L0,11] but
significantly modified to avoid the flaw explained in Appendix [A]l and changed
into truncated differential to reduce the data complexity. Related-key differential
trail for E1 includes three local collisions as described in Section Bl

We define E0 and E1 by partial rounds from round 3 to round 10.5 and
round 10.5 to round 26, respectively(0.5 round implies computation of 2 round
functions out of 4 round functions in a round). The input and output bytes to
E0 and E1 and corresponding differences are described in Table[2, where the A,
B, and C are defined by sets of hexadecimal values as follows,

A ={14,1c,24,2¢,34,3c,54,5¢c,64,6c,74,7c,d4,dc, e4, ec},
B ={14,1c,24,2c, 34,3c,54,5¢,64,6c,74,7c,d4,dc, e4, ec, f4, fc},
¢ ={10, 30,70, £0}.

Table 2. Byte positions and differences of both inputs and outputs for distinguishers
of £0 and E1

Pos-  Input
itions

(X3[7], X3[6], X5[5], X5[4], X5[3], X3[2], X3[1], X3[0])
Output (X12[7], X11[5], X10[3], X10[2], X11[2], X12[2], X13[2], X13[1])
(

E0  Differ- Input
ences

0x0, 0x0, A, 0x80, 0x0, 0x0, 0x0, 0x0)
Output (0x0, 0x0, 0x0, B, 0x80, 0x0, 0x0, 0x0)
ATK (OxO, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x80, 0x0)

Pos-  Input
itions

(X12[7], X11[5], X10[3], X10[2], X11[2], X12[2], X33[2], Xa3[1])
Output (Xo7[7], X27[6], X27[5], X27[4], X27(3], X27[2], X27[1], X27[0])
(

E1 Differ- Input
ences

0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, C)
Output (0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x0)
VTK (0x0, 0x0, 0x0, 0x0, 0x0, 0x0, 0x10, 0x0, 0x0, 0x0, 0x68, 0x0, 0x0, 0x0, 0x10, 0x0)

The related-key differential trails for FO and E1 are depicted in the the fol-
lowing fig. Bl in Appendix

Probability of Related-Key Differential Trail for E0. Our attack begins
with gathering plaintext pairs which satisfy AX3[5] € A, AX3[4] = 0x80, and
AX3]0,1,2,3,6,7] = 0x0. Let a; denote each element in A, where i =0, 1, ..., 15.
The number of pairs such that AX3[5] = a; is same to the number of pairs such
that AX3[5] = a; for all 0 < ¢,j < 15. Let u; denote the probabilities that
AXj5[5] = a; and AXy[6] =0 for i =0,1,...,15, then

u; = Pr[AX4[6] = 0|AX3[5] = a;] x Pr]AX3[5] = ai],
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and since Pr[AX;3[5] = a;]) = 274 for all i = 0,1,...,15, the probability @ such
that AX4[6] = 0, among prepared pairs is calculated by

15 15
1
u=) u;= Pr{AX,[6] = 0]AX3[5] = a;] > 27409312,
3= e =0l

Let b; denote each element in B and v; denote the probabilities that AX70[2] = b;
fori =0,1,...,17, then the probability p? that both related-key differential trails
for E0 are satisfied with the same output difference is calculated by

17
ZSQ — EZ . § U? > 2—8.18624 % 2—3.83007 > 2—12.017.

=0

Probability of Related-Key Differential Trail for E1 For each element ¢;
in C, let the probabilities w; be defined by

w; = PI‘[AX14[2} = O‘AXLgD] = Ci},

for i = 0,1,2,3, then AX14[0,1,...,8] = 0 with probabilities w;. Both ws and
wy are 273 for all SK|[52], whereas wy and ws are among 271 272 and 273
according to SK[52]. So the lower-bound of w; (i = (0, 1,2, 3) is 273.

Since we assume that VT K[1] = 0x10, VT K[5] = 0x68, and VT K[9] = 0x10,
we can calculate a nonzero probability g such that three local collisions occur
sequentially as described in Section Bl As we know that both the first and the
third local collisions during round 15~18 and round 23~26 are of type A and
their probabilities are bounded below by 27641504 and the second local collision
during round 19~22 is of type B and its probability is 276, the probability ¢
such that related-key differential trail from round 15 to 26 is calculated by

9=6.41504-6-6.41504 _ 9—18.83008 _ .
Hence, the probability ¢2 that both related-key differential trails for E1 are
satisfied is calculated by

3
qAQ — E ,wZQ 3 q2 Z 2—4 x 2—37.66016 — 2—41.66016 > 2—41.661.
i=0

Therefore, we have a 24-round related-key rectangle distinguisher with the prob-
ability
§2 9764 52 > 9120176441661 _ 9—117.678 o 9—117.68

The probabilities occurring by additions between differences are computed by ex-
haustive counting with PC. By experiments on PC, we make sure that suggested
probabilities of related-key differential trail for £0 and E1 are lower bounds of
the actual ratio of right pairs for F0 and E1 respectively, under the assumption
that plaintexts and related keys are randomly chosen.
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5 Related-Key Rectangle Attack for the Full Rounds of
HIGHT

In this section, we describe the attack for the full rounds of HIGHT by using the
24-round related-key rectangle distinguisher explained in Section E.1] for round
3 to round 26. However, note that the distinguisher is valid only for a quarter of
the key space. So, we apply a related-key rectangle attack for a quarter of the
key space and an exhaustive key search for the other part of the key space. The
outline of our attack is as follows.

1. Related-key rectangle attack: We denote the set of the key quartets by
K1 such that the 24-round related-key rectangle distinguisher in Section ET]
is valid. Assuming that we are given a key quartet from K;, we perform a
related-key rectangle attack which consists of the following phases.

(a)

(b)

Constructing the plaintext set: We construct the plaintext set S for
extracting the plaintext quartets required for the related-key rectangle
distinguisher.

Guessing and filtering: Let Z; be required key bits to check whether
a plaintext quartet from the plaintext set S satisfies the input differences
of the distinguisher. We guess a value z; for Z; and select the plaintext
quartets from S satisfying the input differences of the distinguisher with
z1. Then, we discard the quartets whose ciphertext differences do not
match with the output differences of the distinguisher.

Counting and sorting: Let Z5 be required key bits to check whether
a surviving quartet satisfies the output differences of the distinguisher.
For each candidate (21, 22) for (Z1, Z3), we count the number of quartets
satisfying the output differences of the distinguisher and restore it to the
counter t(., .,). We sort the list of (21, 22) according to (., .,)-.
Searching with the list: We exhaustively search for the remained
key bits for candidates with remarkably high (., .,) until a right key
quartet is found. If no right key quartet is found, go to (b) Guessing
and filtering phase.

2. Exhaustive key searching: We denote the key space of HIGHT by K and
let Ko = K\K;. Unless we find a right key quartet in K; in the way of the
related-key rectangle attack phase, we try to search it exhaustively for oy
in the way described in Appendix [Bl

5.1 Attack Procedure
Let sets D, &, F, and G be defined by

D ={x v 0x18|Vx € GF(2%)},

& ={0x00, 0x20, 0x40, 0x60, 0x80, 0xa0, 0xc0, 0xe0},
F ={0x18,0x28,0x38, ..., 0x£8},

G ={0x10, 0x30, 0x70, 0x£0}.
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Constructing the plaintext set

. Choose 58657 &~ 21584 structures S; of 240 plaintexts {P each, i = 1,2, ...,
58657,1 = 1,2,...,2%0 where in each structure, the 0, 6, 7-th bytes of ip
are fixed, and the remaining 5 bytes take all the possible values. Obtain the
ciphertexts {C, {C*, iC’, and {C"* of {P encrypted with four related keys
K1, K2, K3, and K4 respectively, where keys have a relation described in
Table 2 of Section ET1

Guessing and filtering
. Guess the 9 bytes K1[0,1,2,5,6,10,12,13,14] such that SK1[82] € D and
do as follows, where SK7i is subkey bytes produced by a secret key Ki.

(a) Compute the subkeys SK1[0,1,2,5,6,10], and their related subkeys.
Partially encrypt plaintext bytes {P[1,2, 3,4, 5] for each { P through par-
tial rounds 0, 1, and 2 with 5 guessed subkey bytes and its related subkey
bytes to get the following sets of intermediate values,

{1 X2[3], 1 X3[5], 1 X5[6].; Xz[ﬁ], 2[7]},
{iX3[3],1X5105), 1 X3 [6], 1 X5 (6], 1 X5 (7]},
{iX3[3], 1 X305], 1 X3(6], . X5[6], 1 X5[7]},
{1 X5°(3],1X5°[5], 1 X57[6], . X57[6], 1 X5°[7)},

forall 1 <i <2184 and 1 <1< 240,

(b) Find all pairs (jP,%P) such that ;X2[3] & X5[3] = 0x80, {X3[6] &
£ X306] = §Xa[0)4, X3[6] — | Xa[7)eb}, X3[7) — Ox0, and | Xo[5)04,X;[5] €
A and store the corresponding ciphertext pairs ({C, 7 C*) encrypted with
each K1 and K2 in a hash table H, for all 1 < i < 21584,

(c) Find all pairs (J P, P) such that J X}[3] & J X}*[3] = 0x80, J X}[6] ®
1 X5'[6] = 4 X3[6] @ 4, X5°[6] = {X5[7] &, X5*[7] = 0x0, and { X3[5] &
J X% [5] € A and store the corresponding ciphertext pairs (C’,7 C'*)
encrypted with each K3 and K4 in a hash table Z, for all 1 < j < 215-84,

[: Guessed key bytes

% : All possible values

1r

Fig. 2. Constructing plaintext sets and choosing pairs



60 B. Koo, D. Hong, and D. Kwon

(d) Store all quartets ({C,?C*,4C",4 C"*) defined by all pairs ({C,{,C*) € H
and (JC’,J,C™) € T, for all 1 <i,j <258 and 1 <l,u,v,w < 2% in a
hash table J.

(e) For all quartets ((C,%,C*,2C",7,C") in J, do filtering by the following
steps. In each steps, discard the quartets which do not satisfy the con-
ditions and if less than 3 quartets are remained, then go to Step 2 with
another key guessing.

i.

ii.

iii.

iv.

vi.

Check if {C[0,1] ®1C7[0,1] = 0, 4,C*[0,1] © ,C™*[0,1] = 0, iC[2] &
I0'[2] € €, and | C*[2) @1 C"*[2] € £(2742 filtering).

Compute and check if } X31[3]®7 X4, [3] € F, and ! X3, [3] X1[3] €
F(278 filtering).

Check if Pr[(Fy((C[6] ©7,C"[6]),0) g ‘O[T @4 C'[7)] > 0 and Pr[(Fy
(,C°[6] ©3,C7*[6)),0) = L,C*[7) &4,C*[7]] > 0(2 01 filtering).
Compute AT = ! X30[4] @7, X}[4] and AT = X5)[4] @7 X55[4], and

check if Pr[(Fy(AT),0) = iC[6]&4.C"[6]] > 0 and Pr[(Fy(AT"),0) =

§C*[6] @ 2,C™[6]] > 0 (27505514 filtering).

Compute and check if Pr[(Fy((X31[4] & 7 X4, [4]), AT) i i[Cl5) @
5,C'[5]] > 0 and Pr[(Fy (i X5, [4]@4, X4 [4]), AT') = 0" [5]@3,C"* 5] >
0 (27469704 filtering).

If 3 or more quartets (jC,%,C*,7C’, 7 C"*) remained, record them and
go to Step 3; otherwise, go to Step 2 with another guess.

[: Guessed key bytes i€ 0 0:

2-(e)-i

i7i: Check points

[

Fig. 3. Filtering of wrong quartets. The numbers nearby the check points indicate the
corresponding steps from 2-(e)-i to 2-(e)-v.

Counting and sorting
3. In the following step 4 to step 12, discard the quartets with each key bytes
guessed in each step which do not satisfy conditions. In each steps, if less
than 3 quartets are remained, then go to Step 2 with another key guessing.
4. Guess the LSB4(K1[15]) to compute LSB4(SK1[126]) and its related keys.
For each key and remained quartet, check (a) LSBa(} X29[3] © 4 X54[3]) =0
and (b) LSBa(, X3[3) &4, X53[3]) = 0.



10.

11.

12.
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Guess M SB4(K1[15]) to compute MSB4(SK1[126]) and its related keys.
For each key and remained quartet, check (a) M SBa4(} X29[3] ®7 X}4[3]) = 0
and (b) MSBi(, X5[3] @, X35[3]) = 0.

Guess LSB4(K1[9]) to compute LSB4(SK1[120]) and its related keys. For
each key and remained quartet, check (a) LSB4(i X30[1] &7 X4,[1]) =0 and
(b) LSBa(: X5o[1] &4, X15[1]) = 0.

Guess M SB4(K1[9]) to compute M SB,(SK1[120]) and its related keys. For
each key and remained quartet, check (a) M SBy(} X30[1] ®7X%[1]) = 0 and
(b) MSBi(i Xgpl1) &, X5 (1)) 0. | |

Without key guessing, check if } Xo3[0] 7, X55[0] € G and ! X54[0] 97, X5%5[0] €
g.

Without key guessing, check if ! Xog[1]®7 X5[1] = 0 and ! X55[1] 7, X55[1] =
0.

Guess LSB4(K1[3]) and LSB4(K1[11]) to compute LSB4(SK1[122]) and its
related keys. For each key and remained quartet, check (a) LSBy(} X30[5] @
1.X50[5]) = 0 and (b) LSBa(;,X50[5] & 4, X55[5]) = 0.

Guess M SB4(K1[3]) and M SB4(K1[11]) to compute M SB4(SK1[122]) and
its related keys. For each key and remained quartet, check (a) M .SBay(i X50[5]®
1 X50[5]) = 0 and (b) MSBy(, X3[5] &1, X55[5]) = 0.

Guess K'1[8] to compute SK1[127] and its related keys. For each key and re-
mained quartet, check (a) { X51[7]@®4 X}, [7] = Oand (b) { X3 [7]&d, X455 [7] = 0.

[l: Guessed key bytes
X: Newly guessed key bytes
it Check points

Fig. 4. Key counting procedure. The numbers nearby the check points indicate the
corresponding steps from 4 to 12.

13.

Searching with the list

If there exist a recorded K1[0,1,2,3,5,6,8,9,10,11, 12,13, 14, 15] who have
3 or more remaining quartets ({C,°C*,7C",7 C"*), then exhaustively search
the remaining two key bytes for K1[4] and K1[7] with more than two known
plaintexts and its corresponding ciphertexts. If a 128-bit key is suggested,
output it and its related keys as the keys of encryption oracles of the full

rounds of HIGHT, otherwise go to Step 2 with another guess.

An overall view of our related-key rectangle attack is shown in Fig. Bl in Ap-
pendix
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5.2 Complexity Analysis

The probability of 24-round related-key rectangle distinguisher used in our at-
tack is 211768, So, we form the plaintext structures such that we are given 2119-68
quartets satisfying the input differences of the distinguisher and expect approx-
imately 4 right quartets after guessing K1[0,1,2,5,6, 10,12, 13, 14].

Since we use structures S; includes 2%° plaintexts and 16 kinds of input dif-
ferences of distinguisher(set .4 which is defined in Section 4.2) is assumed, we
have 244 pairs per structure and we can consider 22188 quartets from 2™ struc-
tures thus the number of required structures is 2™ = 2584, Hence, our attack
requires 219-84+40 = 955-84 plaintexts and encrypts them with four encryption
oracles defined by four related keys to get 25784 ciphertexts and that is the data
complexity of our attack.

In the first step of the attack procedure in the above section, the number of
queries to four encryption oracles with related keys is 2°7-8* but this is negligible
in total complexity.

We guess 9 bytes of K1[0,1,2,5,6,10,12,13,14] in step 2 with a restriction
on K1[6] that SK1[82] € D, so total number of guessed key is 27°. Moreover, an
attack procedure and tested quartets when 9 bytes of K are guessed as K1 is
identical to an attack procedure and tested quartets when 9 bytes of KEHHAT K are
guessed as K1, so the total number of key guessing for K10, 1,2,5,6, 10,12, 13, 14]
is reduced to 269,

From step 2-(a) to 2-(d), we explain how we make quartets from
structures and step (e), we explain how we filter out the wrong quartets. For
steps from 2-(a) to 2-(d), we partially encrypt all plaintexts in each structure
for 6/128 HIGHT with 4 related keys and choose the pairs satisfying the input
differences of distinguisher, so these steps require

2119.68 215.84

4 % 6 % 2—7 % 255.840+69 ~ 2122.425
encryptions and yields two hash tables H and T of 2°%84 ciphertext pairs, respec-
tively. In step 2-(e), we partially decrypt for 1/128 HIGHT and 2/128 HIGHT
to compute (}X31[3] @7 X%, (3], L X5 [3] @ 4,X%(3]) and (AT, AT”), respectively,
so these step requires

3 x 2—7 x 257.84O+69 ~ 2121.425

decryptions.

In step 2-(e)-i, we check that two bytes of ciphertext differences are 0, and
another one byte of ciphertext difference is equal to one of 8 elements in &£, so
the filtering ratio of this step is 272%2x872x5 — 9—42,

In step 2-(e)-ii, {X31[3] & 7 X4, (3] and ! X3 (3] ® 7 X/ [3] must be one of 16
elements in F, because SK1[120] & SK3[120] = SK2[120] @ SK4[120] = 0x10,
and SK1[116] ® SK3[116] = SK2[116] & SK4[116] = 0x68, so the filtering ratio
of this step is 272%4 = 278,

Since the average ratio of Az and Az which satisfy that Pr[(Az, 0) g Az] >0
is 27282757 the filtering ratios of step 2-(e)-iii and iv are both 27565514 "and since
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the average ratio of Az, Ay, and Az which satisfy that Pr[(Az, Ay) g Az] >0
is 272:34852 the filtering ratio of step 2-(e)-v is 27469704 Therefore, after filtering

steps,
9119.68—42-8-2x5.65514—4.69704 _ 953.67268 _ 953.68

quartets are left in average.

From step 3 to step 12 are key searching steps with quartets. The time
complexities and number of remained quartets for each step are calculated in
Table Bl

253.68

Table 3. Complexities of key searching steps

Key # ©f Elimi- - Key
Step guess ar- Time Complexity nation # of remaining guess # of quartet per a
(bit) tets to Ratio quartets (spm,kcy
test bit)

4-(a) 4 953.68 9l+53.68+4-7 _ 950.68 9—4 953.68+4—4 _ 953.68 4 953.68—4 _ 549.68
4-(b) 0 253.68 ol453.68-7 _ 946.68 9—4 953.68—4 _ 549.68 4 949.68—4 _ 545.68
5-(a) 4 9249.68 51+49.68+4-8 _ 546.68 5—4 949.68+4—4 _ 549.68 8 949.68—8 _ 541.68
5-(b) 0 249.68 o1+49.68-8 _ 942.68 9—4 949.68—4 _ 545.68 8 945.68—8 _ 937.68
6-(a) 4 945.68 ol445.68+4-7 _ 943.68 9—1.5 945.68+4—1.5 _ 947.18 12 947.18-12 _ 935.18
6-(b) 0 94718 9l+47.18-7 _ 542.18 9—1.5 947.18-1.5 _ 546.68 12 946.68—12 _ 534.68
7-(a) 4 946.68 ol+46.68+4-7 _ 944.68 9—1.5 946.68+4—1.5 _ 948.18 16 248-18—16 _ 532.18
7-(b) 0 24818 ol+48.18-7 _ 543.18 9—1.5 948.18-1.5 _ 947.68 16 9246.68—16 _ 930.68

8 0 247.68 92+47.68-7 _ 942.68 9—4 947.68—4 _ 543.68 16 9243.68—16 _ 927.68

9 0 9243.68 2+43.68—7 _ 938.68 9—16  943.68—16 _ 527.68 16 927-68—16 _ 511.68
10-(a) 8 927.68  l+27.68+8—7 _ 929.68 9—2.58 927.68+8-2.58 _ 933.1 24 933.1-24 _ 99.1
10-(b) 0 2331 91+33.1-7 _ 927.1 9—2.58 933.1-2.58 _ 930.52 24 930.52—24 _ 96.52
11-(a) 8 930.52  91+30.5248~7 _ 932.52 9—2.58 930.52+8-2.58 _ 935.94 39 935.94-32 _ 53.94
11-(b) 0 935.94  51435.94-7 _ 520.94 9—2.58 935.94-2.58 _ 933.36 39 933.36-32 _ 91.36
12-(a) 8 233:36 ol+33.3648-7 _ 935.36 9—5.17 933.36+8-5.17 _ 936.19 4 935.19-40 _ 9—4.81
12-(b) 0 236:19 ol435.10-7 _ 530.19 9—5.17 936.19-5.17 _ 931.02 40 931.02-40 _ 5-8.98
Total 40 250.9001 230.74 40 931.02—40 _ 5—8.98

Time complexities in Table [3] except step 8 and step 9 are calculated by the
early abort technique [II] so these steps are divided into two sub-steps which
check that each pair of ciphertexts or intermediate values is valid for a right
quartet. The time complexities for each steps are calculated by the multiplica-
tions of the number of partially decrypted ciphertexts, the number of remaining
quartets from the previous step, the number of guessed keys, and the ratio of
partial rounds to HIGHT encryption.

In steps 6, 7, 10, 11, and 12, although we check 8-bit difference. Since a part
of quartets are already discarded in the filtering steps by some conditions for
the 8-bit difference, we can eliminate with the remaining ratios.

The number of remaining quartets is calculated by multiplication of the num-
ber of remaining quartets from the previous step, the number of guessed keys in
current step, and the elimination ratio of current step. Using this, we check that
how many quartets are counted for each guessed key in average, and if this ratio
is significantly less than 1, we can conclude that the right quartets and right
key are distinguished from wrong quartets and wrong keys. After step 12, total
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40 31.02
2 231.02

number of guessed keys is and the number of remaining quartets is

we expect

S0
931.02-40 _ 9—8.98

quartets are remained for a key in average while more than 3 quartets are re-
mained if guessed key is right key. Thus we have to test quartets until step 12,
and the computational complexity from step 4 to step 12 is 2°9-9001,

Therefore, the computational complexity of our related-key rectangle attack
for a quarter of key space is

122.425 121.425 69+50.9001 123.169
2 + 2 + 2 <2 ,

and since the computational complexity of exhaustive key searching for the re-
maining part of key space is 3 x 2124 = 2125585 the total computational com-
plexity of our related-key attack is

2123‘169 + 2125‘585 — 2125‘833

6 Conclusions

In this paper, we find a 24-round related-key rectangle distinguisher using a
local-collision property of 4 rounds of HIGHT and extremely deep ladder switch
technique when add-differences are used for a relations of keys. This distinguisher
can be regards as a 25-round distinguisher because the distinguisher is followed
by one round truncated differential trail with probability 1. Based on this distin-
guisher, we present a related-key rectangle attack on the full rounds of HIGHT
for a large weak key space and we consider a related-key attack which is valid
for whole key space faster than 226 encryptions required for the exhaustive key
searching with 4 related keys. Time complexity of our attack is very marginal
and seems to be hard to realize to extract the secret key bits. However, our result
gives an evidence for the fact that HIGHT cannot be regarded as an instantiation
of the ideal cipher.
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A Some Flaws in Previous Attack on Reduced Rounds of
HIGHT

As mentioned in Section [ Lu et al. present a related-key rectangle attack on 26
rounds of HIGHT which uses two related-key differential trails for 10 rounds(for
E0) and 8 rounds(for E1) of HIGHT, respectively. Their 10-round related-key
differential trail for FE0 covers rounds from 3 to 12, with the following input and
output differences,

(0x2a, 0x43, 0x80, 0x0, 0x0, 0x0, 0x0, 0x0) — (0x0, 7, ?,0x80, 0x0, 0x0, 0x0, 0x0),

where the relation of the key is AK[2] = 0x80 and AKJi] = 0x0 for i =
0,1,3,4,5,...,15. They compute the amplified probability 271998 of E0 for some
possible values for positions marked by ‘?7’, and this probability is computed
based on the fact that the probability of the first 1-round differential trail,
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(0x2a, 0x43, 0x80, 0x0, 00, ..., 0x0) — (0x43, 0x80, 0x0, 0x0, ..., 0x0, 0x0)
is 273. This probability arise from the following equation ().
Pr, x[(z B k) @ ((x © 0x2a) B k) = 0x2a] = 27°. (4)

Here, we can observe that for a fixed k, the probability in equation (@) can be
different from 273, moreover, the probability in equation (@) is 0 for 148 out of
256 keys. Also, the probability of the related-key differential trail for £1 has the
same flaws. The number of k such that the probability of the first round of E1
is 0 is 158.

In block cipher cryptanalysis, a target secret key is assumed to be fixed,
so in some cases the related-key differential trails for £0 and E1 in [I0] are
not satisfied with suggested probabilities. Thus, the related-key rectangle attack
in [I0] is regarded as an attack valid only for weak keys.

B Exhaustive Key Searching in the Related-Key Model

The validity of an attack on a cipher is usually proved through comparison of
the complexities with those of an exhaustive key searching in the same attack
model. Let f1, ..., fi—1 be simple bijective relations. We assume that we are given
t distinct encryption oracles Ky, k), Ft, (k) --» Ef,_, (k) for a related-key tuple
(fo(K), f1(K), ..., fi—1(K)), where fy is the identity function. We also assume
that the encryption oracle has the block size n and the key space K has 2F
elements. Especially, we focus on the case of k/2 < n < k because our target is
HIGHT. In this setting, the exhaustive key searching consists of the following
phase.

1. Choose and fix two plaintexts P and P*, and get the ciphertexts C; and C}
for each encryption oracle Ey, k.
2. Repeat the following phases.
(a) Randomly pick one K’ of key candidates, compute C' = Ek/(P), and
check whether there exists a C; such that C = C;.
(b) If such C; is found, compute C* = Eg/(P*), and check whether Cf = C*.
(¢) If a match (C,C*) = (C;, CF) is found, halt and output K’ as the right
value of f;(K). Otherwise, discard K', f; ' (K'), ..., f;_", (K') from search
space, and go to (a) and try again.

This is not new and similar approaches were mentioned in [I[T4]. We can expect a
match is found with 2871982 trials. The match yields one of fo(K), f1(K), ..., fi—1
(K) with a high probability. So, the time complexity of this attack is dominated
by 2F~1°82t encryptions. Therefore our attack is forced to have the time com-
plexity less than 2'26, since we use t = 4 related keys of k =128 bits.
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C An Overall View of Our Related-Key Rectangle Attack

Fig. 5. Related-key differential trails of HIGHT
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