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Abstract. Effectiveness evaluation of DoS attack is a complex problem, in
which the information is incomplete and vague. The grey theory, which deals
with the "less data uncertainty" matter, is a powerful tool to solve the problem.
We propose a grey synthetic clustering method for DoS attack effectiveness
evaluation in this paper. Firstly, we calculate grey clustering coefficient with
general grey clustering method. Secondly, if there is no significant difference
about grey clustering coefficient, we calculate the synthetic clustering coeffi-
cient. Finally, clustering objects can be clustered accurately with the synthetic
clustering coefficient. The experimental results show that the approach is
feasible and correct.

Keywords: DoS attack effectiveness, grey synthetic clustering, effectiveness
evaluation.

1 Introduction

Denial of Service attack (DoS) is a widespread means of attack on the network. This
attack is easy to carry out and difficult to prevent, which poses a great threat to the
normal operation of Internet network system. The aim of DoS attack is to affect the
normal service of attacked target system or make the functions of system be lost par-
tially or completely. Such attack usually aims at some weakness of TCP/IP protocol
or holes in computer systems. Using improper connection method, it will make the
attacked target system be flooded with a lot of useless information in a short time so
as to consume network bandwidth or system resources. The result is that the attacked
target system is overwhelmed and could not provide normal services to legitimate
users[1]. The evaluation of DoS attack effectiveness is one of the important parts of
integrated assessment and safety evaluation for network attack, and it is an important
and urgent task of the computer attack and defense research. There are a variety of
methods for DoS attack effectiveness evaluation, such as index-based analysis[2], BP
(Back-Propagation) neural network based analysis[3], and network performance
based analysis[4].

Grey theory is raised for the uncertain problem lack of experience and data, in
other words, the "less data uncertainty" issues[5]. The evaluation of DoS attack effec-
tiveness is a complex problem, in which the information is incomplete and uncertain.
The grey theory, which deals with the "less data uncertainty" matter, is a powerful
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tool to solve the problem. Evaluation methods such as the variable weight clustering
method pioneered by Professor Deng Julong, fixed weight grey clustering evaluation
analysis and grey clustering evaluation based on triangle whitening weight function
proposed by Professor Liu Sifeng, have been widely used in part of the project areas,
such as knowledge management capability evaluation[6], military information net-
work evaluation[7]. Wang Huimei has proposed the application of grey theory in
network attack effectiveness evaluation, as well as the grey fixed weight clustering
effectiveness evaluation model and evaluation algorithms of computer network attack
effectiveness[8]. However, the method of grey clustering evaluation proposed in pa-
per [8] determines which grey class the clustering object belongs to with the method
that compares the size of the grey clustering coefficient vector, but in practice, it is
common that there is no significant difference about grey clustering coefficient. In
such case, the evaluation objects can’t be determined accurately with this method.
After study on grey theory, we have found that grey synthetic clustering method can
solve the problem. Therefore, this paper proposes a grey synthetic clustering method
for DoS attack effectiveness evaluation.

The structure of this paper is as follows: Section 1 is the introduction. Section 2 de-
scribes the index system of DoS attack effectiveness evaluation. Section 3 gives the
details of the grey synthetic clustering method for DoS attack effectiveness evalua-
tion. Section 4 presents an experiment and analysis of the result. Finally, Section 5
gives the conclusion.

2 Index System of Effectiveness Evaluation of DoS Attack

The DoS attack effectiveness evaluation mainly focuses on the impact of attack on the
attacked target system[9]. The purpose of DoS attack is mainly to destroy the availa-
bility and reliability of attacked target, consume up its resources, and thus make the
target unable to provide normal service to legitimate users. Therefore, we can choose
the following evaluation indexes.

Network bandwidth utilization rate. When DoS attack occurs, the attacker intends
to make a lot of useless information to occupy the limited network resources, which
results in block of network bandwidth and realization of the attacker’s intent, so the
network bandwidth utilization rate will change significantly.

Server's CPU and memory usage. In other words, it is the server's CPU utilization
and memory utilization before and after attack. When DoS attack occurs, the attacked
target will receive a large number of packets requesting for service, which will con-
sume a large amount of CPU and memory, so the usage of CPU and memory will
change greatly.

Service response delay. 1t is the time that the attacked target requires from receiv-
ing service request signal to providing the service. It is an important index of DoS
attack effectiveness evaluation. The difference of service response delay before and
after attack can reflect DoS attack effectiveness directly.

Packet loss rate. After DoS attack, the service ability of attacked target will be re-
duced, and it will not be able to provide normal network service to the legitimate
users. At the same time, the network bandwidth will be occupied by a large number of
attack packets that created by attackers deliberately, resulting in serious packet loss.
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Recovery time. After DoS attack, the attacked target needs some time to recover in
order to provide normal service to legitimate users. The length of recovery time can
reflect the strength of DoS attack effect.

Attack mechanism. It means the way that an attack influences the attacked target.
DoS attack mechanism can be divided into three types: resource consuming, service
crashing and system crashing. Resource consuming means that the attacker tries to
consume the legitimate resources of target, such as network bandwidth, memory, disk
space, CPU, and so on. Service crashing means that the attacker makes the service of
target crashed or suspended by using some weakness of service. System crashing
means that the attacker makes the system crashed by using some defects of the sys-
tem. It can be concluded that the attack effectiveness of these three types of attack
mechanism increases step by step. In other words, system crashing attack is the most
devastating, which can make the target system unaccessible; service crashing attack
only makes a particular service of target unaccessible; resource consuming only con-
sumes resources of target in order to make the target system respond more slowly, and
the attacker must send packets to target system continuously to keep the attacking
going on, since the system will become normal if the attacker stops sending packets.

3 Grey Synthetic Clustering Evaluation Model

This paper presents the grey synthetic clustering algorithm of DoS attack effective-
ness evaluation. Based on the effectiveness evaluation index of DoS attack and in
accordance of the whitening weight function of grey number, it summarizes the attack
effectiveness that need to be evaluated according to grey classes, in order to deter-
mine the grey class that the effectiveness of each attack belongs to.

Definition 1[10, 11]. Assume there are n clustering objects, m clustering indexes, s
grey classes, the quantitative evaluation value of clustering object i on clustering
index j is dlj(i=1,2,...,n;j=1,2,...,m) , then, f,."(*)(j=1,2,...,m;k=1,2,...,s) is
called the whitening weight function of clustering index j on grey class k. If the clus-
tering weight of clustering index j on grey class k is independent of k, that

w;(j =1,2,...,m) is the clustering weight of cluster index j, and Zw_i =1, then call
j=1

ol =Y £, m
j=1
the clustering coefficient of clustering object i on grey class k. Call
o o o
o= % % @)
o, o, o,

the fixed weight clustering coefficient matrix.
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Definition 2[10, 11]. Set

st=21 3)

call &' the normalized clustering coefficient of clustering object i on grey class k.

Call 6, =(5',6],...8')i=1,2,..,n) the normalized clustering coefficient vector

i

of clustering object i. Call

511 512 é‘l.v
1 2 s

M=@h=| % % % @
5, 6, 9

the normalized clustering coefficient matrix.

Definition 3[12]. Assume there are n clustering objects, s grey classes, let
n=(,2,..,s—1,5)", then call

0 =5n=Yk &G=12.n) )
k=1

synthetic clustering coefficient of clustering object i. Where call 77 =(1,2,...,s—1,5)"

synthetic clustering coefficient weight vector. It can be proved that
Ifw <s,i=1,2,...,n.

Definition 4[12, 13]. When there is no significant difference about grey clustering
coefficient of clustering object i, if synthetic clustering coefficient of object i
@ € [1+(k=1(s=1)/s,1+k(s=1)/ 5], we call that object i belongs to grey class k.

The grey synthetic clustering evaluation algorithm of DoS attack effectiveness is as
follows.

Step 1: Determine the evaluation index system. According to the index system of
DoS attack effectiveness evaluation as discussed in section 2, we can identify the grey
synthetic clustering evaluation index set [ ={I,1,,...,1,}.

Step 2: Determine the weight of each index. There are many means to determine
the index weight, such as AHP (Analytic Hierarchy Process) method and Rough Set
method. Through Rough Set method, the weight of each index can be identified:
W ={w,,w,,...,w, } . The method is described in detail as follows.

We use the knowledge representation system S =(U,A) in rough set theory to
represent the attack samples, where U is a finite nonempty set of objects, called
domain of discourse; A is a finite nonempty set of indexes including the condition
indexes set I and the decision indexes setJ, and IUJ =A, INJ =D.

The dependence degree of the decision indexes set J on the condition indexes set I
is defined as:
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¥, (J) =card(pos,(J))/card(U) . (6)

The dependence degree of the decision indexes set J on the condition indexes set
I —{a} (ae I')is defined as:

Yioa(J) =card(pos, ., (J))/cardU) @)
where card(e) is the radix of set, pos,(J) is the I positive domain of J, that is,

pos,()= ] IX . ®)

XeUlJ ~

The I positive domain of J is the object set which can be precisely partitioned to the
equivalence class of J according to the information of U /1 .
The importance degree of condition index «a is defined as:

}/[—(n} (J)
ash

We can calculate the importance degree of each condition index according to the
method described above. Let

o, (a)=1-

(€))

W, =0, (i)/ZO'J (a) , (10)

ael

and we can get the weight vector of evaluation indexes as W = {w,,w,,...,w, }.

Using the definition of attribute importance in rough set theory, it needn’t any prior
information beyond the research data set in data processing to get the weight of each
index, so the subjectivity brought by experts in subjective weighting methods such as
AHP method can be effectively overcame, and the weights obtained can be more
objective.

Step 3: Determine the sample matrix. Assuming the value of attack i on index j is
d,.j (i=12,..,n;j=1,2,...,m), then construct the sample matrix D according to the

data sample of DoS attacks as follows:

dll d12 Im
D= df' d:” df’" . (11)
dnl dn2 dnm

Step 4: Determine the evaluation grey class and the whitening functions. Deter-
mine the grade of grey types and grey number in accordance with the evaluation
requirement. Assuming there are s grey classes, we can give the whitening function of

index j on grey class k f (*)(j=12,...mk =1,2,....5).
(1)Upper bound level, grey number ® € [0,o], the corresponding whitening func-
tion is as follows:
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d; k
—»d; €10,¢;]
¢

fid) =3 Ld;e(c ) . (12)

J

(2) Middle level, grey number ® € [0, c? ,2c_’;] , the corresponding whitening func-

tion is:

ﬁ d.e[0,c"]

cf > ()
d,—2c" )
fid,)= —i:Z;;L,dUe (ch,2c47 . (13)
J

0.d, ¢ [0.2c}]

(3) Low bound level, grey number ® € [0, cf,2c_’;] , the corresponding whitening

function is:

Ld, €[0,c"]
k

d,—2c, )
fid,)= %,dge (c}.2¢8] . (14)

J

0.d, ¢ [0.2c}]

Step 5: Calculate clustering coefficient. According to the whitening func-
tion fjk(*)(j:1,2,...,m;k:1,2,...,5) , the index weight wj(j:1,2,...,m) and the

sample value of attack i on index j di]. i=12,...,n;j=1,2,...,m) , we can calculate the

clustering coefficient of attack i on grey class k o using Eq. (1).
Step 6: Calculate the normalized clustering coefficient. Calculate the normalized
clustering coefficient of attack i on grey class k &' using Eq. (3).

Step 7: Construct the normalized clustering coefficient vector. Construct the nor-
malized  clustering  coefficient  vector of attack i as  follows:

6. =(8,6..0),(i=12,..,n).
Step 8: Calculate the synthetic clustering coefficient. According to the normalized
clustering coefficient vector &, and weight vector of clustering coefficient

n=d, 2,...,s—1,5)", we can calculate the synthetic clustering coefficient of attack i

w, using Eq. (5).
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Step 9: Determine the grey class, and give out the evaluation results. The range of
synthetic clustering coefficient is divided into s disjoint intervals of equal length,

which is {l,l-i-s_l},[l—k s—1’1+ 2(s_1)},...,[s—s—_1,s] When synthetic cluster-
s

S S R
ing coefficient @, € [I+(k—1)(s—1)/s,1+k(s—=1)/s], we can determine that the
attack i belongs to grey class k.

4 Example and Verification

DoS attack effectiveness evaluation is conducted using the grey synthetic clustering
evaluation model and algorithm of DoS attack effectiveness in order to validate the
availability of the algorithm. There is no open data source found in the area of DoS
attack effectiveness evaluation. Even if there is, the evaluation indexes could not be
exactly as same as ours. Therefore, we need to generate the data source by ourselves.
The method is to set some corresponding attack scenarios and generate sample data of
various DoS attack effectiveness evaluation indexes. Table 1 are the experimental
data of dozens of DoS attacks generated using simulated DoS attack scenarios, where:
al, said the network bandwidth utilization, a2, said the change in CPU utilization, a3,
said the change in memory utilization, a4, said the response delay, a5, said packet loss
rate, a6, said the recovery time, a7 that the mechanism of attack, the sample space is
{wr, srvc, sysc}, where wr that resources consuming, srvc said the service crashing,
sysc that system crashing. Results of the evaluation is represented with K = {1,2,3,4}
4 grey types, where k=1 means "very good", k=2 means "good", k=3 means "general"
and k=4 said "poor". We can use the rough set method described in paper [8] to de-
termine the index weight, and we get the weights of DoS attack effectiveness evalua-
tion index:

w={0.122,0.213,0.162,0.113,0.089,0.136,0.165} . (15)

Table 1. Data of DoS attacks experiment

attack al a2 a3 a4 as a6 a7
1 81% 92% 78% 9.5s 34% 2.5m SIrve
2 30% 10% 61% 1.1s 14% 7.5m wr
3 30%  28% 40% 4.5s 16%  0.9m wr
4 4%  T1% 81% 6.5s 35% 9m sysc
5 22% 20% 10% 0.1s 1% 0.15m wr
6 68%  94% 79% 3.2s 40% 2.7m sysc
7 58%  74% 71% 1.8s 10% 3.25m  srvc
8 20% 13% 10% 7.0s 20%  5.35m wr
9 48%  80% 40% 3.1s 11% 4.25m wr
10 20% 20% 17% 4.4s 11% 7m wr

According to the data of Table 1, we can get the sample matrix after quantifying a7:
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0.81
0.30
0.30
0.94
0.22
0.68
0.58
0.20
0.48
0.20

0.92
0.10
0.28
0.71
0.20
0.94
0.74
0.13
0.80
0.20

0.78
0.61
0.40
0.81
0.10
0.79
0.71
0.10
0.40
0.17

95 034 25 2
1.1 014 75 1
45 016 09 1
65 035 9 3
0.1 001 0.15 1
32 04 27 3
1.8 01 325 2
70 02 535 1
3.1 011 425 1
44 011 7 1

(16)

According to the steps of grey synthetic clustering evaluation algorithm, we firstly
give out the whitening weight functions of each index on each grey class according to
sample set, and then summarize the attack effectiveness that need to be evaluated
according to whitening weight functions, and at last determine the grey class that
effectiveness of each attack belongs to. According to the training sample set, whiten-
ing weight function is given in Table 2.

Table 2. Whitening weight function of each index on each grey class

Grey class 1

Grey class 2

Grey class 3

Grey class 4

£ (cl.00) = £,'(0.8,00)
£ (cy.00) = £,(0.9,00)
fi(c},00) = f1(0.8,00)
£ (ciro0) = f}(8,00)
£i(chio0) = £1(0.4,00)
fi(ct.00) = £, (8,00)
£1(c).00) = £} (3,0)

flz(—,cf,+) = flz(—,0.6,+)
£ (= c3,4) = £7(=0.7,4)
f32(—,c32,+) = f32(—,0.65,+
2 (=cit) = £1(=.6,4)
(=i H) = £ (=02,4)
£ (=i ) = £7(=,6,4)
17 (= H) = £ (=.2.4)

ff(—,cf,+) = ff(—,0.4,+)
(=3, +) = £, (=,0.5,+)
£ (=i, 4) = f7(=0.4,4)
(=l = fl(=1+)
1 (=cs4) = f(=0.1,+)
(et = £ (=.2.4)
(=03 = £ (=.2.4)

£,'(0,¢)) = £(0,0.2)

£.:0,¢3) = £,1(0,0.3)

£+ (0,¢9) = £,/(0,0.1)

.10, = £(0,0.1)

£.10,c) = £(0,0.01)
£40,¢1) = ££(0,0.25)
;' (0,¢) = £(0.])

The mathematical expressions of four whitening functions of index 1 are

1

Edij, dij < [0,08]
fld)=9 1, d,; €[0.8,0] »
0, other
1
&dﬁ, d; €[0,0.6]
fid,)= —id,.j+2, d;€[0.6,1.2] >

0.6
0,

other

a7

(18)
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1
adlj, dU (S [0,04]
fl3 d;)= —0—14di,. +2, d;€[0.4,08], (19)
0, other
1, d; €0,0.2]
fl4 d;)= —éd,.j +2, d,;€[0.2,04] . (20)
0, other

Similarly, we can get the mathematical expression of whitening functions of index
2,3,4,5,6,7.

According to the evaluation index weights and the formula in step-five of grey syn-
thetic clustering evaluation algorithm, we can get the fixed weight clustering coeffi-
cient matrix:

0.83 0.65 031 O
042 051 045 044
0.36 0.50 0.55 0.44
092 0.66 021 O
.. [0.16 022 031 0.99
0.82 058 024 O
062 078 054 0
0.37 049 0.24 0.66
0.54 0.67 0.51 0.16

0.37 0.47 0.38 0.55
With further calculation, we can get the normalized clustering coefficient matrix:

047 036 0.17 0
023 028 025 024
0.19 027 030 0.24
051 037 012 0
|10 013 0.18 0.59
M=@=l050 035 015 0| 22
032 040 028 0
021 028 0.14 037
029 035 027 0.09

0.21 027 021 031
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And the synthetic clustering coefficients of the ten attacks are:
o =1.7074 , @, =2.4968 , @, =2.5745 , @, =1.5996 , o, =3.2624 , w, =1.6425 ,

@, =1.9597 , 0, =2.6759 , @, = 2.1589 , @,, = 2.6223 .

By analyzing in accordance with step-nine in the grey synthetic clustering evalua-
tion algorithm, we can obtain the evaluation of attack effect:

o, 0,0, [1,1+3/4]

shows that the effect of attack 1, 4 and 6 is "very good";

,, 0,0, € [1+3/4,1+6/4]

shows that the effect of attack 2, 7 and 9 is "good";

@, 0, @y € [1+6/4,1+9/4]

shows that the effect of attack 3, 8 and 10 against "general";
o, € [1+9/4,4]

shows that the effect of attack 5 is "poor".

Using the general fixed weight clustering evaluation algorithm proposed by paper
[8], analyzing the fixed weight clustering coefficient matrix, we get the results as
following: the effect of attack 1,4,6 is "very good"; attack 2,7,9 is "good"; attack 3 is
"general"; attack 5,8,10 is "poor. "

By analyzing and comparing the results of the general fixed weight clustering
evaluation algorithm and the synthetic clustering evaluation algorithm, we can con-
clude that there are some differences between results of the two methods, but it is in
accordance with the conclusion in paper [12], that is, when the significant difference
of clustering coefficient of clustering objects satisfies 8 >1—2/s , the evaluation
results of the two methods is of the same.

This evaluation method, which uses the definition of attribute importance in rough
set theory, determines the weight of each index according to the samples of discourse
domain. Compared with other evaluation methods such as AHP-based method and
index-based analysis method, it needs no experts’ marking and thus decreases subjec-
tive influence and increases the objectivity of the evaluation results. Different with the
traditional evaluation methods such as fuzzy comprehensive evaluation method and
regression analysis method, this evaluation method not only needs very little informa-
tion and does not require the sample subject to any distribution, but also greatly
simplifies the complex horizontal comparison of indexes which makes calculating
simple and convenient. With this method we can not only evaluate the effectiveness
of a single attack, but also do some sorting work on effectiveness of different attacks
of the same attack type. By analyzing the experimental results, we can conclude that
the evaluation results accord with reality.

5 Conclusion

DoS attacks are widespread network attacks, they are diverse in means and very de-
structive. How to evaluate the effectiveness of DoS attack is an important and urgent
task of the computer attack and defense research. This paper presents a grey synthetic
clustering method for DoS attack effectiveness evaluation. It solves the problem that
the evaluation model of network attack effectiveness, which is based on general grey
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clustering, can not accurately evaluate the object when there is no significant differ-
ence between the clustering coefficients. Finally, we compare the results of the two
methods through an experiment, and it is proved that the grey synthetic clustering
evaluation model is correct and feasible.
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