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Abstract. Trajectory similarity of moving objects resembles path similarity of
user click-streams in web usage mining. By analyzing the URL path of each
user, we are able to determine paths that are very similar and therefore effective
caching strategies can be applied. In recent years, World Wide Web has been
increasingly used by terrorists to spread their ideologies and web mining tech-
niques have been used in cyber crime and terrorism research. Analysis of space
and time of click stream data to establish web session similarity from historical
web access log of dark web will give insights into access pattern of terrorism
sites. This paper deals with the variations in applying spatio-temporal similarity
measure of moving objects proposed by the authors in PAISI 2010, to web user
session trajectories treating spatial similarity as a combination of structural and
sequence similarity of web pages. A similarity set formation tool is proposed
for web user session trajectories which has applications in mining click stream
data for security related matters in dark web environment. The validity of
the findings is illustrated by experimental evaluation using a web access log
publically available.

Keywords: Spatio-temporal Similarity, Web based Intelligence Monitoring,
Web Usage Mining, Web User session Trajectory, Dark Web.

1 Introduction

Modern monitoring systems such as GPS positioning and mobile phone networks
have made available massive repositories of spatio-temporal data by recording human
mobile activities, call for suitable analytical methods, capable of enabling the devel-
opment of innovative, location-aware applications. Moving objects which carries lo-
cation-aware devices, produce trajectory data in the form (Oid, t, x, y)-tuples, that
contain object identifier and time-space information. In moving object applications,
tracking of objects in identifying objects that moved in a similar way or followed a
similar movement pattern is to find their common spatio-temporal properties.

With the rapidly increasing popularity of WWW, websites are playing a crucial
role to convey knowledge to the end users. In recent years, World Wide Web has
been increasingly used by terrorists to spread their ideologies[5] and Web mining
techniques have been used in cyber crime and terrorism research [11][12]. Terrorist
websites are so dynamic in nature as usually it suddenly emerge, the content and
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hyperlinks are frequently modified, and they may also swiftly disappear [3]. The click
stream generated by various users often follows distinct patterns and mining of the
access pattern will provide knowledge. This knowledge will help in recommender
system of finding browsing pattern of users, finding group of visitors with similar
interest, providing customized content in site manager, categorizing visitors of dark
web etc.

This paper has made an attempt to establish the resemblance between spatio-
temporal similarity of network constrained moving object trajectories[7] and web user
session trajectories, which will have wider applications in web based intelligence
monitoring and analysis. This approach is unique in the literature illustrating the ap-
plications of network constrained moving object trajectories in web usage mining.
The proposed spatial similarity includes method for measuring similarities between
web pages that has taken into account not only the common URL’s visited but also
the structural as well as sequence alignment. Based on this a spatio-temporal similar-
ity measure algorithm (WEBTRASIM) is proposed for similarity set of web user
session trajectories. We are going to discuss two major topics in detail (i) Trajectory
Similarity of Network Constrained Moving Objects which was discussed in PAISI
2010 by the authors of this article[7] and (ii) Similarity of web user session trajecto-
ries. Both concepts have wider applications in the domain of Security Informatics.
The first one has applications in studying the massive flow of traffic data to monitor
the traffic flow and discover traffic related patterns where as the second has applica-
tions in tracking terrorist web site visits in the emerging security informatics area of
Dark Web Research[12].

The rest of the paper is organized as follows. Related work and literature are sur-
veyed in section 2. We propose a spatio-temporal trajectory similarity measure for
web user session trajectory and introducing the algorithm WEBTRASIM in section 3.
The implementation and experimental evaluation of this algorithm is made in section
4 and section 5 concludes the paper with directions for future research.

2 Related Work

Most of the works on trajectory similarity of moving objects are inappropriate for
similarity calculation on road networks since they use the Euclidian distance as a ba-
sis rather than the real distance on the road network [6]. This point has motivated to
propose a similarity measure based on the spatio-temporal distance between two tra-
jectories [4] using the network distance. They have proposed an algorithm of similar
trajectory search which consists of two steps: a filtering phase based on the spatial
similarity on the road network, and a refinement phase for discovering similar trajec-
tories based on temporal distance. In the above work the authors propose a similarity
measure based on Points Of Interest (POI) and Time Of Interest(TOI) to retrieve simi-
lar trajectories on road network spaces and not in Euclidean space. One of the recent
works in trajectory similarity problem for network constrained moving objects [9]
introduces new similarity measures on two trajectories that do not necessarily share
any common sub-path. They define new similarity measures based on spatial and
temporal characteristics of trajectories, such that the notion of similarity in space and
time is well expressed, and more over they satisfy the metric properties. The above
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work has identified some of the drawbacks of spatio-temporal similarity measure pro-
posed by Hwang [4] and this issue is addressed by the authors of this paper in [7] by
finding similarity percentage based on number of points a trajectory is visited, with
applications in security informatics.

The first and foremost question needed to be considered in clustering web sessions
is how to measure the similarity between two web sessions. Most of the previous
related works apply either Euclidean distance for vector or set similarity measures,
Cosine or Jaccard Coefficient. For example, a novel path clustering method was in-
troduced [8] based on the similarity of the history of user navigation. A similar
method [1] which first uses the longest common sub-sequences between two sessions
through dynamic programming, and then the similarity between two sessions is de-
fined through their relative time spent on the longest common sub-sequence. Methods
have been developed [10] considering each session as a sequence and borrow the idea
of sequence alignment in bioinformatics to measure similarity between sequences of
page accesses. One of the recent work in web session clustering [2] uses dynamic
programming technique in finding sequence similarity after finding structural similar-
ity. In none of the papers the concept of spatio-temporal measure has been discussed
in finding session similarity, which add the time component to the spatial similarity
measure. There are resemblance of spatio-temporal similarity measure of network
constrained trajectories and trajectories of user sessions in web usage mining [9] but
there is no work in the literature exploring it in detail. This paper explore this idea
proposing an algorithm for spatio-temporal similarity set formation using web access
log data.

3 Trajectory Similarity of Moving Objects and Web User Sessions

Trajectory database management has emerged due to the profusion of mobile devices
and positioning technologies like GPS or recently the RFID (Radio Frequency Identi-
fication). Studying people and vehicle movements within some road network is both
interesting and useful especially if we could understand, manage and predict the traf-
fic phenomenon. In essence, by studying the massive flow of traffic data we can
monitor and discover traffic related patterns. There are several advantages in repre-
senting trajectory data in road network distance rather than Euclidian Distance [6].
The dimensionality reduction is one advantage where a trajectory is represented as a
set of (loc, t) points instead of (x,y,t) points in Euclidian space.

3.1 Trajectory Similarity in Spatial Networks
Let T be a trajectory in a spatial network, represented as

T = ((by,t1),(ba,t2),(b3,t3),e e ,(by,th))

where n is the trajectory description length, bi denotes a location in binary string [6]
and t; is the time instance (expressed in time units, eg. seconds) that the moving ob-
ject reached node bi, and t; < t; < t,, for each 1 <i < m. It is assumed that moving
from a node to another comes at a non-zero cost, since at least a small amount of time
will be required for the transition.
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The similarity types related to road network environment are

(1) Finding objects moving through certain Points of Interest
(i) Finding Objects moving through Certain Times of Interest
(ii1) Finding Objects moving through certain Points of Interest and Time of Interest.

A detailed discussion of these methods and evaluation can be found in [4] and
modified algorithms in [7]. These methods and algorithms are the base line content
of the section 3.2 where similarity of web user session trajectories and proposed
spatio-temporal similarity algorithms are being discussed.

3.2 Similarity in Web User Session Trajectory

There are a number of resemblance between trajectories of moving objects on road
network and trajectories of web click-streams. A web link structure can also assumed
as network constrained since the user clicks can traverse only through predefined
paths which is stored as web structure links in web storage space. By analyzing the
URL path of each user, we are able to determine paths that are very similar, and there-
fore effective caching strategies can be applied.

3.2.1 Web User Session

The usage data is one that describes the pattern of usage of web pages like IP address,
Page references, date and time of accesses. A web server log records the browsing
behavior of site visitors and hence it is important source for usage information like
Cookies and query data in separate logs. Cookies are tokens generated by the web
server for individual client browsers in-order to automatically track the site visitors.
Due to the stateless connection of HTTP protocol, tracking of individual users is not
an easy task. A user is defined as the single individual accessing files from one or
more web servers through a browser. A user stream session is the click-streams of
page view for a single user across the entire web. In this work we consider a user ses-
sion as a sequence of web clicks of individual user on a particular website.

3.2.2 Comparison of Network Constrained Moving Object Trajectory and Web
User Session Trajectory
A moving object Trajectory is the path of a moving object along a road during a given
period of time. A web user session trajectory is a set of user clicks during a period of
time. Both are made up of individual nodes which denotes either location or url and
time instant as shown in Fig 1.
Some of the variations in these two representations are

(i) A node in Moving Object Trajectory(MOT) is the name of a location on road
where as a node in Web user session trajectory is a url name or web page name.

(ii)The spatial distance between two nodes in MOT is the network distance
between the locations where as in the case of web user session trajectory it is the
structural distance of the web page in the tree made by the link structure.

(iii) In the case of MOT the direction of object movement is bidirectional but in
web user session trajectories it is unidirectional.
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Fig. 1. Comparison of Moving Object Trajectory and Web User session Trajectory

(iv) The time between two locations in MOT is the travel time required to reach a
location from the previous location which also depends on speed of movement. In the
case of Web user session trajectory the time between two url’s is time lag between
receipt of request of previous url and the next url page. It consists of page load time
and page view time as shown in Fig 2.
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Fig. 2. Time of request between two url’s

Though the web server records the time between two url’s, as (t5 - t1), the actual
page view time[2] of urll will be (t4 - t3). In this paper, as we are establishing resem-
blance of web user session with moving object trajectory as shown in Fig 1, we
consider the time recoded in web server log, instead of viewing time in finding the
temporal similarity.

3.2.3 Finding Similar User Session in Web Access Logs

As discussed in the previous section, the path similarity of a user click-stream in web
access log resembles the trajectory similarity problem of Moving object on Road
Networks [7]. In this context Point of Interest (POI) is the interested Web URL’s (We
call URL’s of Interest or UOI) chosen by the user as a query set. These are the URL’s
of specific interest to the user. For example in the case of Dark Web, which is a con-
cept of web organization under terrorism, UOI’s will be set of noted terrorism web



6 S. Abraham and P. Sojan Lal

sites/pages in which the security people wants to find out how many people are visit-
ing and the duration of such visits. Similarly Time of Interest (TOI) is the specific
Time in which the user requesting the specified UOI’s also has importance in practi-
cal situation. For example in web based security informatics one needs to find out
similar viewing sessions based on a set of chosen pages visited and also based on
viewing time in each page.

3.2.4 Definition of Web User Session Trajectory

The paper suggest a two step process of filtering trajectories based on spatial similar-
ity and then refining similar trajectories based on temporal distance. For this the
following definition is given, in comparison with definitions given in section 3.1.

Definition 1
Let S be a set of trajectories in a set of web user sessions, in which each trajectory is
represented as

T = ( (URL,,t;),( URLy,t),( URL 3,131 (URL t))

where n is the trajectory description length, URL; denotes a web page and ti is the
time instance (expressed in time units, e.g. seconds) that the user requested for web
page URL; andt; <t <t, foreachl <i< m.Itis assumed that moving from a
URL node to another comes at a non-zero cost, since at least a small amount of time
will be required for loading the requested page by the server and viewing by the
client.

3.2.5 Creation of User Session Trajectories from Web Access Logs

The goal of session identification is to divide the page accesses of each user into indi-
vidual sessions. The following is the rules in identifying and distinguishing a user
session from others from a web access log which we used in our experiment:

1) If there is a new user, there is a new session

ii) In one user session, if the referred page is null, there is a new session

iii) If the time between page requests exceeds a certain limit(30 minutes), it is
assumed that the user is starting a new session, on the assumption that a user will
generally may not spend an average of 30 minutes in a particular web page.

3.3 Finding Similar Web Usage Session Trajectories

We introduce the spatio-temporal similarity measures between two user-sessions,
assuming resemblance to moving object trajectories in a constrained network. For
moving object trajectories, finding spatio-temporal similarity [7] is a two step process
of filtering trajectories based on spatial similarity and then refining similar trajectories
based on temporal similarity. But in the case of web user sessions the spatial similar-
ity is a combined measure of how many common URL’s in both the sessions,
structural similarity of web pages and the sequences of appearance of URL’s in the
trajectories. Therefore in this paper we are proposing a three stage process for spatio-
temporal similarity of web user session trajectories as given in Fig 3.
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Fig. 3. Spatio-Temporal Similarity Framework

The practical importance of spatio-temporal similarity measure which includes the
structural and sequence similarity is illustrated in the following case.

In Security Informatics concerning dark web environment the security officials
wants to know when, how many and what sequence insurgents or suspicious people
browsing through terrorist sites and based on which their common tactics can be
judged.

3.3.1 Spatial Similarity Matrix Based on UOI

We introduce the similarity measures between two user-sessions, assuming both are
two moving object trajectories in a constrained network [7] incorporating concepts
discussed in [15]. Here the spatial similarity is measured based on three concepts.

a) Common URL’s visited by two trajectories
b) Structural similarity of web pages in the trajectories
¢) Sequence Similarity of user sessions.

a) Common URL’s visited by two trajectories

Let T; and T; be two web user session trajectories. We introduce a Spatial Similar-
ity measure SSim¢(T;,T;) which attempt to incorporates number of URL’s involved
in trajectories. This similarity matrix measures the number of common URL’s ac-
cessed during the two sessions relative to the total number of URL’s accessed in both
sessions.

Definition 2

Let T; and T;j be two user session trajectories. The spatial similarity measure between
these two trajectories is defined based on the concept that the trajectories passes
through how many URL’s in common.

SSimc(T;,Tj) = Number of URL’s common to Ti and Tj/Total
Number of URL’s in Ti and Tj.

Note that the above Similarity measure satisfies the following properties.

1. SSim¢(T;,T)))is lies in the range [0,1]
ii. SSim(T;,Tj)) = SSimc(T;,T))
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b) Structural Similarity

In order to measure Structural similarity[2], the content of pages is not considered
but it is baed on the paths leading to a web page (or script). For example Suppose
“/faculty/pub/journal/ieee.htm” and “faculty/pub/conference.htm” are two requested
pages in web log. By assuming the page connectivity as a tree structure with root
coming as home page , each level of a URL can be represented by a token from left to
right in the order 0,1,2,3 etc. Thus, the token string of the full path of a URL is the
concatenation of all the representative tokens of each level. We get different token
strings of the URL correspond with the different requested pages traversing the tree
structure of the web site. Assuming that the two token strings of the above two web
pages are “0222” and “021” respectively, we compare each corresponding token of
the two token strings one by one from the beginning until the first pair of tokens is
different.

Marking Llonger as the larger value of (1, 1) where 1, and 1, are lengths of the two
token strings, we give weight to each level of the longer token: the last level is given
weight 1, the second to the last level is given weight 2, the third to the last level is
given weight 3, and so on, until the first level which is given weight Llonger. The
similarity between two token strings is defined as the sum of the weights of those
matching tokens divided by the sum of the total weights.

Definition 3
The Structural similarity of two web pages is defined as

WSimg (P;,P;) = Sum of the weights of matching token strings/Sum of the total
weights.

For our example

P1= “/faculty/pub/journal/ieee.htm” and P2= “/faculty/pub/conference.htm”
Llonger =4,

Token stringin  P1: 02 22

Token stringin  P2: 02 1

Weight of each token: 43 21

Since the first and second digit matches in P1 and P2, we take the weights of the
matching locations 4 and 3 respectively.
The similarity of the two requested web pages is

WSimg (P1,P2)= (4 + 3)/(4+3+2+1) = 0.7.

Note that the above Similarity measure satisfies the following properties.

i Wslms (PI,PJ) = WSImS (PJ ’Pi )

ii. WSimg (P;,P;) lies in the range [0,1]

1ii. WSimg (P;,P;) = 0 when there is no structural similarity
between pages Pi and Pj

iv. WSimg (P;,P;) = 1 when two pages Pi and Pj are exactly same.

¢) Sequence Similarity of web sessions
We use a scoring system which helps to find the optimal matching between two
session sequences. An optimal matching is an alignment with the highest score. The



Spatio-temporal Similarity of Web User Session Trajectories and Applications 9

score for the optimal matching is then used to calculate the similarity between two
sessions. We find the optimal matching using dynamic programming techniques[2] to
compute the similarity between web sessions as given in the following algorithm

Input: Pair of session sequences which constitutes each trajectories T, T,
Output: Optimal Similarity score value OSSV

1. Matrix DPM is created with K+1 columns and N+1 rows where k and N
corresponds to the sizes of T; and T, sequences respectively.

2. Align the sequences by providing gap between the sequence so that two sequences
can be matched as much as possible.

3. Place sequences T1 in top of Matrix and sequences T2 on left side of the matrix.

4. Assign top left corner of matrix =0

5. For each pair of web pages /*Find optimal path */

7. Find score = -10+30* WSimg (P;,P;)

8. DPM cell entry=max(left entry+score,topentry+score,above left entry+score)

/* Find path for every two sequence pair of web pages as follows */
9. If both the pages are matching

10 Diagonal move

11 Else if gap on top horizontal sequence

12 Right move

13 Else if gap on left vertical sequence

14 Down move

15 End if

16 Optimal Similarity score value(OSSV) = value at the lower right corner of the
matrix DPM.

17 Return OSSV

After finding the final score for the optimal session alignment, the final similarity
between sessions is computed by considering the final optimal score and the length of
the two sessions. In our method, we first get the length of the shorter session Ishorter,
then the similarity between the two sessions is achieved through dividing the optimal
matching score by 20* Ishorter because the optimal score cannot be more than (20*
Ishorter) in our scoring system. Thus the spatial similarity measure between two web
session trajectories is defined based on the concept of Sequence similarity as Ssim;
(T3, Tj) = Optimal score / (20* length of the shorter trajectory)

Note that the value of Ssimg(T;,T;) lies between O and 1.

3.3.2 Combined Spatial Similarity Matrix

The combined spatial similarity measure is obtained by
Ssimg, (T;,T;) = (SSimc (T3, T+ Ssimg (T;,T)))/2
Ssim, (T;,T;) satisfies the following properties.

i. Ssim, (T;,T;) is in [0,1]
ii. SSlInLs (TI,TJ) = SSIITI(,s (TJ,Tl)
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The combined spatial similarity measure is used as the distance measure in locating
the objects within the similarity set.

3.3.3 Temporal Distance Measure Based on UOI and TOI

The similarity measure defined in the previous section takes into consideration only
the spatial concept, which consists of structural similarity and sequence similarity. In
real applications, the time information associated with each trajectory is also very
important. So to measure the similarity we have to consider the concept of space and
time together. Here we are considering the temporal distance by taking the difference
in web page request time as shown in Fig 4.
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Fig. 4. Temporal Distance of Two Trajectories

Temporal distance between Trajectory A (T, ) and Trajectory B (Tg) will be
distp(T s, Tg) = Differences in time at common URL’s visited

P1,P3,P5 =104+5+0 =15

Definition 4
The temporal distance between two user session trajectories is defined as

distp(Ti,Tj) =1 X It(Ti.URLy) - t(Tj.URLy)!
"""" m
m*z

where summation will go for only common URL’s visited by both the trajectories(m)
and z is a constant chosen by the user to denotes the time span in which the similarity
is being measured. For example z is fixed to 24, when similarity is measuring
within 24 hours in a day. Note that this distance measure also satisfies the following
properties

i. dist(Ti,Tj) is in [0,1]
ii. distr(Ti,Tj) = distr(Tj,Ti)

The difference between the above time similarity measure with the time similarity
measure in [2] is that the later considering the viewing time similarity of a web page.

3.3.4 WEBTRSIM - Similarity Tool for Web User Session Trajectory

We propose a web session similarity set formation algorithm WEBTRASIM(Web
user session Trajectory Similarity Algorithm). The objective of this algorithm is to
form spatio-temporal set of trajectories, which are similar to the query trajectory
formed from url’s of interest(UOI) and Time of Interest (TOI).
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Algorithm: To Create Spatio-Temporal Similarity Set based on UOI and TOI

Input: Input user session trajectories TRy, spatial threshold p, 9, temporal threshold-t
O , query trajectory tro which is made up of UOI set and TOI set in required se-
quence; Output: Spatio-Temporal cluster set CTR containing trajectories similar to
query trajectory trq

1. Set TRcundidare, Trout, CTR as Empty set
2. nl=number of URL’s in trq , n2= number of URL’s in TRyy,
3  Foreacht, in TRy,
4 n2=number of URL’sin t, _t.s=0
/* Spatial filtering(first phase) based on common url’s visited*/
5.  Foreachuin trg
6 If uis on tr then t.s =t.s+1
7.  End For
8 t..s= t..s/(n1+n2)
9 If t.s > p then TRCandidale = TRCandidale U{tr}
10. End For
/* Spatial filtering(second phase) based on structural and sequence similarity
measure */
11. For each t, € TRcundidace
12. n2=no of URL’s in t,
13. if nl<n2 then Ishort=nl else Ishort=n2
14. Opscore= SSCORE-DPROG(t,,tr)
15. Ssims = opscore/ (20*1short) , tr.s=(tr,s+ Ssims)/2
16. If Ssims > 6 then TROUT = TROUT U{ t; }
17. End For
/* Temporal refinement based on temporal distance */
18. For each tr in TRoyr,
19. n2=number of URL’sin t, t.t=0, m=0
20. For each uin trq
21. Ifuisont, then

22 tet = tt 4+ tut- trg.utl
23 m=m-+1
24. End For

25. distr(t,, trg) = 1/(m*24*60)* t..t /* one day- 24hours as the time span*/
26. . emp-dis= distr(ty, tro)

27 if distr(t,, trg)< o then CTR =CTR U{ t, }

28 .End For

29 .return CTR

The algorithm will make a similarity set based on the spatio-temporal measure dis-
cussed above. One advantage of the method is that along with each trajectory in the
set, spatial and temporal similarity measures(t..s, (T.iemp-is) are also stored which will
be used later to visualize the scattering of similar user sessions within the similarity
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set, useful for finding nearest neighbor trajectories based on a given UOI and TOI. A
major difference of WEBTRASIM algorithm with the algorithm - WSCBIS
proposed in [2] is that the later will take temporal similarity measure only when
two trajectories are spatially similar. But our approach take a combined similarity
measure since spatio-temporal features have to be considered in finding more accurate
similarity.

4 Experimental Evaluation

To validate the efficiency of the clustering algorithm discussed above, we have made
an experiment with the web server log publically available with statistics about raw
data is shown in Table 1. The initial data source of our experiment is for one day on
26™ Aug 2009, in which the size is 5372MB. The only cleaning step performed on
this data was the removal of references to auxiliary files (image files)

Table 1. Summary of access log characteristics(Raw Data)

Item Count

Total Requests(No of 47,685

entries)

Average Request/Hour 1986.875

Total Bytes Transferred 304198.707

MB

Average Bytes transferred 12167.94

per hour

No of requests after 33,864

pre-processing

No of Users 1,907

No of user sessions 1,986
10000
o
= 8000
L 6000
& 4000 ROCK
g 2000 - & e \WEBCBIS
= 0 - — WEBTRASIM
Q
ﬁ 250 500 800 1100 1700
m

Number of web user session Trajectories

Fig. 5. Comparison of Execution Time
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Our experiments were performed on a 2.8GHz Core-2 Duo Processor, 1GB of
main memory, Windows XP professional using the visual Programming Language
Visual Basic. As shown in above Table, after data cleaning, the number of requests
declined from 47,685 to 33,864. We have applied the algorithms WSCBIS, ROCK
and WEBTRASIM on the number of user sessions obtained as shown in Table 1, by
giving a UOI consists of 4 urls with p=0.95, 6=0.95 and 6=0.05,.

Fig 5 shows that the execution time linearly increase when the number of web user
session increases and the performance of WEBTRASIM is almost similar to WSCBIS
even when it extends temporal similarity measure in addition to spatial similarity.
Thus we claim that WEBTRASIM could become a better tool for spatio-temporal
similarity of web user session trajectories.

5 Conclusion

The WWW, an effective information presentation and dissemination tool, has been
widely used by terrorist groups as a communication medium. The Web presence of
these terrorist groups reflects their different characteristics and may provide informa-
tion about planned terrorist activities. Thus, monitoring and studying the content,
structural characteristics and usage pattern of terrorist websites may help us to
analyze and even to predict the activities of terrorist groups. In this paper we have
proposed a method to measure the spatio-temporal similarity of web user sessions, by
introducing the algorithm WEBTRASIM. Our experiments with a web access log
shows that the algorithm performs equally well with similar algorithms even with the
extension of temporal similarity measure. We are planning to use this similarity
measure for web user session trajectory clustering to extract various browsing patterns
to test with different dark web access logs.
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