Chapter 6
Application of Chaotic Synchronization to
Secure Communications

In chapters 3, 4 and 5 the phenomenon of chaotic synchronization has been stud-
ied. In this chapter, a popular application of chaotic synchronization in the area of
secure communications is presented. Several chaotic communication systems with
the receiver based on the chaotic synchronization concept are described. It is
shown how a general approach to synchronization of chaotic flows via
Lyapunov’s direct method and chaotic maps via the theorems of chapter 4 can be
used for the development of chaotic communication systems. The communication
schemes examined include those of chaotic masking, chaotic modulation and the
newly developed chaotic communication scheme of initial condition modulation.
Finally, the noise performance of the chaotic parameter modulation and the initial
condition modulation are compared in terms of the bit error rate. It is shown that
the newly developed initial condition modulation scheme outperforms the chaotic
parameter modulation scheme.

Since the onset of chaotic synchronization research, a number of demodulation
techniques based on chaotic synchronization have been proposed for potential
communication systems [1-13]. Of those, the following are based on the Pecora-
Carroll synchronization method [1,2,4-6,8-11,13].

Pecora and Carroll’s (PC) original paper on chaotic synchronization [14], sug-
gested the application of chaotic synchronization in communications, and shortly
after Oppenheim et al. presented a communication system based on the PC syn-
chronization method [4]. The method of [4], termed “chaotic masking”, was
experimentally demonstrated in [5] using Chua’s circuit. In this method, the in-
formation signal is added onto the chaotic carrier directly, and transmitted. The
requirement of this method is that the power of the information signal has to be
significantly lower than the power of the chaotic carrier [4]. In contrast to chaotic
masking, a technique of “chaotic modulation™ incorporates the message into the
dynamical equations producing the chaotic carrier. Chaotic parameter modulation
is an example of the chaotic modulation technique where a binary message modu-
lates one or more of the system’s parameters [8,9]. Other forms of chaotic modu-
lation involve techniques where one or more of the state variables is modulated by
the message [2,11,13]. As opposed to chaotic modulation, the technique of “initial
condition modulation” introduces the binary message into the system through its
initial conditions [10,15,16].
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136 6 Application of Chaotic Synchronization to Secure Communications

Communication methods based on chaotic synchronization other than PC syn-
chronization have also been proposed. For instance in [7] chaotic masking and
Pyragas’ synchronization method have been used to transmit and receive informa-
tion, whereas in [3] chaotic modulation and John and Amritkar (JA) synchroniza-
tion method have been used.

Section 6.1 presents the communication technique of chaotic masking. The
communication techniques based on chaotic modulation are presented in section
6.2. In addition, it is shown how a general approach to chaotic synchronization of
flows via Lyapunov’s direct method and chaotic synchronization of maps via the
theorems of chapter 4 can be used in the design of chaotic communication
systems. In section 6.3, a recently developed technique of initial condition modu-
lation is presented. Finally, section 6.4 evaluates and compares the noise perform-
ance of the presented systems in terms of the bit error rate. It is shown that the
initial condition modulation technique exhibits better noise performance than the
chaotic parameter modulation technique.

6.1 Chaotic Masking

Chaotic masking (CM) was one of the earliest chaotic communication techniques
proposed [4,5,8]. It is based on the principles of PC synchronization. It primarily
involves the transmission of analog signals [4].

6.1.1 Principles of Chaotic Masking

Chaotic masking involves the addition of a message signal m to a chaotic carrier
signal x, before the transmission of the sum of the two signals takes place [4]. The
block diagram illustrating the principles of chaotic masking is shown in Figure 6.1
[16].

Master system

Slave system

Transmitter Channel Receiver

Fig. 6.1 General block diagram of the chaotic communication system based on the chaotic
masking concept
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In Figure 6.1 n denotes the additive white Gaussian noise (AWGN) component
introduced by the channel and X, denotes the received signal affected by AWGN.

A
The slave system of the receiver generates a signal x which is expected to be
synchronized with the corresponding master signal x of the transmitter. Assuming
that the AWGN component is near zero, and that sufficient amount of time has
A
passed for x and X to synchronize, the transmitted message m can be recovered in

A

the form of m :

m=x,—x=(m+x)—x=m (6.1.1)

The requirement of a chaotic masking scheme is for the power of the information
signal to be significantly lower than the power of the chaotic carrier.

6.1.2 Chaotic Masking within the Lorenz Master-Slave System

Chaotic masking within the Lorenz master-slave system has been demonstrated in
[4,8, 9]. The system has been designed using the Lorenz x signal as the driving
signal. Lyapunov’s direct method has been used in [8] to show that using the x
signal as the driving signal the master-slave system synchronizes. It has then also
been shown that by adding a small amplitude speech signal onto the chaotic car-
rier one is able to recover the speech signal at the receiver. The communication
system based on chaotic masking, while implementing the Lorenz master-slave
system, is shown in Figure 6.2. An ability to recover the transmitted information is
demonstrated under noiseless conditions in Figure 6.3 by processing the word
“Oak” through the system. By comparing the top and the bottom graphs of Figure
6.3 one can see that the transmitted original message has been recovered with
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Fig. 6.2 The Lorenz based communication system implementing chaotic masking
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reasonable accuracy. In the case of Figure 6.3 the chaotic parameter values of the

system of Figure 6.2 have been set to: 0 =16, r =45.6 and b =4. An evi-
dent difference in power between the chaotic carrier and the speech signal can be
observed in Figure 6.3. The transmitted signal of Figure 6.3 has been plotted in
phase space in Figure 6.4. The small ripple, observed on the strange attractor of
Figure 6.4, is caused by the message m embedded within it.

6.2 Chaotic Modulation

In the chaotic masking scheme, described above, information is added directly
onto the chaotic carrier without the influence of the message on the dynamical
equations producing the carrier. In contrast to chaotic masking, chaotic modula-
tion incorporates the message into the dynamical equations producing the chaotic
carrier.

6.2.1 Chaotic Parameter Modulation

As opposed to chaotic masking which is primarily used for analog transmission,
chaotic parameter modulation (CPM) is used for transmission of binary
information.

6.2.1.1 Principles of Chaotic Parameter Modulation

A block diagram of a chaotic communication system based on the CPM concept is
shown in Figure 6.5 [16]. As for the CM scheme, a requirement for the CPM
scheme is for the master-slave system to synchronize for a given driving signal, as
outlined in sections 3.1-3.3.

m
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i i Detector
Transmitter + Channel Receiver A
i i m

Fig. 6.5 A block diagram of the chaotic communication system based on the parameter
modulation concept
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In Figure 6.5, the message m varies between the two particular values, depend-
ing on whether a binary O or a binary 1 is to be transmitted. The message is incor-
porated into a certain modulating parameter of the master system causing it to
change its value with the change in the message. The parameters of the slave sys-
tem are fixed at all time. When the master-slave parameters are identical synchro-
nization occurs. This forces the synchronization error to zero, indicating that bit 0
has been transmitted. Alternatively, with the master-slave parameter mismatch the
system does not synchronize, indicating that bit 1 has been transmitted. Therefore,
this is a form of on-off keying. This concept is illustrated in Figure 6.6. The choice
of the modulating parameter of the master chaotic system must be chosen with
care to ensure the chaotic properties of the system at all time. This ensures the
increased security within the communication system.

. Master-Slave synchronization error
T .- Master signal
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’/;U \/ Time V Time
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BIT 0:

Parameter match = Synchronization occurs ——» Synchronization error tends to zero

Master-Slave synchronization error

H Master signal
BIT 1: A& N\ [
r\§//\\/\—j \) Time ‘ w UTime

V- Slave signal

Parameter mismatch = No synchronization C—» Non zero synchronization error

Fig. 6.6 The chaotic parameter modulation concept

6.2.1.2 Chaotic Parameter Modulation within the Lorenz Master-Slave
System

The concept of parameter modulation is now demonstrated on the Lorenz master-
slave chaotic system [8,9]. In [8] the binary message is used to alter the parameter
b of the master (transmitter) Lorenz chaotic system between 4 and 4.4 depending
on whether a bit 0 or bit 1 is to be transmitted. However, at the slave (receiver)
side the parameter b is fixed at 4 for all time. Thus, the synchronization either oc-
curs or does not, depending on the state of the parameter b at the transmitter
(master) side. The parameters ¢ and r are fixed at 16 and 45.6, respectively. For
these parameter values the system is chaotic. In order to implement the CPM
scheme the authors of [8] have scaled the Lorenz chaotic system to allow for the
limited dynamic range of the operational amplifiers. This system, based on the PC
synchronization concept, is presented in Figure 6.7.
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Fig. 6.7 The Lorenz based communication system implementing chaotic parameter modula-
tion. The parameter values: o =16, r =45.6 and b=4.

The transmitted signal x, of Figure 6.7, is shown in Figure 6.8 when the series
of 10 bits is transmitted, that is, when m = [0, 0, 0.4, 0, 0.4, 0.4, 0, 0.4, 0, 0.4], or
in binary terms: message =[00 101 10 1 0 1]. Figure 6.8 also shows the corre-

. L 2 . -
sponding squared synchronization error, €, under noiseless conditions. The re-

ceived bits are detected by squaring and integrating the error e . The output of

the integrator is then compared to the predetermined threshold and the decision is
made whether a bit 0 or a bit 1 was sent. The behaviour of the system, correspond-
ing to the master-slave parameter match (bit 0) and mismatch (bit 1), can also be
illustrated in phase space. In Figure 6.9 the strange attractors corresponding to the
third, fourth, fifth and sixth transmitted bit have been plotted. It can be observed
from Figure 6.9 that in the case of the third, fifth and sixth bit the master-slave
trajectories do not synchronize, but follow their own separate paths [16]. This is as
expected due to the master-slave parameter mismatch. However, in the case of the
fourth bit, the master-slave parameters match, causing the trajectories to synchro-
nize. Note that the spreading factor of 400 has been used to represent one bit. By
definition the spreading factor denotes the number of discrete sample points
(chips) contained within one information bit. It is the ratio of a bit period to a chip
period [17]. A spreading factor that is too small may be insufficient for synchroni-
zation to take place and thus make it more difficult to decode the transmitted in-
formation. Alternatively, a spreading factor that is too large may be impractical
from the bandwidth point of view. A transient period of 1000 chips has been
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Fig. 6.9 Phase space representation of the received signal x, and the corresponding slave

signal x for: (a) the 3" bit of the transmitted message sequence: [001011010 1], (b) the
4™ bit, (c) the 5" bit, and (d) the 6 bit.
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allowed for the case of Figure 6.8. During the transient period there is no data
transmission taking place.

6.2.2 General Approach to Chaotic Parameter Modulation

In this subsection, a general approach to chaotic parameter modulation is devel-
oped. It involves the design of the nonlinear controller via Lyapunov’s direct
method, as outlined in section 3.3. In contrast to the CPM scheme presented in
subsection 6.2.1, the scheme presented here does not rely on the inherent synchro-
nization properties of the master-slave system for a given drive signal. It instead
enforces synchronization upon the master-slave system by designing the control
laws which ensure asymptotic stability within the system.

6.2.2.1 Principles of the General Approach to Chaotic Parameter
Modulation

Consider a general block diagram, given in Figure 6.10 [16], of the chaotic com-
munication system based on the parameter modulation concept.

m

i

Master system

Slave system

u

.| Controller

Transmitter Channel Receiver

>

Fig. 6.10 General block diagram of the chaotic communication system based on the pa-
rameter modulation concept

In Figure 6.10, the binary message m is introduced into the system by varying
one or more of the parameters of the master system. As in subsection 6.2.1, the
parameters of the slave system are fixed at all time. Therefore, synchronization
occurs or not, depending on the state of the parameters at the transmitter side. The
controller of Figure 6.10 is designed via Lyapunov’s direct method, as outlined in
section 3.3. The controller output, u, then ensures the synchronization of the mas-
ter-slave system when the master-slave parameters match. Note that, in general,
the signal x may be an interleaved version of more than one signal of the master
system [10], such as in a TDM system, as discussed in chapters 8 and 9.
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6.2.2.2 Chaotic Parameter Modulation within the Ueda Master-Slave System

Here the control law for the Ueda master-slave chaotic system, with the master
signal x driving, is designed. The system is then applied to a CPM based commu-
nication system. In order to justify a design of a controller for the Ueda master-
slave chaotic system its inherent synchronization properties without the controller
must first be investigated. Figure 6.11, shows the Ueda master-slave chaotic sys-
tem with the master signal x driving. The dynamics of the Ueda master chaotic
system are shown in Figure 6.12. In Figure 6.11, the initial conditions of the mas-
ter-slave z signals have been set to an equal value. As will be shown, with the ini-
tial conditions so chosen the controller design is significantly simplified. In Figure
6.13, the synchronization errors for the x, y and z master-slave chaotic signals are
shown. These errors demonstrate that the master-slave x signals of the system of
Figure 6.11 do not synchronize and thus the system warrants a controller design.
Note that the master-slave system synchronization error has been defined by
equation 6.2.1:

e,(t) = x(t) = x(1). e, (1) = Y1)~ ¥(1). 6’3(I)=Z(t)—g(t)~ (6.2.1)

2(0) .| Master system: Z,
(0) x=y Y,
; =—x —ky + Bcos(z)
x(0) . X
» =1 d
Lx» Slave system: 2
A0)=2(0) | . ”
N =Y Y »
0)# y©0) | ~ A A g
Y(0) # ¥( )> y=—x"—k y+ Bcos(z) N
. x g
x(0) # x(0) |z =1

Fig. 6.11 The block diagram of the Ueda master-slave chaotic system, with the x signal
driving. The parameter values are k = 0.05, B =7.5. Note that this system differs from

A

that of Figure 5.9 of chapter 5 in that x # x .
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Fig. 6.13 Inherent synchronization error of the Ueda master-slave chaotic signals without
the controller

Consider the CPM Ueda communication system of Figure 6.14. The constants f
and g of the master system can be of any value and are chosen so that the parame-
ters k and B take on the appropriate values for a given m.
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Fig. 6.14 The Ueda chaotic communication system based on the parameter modulation
concept

In order to demonstrate the design of the controller of Figure 6.14 assume no
noise in the system. It follows then that: X, = X, so that the slave system, includ-
ing the control laws, takes the form given by equation 6.2.2:

x=y+u,
y=—x"—k y+ Bcos(z) + u, (6.2.2)
z=1

The differential synchronization error of the master-slave system of Figure 6.14 is
then given by equation 6.2.3:

N A
e1=x—x=y—y—u,

e2=y—y=—ky+k y+Bcos(z)—Bcos(z) —u, (6.2.3)
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The difference between the master-slave z signals is governed by equation 6.2.6
[10]:

7=z (6.2.4)
J.%dt = J‘gdt (6.2.5)
z—z=2(0)—2z(0) (6.2.6)

Given that the master-slave z initial conditions are equal to each other, or that their
difference is equal to *2nx, where n is any integer, equation 6.2.6 can be re-
duced to equation 6.2.7 [10]:

z—z=2nrx 6.2.7)

Using the standard trigonometric identities, equation 6.2.3 can be rewritten in the
form of equation 6.2.8:

.
] ] A A

el =X—X=Yy—y—u,

- e A ~ lzt+z| .| z-
e> =y—y=—ky+ky+2Bsin Z2Z sin Z2Z -u, (6.2.8)
e;=2z—2=0

Substituting equation 6.2.7 into equation 6.2.8, equation 6.2.9 is obtained:

. ] A A

e =x—x=y—y—u,

Z+z

e» =y—y=—ky+k y+2Bsin sin(i nﬁ)— U, (6.2.9)
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Finally simplifying equation 6.2.9, equation 6.2.10 is obtained:

€L =€, —U
er =—ke, —u, (6.2.10)
e3 =0

In order to design the controller for this particular master-slave system, consider
the candidate Lyapunov function given by equation 6.2.11:

1% =%(el2 +e;) 6.2.11)

Differentiating equation 6.2.11 with respect to time equation 6.2.12 is obtained:

V=ee+ere, (6.2.12)

Substituting equation 6.2.10 into equation 6.2.12 and simplifying, equation 6.2.13
is obtained:

V =ee, —eu, —ke; —e,u, (6.2.13)

For equation 6.2.11 to be the Lyapunov function, equation 6.2.13 must be negative
semi-definite. In order for equation 6.2.13 to become negative semi-definite the
term e,e, must be eliminated, while the term — 612 must be introduced. It is read-

ily verifiable that this is achieved with the control laws of equations 6.2.15 and
6.2.17:

—eu = —ef (6.2.14)
u =e, (6.2.15)
—e,u, +ee, =0 (6.2.16)

u, =e 6.2.17)
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From equations 6.2.15 and 6.2.17 it can be seen that the control laws are identi-
cal, as shown in Figure 6.14. The functionality of the control laws of equations
6.2.15 and 6.2.17 is demonstrated in Figure 6.15 from which it can be observed
that all of the master-slave signals synchronize.
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Fig. 6.15 Synchronization error of the Ueda master-slave chaotic signals with the controller

In Figure 6.14 the master system parameter set of k = 0.05 and B = 7.5 has been
chosen to represent a bit 0. The master system parameter set of k = 0.1 and B = 10
has been chosen to represent a bit 1. Thus, the constants f and g of the master sys-
tem of Figure 6.14 are set at 0.05 and 2.5, respectively. This allows for the ad-
justment of parameters k and B when bit 1 is to be transmitted. The slave system
parameters are set for all time at k = 0.05 and B = 7.5, so that synchronization at
the receiver side signals a bit O and de-synchronization signals a bit 1. Both pa-
rameter sets, k = 0.05, B = 7.5 and k = 0.1, B = 10 generate chaotic behaviour
within the system [18].

The transmitted signal x is shown in Figure 6.16 when the series of 10 bits is
transmitted, that is, when m = [0 0101 1 0 1 O 1]. Figure 6.16 also shows the

. o 2 . .
corresponding squared synchronization error, €, under noiseless conditions. As

for the Lorenz based CPM scheme, the spreading factor of 400 has been used.
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Fig. 6.16 The transmitted signal x and the squared synchronization error ef

6.2.2.3 Chaotic Parameter Modulation within the Cubic Map Master-Slave
System

The method of implementing the synchronized chaotic map master-slave system
of chapter 4 within a CPM based communication system is now demonstrated on
the R' cubic map. It is thus shown that one can apply either a flow or a map to a
CPM based communication system when the nonlinear control laws are designed
in such a way to cause synchronization among the master and slave systems. Fur-
thermore, it is shown that the instant synchronization, as defined in chapter 4,
within CPM based communication systems is of particular importance. In chapter
10, the CPM based communication system is demonstrated on the %* Burgers’
chaotic map and its security evaluated and compared to the other chaotic commu-
nication systems.

The CPM based chaotic communication system implementing the cubic map
master-slave system and the nonlinear controller of Figure 4.3, section 4.2, is
shown in Figure 6.17.
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Fig. 6.17 The cubic map chaotic communication system based on the parameter modulation
concept

In Figure 6.17, the master system parameter A = 2.9 has been chosen to repre-
sent a bit 0. The master system parameter A =3 has been chosen to represent a
bit 1. The message m of Figure 6.17 takes on the values of O and 1 depending on
the polarity of a bit transmitted. The slave system parameter A is set for all time at
A =2.9, so that synchronization at the receiver side signals a bit 0 and de-
synchronization signals a bit 1. Both parameter values, A =2.9 and A =3, gen-
erate chaotic behaviour within the system.

The transmitted signal X | is shown in Figure 6.18 when the series of 10 bits is
transmitted, that is, whenm =[0 010110 1 0 1]. Figure 6.18, also shows the

. o 2 . .
corresponding squared synchronization error, €, , under noiseless conditions, that

. .. 2 . .
is, when n = 0. The squared synchronization error, €, , is shown for the three dif-

ferent cases, that is, when the eigenvalues are equal to 1, 0.99 and 0. As for the
Lorenz and Ueda CPM based schemes, the spreading factor of 400 has been used.
A transient period of 10 chips has been allowed for the case of Figure 6.18.

It can be observed from Figure 6.18c that the system exhibits the worst per-
formance when the eigenvalue of the system is equal to 1. This is to be expected
as when the eigenvalue is outside the unit circle in the z domain the system does
not synchronize even when the master-slave parameters match. Thus, in this case,
the receiver cannot discriminate among bits O and 1. In contrast to this, it can be
observed from Figure 6.18d that when the eigenvalue is just within the unit circle,
that is, at 0.99, the system synchronizes for bits 0 and does not for bits 1. How-
ever, as can be seen from Figure 6.18d, the time it takes to synchronize is long and
thus affects the performance of the system by impeding with the time period of the
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next bit. Finally, with the eigenvalue at 0, that is, with the error system at 0, in this
R, case, synchronization with the matched parameters is instant. As can be seen

by comparing Figures 6.18c, d and e, this allows for the most efficient discrimina-
tion among bits 0 and 1.

6.2.3 Other Forms of Chaotic Modulation

In the case of chaotic parameter modulation, the binary message is introduced into
the dynamical equations of the system through one or more of the system’s
parameters. Alternatively, it is also possible to introduce the message into the dy-
namical equations of the system by incorporating it into one or more of the
system’s state variables. For instance, in [11,2] a binary message has been incor-
porated into the dynamics of the Chua master-slave system. Also, in [11], a cha-
otic communication system with a sinusoidal message incorporated into the
dynamics of the Lorenz master-slave chaotic system has been presented. Further-
more, Lyapunov’s direct method has been used to prove that the master-slave sys-
tem must synchronize in the presence of the message. Using a similar approach to
the one of [11,19], the authors of [13] introduce the message into the system
through the x state variable. However, in this case, the message is recovered
through an extra, purpose designed, state variable of the system.

The principles of operation of the Lorenz based chaotic communication system
of [11], are now briefly demonstrated. The system is shown in Figure 6.19. Note
that the Lorenz chaotic system has been modified here by introducing the parame-
ter A . The asymptotic stability within the master-slave system of Figure 6.19 has

been demonstrated in [11], by showing the existence of the Lyapunov function:

Vzl(lef +e§+efj (6.2.18)
2\o ’

where: e (1) =x(t)—x(t), e,(t)=y@)—y(t), e3(t)=2z(t)—2z().
Therefore, under noiseless conditions, the master-slave x signals must synchro-
nize for a given drive signal X, = X+ m . Assuming that the sufficient amount of

A
time has passed for x and X to synchronize, the transmitted message m can then
A
be exactly recovered in the form of 1 :

m=x,—x=(x+m)—x=m (6.2.19)
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Fig. 6.19 The Lorenz based chaotic communication system of [11]. The parameter values:

0=16,r=456,b=4 and 4=0.98.
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Fig. 6.20 The transmitted signal X + 71 and the recovered message m
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Figure 6.20 demonstrates the operation of the system in a noiseless environ-
ment when: m=A, sin(2x f,), and: A =0.01, f, =1.8/x [11]. The upper

graph of Figure 6.20 shows the transmitted signal X + m . From the lower graph
of Figure 6.20 it can be observed that as the transients die out the sinusoidal mes-
sage remains.

6.3 Initial Condition Modulation

This section presents a recently developed chaotic communication technique
based on the initial condition modulation (ICM) of the chaotic carrier by the bi-
nary message, published in [10,16]. The chaotic modulation techniques of section
6.2 introduce the message into the system by incorporating it into the dynamical
equations of the system. In contrast to those, the ICM technique introduces the
message into the system through the system’s initial conditions. The ICM tech-
nique is based on the principles of the novel mathematical analysis for predicting
master-slave synchronization presented in chapter 5 [10].

6.3.1 Principles of Initial Condition Modulation

A general block diagram of a chaotic communication system based on the initial
condition modulation concept is shown in Figure 6.21. The binary message m is
introduced into the system through an initial condition (/C) of one of the master
signals. The choice of the initial condition depends on the synchronization proper-
ties of the particular master-slave system under consideration. Using the mathe-
matical analysis of chapter 5 [10], it is often possible to show that the mathemati-
cal expression for the synchronization error of the master-slave signals can be ex-
pressed in terms of the initial conditions of the system. The communication sys-
tem is then designed by choosing two different sets of initial conditions to repre-
sent binary symbols 0 and 1. To represent a bit 0 the master-slave initial condi-
tions are so chosen to cause the system to synchronize, that is, to cause the syn-
chronization error to go to zero. Alternatively, to represent bit 1, the master-slave
initial conditions are so chosen to inhibit synchronization. Therefore the operation
of the ICM scheme resembles that of the CPM scheme in that they both rely on the
state of the synchronization error at the receiver. However, the ICM scheme oper-
ates in accordance with the mathematical expression for the synchronization error.
In general, the signal x may be an interleaved version of more than one signal of
the master system [10].
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Fig. 6.21 A block diagram of the chaotic communication system based on the initial condi-
tion modulation concept

6.3.2 Initial Condition Modulation within the Ueda Master-Slave
Chaotic System

Consider the Ueda master-slave chaotic system of Figure 5.9, section 5.3, when
the master signal x drives. It has been shown in section 5.3 that in this configura-
tion equation 5.3.19, repeated below as equation 6.3.1, governs the synchroniza-
tion error of the master-slave y signals [10]:

V(1) = y(t,) = A— INCOE V(0)dt +2Bsin(@)sin(t, + Q) (63.1)

i=2 _ 20)-(0)
2 2

where: e _Q=¢+2(0)+§.

In addition, it has also been shown in section 5.3 [10] that as time tends to in-
finity equation 6.3.1 settles to the steady state behaviour governed by its third
term. Furthermore, note that the third term of equation 6.3.1 is governed by the
initial conditions of the master-slave z signals. By observing equation 6.3.1 it is
then readily verifiable that the error of the master-slave y signals tends to zero
when the difference among the master-slave z initial conditions is equal to
t2n7; (where n is any integer). Alternatively, when the difference is equal to
tnm, (where n is any odd integer), the error of the master-slave y signals
reaches its maximum possible value. These two chaotic synchronization properties
of the Ueda master-slave chaotic system have been utilized to construct the com-
munication system of Figure 6.22. The master initial condition of the z signal is
varied according to the value of the bit to be transmitted, bit O being represented
by m =27z and bit 1 by m = . In this way, the overall difference among the
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master-slave z initial conditions entering the transmitter and the receiver is equal
to either 7z or 27z . Therefore, under noiseless conditions, the system either syn-
chronizes or does not [10].

As explained in chapter 1, for optimal performance of the system in the AWGN
channel, it is essential that the symbols (bits) are as far apart as possible in their
symbol space [20]. For the communication system of Figure 6.22 the separation of
symbols 0 and 1 in their symbol space is largest when the difference among the
master-slave z initial conditions is equal to * 212 (where n is any integer) and
tnz, (where n is any odd integer), respectively. These two properties of the
Ueda master-slave chaotic system are expressed by equations 5.3.25 and 5.3.28
and illustrated by Figures 5.13b and 5.14b of section 5.3.

m
z(0)=1
Y,
Transmitter n Receiver
(Master system) X (Slave system)
I 2yl
- 4 Ky v, o A +
ff— Y iy J X =X, y —
:v=7x’ —ky + Bcos(z) T ? ;:7x,,37k;'+Bcos(2)
z=1 . e
< A ¥y
z=1
¥O)  x(0) 20)=1  y(0)=2

Fig. 6.22 The Ueda chaotic communication system based on the initial condition
modulation

In order to evaluate e, at the receiver, both master signals x and y, must be

transmitted. Therefore, in Figure 6.22, the transmitted signal s is a signal com-
posed of x and y master signals interleaved in the fashion described by Eqgs. 6.3.2
and 6.3.3, respectively [10]:

N
0= 58 -2m+1)  (632) ()= y,8(-2m)  (633)
i=1

i=1
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In equations 6.3.2 and 6.3.3 O(¢) is the impulse function and N is the spreading
factor, that is, the number of x () chaotic points representing a single bit.
The x, and y, signals, at the receiver side of Figure 6.22, represent the noisy

x and y signals of the transmitted signal, where n denotes AWGN, composed of
the two components represented in time domain by equations 6.3.4 and 6.3.5:

N
n )=y n, 6@—2i+1) (6.3.4)
i=1
N
n,(1)=>n,, 6(t—2i) (6.3.5)
i=1

The X, and Yy, signals are represented by equations 6.3.6 and 6.3.7, respectively:

x,()=xt)+n ()= i(x[ +n,,)0(t—-2i+1) (6.3.6)

i=1

y, () =y®) +n, ()= ﬁ(y, +n,,)8(t—2i) (6.3.7)

i=1

In order to avoid periodicity of chaotic sequences representing bit O (or bit 1), it is
essential to alter x(0) and y(0) with every new bit sent. Also, in order to ensure the
continuity of the smooth nature of the signals at the transition of the transmitted
bits, the initial conditions of x and y for every new bit transmitted are chosen as
the final values of the chaotic carrier of the preceding bit. The interleaved trans-
mitted signal s is shown in Figure 6.23 when the series of 10 bits is transmitted,
that is, when m = 2z, 27, n, 2%, @, @, 2%, @, 2z, 7], or in binary terms: message =
[001011010 1]. Figure 6.23 also shows the corresponding squared synchroni-

zation error, ef , under noiseless conditions. The spreading factor of 400 has been

used.

In order to demonstrate the performance of the Ueda ICM based communica-
tion system of Figure 6.22, an empirical BER curve has been produced and com-
pared to the BER curve of the BPSK communication system [20,21]. In addition,
an empirical BER curve of the Lorenz based CPM scheme presented above [8] has
also been produced [21]. The results of the BER analysis are displayed in Figure
6.24. From Figure 6.24 it is observed that it requires 13-14 dB less energy per bit
to achieve the same probability of error using the Ueda ICM based system of
Figure 6.22 as compared to the Lorenz CPM based system of [8]. The empirical
BER curves have been obtained in the following manner. The bit energy
was obtained by first determining the average power of the chaotic carrier and
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multiplying it by the bit period [10,20]. Then for specified bit energy to noise
power spectral density ratio (E, /N ), the required power (variance) of noise
was calculated and thus white Gaussian noise of that power generated. Finally for
each E b /N , the probability of error, that is the bit error rate, was determined.

Transmitted signal s(t), composed of interleaved x(t) and y(t) signals

8 T T T T T
6L i
4k i
ol |
= of
(%]
.2 = -
,4 - -
B6F i
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Time
Error squared
1000 ‘
800 Bit 1 Bit O )
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. . . . L 2
Fig. 6.23 The interleaved transmitted signal s, and the squared synchronization error € y

It should be pointed out that the scheme of Figure 6.22 is not the only possible
configuration of implementing the system presented. For instance, in order to
avoid transmission of both x and y master signals across the channel, it is possible
to introduce a differentiator at the receiver side and pass the received x signal
through it to obtain an estimate of the master y signal, as from equation 5.3.1, sec-

tion 5.3, it is observed that in fact x = y. Such a configuration has the advantage

from the aspect of the reduced bandwidth requirement by transmitting a single
signal instead of two interleaved signals. However, in this case, the robustness to
noise of the system is significantly reduced as is demonstrated by the open squares
BER curve of Figure 6.24.

Yet another, more robust scheme which shows how to implement the Ueda
ICM scheme by transmitting only the master signal x is proposed. This scheme is
outlined in the appendix [15]. In this particular configuration it is shown that the
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A
transmitted bits can be recovered by only observing the slave signal y thus

eliminating the requirement of transmitting the master signal y as well.

Similar ICM based communication systems can also be constructed as is dem-
onstrated in the next two subsections on the simplest quadratic and the simplest
piecewise linear master-slave chaotic flows.

10°

10 F

10°%F

BER

10°k

-4
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Eb/No (dB)

Fig. 6.24 The BER curves: (a) the solid line is for the theoretical BPSK, (b) the solid cir-
cles are for the Ueda ICM based system of Figure 6.22, (c) the crosses are for the Lorenz
CPM based system of Figure 6.7 [8], (d) the open squares are for the Ueda ICM based sys-
tem of Figure 6.22 but with the differentiator and only x transmitted, (e) the solid squares
are for the simplest quadratic ICM based system of Figure 6.25, (f) the open circles are for
the simplest piecewise linear ICM based system of Figure 6.27.

6.3.3 The Communication System Implementing the Simplest
Quadratic Master-Slave Chaotic Flow

In Figure 6.25 the communication system implementing the simplest quadratic
master-slave chaotic flow is outlined.
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Fig. 6.25 The simplest quadratic chaotic communication system based on the initial condi-
tion modulation

The transmitted signal s is a signal composed of y and z master signals, inter-
leaved in the same fashion as signals x and y of the previous section. The signals

Y, and Z,, are described by equations 6.3.8 and 6.3.9, respectively:

y,(O)=y@®)+n,(1)= ZN:(y, +n,,)0(r—2i+1) (6.3.8)

i=1

N
Z, () =z +n, ()= (z,+n,,) 6 —2i) (6.3.9)

i=1

The operation of the communication system of Figure 6.25 is based on the syn-
chronization error of the master-slave z signals. It has been shown in section 5.2
[10] that after the transients die down, the synchronization error of the master-

slave z signals is governed by equation 5.2.22, repeated below as equation 6.3.10
for convenience:

s=-% (6.3.10)
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Recall that in equation 6.3.10, o = x(0) —x(0) =x—x, and A is the system

parameter.
The master initial condition of the x signal is varied according to the value of

the bit to be transmitted, bit 1 being represented by m =8.9 and bit 0 by

m =0. Such choice of m ensures that the distance of symbols (bits) in their
symbol space is large, while still maintaining the chaotic properties of the system.
The symbol space of this system is limited by the basin of attraction of the initial
conditions of the simplest quadratic chaotic flow and therefore care must be taken
in the choice of the initial conditions [22] to avoid the system going off to infinity.

To avoid periodicity of chaotic sequences representing bit O (or bit 1), it is es-
sential to alter y(0) and z(0) with every new bit sent. However, in this case, the
initial conditions of y and z for every new bit transmitted have not been chosen as
the final values of the chaotic carrier of the preceding bit, due to the limited basin
of attraction of the initial conditions. Instead, they have been randomly assigned
within the basin of attraction for every new bit transmitted. This ensures the cha-
otic properties of the system; however, it may jeopardize the security of the
system as compared to the system of Figure 6.22, due to the non-smooth bit transi-
tions and the more restricted choice of initial conditions. The interleaved transmit-
ted signal s is shown in Figure 6.26 when the series of 10 bits is transmitted, that
is, when m = [2x, 2%, &, 2x, @, @, 27, @, 2@, «], or in binary terms: message = [0 0 1
011010 1]. Figure 6.26 also shows the corresponding squared synchronization
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= 30 / \
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Fig. 6.26 The interleaved transmitted signal s, and the squared synchronization error ef
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€rTor, ef , under noiseless conditions. The spreading factor of 400 has been used.

From Figure 6.26 one can observe that the transmitted signal diverges to infinity
if the chosen initial conditions of a particular bit are not within the basin of
attraction.

The result of the BER analysis for the simplest quadratic ICM based system of
Figure 6.25 is displayed in Figure 6.24 by the curve marked by solid squares.
From Figure 6.24 it is observed that it requires 11-12 dB less energy per bit to
achieve the same probability of error using the simplest quadratic ICM based sys-
tem of Figure 6.25 as compared to the Ueda ICM based system of Figure 6.22.

6.3.4 The Communication System Implementing the Simplest
Piecewise Linear Master-Slave Chaotic Flow

In Figure 6.27 the communication system implementing the simplest piecewise
linear master-slave chaotic flow, where the transmitted signal s is composed of the
interleaved signals y and x, is outlined.
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Fig. 6.27 The simplest piecewise linear chaotic communication system based on the initial
condition modulation
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The signals y, and Xx,, are described by equations 6.3.11 and 6.3.12,

respectively:
N
y, )=y +n,(0)=Y (y,+n,) 6t —2i+1) 6.3.11)
i=1
N
x, () =x(t)+n, () =) (x, +n,,) 5 —2i) (6.3.12)

i=1

The operation of the communication system of Figure 6.27 is based on the syn-
chronization error of the master-slave x signals, represented by equation 5.1.7, and
repeated below as equation 6.3.13 for convenience:

x—x=x(0)—x(0) = J 63.13)

The initial condition of the master signal x is varied according to the value of the

bit to be transmitted, bit 1 being represented by #2 =1 and bit 0 by m2 = 0. Such
a choice of m ensures that the separation of symbols (bits) in their symbol space is
relatively large, while still maintaining the chaotic properties of the system, that is,
preventing the system from going off to infinity. In order to preserve smoothness
of the transmitted chaotic sequence y, as well as to avoid periodicity, the initial
condition of y for every new bit transmitted is chosen as the final value of the cha-
otic carrier of the preceding bit. The disadvantage of this system is that the initial
conditions of the master signal x modulate the message to be transmitted while at
the same time transmitting the master signal x, thus jeopardizing the security of
the information transmitted as compared to the systems of Figure 6.22 and Figure
6.25. The interleaved transmitted signal s is shown in Figure 6.28 when the series
of 10 bits is transmitted, that is, when m = [2x, 2%, =, 2z, 7, 7, 2n, @, 27, 7], or in
binary terms: message =[00101 101 0 1]. Figure 6.28 also shows the corre-

sponding squared synchronization error, ei , under noiseless conditions. The
spreading factor of 400 has been used. From Figure 6.28 one can observe that the
transmitted signal does not diverge to infinity at any time if the chosen initial con-
ditions of a particular bit are within the basin of attraction.

The result of the BER analysis for the simplest piecewise linear ICM based sys-
tem of Figure 6.27 is displayed in Figure 6.24 by the curve marked by open cir-
cles. From Figure 6.24 it is observed that it requires 6-9 dB more energy per bit to
achieve the same probability of error using the simplest piecewise linear
ICM based system of Figure 6.27 as compared to the Ueda ICM based system of
Figure 6.22.
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Fig. 6.28 The interleaved transmitted signal s, and the squared synchronization error €

6.3.5 Discussion

In this section the three chaotic communication systems, based on the initial con-
dition modulation of the message to be transmitted, have been presented. They are
now discussed in terms of their performance.

The communication system based on the simplest quadratic master-slave cha-
otic flow exhibits the best performance in terms of the bit error rate, as compared
to the other two systems, due to the largest relative separation of the bits transmit-
ted in their symbol space at the receiver. Due to having the smallest relative sepa-
ration of the bits transmitted in their symbol space, the communication system
based on the simplest piecewise linear master-slave chaotic flow exhibits the
worst bit error rate performance.

From the security point of view, the communication system based on the Ueda
master-slave chaotic system may offer the most security out of the three systems
presented, as this system is not limited by the basin of attraction. This allows for
the widest range of initial conditions for the message modulation, that is, it en-
ables for the smooth nature of the transmitted signal at the bit transitions. The
communication system based on the simplest piecewise linear master-slave cha-
otic flow uses the error of the master-slave x signals to demodulate the message
while at the same time the initial conditions of the transmitted master signal x
modulate the message. This can be seen from equation 6.3.13 and Figure 6.27.
Therefore the security of this system is jeopardized as compared to the other two
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systems whose demodulation, that is, steady state synchronization error, equations
are independent of their own initial conditions, but depend on the modulating ini-
tial conditions of the signal not transmitted. This can be seen from equations 6.3.1
and 6.3.10, and Figures 6.22 and 6.25, respectively.

6.4 Performance Evaluation in the Presence of Noise

In this section, the noise performance of the binary modulation techniques of sec-
tions 6.2 and 6.3 is examined and compared in terms of the bit error rate.

In Figure 6.29 the BER performance of the Lorenz, Ueda and cubic CPM sys-

tems is compared to that of the ICM systems of section 6.3. Furthermore, the BER
curve of the filtered and plain Ueda ICM system with only x transmitted [15],
(outlined in the appendix), is also presented.
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Fig. 6.29 The BER curves: (a) the solid line is for the theoretical BPSK, (b) the solid
squares are for the simplest quadratic ICM system of Figure 6.25 [10], (c) the open penta-
gram stars are for the Filtered Ueda ICM system of the appendix [15], (d) the open dia-

monds are for the Ueda ICM system of the appendix [15], (e) the solid circles are for the
Ueda ICM system of Figure 6.22 [10], (f) the open circles are for the simplest piecewise

linear ICM system of Figure 6.27 [10], (g) the open squares are for the Ueda CPM system
of Figure 6.14 [16], (h) the crosses are for the Lorenz CPM system of Figure 6.7 [8], (i) the

open pentagram stars are for the cubic CPM system of Figure 6.17.
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While evaluating the BER curves of Figure 6.29 it has been assumed that the
clock synchronization among the clock at the transmitter and the clock at the re-
ceiver has already been achieved. As discussed in chapter 1, this assumption is
used in most cases when evaluating the performance of binary modulation tech-
niques [20,10].

From Figure 6.29 it is observed that it requires 7-10 dB less energy per bit to
achieve the same probability of error using the Ueda ICM system as compared to
the Ueda CPM system. Furthermore, it requires 4-6 dB less energy per bit
to achieve the same probability of error using the Ueda CPM system as compared
to the Lorenz CPM system. Therefore, the Ueda ICM system exhibits better noise
performance than the Ueda CPM system which in turn exhibits better noise per-
formance than the Lorenz CPM system. However, most importantly, it should be
observed that all of the ICM based systems developed here outperform the CPM
based systems. In particular, the best performance is exhibited by the simplest
quadratic ICM based system and the worst by the cubic CPM based system. Al-
though the simplest quadratic ICM based chaotic communication system exhibits
the best performance in terms of BER it has been argued in section 6.3 that it may
not be the most secure system. Similarly, it was argued that Ueda ICM based sys-
tem exhibits the best overall performance in terms of security and BER. Therefore,
the further 4-5 dB BER improvement exhibited by the Ueda ICM based system
with only the master signal x transmitted over the Ueda ICM based system with
both master x and y signals transmitted (Figure 6.22) is of particular importance.
Furthermore, it has been shown in the appendix [15] that by applying filters to the
received signal x further improves the performance of the system by 3-4 dB. How-
ever, it can be observed from Figure 6.29 that even the simplest quadratic ICM
based system which exhibits the best BER performance, out of all of the chaotic
synchronization based systems examined, is still outperformed by the BPSK sys-
tem by approximately 14 dB. In the next chapter, a robust synchronization unit for
the chaos based DS-CDMA systems is proposed. It is shown that in terms of BER
it outperforms the communication systems based on the principle of chaotic syn-
chronization presented and examined in this chapter.

It should be noted that all of the communication systems presented in this chap-
ter are inherently single user systems. It will be shown in chapter 9, how principles
of TDM can be used to allow these systems to become multi-user systems. Their
performance will be examined in both AWGN and Rayleigh fading channels. Fur-
thermore, it will be shown that by using different receiver architectures BER per-
formance can be improved in certain cases.

6.5 Conclusion

In this chapter, several chaotic communication systems with the receiver based on
chaotic synchronization have been described. These include the chaotic communi-
cation schemes of chaotic masking, chaotic modulation and the new chaotic com-
munication scheme of initial condition modulation.
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It has been shown how Lyapunov’s direct method presented in chapter 3 can be
used in the design of CPM based communication systems. In particular, this has
been shown on the Ueda master-slave chaotic system.

Furthermore, a method of implementing the synchronized chaotic map master-
slave system of chapter 4 within a CPM based secure communication system, was
demonstrated on the R' cubic map. It was shown that instant synchronization
within the chaotic map CPM based communication system allows for the highest
level of discrimination among bits 0 and 1.

On the basis of findings of chapter 5, a secure communication system based on
the initial condition modulation of the chaotic carrier by the binary message was
then presented. In particular, this system utilizes a novel approach to the master-
slave synchronization properties of the three chaotic flows investigated. The
empirical BER curves for the presented communication systems have then been
produced and compared to the empirical BER curve of the Lorenz CPM based
communication system of [8], demonstrating a significant improvement. It has
been shown that the communication system based on the simplest quadratic mas-
ter-slave chaotic flow exhibits the best performance in terms of BER, as compared
to the other two presented systems based on the Ueda and the simplest piecewise
linear master-slave chaotic flows. From the security point of view it has been ob-
served that the communication system based on the Ueda master-slave chaotic
system may be the most secure of the three systems presented.

Finally, the overall performance of the chaotic parameter and initial condition
modulation techniques has been examined and compared in the presence of
AWGN. It has been shown in terms of BER that the ICM based chaotic communi-
cation systems exhibit better noise performance than the CPM based ones. There-
fore, most importantly, it can be concluded that all of the chaotic synchronization
ICM based systems presented here outperform the presented CPM based systems.
Furthermore, it has been shown on the Ueda ICM based chaotic communication
system that the denoising techniques can be used to further improve the BER per-
formance. The details of the denoising techniques developed have been described
in the appendix. The work of this chapter has been published in [10,16,15].
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