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Abstract. This paper presents the first results on the preimage resis-
tance of ISO standard hash functions RIPEMD-128 and RIPEMD-160.
They were designed as strengthened versions of RIPEMD. While preim-
age attacks on the first 33 steps and intermediate 35 steps of RIPEMD
(48 steps in total) are known, no preimage attack exists on RIPEMD-128
(64 steps) or RIPEMD-160 (80 steps). This paper shows three variations
of attacks on RIPEMD-128; the first 33 steps, intermediate 35 steps,
and the last 32 steps. It is interesting that the number of attacked steps
for RIPEMD-128 reaches the same level as RIPEMD. We show that our
approach can also be applied to RIPEMD-160, and present preimage
attacks on the first 30 steps and the last 31 steps.

Keywords: RIPEMD-128, RIPEMD-160, hash, preimage, meet-in-the-
middle.

1 Introduction

Cryptographic hash functions are one of the most basic primitives. For symmetric-
key primitives, it is quite standard to evaluate their security by demonstrating
cryptanalysis on them or weakened versions e.g. step-reduced versions. In fact,
analysis on the step-reduced versions is useful to know the security margin.

Preimage resistance is an important security for hash functions. When digests
are n-bits, the required security is usually n-bits e.g. the SHA-3 competition [IJ.

Since the collision resistance of MD5 and SHA-1 have been significantly bro-
ken [2I3], many hash functions with various designs such as RIPEMD, Tiger,
Whirlpool, and FORK-256 have been pointed out to be vulnerable or non-
ideal [4J5I6U7I8]. Meanwhile, no attack is known against (full specifications of)
RIPEMD-128 and RIPEMD-160 [9] though they were designed more than ten
years ago.

RIPEMD [I0] is a double-branch hash function, where the compression func-
tion consists of two parallel copies of a compression function. In 1996, Dobbertin
et al. designed RIPEMD-128 and RIPEMD-160 [9] as strengthened versions of
RIPEMD. They are standardized in ISO/IEC 10118-3:2003 [11].
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Table 1. Summary of attack results

Target Steps Method Time for Time for ~ Mem. Ref.
pseudo-preimage (2nd-)preimage

RIPEMD-128 first 33 IE 2! 21245 2'% Ours

middle 35 LC 2'12 2121 2'% Ours

last 32 IE 1224 2126-2 + 22 Ours

RIPEMD-160 first 30 IE 148 2155 ¢ 216 Ours

last 31 IE 2148 2185 2'7 Ours

IE and LC represent the Initial-Exchange and Local-Collision approaches, respectively.
Attacks with { can generate second-preimages but cannot generate preimages.

In 2005, Wang et al. showed a collision attack on full RIPEMD [4]. They used
a property where two compression functions are identical but for the constant
value and thus the same differential path can be used for both branches. Because
RIPEMD-128 and -160 adopt different message expansion for two branches, the
attack cannot be applied to them. For RIPEMD-128 and -160, only pseudo-
(near-)collisions against step-reduced and modified versions are known [12].

On the preimage resistance, Wang et al. attacked the first 29 steps of RIPEMD
[13]. Then, Sasaki et al. attacked more steps; the first 33 and intermediate 35
steps [14]. These attacks seem inefficient for RIPEMD-128 and -160 due to the
different message expansion between two branches. In fact, as far as we know, no
preimage attack exists on RIPEMD-128 and -160 even for step-reduced versions.

Saarinen [8] presented a preimage attack on a 4-branch hash function FORK-
256 [I5]. It uses several properties particular to FORK-256, and thus the same
approach cannot be applied to RIPEMD, RIPEMD-128, or RIPEMD-160.

Our contributions. We present the first results on the preimage resistance
of RIPEMD-128 and -160. Our attacks employ the meet-in-the-middle preim-
age attack [16]. Firstly, we devise initial-ezchange technique, which exchanges a
message-word position located in the first several steps for a branch with the one
for the other branch. Secondly, we use a local-collision approach, which was first
proposed by [14] to attack RIPEMD. The results are summarized in Table [Il
Note that the approach of attacking the last few rounds was also taken by [17].

2 Specifications

RIPEMD-128. RIPEMD-128 [9] takes arbitrary and finite length messages as
input and outputs 128-bit digest. It follows the Merkle-Damgard hash function
mode (with standard length encoding). The input message is padded to be a
multiple of 512 bits and is divided into 512-bit blocks M;. Then, the hash value
is computed as follows:
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]{0<—I\/v7 Hl_;,_l(—CF(H“ML) fOIi:0,17...7N—1

where IV is the initial value defined in the specification, Hy is the output hash
value, and CF: {0, 1}12® x {0,1}512 — {0,1}!?% is a compression function.

The compression function has a double-branch structure. Two compression
functions CFX(H;, M;) : {0,131 x {0,1}°'2 — {0,1}'?® and CF®(H;, M;) -
{0,132 x {0,1}%12 — {0,1}'?8 are computed and the output of the com-
pression function is a mixture of (H;, M;), CFL(H;, M;), and CF®(H;, M;). Let
pj ) ,bf, f, df be 128-bit, 32-bit, 32-bit, 32-bit, 32-bit variables, respectively,
satisfying p¥ = al||bk||ck||dk.
the computation procedure is as follows.

Similarly, we define pj N ,bf‘, f,df‘. Details of

1. M; is divided into sixteen 32-bit message words m; (j =0,1,...,15) and H;
is divided into four 32-bit chaining variables H2||H? || Hf||HE.

2. pk and pff are set to H; (and thus p§ = pf).

3. Compute pJL+1 — RjL(ij,m,rL(j)) and pﬁl — Rf(pf‘,m,rﬂ(j)) for j =
0,1,...,63, where R]L, me(j)7R§2, and mr(;) will be explained later.

4. Compute the output value H;y1 = (H& [|H? | HE L ||HE ) as follows,
where “4” denotes a 32-bit word-wise addition.

HY = HY + cgy + dfy, sz+1 = H{ + d§, + agy,
Hi, = H + ag, + b, sz+1 H + by + cffy.

Rf and Rﬁ are the step functions for Step j. Rf (pf, Mmyr(;)) is defined as follows:

jH—dL b§+1—( +Q5L(bf7cf7df)+me(j)+k]L) & sf,
L L
G =bis  din=¢f,

where ¢L7 k‘JL , and K s are Boolean function, constant, and left rotation de-

fined in Table@l 7% (5) is the message expansion of CF~. RR is similarly defined.

RIPEMD-160. Each branch of RIPEMD-160 consists of 80 steps using 160-bit
state. Let the chaining variables in step j of CF* be pk = ak||bk||ck|d¥||ek. Step
function RjL(ij, myr(;)) is as follows. (Rf(pf, myr(j) is similarly described.)

aj =€, e =by, di = cf <10, ey =df,
bir = ((af + @7 (b7, cf ,d7) + mary) + kf) < s7) + €5 -

m(j),P;, and <« s; are shown in Table 2 Finally, the output value H;y; =
(He | HE | HE L | HE L |HE, ) is computed as follows.

HYy =H +cky+df, H\y =H+df+el, Hf = H! + el + af,
H = Hf +afy + b5, Hfyy = HE + bl + .
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Table 2. Detailed specifications of RIPEMD-128 and RIPEMD-160

v b)), 7k +1),..., 78 (r +15) alt(r), 7 (r +1),..., 7% + 15)
678

00123 5 9101112131415 5147 0 9 2114136158 110312
16 7 4131106153120 9 5 214118 6113 7 01351014158124 9 1 2
32 310144 9158 1 27 061311512155 1 3 7146 9118122100 413
48 1 911100 8124133 7151456 2 8 6 4 1 311150 5122139 71014
64 4059712210141 3 811615131215104 1 58 7 6 213140 3 911
J P;(X,Y,Z) Abbreviation
0<j<15 XoY®Zz b
16 < j <31 (XAY)V (X ANZ) e
32 <5 <47 (Xv-Y)®eZz Dy
48 < 5 <63 (XANZ)V (Y N-Z) D
64 <5<79 X®(YV-Z2) by
For RIPEMD-128: &7 = 45,,45] = Pp3_
For RIPEMD-160: ¢.L_¢. qf' = Pr9_;
r 517157L+1w~w57L 15 5?’5§+11~~s ?+15

0 111415125 8 7 9111314156 7 9 8 8 9 9111315155 7 7 8111414126
16 7 6 813119 71571215911 71312 913157128 9117 7127 6151311
32 11136 71491315148 136 5127 5 9 715118 6 6 141213 51413137 5
48 1112141514159 8 9145 6 8 6 512155 81114146146 9129125158
64 9155116 813125121314118 5 6 8 5129125146 8136 515131111

3 Related Work

3.1 Converting Pseudo-Preimage Attack to Preimage Attack

Given a hash value Hy, a pseudo-preimage is a pair of (Hy_1, My_1) such that
CF(Hn-1,Mn_-1) = Hyn, and Hy_1 # IV. In n-bit narrow-pipe iterated hash
functions, if pseudo-preimages with appropriate padding string can be generated
with a complexity of 2™, where m < n — 2, preimages can be generated with
a complexity of 9"+l [18, Fact9.99]. Leurent pointed out that constraints of
the padding string can be ignored when we generate second preimages [19].

3.2 Meet-in-the-Middle Preimage Attack

Aoki et al. proposed a framework of the meet-in-the-middle preimage attack
[16]. The attack divides the compression function into two chunks of steps so
that each chunk includes independent message words, which are called neu-
tral words. Then, pseudo-preimages are obtained by performing the meet-in-
the-middle attack, namely, computing each chunk independently and matching
the partially-computed intermediate chaining variables. The framework is illus-
trated in Figure [Il Please refer [I6] for more details such as terminologies and
procedure.

Assume that the first chunk has d; free bits and the second chunk has ds
free bits, where d; < ds. Also assume that each chunk computes d3 bits of
intermediate chaining variables used for the match, where d3 > min(dy, d2) = d;.
In this framework, an attacker computes ds match bits of the first chunk for 29
possible values and store the results in a table. The table is sorted with time 2%
(e.g. Bucket Sort) so that look-up can later be carried out with time 1. Then, for
each of 292 possible values, compute the d3 match bits of the second chunk and
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Fig. 1. Framework of the meet-in-the-mid- Fig. 2. Local-collision approach
dle preimage attack by [14] against RIPEMD

check if they exist in the table. If exist, compute and check the match of the other
n — ds bits with the matched message words, where n is the state size. Using
the 292 computations of the second chunk, 29119293 pajrs whose ds bits match
are obtained. Finally, by iterating the procedure 27~ (41+42) times, a pseudo-
preimage will be obtained. The attack complexity is (241 4 292) . 27— (dit+d2) jp
time, and 2% in memory.

The initial-structure technique proposed by Sasaki et al.[20] is a technique for
this attack framework, which exchanges the positions of two message words in
neighbouring steps. This can increase the search space of neutral words.

3.3 Preimage Attacks on RIPEMD

Since the internal state size of RIPEMD is double of the digest size, a simple
application of the meet-in-the-middle attack for RIPEMD does not give any
advantage. Sasaki et al. proposed an approach using a local-collision to solve
this problem [14], which is depicted in Figure Bl In this approach, the attack
target (steps S1 to S2) is divided into two chunks; S1 to S3 are the first chunk
and S3 + 1 to S2 are the second chunk. The independent computations start
from the middle of CFL and find a match in the middle of CF%. However,
because of the feed-forward operation, the second chunk cannot be computed
independently of the first chunk in a straight-forward manner. To avoid this, [14]
used local-collisions. Namely, the first chunk includes two neutral words, and the
attacker chooses neutral words so that the impact of changing one neutral word
is always cancelled by the other neutral word. This fixes the feed-forward value
to a constant, and thus independent computations can be carried out.

4 New Analytic Tool: Initial-Exchange Technique

In this section, we explain the initial-exchange technique, which exchanges the
message-word positions located in the top of the steps across the right and left
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Fig. 5. Extended initial-exchange 2  Fig. 6. Exchanging addition positions over
a rotation. Top is for the standard initial-
exchange. Bottom is for the partial-bit initial-
exchange.

branches. This technique can be applied to both of RIPEMD-128 and RIPEMD-
160. In this section, we explain the technique based on RIPEMD-128. We intro-
duce the basic concept in Sect. ] and extend the idea in Sect.

4.1 Basic Idea of the Initial-Exchange Technique

We explain the basic idea; how to exchange the positions of m .y and mr ).
The idea is illustrated in Figure Bl In the standard computation, the value of
H;_, is fixed, and we compute CFZ by using MLy and CF® by using MrR(0)-
We transform this computation by exchanging the order of additions so that
the positions of m .z and m r () are exchanged (bottom of Figure []). This
enables us to compute CFY and CF independently for more steps. Note that
the value of H{ used in the feed-forward operation is affected by both of m . )
and mrg), and thus, we cannot fix it until we fix m oy and m,r ). However,
we can still partially compute the feed-forward operation for other variables.

4.2 Extension of the Initial-Exchange Technique

The basic idea only exchanges the messages in the first steps. By consider-
ing absorption properties of 45;; and @JR, we can exchange messages in various
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Table 3. Summary of the initial-exchange technique for RIPEMD-128

Left Right FF effect Conditions comments
(®r) (Pr) for Ml' for M;
My Mo H® — —
M M, H*H* — bo = co
M(') Mo H* H® dy =0 do=1,b1 =1 partial bit condition
M(') M3 H“,Hb dy =0,ds =1dop =0,d; =1,b2 = co partial bit condition
M(') My H* same as right di = 0,ds = 1,b3 = c3
M(') Mg H® same as right di = 0,ds = 1,b3 = c3,
d5 =0,d6 = 1,[)7 =cC7

M; My H"H® by =c —
M; M H* H? b6 = 06 bg = co same condition
On the 1st round (similar on the 4th round)

Left Right FF effect Conditions comments

(PH) (Pc) for M/ for M;

My Mo H® — —

My M; H*.H! — by = 1

Mé Mo H* H® c¢1 =d; bop=0,b1 =1 partial bit condition
Mé Ms Ha,Hb c1 =di1,b2 =0 co =do, by =0, bo =1 partial bit condition
Mé My H® same as right c¢1 =di,d2 =0,b3 =1

Mé Mg H® same as right c¢1 =di, d2 =0, b3 =1,

cs =ds, dg =0, by
M, My, H*H? b,=0c)=1 —
M{ My Ha,Hd b6 = O,cz) =1 bp=1 partial bit condition
On the 3rd round (similar on the 2nd round)

1

positions. Note that the absorption property is the one where the output of
&(X,Y,Z) can be independent of one input variable. For example, the output
of &;(X,Y,Z) = (X ANZ)V (Y AN=Z) can be independent of X by fixing Z to 0.
It is well-known that &g and @; have absorption properties [2].

The first round of CF® uses &;, which has the absorption property. In such
a case, messages words located in the second or latter step can be exchanged.
Figure [l shows an example where M4 and M0’ are exchanged. M is a message
word m g ;) for a branch with the absorption property and M i is ML) for
the other branch.

Moreover, even if @ does not have the absorption property, we may exchange
the message words in a few steps from the initial step. For example, we consider
exchanging message words of the second steps, which is illustrated in Figure Bl
QPJL is @, which does not have the absorption property. Therefore, the impact of
changing the value of M1’ always go through ®&. However, we still can apply the
corresponding transformation by fixing #F as a simple function. In Figure [ we
guarantee that the output of @} is always — M1’ by setting the condition by = c&
and d§ = —M1’. On the other hand, because the corresponding condition bt =
&t also makes the absorption property for @&, we can apply the corresponding
transformation and thus can exchange the positions of these message words.

Note that when we exchange positions of message-word additions over a bit-
rotation, we need to set conditions as shown in Figure [f] in order to avoid the
uncontrolled carry. We confirmed all of our attacks could satisfy this restriction.
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Besides the above two examples, many other extensions of initial-exchange are
possible. Some of such extension, for example the case shown in Figure [§ which
will be explained later, require more complicated analysis to exchange message
words. In several steps of this example, two input variables to @ are changed
depending on different neutral words. It is known that @ used in RIPEMD-128
cannot absorb independent changes of two different input variables, and thus
the initial-exchange cannot be applied directly. To overcome this problem, we
adopt a partial-bit initial-exchange, where only a part of bits in neutral words are
changed so that the active-bit positions of two input chaining variables do not
overlap each other. This enables us to use the cross-absorption property proposed
by Sasaki et al.]20] to absorb the changes of two input variables of @. Finally,
we can exchange message words even in such a complicated case.

Table [3] summarizes the initial-exchange technique applied to each round of
RIPEMD-128. The first two columns show the message words where we exchange
their positions. The third column shows feed-forward variables which cannot be
fixed in advance. We denote by ”"FF effect” such an effect. The forth and fifth
columns list the conditions to set up the absorption properties for &r or &p.

5 Attacks on RIPEMD-128

5.1 Attack on the First 33 Steps of RIPEMD-128

With the initial-exchange technique explained in Sect. @ we attack the first 33
steps of RIPEMD-128. The chunk separation for the first 33 steps is shown in
Figure [l Note that for all attacks in this paper, we searched for the chunk
separations by hand. In this attack, ms is a neutral word for computing CF-
and my is for CFE. The positions of My (o) and myr(5) are exchanged with the
initial-exchange technique, and the last 8 steps of CFL and the last 2 steps of
CF%, in total 10 steps are skipped in the partial-matching phase.

Step 1 3 4 5 6
index L 1 3 4 5 6
h

7 8 9 10 11 12 13 14 15
7 8 9 10 11 12 13 14 15
n

IE first chunk (depends on ma)
indexR5147@9®114136158110312
IE second chunk (depends on mg)

Step 16 17 18 19 20 21 2223 24 é;"j 26 27 é% 29 30 31

index L 7 413 1 10 6 15 3 12 9 5 14 11 8
first chunk (depends on ma) Sklp

index R 6 11 3 7 13 510 14 15 8 1 (2

second chunk (depends on mo) skip

Step 32 33 34 35 36 37 38 39625 41 @ 43 44 45 46 47

indexL 3 10 14 4 15 8 1 13 11 5 12
skip excluded

indexR 15 5 1 3 7 14 6 9 11 12 @ 10 @ 4
skip excluded

“IE” represents that the message positions will be exchanged with the initial-exchange technique.

Fig. 7. Chunk separation for the first 33 steps of RIPEMD-128
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Set up for the initial-exchange technique. Because this attack includes
another neutral word m,r3) in the initial-exchange section, the construction,
especially selection of the active-bit positions of neutral words is complicated.
The details of the construction is shown in Figure B As a result of our by-
hand analysis, we determine that 9 bits (bit positions 23-31) of my and 9 bits
(bit positions 2-10) of mg are active. This avoids the overlap of the active bit
positions for @;, and thus we can absorb the impact of changes of these bits
with absorption or cross-absorption properties [20]. Please refer to Table [ for
conditions to achieve these properties. With this effort, the positions of m ) =
mo and mqr5) = mg are exchanged, hence CFL and CF® can be computed
independently by using 9 free bits of mg and mg, respectively. Note that the
active bits of mo make the 9 bits (bit positions 2-10) of a feed-forward value
H! unfixed. In other words, 23 bits (bit positions 0-1 and 11-31) of H! are
fixed. Similarly, mo makes 9 bits (bit positions 14-22) of a feed-forward value
HY unfixed and 23 bits (bit positions 0-13 and 23-31) of H} are fixed.

Partial-matching phase. Computation for steps 25 to 32 of CF! and 31 and
32 of CF® are performed only partially. Because each neutral word has 9 active
bits, we need to match at least 9 bits of results from each chunk. Details of the
partial-computations are shown in Figure @ We compute 23 bits of di;, 23 bits
of ¢k, and 14 bits of bly in the first chunk. We denote these partially computed
bits in the first chunk by . In the second chunk, we compute 4 bits of di, 11
bits of ck, and 11 bits of by, which are denoted by 3. Note that o and 3 include
15 bit positions in common (4 bits of dig, 5 bits of clg, and 6 bits of bky).

In the computations of a and 3, we often compute the modular additions
without knowing the carry from the lower bit positions. For example in Figure[d]
to compute the bit positions 0-13 and 23-31 of by, we compute the addition of

é d
active = 14-22
2-10 Grrnnnnnannns -
mg -Péﬂ A absorb =

Py PEEETT YL L
1.23-31 10-18

a b d
— cross absorb
-
e,
23-31 10-18

’
N
Mo EF ...... - cross absorb

cross absorb
23-3mummns pusmmnE®

active

23-31

My i

Fig. 8. Construction of the initial-exchange for the first 33 steps of RIPEMD-128
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(23-31) 11-31 (20-31) 11-31

Fig. 9. Partial-match for the first 33 steps of RIPEMD-128

mgo where only bit positions 0-1 and 11-31 are known. In this case, we obtain
two candidates of bit positions 11-31 of the addition results, because we need
to consider two carry patterns from bit positions 10 to 11. The computations
of @ and (8 require such a trick 3 times and 3 times respectively as marked in
Figure @ Hence, the number of pairs where we check the match will increase 2°
times. To filter out these wrong candidates efficiently, we need to check the match
of additional 6 bits of the results from each chunk. (9 bits for the standard meet-
in-the-middle and 6 bits for filtering wrong candidates, in total 15 bits.) Because
it can match 15 bits, our attack can filter out wrong candidates efficiently, and
has the same efficiency as the standard meet-in-the-middle attack.

Attack procedure

1. Fix message words and chaining variables so that the set up for the initial-
exchange technique and the padding for 2-block messages are satisfied. In
the followings, every time we are short of freedom degrees, we go back to
this step and restart the procedure by changing the values fixed in this step.
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2. For 9 active bits (positions 23-31) of mg, compute the first chunk. For each
mg, we obtain 23 candidates of & due to the unknown carry. Hence, we obtain
29 .23 = 212 candidates of «. Store them in a table, and sort the table.

3. For each of 9 active bits (positions 2-10) of mg, compute the second chunk to
obtain 8. For each of mg, we obtain 23 candidates of 3 due to the unknown
carry. For 29 values of mg, we obtain 2° - 23 = 212 candidates of 3.

4. For each (3, check the match of 15 bits described in Figure [ with all ‘a’s
stored in the table.

5. If they match, with the corresponding mg and ms, check the correctness of
the carry assumptions step by step.

6. If all carry assumptions are correct, compute the remaining 128 — 15 = 113
bits and check if all 113 bits will match or not.

7. If all bits match, the corresponding py and message words are the pseudo-
preimage of the given hash value.

Complexity evaluation. Steps [ and [J require 2° computations of the half
of the compression function. Step @ matches the 15 bits of 212 - 212 = 224 pairs
and 224 . 2715 = 29 pairs will remain. In Step [ a pair satisfies all the carry
assumptions with a probability of 276, hence 22 pairs will remain. So far, we
obtain 2% pairs whose 15 bits match. Therefore, by iterating Step B 2'° times,
we will find a pair where all bits match, namely, a pseudo-preimage is obtained.

The complexity of the pseudo-preimage attack is 222119 = 2119 and we need
2'2 memory for Step Bl Note that Step [}l can be performed sequentially, and
thus we do not need 2'> memory. Finally, this pseudo-preimage attack can be
converted to a preimage attack with a complexity of 2''°'**+1 = 21245 by ysing
the conversion algorithm explained in Sect. 3.1

5.2 Attack on Intermediate 35 Steps of RIPEMD-128

To attack intermediate steps, the local-collision approach [14] explained in
Sect. is more effective than the initial-exchange approach. The chunk sepa-
ration for the intermediate 35 steps is shown in Figure[I0] where neutral words
are (mg, mg) and my. We make local collisions in Steps 21 to 25 of CFE. For
the partial-matching, we only activate bit positions 16 to 31 of mg and 5 to 20
of msy.

Set up for the attack. Fix chaining variables between pl; and pk; as shown in
Table M where Cy,Cq,...,C4 are arbitrary fixed values, 0 denotes
0 (=0x00000000), 1 denotes -1 (=0xffffffff), and * denotes a variable that
changes depending on the values of (mg, mg). Compute m15, ms, and mqs with
a equation mz ;) — (bF 3> sb) =k — L (bF, ¢k, dl) —ak, so that the values
fixed in Table [ can be achieved. This equation can be computed without fixing
the value of * due to the absorption property. Now, every time we choose the
value of mg, we can make a local collision by adaptively choosing mg as follows:

mo — (bls >> s§s) — ks — B35 (b5, ks, dis) — ((a) + 5 (b, c5y,dEy) +me +
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Step 1 3 4 5 7 8 9 10 11 12 13 14 15
index L 1 7 8 9 10 11 12 13 14 15

exc ded
index R 5 14 9 @ o4 13 (® 15 10 3 12
excluded ﬁrst chunk
Step 16 17 18 19 20 22 23 24 26 27 29 30 31
indexL 7 4 13 1 10 15 3 12 9 5 14 11 8
local collision fix second chu
index R (6) 11 7 (0 13 1014 15 8 12 4 9 1 é;
ﬁrst chunk skip

Step 32 33 34 35 36 37 38 39 41 44 45 46 47
index L 3 10 14 4 @ @ @ 13 11 5 12
second chun excluded
indexR 15 5 1 3 7 14 @ 9 11 8 12 @ 10 4 13
skip 2nd chunk excluded

Fig. 10. Chunk separation for intermediate 35 steps of RIPEMD-128

Table 4. Set up for the local-collision

J MeL) a] b] c] dL
21 me CoCi1C4 C2
22 mys Co x C1 Ch
23 ms Cl 0 =x Cl
24 mi2 C1 1 0 =«
25 mo * C31 0
26 0 CyCs 1

kL) < sk). With this equation, fix the bit positions 0 to 15 of mg and compute
the corresponding bits of mg so that local-collision can be formed. Then, fix the
values of m;, where 0 < j < 15,5 ¢ {15,3,12,0,2,6}, to randomly chosen val-
ues. Finally, compute the fixed part (p%,...,pL, pk ple, pE, plt) of the attack
target. Store the randomly chosen values and corresponding ply and p&.

Attack procedure

1. Carry out the set up procedure.
2. For all active bits (bit positions 16 to 31) of mg, do as follows.
(a) Compute the values of mg so that the local-collision can be formed.
(b) Compute pﬁ_l — RR(pf,m r(j) for j =9,10,...,30.
(c) Compute the bit positions 0 to 15 of bl by using R31 (p%,m =R (31)) With
fixed bits (bit positions 0 to 4 and 21 to 31) of myr(31) = ma.
(d) Store the values of mg, mg, p%; and the lower half bits of b, in a table.
3. For all active bits (bit positions 5 to 20) of mg, do as follows.
(a) Compute p]];+1 — Rf(pf,me(j)) for j =28,29,...,41,
(b) Compute pf‘Q by using feed-forward equations.
(¢) Compute p — RR( D(ij,mﬁR(j)) for j = 41,40, and, 39.
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Step és 3334 35 36 37 38 39 40 é‘é 42 43 44 45 46 47

index L 1014 4 9 158 1 2 0 6 13 11 5 12
1E rst chunk (depends on m7)
index R 15 5 1 ®1469118 12 2 10 0 4 13
IE second chunk (depends on m3)

Step 48 49 50 51 52 53 54 55 56 59 60 61 62 63
indexL 1 9 11 10 0 8 12 4 13 1514 5 6 2

first chunk (depends on m7) skip
index R 8 6 4 1 11150 5 12 2 13 9 @ 10 14
second chunk (depends on m3) skip

Fig. 11. Chunk separation for the last 32 steps of RIPEMD-128

(d) Compute bit positions 0 to 15 of by by using Rf(fl)(pfﬂ,mﬂﬁ(j))
for j = 38,37,...,32 with fixed bits (positions 0 to 15) of mr(3g) = me.

(e) Check if the computed results (bit positions 0 to 15 of b)) match the
one of the values stored at Step

(f) If they match, compute all values of p% from both chunks with the
corresponding mg, mg, and ms.

(g) If all bits match, the corresponding message words and p; are the pseudo-
preimage of the given output value.

Complexity evaluation. Complexity for the set up part can be ignored be-
cause it is less often repeated. Complexity for Steps 2 and 3 are roughly 2'6
computations of the half compression function, respectively. In the matching
part, we check the match of 216 items of 16 bits stored at Step 2dl and 2'6 items
of 16 bits computed at Step Bdl Therefore, we obtain 2!6 pairs where 16 bits of
plt are matched. Other 112 bits are randomly satisfied. Therefore, by repeating
the above procedure 2112716 = 296 times, we will find a matched pair. The to-
tal complexity is 216 - 296 = 2112 compression function computations. Note that
for Step Rdl we need 2'6 memory. Finally, this pseudo-preimage attack can be
converted to a second-preimage attack with a complexity of 2 5 +1 = 2121,

Note that in the set up procedure using Table [, we can make the freedom
degrees for my5 instead of Cs. This enables us satisfy the padding string located
in may3,m14, and mqs. Therefore, this attack can generate preimages.

5.3 Attack on the Last 32 Steps of RIPEMD-128

We use the initial-exchange technique to attack the last 32 steps of RIPEMD-
128. The chunk separation is shown in Figure [ITl

The form of the initial-exchange used in this attack is exactly the same as
the one in Figure dl Hence we omit the details. Different from the attack for the
first 33 steps, we do not have to use the partial-bit initial-exchange. However,
due to the large number of skipped steps in the partial-matching phase, many
bits of neutral words need to be fixed. In this attack, we make 7 bits (positions
18-24) of mgz and 9 bits (positions 0-3 and 27-31) of my; active. Then, in the
partial-matching phase, we can match 14 bits as shown in Figure Note that
the partial-computation with unknown carry effect is performed 8 times.
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all all all all

-
57 My 2B N: ts that all bit ki
: represents that all bits are unknown
H? = +¢" 44"
L

7-31 4 6
al al al all  all 59 931

. . (i) — g1 L R
6bit match q os | H"=H'"+d_ta_,
all all 0-5 all
. i) — (i-1) L R
8bit match Wy o7 | H=HJ™" +dgtbg,
all all 0-7 0-7
26-%1 17[;22
) — 7y .
Hd 7Hu +b64+L64
all N N 0-14

-1
05 5-9 0-5 o7 aII 014 9-31 all

1831 26-31 24:31
k63L, m, Ef N k63’q, myz 8= o014
24-31
L L R R R
g4 bteq Cloq O L b ey
07, 26-31 N 59 05 all 07,1722 04,2431 931

Fig. 12. Partial-match for the last 32 steps of RIPEMD-128

Attack summary. To avoid the redundancy, we omit the details of the attack
procedure. In summary, the first and second chunks include 7 and 9 active bits,
respectively. During the partial-computation, the number of candidates will in-
crease 28 times, and we can match 14 bits of the results from two chunks. As
a result, with a complexity of 27 4+ 2° half compression function computations,
we will obtain 27t9+8-14 — 210 matched pairs. Then, with a complexity of 210,
we can check the correctness of the carry assumption and 2078 = 22 pairs will
remain. By iterating this procedure 212 times, we will find a pseudo-preimage.
The attack complexity is (§-27+ 5 -2°4210).2112 &~ 2122:39 and we use 2'> mem-
ory (for 27 values of m3, we obtain 2° candidates of ). In this attack, the value of
mas cannot be controlled because we need to fix it to a certain constant value in
order to achieve the absorption property used in the initial-exchange technique.
Therefore, with the conversion algorithm explained in Section Bl this can only
be a second-preimage attack with a complexity of 9 T L o 9126.20

6 Attacks on RIPEMD-160

RIPEMD-160 follows the same structure as RIPEMD-128. However, several dif-
ferent characteristics give influence to the attack strategy. Specifically, the direct
addition of e; to update b;41 increases the resistance against our attacks. In this
section, we first summarize our observations particular to RIPEMD-160.
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Step 1 2 3 4 5 6 7 8 9 101112 13 15

index L 1 2 4 5 6 7 8 9 101112 13 15
first chunk (depends on m14)

index R 5 @ @ 9 2114 13 6 158 1 10 3 12
second chunk (depends on my)

Step 16 17 18 19 20 21 22 23 24 @ 26 27 28 é; 30 31

indexL 7 4 13 1 10 6 15 3 12 9 5 2 11 8
first chunk (depends on miy4 skip excluded

index R 6 11 3 7 13 5 10 @ 15 8 12 4 9 1 2
2nd chunk (depends on my) skip excluded

Fig. 13. Chunk separation for the first 30 steps of RIPEMD-160
Il all

all al
e
=10

all 02 15 31 aH all all
d e

all 0 19 019
) _ g (- R
H, H + ‘330 +ay,

m14:07 28 31 active
m0 : 15 26 active

all all all all all

fied @ b ¢ d 3]
014 =
kys,m, 5 ==
— <=10
: 2 -

all 092231 021531 a(\j

kor,mg —E
i

all

L
ky,m, kom,

Fig. 14. Partial-match for the first 30 steps of RIPEMD-160
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Step 48 49 é% 51 52 53 54 55 56 é’s 58 59 60 61 62 63

indexL 1 9 10 0 8 12 4 13 7 1514 5 6 2
excluded 1E rst chunk (depends on ms3)

indexR 8 6 4 1 @15 05 12 2 13 9 7 10 14
excluded 1E second chunk (depends on mi1)

Step 64 65 66 67 68 69 70 7172 73 75 7T 78 79
indexL 4 0 5 9 7 12 2 1014 1 8 6 15 13

first chunk (depends on mg) ip
indexR 1215 10 4 1 5 8 7 6 2 13 14 0 9 @
second chunk (depends on mi1) skip

Fig. 15. Chunk separation for the last 31 steps of RIPEMD-160

— Due to the addition of e; to b;;1, 3 message words are necessary to form a
local-collision. This makes the local-collision approach inefficient.

— Basic strategy of the initial-exchange technique can be applied to RIPEMD-
160. However, the direct addition of e;, which can be regarded as a function
without the absorption property, makes its extension very hard.

— The number of chaining variables increases from RIPEMD-128. This enables
attackers to skip more steps in the partial-matching phase.

— @ in the first round do not have the absorption property in both sides. This
makes the attack from the first steps harder than RIPEMD-128.

6.1 Attack on the First 30 Steps of RIPEMD-160

The chunk separation for the first 30 steps of RIPEMD-160 is shown in Figure I3l
Due to the difficulties of applying the initial-exchange technique in the first round
of RIPEMD-160, the positions where we can exchange the message words are
limited. On the other hand, we can skip more steps in the partial-matching phase.
As a result, the number of attacked steps reaches 30 steps. In this attack, we
make 12 bits of m14 and 12 bits of mg active. In the partial-matching phase, we
consider unknown carry effects 8 times and match the results in 20 bits, which
results in the same efficiency as the standard meet-in-the-middle attack. Details
of the partial-matching phase is described in Figure [[4l Finally, the pseudo-
preimages can be found with a complexity of 2'® and with a memory of 2'6.
Note that we cannot satisfy the padding because mi4 is a neutral word. Finally,
this attack is converted to a second preimage attack with a complexity of 2155,

6.2 Attack on the Last 31 Steps of RIPEMD-160

The chunk separation for the last 31 steps is shown in Figure We make
12 bits of m3 and 12 bits of mq; active. The initial-exchange construction is
depicted in Figure In the partial-matching phase, we consider the match of
15+ 8 = 23 bits in the feed-forward equation with 5 unknown carry effects. Note
that increasing match bits is possible by considering more unknown carry effects.
However, because this does not impact to the final complexity, we simply match
only 23 bits. Details of the partial-matching phase is described in Figure [I7
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Fig. 16. Initial-exchange for last 31 steps  Fig.17. Partial-match for the last 31
steps

Pseudo-preimages can be found with a complexity of 2'8 and 2!7 memory.
Finally, the attack is converted to a preimage attack with a complexity of 2195,

7 Concluding Remarks

We presented the first results on preimage resistance of RIPEMD-128 and -160.
By using the initial-exchange technique, we discovered the (second) preimage
attacks on the first 33, intermediate 35, and the last 32 steps of RIPEMD-128,
and the first 30 and the last 31 steps of RIPEMD-160.

RIPEMD-128 and -160, have been believed to be more secure than RIPEMD.
This may be true with respect to the collision resistance due to the differences
between CFZ and CFE. However, meet-in-the-middle attacks do not care most
of the components except for the message order, and their security could be the
same level as RIPEMD with respect to the preimage resistance.
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