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Abstract. The implementation approaches of data deduplication sys-
tem divide into several modes including SBA (source-based approach),
ILA (in-line approach) and PPA (post-process approach). Currently, most
commercial systems are implemented and operated in an ILA and PPA
approach, and some researchers have focused on the SBA approach. As
data deduplication systems are widely used, to choose an appropriate
mode considering operation environment becomes more and more impor-
tant than ever. Because the overhead of each mode and resource usage
wasn’t fully studied, in some operating environments, the deduplication
mode can lead to inefficiency and poor performance. In this study, we
propose a data deduplication system supporting multi-mode. The pro-
posed system can be operated in a mode that a user specifies during
system operation, therefore, this system can be dynamically adjusted
under consideration of system characteristics. In this paper, we operate
the proposed system with the SBA, ILA and PPA mode, respectively,
and we present the measurement results with a comparative analysis of
the mode-specific performance and overhead.
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1 Introduction

As the computer technology is rapid and widespread development, most informa-
tion becomes digitalize and the amount of data is rapidly increasing. The amount
of digital data around the world will be about 2052 Exabyte by 2012. Therefore,
efficient data management will be more important and the data deduplication
technique is regarded as an enabling technology. The data deduplication is a spe-
cialized data compression technique for eliminating redundant data to improve
storage utilization. Generally, in the deduplication process, duplicate data is
eliminated, leaving only one copy of the data to be stored, along with references
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to the unique copy of data. With a help of data deduplication mechanism, the
required storage capacity can be reduced since only the unique data is stored.
In practical way, input data is divided into 4KB or more large blocks and given
a hash value for each block. If the hash values are same between blocks, we re-
gard that the blocks are identical. Therefore, before the data blocks are saved to
storage system, we can eliminate duplicate data blocks in a file or between files.
So, the data deduplication technique can be used efficiently on multiple versions
of data such as a backup system. Generally, the functionalities of deduplication
system are composed of hashing, comparing, input/output data blocks, search-
ing and network transmission. The architecture of data deduplication system
varies based on composing mechanism of the functionalities [I]. The deduplica-
tion system is classified as a source-based approach (SBA) and a target-based
approach (TBA). If deduplication function is performed on client, it is classified
into the source-based approach. If the key functionality of deduplication is per-
formed on a deduplication server, it is classified into the target-based approach.
The target-based approach is divided into an ILA and a PPA. In an ILA mode,
the system processes a data deduplication function immediately when it receives
data blocks. On the other hand, in a PPA mode, the system stores data blocks
on the temporary storage at first, and it processes the data deduplication work
if there are enough time and resource to do deduplication work.

The SBA, ILA and PPA are currently implemented several commodity prod-
uct and are widely used. However, there is no concrete result that shows pros
and cons of each method on different environments. For example, if a mobile
user using 3G network tries to transfer a file, the user prefers to minimize net-
work traffic because the user have to pay money for the amount packet data. In
this situation, a SBA mode is suitable for the user, because it reduces network
bandwidth. In addition, each method can cause a degradation and inefficiency of
system resources because the patterns of system resource usage are different. For
example, if the client machine is busy for processing CPU intensive job, then
it prefers deduplication mode that uses less CPU resource. In this paper, we
propose a multi-mode data deduplication system for file server. The proposed
system can dynamically change deduplication mode by user. We measured the
performance of deduplication system by operating SBA, ILA and PPA, respec-
tively. The rest of this paper is organized as follows. In Section 2, we describe
related works about deduplication system. In Section 3, we describe the oper-
ation mechanism of each deduplication mode, SBA, ILA and PPA. In Section
4, we explain the design principle of proposed system and implementation de-
tails for the deduplication system. In Section 5, we show performance evaluation
result for each mode and we conclude and discuss future research plan.

2 Related Work

Venti [2] is a block-level network storage system which is similar to the proposed
system. Venti identifies data blocks by a hash of their contents, because of using
a collision-resistant hash function (SHA1) with a sufficiently large output, the
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data block can be used as the address for read and write operations. The Low-
Bandwidth File System [3] makes use of Rabin fingerprinting [4] to identify
common blocks that are stored by a file system client and server, to reduce the
amount of data that must be transferred over a low bandwidth link between the
two when the client fetches or updates a file.

Zhu et al.s work [5] is among the earliest research in the inline storage dedu-
plication area. They present two techniques that aim to reduce lookups on the
disk-based chunk index. First, a bloom filter [6] is used to track the chunks seem
by the system so that disk lookups are not made for non-existing chunks. Second,
upon a chunk lookup miss in RAM, portions of the disk-based chunk index are
prefetched to RAM. Lillibridge et al. [7] use the technique of sparse indexing to
reduce the in-memory index size for chunks in the system at the cost of sacrific-
ing deduplication quality. The system chunks the data into multiple megabyte
segments, which are then lightly sampled (at random based on the chunk SHA-1
hash matching a pattern), and the samples are used to find a few segments seen
in the recent past that share many chunks. Obtaining good deduplication quality
depends on the chunk locality property of the dataset whether duplicate chunks
tend to appear again together with the same chunks.

DEDE [§] is a decentralized deduplication system designed for SAN clustered
file systems that supports a virtualization environment via a shared storage
substrate. Each host maintains a write-log that contains the hashes of the blocks
it has written. Periodically, each host queries and updates a shared index for the
hashes in its own write-log to identify and reclaim storage for duplicate blocks.
Unlike inline deduplication systems, the deduplication process is done out-of-
band so as to minimize its impact on file system performance. HYDRAstor
[9] discusses architecture and implementation of a commercial secondary storage
system, which is content addressable and implements a global data deduplication
policy. Recently, a new file system, called HydraFS [10], has been designed for
HYDRAstor. In order to reduce the disk accesses, HYDRAstor uses bloom filter
in RAM.

3 Multi-mode Deduplication

In this section, we describe SBA, ILA and PPA that are used on deduplication
system and present the feature of each mode.

3.1 SBA Mode

In SBA mode, data deduplication process is performed in the client side and the
client sends only non-duplicated files or blocks to deduplication server. First,
the client performs file deduplication process by sending file hash data to server.
The server checks file hash data from file hash list on DBMS. Second, if there
is no matching file hash data in the server, the client starts block hashing.
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Fig. 1. The Conceptual Diagram of Deduplication Mode

The client divides a file into several blocks and hashes each block. The list of
hash data is delivered to the server. Third, the server checks duplicated blocks
by comparing the delivered hash data to hash data in the server. The server
makes non-duplicated block list and send to the client. Finally, the client tries
to send the non-duplicated data blocks to the server. In this mode, we can save
network bandwidth by reducing the number of data blocks, therefore it is useful
for a mobile device using 3G network. However, this approach requires more
intensive CPU loads and the client may consume extensive system resource.

3.2 ILA Mode

ILA method performs elimination of duplicated data on server side when data is
transferred from client to server. The client sends backup data to server and the
server process deduplication work on the fly. Therefore, the client should send
enough data blocks for handled in server side. The ILA mode can reduce disk
storage of the system because the system does not need to preserve additional
storage system for temporal data storing. In addition, this mode have decreased
the entire working time by the immediate deduplication work and can save the
DR(Disaster Recovery)-Ready time. However, it has drawback for managing the
server not efficiently when large amounts of clients access to the server and the
CPU resource of the server is all consumed.
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3.3 PPA Mode

This mode performs deduplication work after data is temporary written to the
disk in a server. The server saves the data from the client at first, then it send
all data to deduplication engine for doing deduplication processing. After elim-
inating the duplication data, the server saves only non-duplicated data blocks
to storage. The PPA usually consumes the system resource of a server while
reducing the system resource of the client because all the deduplication work is
processed on the server side. However, it needs additional disk storage for saving
data on a disk. Moreover, DR-Ready time also increase because there are the
gap between backup time and data deduplication.

4 Architecture of the Proposed System

To provide the context for presenting our methods for supporting the multi-mode
and file deduplication, this section describes the architecture of deduplication
system and explains the internal of each mode.

In figure 2, we show the main modules of the proposed system. The dedupli-
cation system are composed of several modules: File Accessing, Data Deduplica-
tion, Data Transfer, File Deduplication, Data Receiving, Data Scheduling, Data
Deduplication, Compressing and DBMS.

File accessing module performs file grouping for efficient file deduplication by
considering disk buffer cache size. If there are too many files to deduplication,
the buffer cache will be busy for handling disk I/O. Therefore, we only treat
enough files by grouping it within the size of disk buffer. With this approach
we can avoid heavy disk I/O traffic. In file deduplication module, duplicated
files are eliminated by using file hash. In client, it creates file hash for the file
group and passes the file hash list to file deduplication module on the server. In
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Fig. 2. The Architecture of the Proposed System
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server, it checks duplicated files by comparing existing file hashes on a DBMS.
The server sends only duplicated file hash list to the client. With this approach,
we can prevent duplicated files are transferring to the server. In data dedupli-
cation module, block-level data deduplication is processed. The system divides
data stream into blocks with chunking function. And then, we can get each data
block hash using hash function such as SHA1, MD5 and SHA256. Generally, a
chunking function can be dived into a fixed length chunking method and vari-
able length chunking method. In our work, we adapted a fixed length chunking
method because it is much more simple and easy to implement. The chunking
size of data block is varying from 4Kbyte to several Mega Byte. In our work,
we fixed 4Kbyte chunking size for increasing the performance of data deduplica-
tion. By choosing small chunking block, we can increase the possibility of finding

Algorithm 1. Multi Mode Algorithm

begin

modeselection «— receivemode();

filededuplication();

if modeselection = SBA then

while eof # null do

hash « receivehash();
check <« checkhash(hash);
sendcheck(check);

if check # false then
continue;

else
receivedata();
end
savemetal();
end
end
if modeselection = ILA then
while eof # (data data < receivedata() ) do
hash < makehash(data);
check <« checkhash(hash);
if check # false then

continue;
else
savedata();
end
savemetal();
end
end

if modeselection = PPA then
data < receivedata();
meta — todisk(data);
dataschedule(meta);
end
end
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duplicated block. Hash retrieval also very important because it causes frequent
comparison, insert and delete operation. So, we adapted a red-black tree data
structure for high performance hash operation. To process file and block dedu-
plication, all the metadata have to be efficiently managed in a database module.
The metadata includes file and block information, file and block hash data, file
and block location, etc. Moreover, each file is composed of several blocks with
and without deduplicated blocks. To build file from blocks, we have to carefully
manage each block index.

4.1 Multi-mode Algorithm for Deduplication

Algorithm 1 shows how to support multi-mode deduplication. First, the server
receives mode information from the client. Second, the server performs file dedu-
plication work, which is a common work regardless of each mode. Third, if the
mode is set to SBA, then the client chunks the data and gets the block set and
creates hash for each block before sending data blocks to the server. After veri-
fying that the hash file is in the server, if server has the hash file then the server
skips the data transferring step. Otherwise the server receives the data from
the client and saves it in the disk. Fourth, if the mode is set to ILA, the server
receives data from client and makes a data hash file by splitting data blocks.
Similar to the SBA mode, it verifies if the hash file is in the server. If the server
doesn’t have the same hash value, the server saves the hash and metadata to the
disk. The server repeats this routine until it receives EOF control message from
the client. Finally, if the mode is set to PPA, the server receives file metadata
from the client until all the data blocks are transferred and it saves the blocks
temporarily into the disk. The server eliminates duplicated files and blocks when
it scheduled to do deduplication work. Algorithm 1 shows the overall steps of
the proposed system.

5 Performance Evaluation

In this work, we implemented the proposed system on Fedora core 9 operating
systems. The hardware platform is equipped with Pentium 4 3.0 GHz CPU,
1024MB RAM, and WD-1600JS(7200/8MB) hard disk. All experiments are per-
formed in the computer with Fedora Core 9. The Client and deduplication server
is under the same hardware. In our experiment, data stream is composed of data
blocks which duplicated rate varying 0, 40, and 80 percentages with 100 MByte
size. 0 percentages means that there is no duplication in data blocks and 100
percentages mean that all of the data are duplicated. We measured the execu-
tion time, CPU resource and network bandwidth on the client and the server.
All experiment is performed 10 times with SBA, ILA and PPA mode.

Figure 3 shows the execution time measurement for each mode. For the client,
PPA is the fast because the client only transfers data to the server without
deduplication work. And the execution time is proportional to the size of data.
ILA shows much more delayed for processing data stream because ILA must
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Fig. 3. Execution Time Analysis for Each Mode

wait until the server finishes deduplication work. We can minimize waiting time
by increasing buffer size in the server. However, spacious buffer size can result
in system performance degrade because physical memory is critical resource
handling large hash index data. The execution time of SBA mode is depending
on duplication rate. If duplication rate is high, then overall execution time will
be decrease because the data transfer time is decreased. For the server, SBA
mode needs small portion of system resource and PPA mode needs much more
system resource. The system with SBA mode process all the hash work in the
client side, therefore the server only store non-duplicated data blocks. However
PPA mode has to do all the deduplication work in the server side, which makes
the system very busy.

In figure 4, top graph show the average CPU load when duplication rate is 40
percentage and bottom table shows that average CPU load when duplication rate
is 0, 40, 80 percentage, respectively. CPU load of the PPA and ILA show almost
same value, 11 percentages, regardless of duplication rate. While SBA mode
shows 31 percentage CPU loads. The reason why CPU load of SBA is higher
than other mode is that file chunking and hashing work is done in the client
mode. For the server, the mode that require higher CPU load is PPA because
PPA mode requires deduplication work and additional disk I/O for processing
temporal data storing. With this experiment, we conclude that if a user want to
fast file deduplication in the client side without delay, then PPA is preferable.
However, if a user wants to minimize CPU load for both the client and server,



86 H.M. Jung et al.

= 50% "

= B Client Average CPU Load
S 45%

o OServer Average CPU Load
6 40%

35%
30%
25%
20%
15%
10%

5%

0%

PPA ILA SBA

Duplication De-dup Client Time Client CPU Server Time Server CPU
Ratio Scheme (ms) Avg(%) (ms) Avg(%)
PPA 9172 11.8 34001 40
0% ILA 16447 11.9 27425 32
SBA 13150 31.6 27000 20.2
PPA 9262 11.9 28396 34
40% ILA 14044 11.8 22505 22.6
SBA 9272 31.6 20794 17.2
PPA 9077 11.9 23105 28.7
80% ILA 10688 13.1 17330 20
SBA 4727 30.9 13873 9.3

Fig. 4. Comparison of Average CPU Load

then ILA mode is a good solution. And if a user want to fast file transfer and
low CPU load for the server, then SBA is the best choice.

6 Conclusion

In this paper, we presented data deduplication system supporting multi-mode
which can dynamically change deduplication mode. Our key idea is to provide
suitable deduplication mode considering system resource and user preference.
We have designed and implemented the multi-mode deduplication server on the
Linux system. We analyzed the performance of SBA, ILA and PPA modes, Ex-
periment results show that PPA can minimize execution time for handling data
deduplication and CPU load for the client. Our result shows that if a user wants
to fast processing for file deduplication with low CPU workload in the client side,
then PPA is preferable. However, if we want to minimize the system overhead
on the server side, we have to use SBA mode. For future work, we will study
how to convert the optimized method to dynamically considering CPU, I/O and
network bandwidth. Moreover, we will design the optimized deduplication mod-
ule providing QoS(quality of service) concept by continuously monitoring server
and client behavior. Also, we believe that energy efficient data deduplication is
useful for smartphone environment in the future.
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