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Abstract. This chapter discusses the contribution of the Internet of Things for
providing a fine-grained information infrastructure within collaborative produc-
tion environments. Such infrastructure makes up-to-date information available to
autonomous objects to render contextual decisions that evolve elemental agility. A
technical discussion illustrates the feasibility of autonomous objects as well as
their possible involvement in the Internet of Things. Additionally, a demonstrator
is described, which exemplifies the effects of autonomous objects on agile proc-
esses within the automotive industry. Concluding, the chapter relevant research
questions in the field of the Internet of Things and collaborative production envi-
ronments are specified.

8.1 Introduction

Market structures underlie a continuous process of change, caused by innovations
of enterprises, technical improvements, new market participants, amendments, or
changes in society’s values. The concerned enterprises need to react to these
changes and need to adapt their services and products in a quick and adequate
manner in accordance with the new market conditions. The rate of market changes
grew steadily over the previous decades, especially due to the improvement as
well as the development of existing and new information and communication
technologies (ICT). Fulfilling the demands of the market is a bigger challenge
than ever before — within very small time intervals a market can change funda-
mentally (Pavlou and El Sawy 2005). The automotive industry can serve as an ex-
ample: within a few years the demand for powerful and fast cars has decreased
significantly, while the customers’ sensitivity for ecological fuel-saving cars has
increased noticeably — that was much faster than the leading automakers had ex-
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pected and taken into account within their product ranges and corporate structures
(Zalubowski 2008). Automotive supply chains are typical collaborative production
environments, in which different companies participate in producing a final prod-
uct. Hence, varying the product range or changing the corporate structure of a cen-
tral supply chain member, like automakers, always affects the processes and struc-
tures of its supply chain partners. The transmission of the need for changes from
partner to partner and the detection of the individual modifications in processes
and structures require a long time. Thus, an improvement of the network-wide re-
action time offers a high potential to save and to strengthen the market position.
To reduce the time gap between the detection of change and the necessary adjust-
ments in production, it is necessary to find technologies and methods which en-
able the production networks to react autonomously for developing an agile sup-
ply chain coordination design.

Potential technologies that can confer this behaviour to collaborative produc-
tion environments are the Internet of Things and autonomous objects (Uckelmann
et al. 2010). The Internet of Things underlies different definitions, but mainly the
term describes the increasing interconnectedness of electronic devices, using a
common information infrastructure. Sometimes the Internet of Things is depicted
as an unclear vision of unknown technologies; but it is neither a future vision,
which is far away like a utopia, nor a technological breakthrough, like the inven-
tion of the radio or television was; it is a realistic prediction of the future conver-
gence of present technological developments, the infrastructural expansion and the
general trend of ubiquitous online accessibility. The future Internet of Things will
use protocols and algorithms which will be based on those we use in the Internet
today; it will just extend the capabilities of a more extensive machine-to-machine
and human-to-machine communication, resulting in a higher number of special-
ised communication participants within the Internet. Autonomous objects are ob-
jects which are equipped with intelligence (small central processing units (CPUs)
and algorithms) to be capable of making contextual routing decisions or handling
activities. Both, the Internet of Things concepts and the autonomous objects, are
complementary. The Internet of Things acts as an infrastructure and helps to real-
ise the new systemic characteristics of autonomy and agility by providing an ob-
ject-oriented information architecture for precise real-time data and ubiquitous
Internet access. When applying the described concepts consequently, several ex-
isting paradigms of production environments are affected. Paradigms like “Just in
Time” are no longer applicable, for instance. Most of the existing paradigms have
in common that they require deterministic environments. Introducing a high de-
gree of freedom leads to non deterministic environments and, as a result, state-of-
the-art methods have to be extended. This contribution investigates the suitability
and cooperation of the Internet of Things and autonomous objects for autonomic
and agile processes in collaborative production environments.

This chapter is structured as follows: Section 8.2 gives an overview of recent
demands of networked enterprises. Following, section 8.3 explains the fundamen-
tal concepts of agility and autonomy. After that, section 8.4 demonstrates the suit-
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ability of the Internet of Things for implementing autonomic and agile production
processes in networked enterprises. Section 8.5 describes the technical require-
ments for fulfilling the new demands in production logistics. A prototypical ex-
ample of a production scenario in which autonomic products are administrating
themselves is given in section 8.6. Section 8.7 derives fundamental research ques-
tions and challenges which arise from the development and potential integration of
the Internet of Things. Finally, in section 8.8 a conclusion and an outlook summa-
rise the results.

8.2 Emerging Challenges of Networked Enterprises

The basic challenges of enterprises are well defined by Porters Five Forces; those
are the rivalry within an industry, the bargaining power of suppliers, the bargain-
ing power of customers, the threat of substitute products and the threat of new en-
trants (Porter 1979). All together create the market environment, which shows an
inherent trend of increasing dynamically, caused by a more comprehensive use of
ICT (more extensive and precise information) as well as of the extension of the
worldwide infrastructure (more efficient and reliable transports/material flows).
Even if markets work by the law of supply and demand, the market participants
influence the market by using many different strategic measures to exploit this law
for their own objectives. They challenge their rivals through product innovations,
strategic partnerships, procedural efficiency, pricing policies, acquisitions or in
exploring new market opportunities (Morgan and Strong 1998). Particularly enter-
prise networks, where the individual enterprises concentrate on their core compe-
tences, are established to evolve synergies and to strengthen their market posi-
tions. However, the more extensive an enterprise network is, the more complex
are control, synchronisation, fault recovery and reorganisation of the overall proc-
ess flow. If the networks are collaborative production environments with a physi-
cal exchange of objects, the process flow is divided into an informational and a
material flow, resulting in combined management, which is even more difficult.
Resuming the example of automotive industry from section 8.1, which also
consists of collaborative production environments, it can be noted that there are
still other components apart from the rivalry of enterprises which can affect the
market conditions. For example, automakers also have to regard changes in cus-
tomer preferences as well as in legal frameworks of different countries/markets.
Due to the financial crisis of 2008 and high fuel prices, the customer preferences
for powerful cars slid, while the concerned automakers did not offer alternatives
(Zalubowski 2008). The situation was intensified by the European Union, which
had enacted more rigorous emission regulations for passenger cars (European Un-
ion 2007), as well as by car scrappage schemes of some countries that were bound
to the purchase of low-emission cars (ACEA 2009). The product range of the con-
cerned automakers did not meet the new demands of the market, which resulted in
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considerable losses in their sales figures and profits and, consequently, partly lead
to bankruptcies (Isidore 2009). Even if the development portfolios of the auto-
makers had contained fuel-saving cars, since their supply chains contain a high
number of partners, a fast adoption of new car models, as a reaction to the new
customer demands, would probably not have had the necessary celerity in terms of
restructuring of material and information flows. Additionally, customers increas-
ingly demand the possibility to influence the design of their ordered cars by cus-
tomising the cars’ configurations. The automakers fulfil this demand by variant
management, which allows the usage of different types of the same component in
production processes, regarding the individual custom order. This also affects pos-
sible process sequences and constitutes an enormous challenge in terms of storage
and scheduling. The demonstrator of the Collaborative Research Centre (CRC)
637% in section 8.6 shows an innovative approach to this challenge.

Another reason why enterprises have to ensure their structural agility is the
necessary preservation of their potential compatibility to other enterprises apart
from their actual partners. In supply chains, a dominating partner often defines the
standards for information and material exchange and beats down the prices as a
result of his absolute monopsony. The exclusive focus on the structures and speci-
fications of the main customer lead to dependencies in the enterprise processes
and can be detrimental, if the enterprise wants to cooperate with new partners,
whose specifications differ from that one of the main customer. Furthermore, in-
corporating a new partner into a supply chain, which is dominated by one com-
pany, also requires its adaptation in structures and processes; this can reduce the
attractiveness of its dedication. Additionally, markets are not longer limited by
country or continental borders. Globalisation has created an international competi-
tion of the cheapest production sites as well as very efficient global logistics pro-
viders so that distances do not play the same important role as before.

Taking these market developments into account, it can be summarised that en-
terprises have to observe and to forecast the market in much more detail than be-
fore — due to global markets and to the more extensive enterprise rivalries, the fre-
quency of changes within the markets have increased. Additionally, focusing on
the main customer leads to dependencies in structures and market activities. These
conditions cause a general new need for agile enterprise structures to strengthen
the systemic characteristic of agility for ensuring a fast and adequate process adap-
tation to new market conditions. For implementing agile enterprise processes and
satisfying the demand for customised products it is not sufficient to have agile
strategies and structures; it is also necessary to give the operational processes the
capability of being agile. One possibility of creating agile processes is given by
the concept of Autonomous Control, which defines autonomous objects that are
able to make their own decisions on the basis of certain information. For the pur-
pose of agile and autonomous processes, the enterprises have to integrate high-
density informational and control networks, which provide extensive real-time
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data and enable fine-grained controlling and objective specification for manage-
ment. This feature can be served by the Internet of Things.

8.3 Fundamental Concepts of Agility and Autonomy

This section gives a detailed description of agility and autonomy, which will be
the arising challenges of modern production and logistical systems.

8.3.1 Agility

While the general linguistic usage relates the term “agility” to the ease of move-
ment or the human behaviour of being quick, light, nimble or mentally alert, agile
manufacturing implies a lot more. A general definition of agility in manufacturing,
out of a market oriented view, is made by Bessant et al.:

“Agility in manufacturing involves being able to respond quickly and effectively to the
current configuration of market demand, and also to be proactive in developing and
retaining markets in the face of extensive competitive forces.” (Bessant et al. 2001)

Another definition by Katayama and Bennett is also market oriented, but more
focussed on the company’s capabilities as well as on the customer requirements:

“Agility relates to the interface between the company and the market. Essentially it is a set
of abilities for meeting widely varied customer requirements in terms of price,
specification, quality, quantity and delivery.”(Katayama and Bennett 1999)

A more comprehensive definition is given by Yusuf et al., who have researched
the drivers, concepts and attributes of agile manufacturing. They perceive the con-
cept of agility as a system with input factors, operating mechanisms and outputs,
and define it as follows:

“Agility is the successful exploration of competitive bases (speed, flexibility, innovation,
proactivity, quality and profitability) through the integration of reconfigurable resources
and best practices in a knowledge-rich environment to provide customer-driven products
and services in a fast changing market environment.” (Yusuf et al. 1999)

Furthermore, the agility can be classified into three levels: macro, micro and
elemental agility. While elemental agility refers to individual resources like peo-
ple, parts or machinery, micro agility denotes the enterprise perspective (Goldman
et al. 1995). Macro agility extends this consideration to enterprise networks and is
suggested by Yusuf et al. For receiving an agile collaborative production envi-
ronment, it is important to note that these levels cannot be optimised separately,
but they are built on each other and they need to be optimised in a harmonic way
(Yusuf et al. 1999).
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In order to develop the systemic capability of agility, an organisation has to
pursue the four core concepts of agile manufacturing, which emanate from a stra-
tegic management perspective (Yusuf et al. 1999; Katayama and Bennett 1999;
Gunasekaran 1998). Figure 8.1 illustrates these concepts; afterwards the core con-
cepts will be described briefly.

Core Competence
Management

Agile
manufacturing

Capability for

Virtual Enterprise Reconfiguration

Knowledge-driven
Enterprise

Fig. 8.1 Core Concepts of Agile Manufacturing (Yusuf et al. 1999)

Core Competence Management comprises all measurements and methods for
saving, intensifying and developing a company’s core competences. Such compe-
tences are all “...skills that enable a firm to deliver a fundamental customer bene-
fit” (Prahalad and Hamel 1990). They are also called the collective knowledge of
an organisation, which mainly means the technological and organisational skills as
well as the know-how of the employees about manufacturing techniques, project
management, communication, product development, etc. The firm’s core compe-
tences should be particularly strong compared to other firms in the same industry.

A detailed understanding of the core competences enables organisations to in-
teract in a Virtual Enterprise. Within virtual enterprises, organisations comple-
ment each other by providing competences which are necessary for their partner’s
production, but missed or outmatched by their counterpart. Participating organisa-
tions are still legally independent and their respective employees, who work for
the virtual enterprise, are still placed in the organisations premises; the co-
operation and communication within virtual enterprises take place by using mod-
ern ICT, mainly the Internet. Hence, usage of the Internet of Things offers an im-
provement of the potential co-operation, since it prolongs the informational range
into the partner organisation. Virtual enterprises are often temporary organisa-
tions, which are built for a special purpose. Due to low effort for building a virtual
enterprise, the possibility of an uncomplicated and flexible concentration of high
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qualified employees as well as the purposeful construction give organisations an
extensive potential for creating agile structures.

The Capability of Reconfiguration is probably the most intuitive one in con-
junction with the term agile manufacturing. It contains the structural and opera-
tional flexibility to shift the enterprise’s focus and realign its business to the
changed market environment. Additionally, it capacitates the enterprise to lead the
way in competition (Yusuf et al. 1999). Realising this competence is a two-step
process with a top-down approach. It starts with the development of a strategic ar-
chitecture that features a corporate wide map of core skills (Prahalad and Hamel
1990), which enables the management to react fast to a necessary change by a
quick identification of the corresponding elements. The second step concerns the
implementation of modern ICT into the operational processes for achieving opera-
tional flexibility; only with executors, who have access to reliable real-time infor-
mation and who receive their commands without delay, the Capability of Recon-
figuration can be achieved.

The concept of the Knowledge-driven enterprise is based on the increasing ac-
ceptance of inimitable knowledge and information as the source of corporate suc-
cess. The owners of this knowledge and information are mainly the employees.
They generate the enterprise’s success by transferring their collective knowledge
into saleable products. To enable an agile enterprise, it is necessary to build up a
knowledge-rich workforce, which is able to react quickly and adequate to the need
for change in structures and products (Yusuf et al. 1999). For that purpose the en-
terprises have to integrate a knowledge management, which tasks are the

e prevention of knowledge loss by employee turnover,
e cxtension of the collective knowledge through further education,
e cxecution of workshops for cross-generation knowledge transfer as well as

e the arrangement of structured knowledge documentation.

The management of an enterprise can use these four concepts as a tool set for
developing agile strategies (Gunasekaran 1998). Due to the difficult prediction of
change they have to be very generic; not until the occurrence of change they will
be instanced and specified by the individual parameters of the situation.

There are two comprehensive suggestions for determining the agility level
reached by an enterprise. The first is from Yusuf et al., who categorised enter-
prises with agile attributes which are grouped in decision domains (Yusuf et al.
1999). Exemplary decision domains are

e competence (attributes: multi-venturing capabilities, developed business prac-
tice difficult to copy),
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e technology (attributes: technology awareness, leadership in the use of current
technologies, skill and knowledge enhancing technologies, flexible production
technology),

e partnership (attributes: rapid partnership formation, strategic relationship with
customers, close relationship with suppliers, trust-based relationship with cus-
tomers/suppliers) or

e market (attributes: new product introduction, customer-driven innovations, cus-
tomer satisfaction, response to changing market requirements).

The second suggestion is from Gunasekaran. He defined agility enablers as
well as corresponding metrics (Gunasekaran 1998). The enablers are

e virtual enterprise formation tools/metrics;

e physically distributed teams and manufacturing;

e rapid partnership formation tools/metrics;

e concurrent engineering;

e integrated product/production/business information systems;
e rapid prototyping tools and

e clectronic commerce.

The objective of this explanation was to describe the concept of agility in
manufacturing process as well as to depict potential starting-points for a support-
able concept integration of the Internet of Things.

8.3.2 Autonomous Control

The idea of Autonomous Control of making decisions and solving problems on the
locality and within the environment where the objects are pending (the context)
enables robust logistic processes. This has a significant impact on generating the
elemental agility, which is immanent for achieving the integrated system agility.

The CRC 637 “Autonomous Cooperating Logistic Processes — A paradigm
Shift and its Limitations” at the University of Bremen, has been analysing
Autonomous Control since 2004. The CRC 637 defines the Autonomous Control
as follows:
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“Autonomous Control describes processes of decentralized decision-making in
heterarchical structures. It presumes interacting elements in non-deterministic systems,
which possess the capability and possibility to render decisions independently. The
objective of Autonomous Control is the achievement of increased robustness and positive
emergence of the total system due to distributed and flexible coping with dynamics and
complexity.” (Hiilsmann and Windt 2007)

The constituents of the definition can be divided into characteristics (autonomy,
heterarchy, decentralised decision-making, interaction and non-deterministic sys-
tem behaviour) and objectives (increased robustness and positive emergence). All
of them are also discussed by Hiilsmann, Windt and Bose (Hiilsmann and Windt
2007, Bose and Windt 2007). For a better understanding of Autonomous Control,
there will be a summary in the following section.

Characteristics

Autonomy describes the ability to make own decisions, independent from any ex-
ternal influence (Probst 1987). For autonomous objects those are mainly decisions
which result in a physical handling activity of themselves. This can be a logistical
decision, like a route or a transport mean or a production decision about the se-
quence of individual process steps like milling before drilling or vice versa.

Heterarchy is a form of a system in which its elements are theoretically on the
same level of power and authority and where there is no entity which permanently
dominates the others (Probst 1992). The elements have just a few relationships of
superordination and subordination, so that controlling mechanisms are mostly
executed by the elements themselves. That means that all system elements have
the same organisational chance to take part in the interactions of the system (Hejl
1990). Thus, a heterarchical system design is closely related to the concept of
Autonomous Control: while Autonomous Control describes the object behaviour,
the heterarchy describes the characteristic of a system which is formed by the be-
haviour of the associated elements.

A heterarchical system with autonomous objects implicates decentralised deci-
sion-making. That means that the decisions on the operative level are not taken by
a central co-ordinating instance, but the decision power is transferred to the ele-
ments themselves. They take contextual decisions between alternative actions on
the basis of the environmental conditions or available information in line with
their instructions and the predefined systemic objectives (Frese 1998). The capa-
bility of decision competence requires the presence of appropriate algorithms and
methods.

Autonomous objects need exchange with their environment (e.g., other objects
or sensors) for gathering crucial information, sending status messages and trigger-
ing actions. For these reasons they have to be capable of interacting with other
system elements for co-operation and co-ordination. The interaction activity is the
successful contact between systems or their elements, which is either intended by
the object itself or induced by receiving a request from another object.

Non-deterministic system behaviour describes the unpredictability of a sys-
tem’s output despite having definite input variables, information about the system



204 M.-A. Isenberg et al.

state as well as knowledge about the systemic transformation rules. Rerunning the
system with identical input variables can cause different output results (Pugachev
and Sinitsy 2002).

A prerequisite for achieving autonomous objects is to implement or to enhance
some kind of intelligence into objects. The concept of the Intelligent Product pur-
sues this approach and enhances products of today by adding competencies to
them. Requirements of Intelligent Products are often verbalised as high level re-
quirements and reflect the demand of autonomous products. McFarlane and Wong
describe the Intelligent Product as a physical and information based representation
of an item (McFarlane et al. 2003, Wong et al. 2002), which:

® possesses a unique identification;

® s capable of communicating effectively with its environment;

e can retain or store data about itself;

e deploys a language to display its features, production, requirements, etc. and

e is capable of participating in or making decisions relevant to its own destiny.

Definitions from Kéarkkéinen et al. (2003) and Venté (2007) reflect very similar
properties of an Intelligent Product. They differ in the perspective from which
they look at the Intelligent Product. While Ventids point of view is a technical and
systemic one, Karkkdinen has a logistics focus. Based in this focus, he describes
the Intelligent Product in a supply chain.

Similar to this, the Internet of Things concept formulates its requirements on
intelligent items, which is highly congruent to the above mentioned description of
Intelligent Products. There are key functionalities that are required to enable the
interaction between items (Fleisch and Thiesse 2008):

e Identification: Objects in the Internet of Things are precisely identifiable by a
defined scheme.

e Communication and Cooperation: Objects are capable to interact with each
other or with resources across the Internet.

e Sensors: Objects can collect information about their environment.

e Storage: The object has an information storage that stores information about the
object’s history or/and its future.

e Actuating elements: Objects in the Internet of Things are capable to act on their
own without having a super ordinate entity.
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e User Interface: Adapted metaphors of usage have to be made available by the
object.

Having in mind the definitions of the Intelligent Product as well as the afore-
mentioned research field of Autonomous Control, in section 8.6 we will come up
with an implemented application of these concepts.

Objectives
As Hiilsmann and Windt explains, the Autonomous Control has two main objec-
tives: increased robustness and positive emergence of the overall system.

The objective of increased robustness is based on the assumption that autono-
mous objects can react much faster to unforeseen events than higher planning and
controlling instances (see also section 8.3.1 in terms of necessary agility in manu-
facturing). The direct concernment within the situation enables the objects to cal-
culate their position and to react in a contextual manner, still in line with their in-
structions. If all incidents were solved by a higher instance, decisions and
instructions would take longer to reach the executors and the system resources
would have to handle a higher fluctuation in the number of objects.

Positive emergence means that the sum of the individual and context dependent
decisions, which are made by autonomous objects, gain a better achievement of
the total system objectives than it can be explained by the behaviour of every sin-
gle element (e.g. lower delivery times and higher adherence to delivery dates)
(Bose and Windt 2007).

Degree of Autonomous Control

The concept of Autonomous Control can be used in different degrees of intensity.
An intuitive criterion for dividing the behaviour of logistical systems into those of
a higher and those of a lower level of Autonomous Control is the proportion be-
tween autonomous controlled and conventional managed objects. But this is a very
abstract criterion, due to the difficulty of deciding whether an object is autono-
mous or not. For a detailed categorisation of the system’s level of Autonomous
Control, Bose and Windt defined an extensive catalogue of criteria in the form of
a morphological scheme, which tries to determine the property values of the over-
all system and the range of the object capabilities. Exemplary criteria are the or-
ganisational structure, the location of storage, the interaction ability or the re-
source flexibility (Bose and Windt 2007).

The consequences of the different degrees of Autonomous Control on the
achievement of the logistic targets are not proportional. That means a higher level
of Autonomous Control does not automatically lead to a better achievement of the
logistic targets; additionally, they also depend on the complexity of the logistics
systems. Philipp et al. showed that the concept of Autonomous Control helps to
achieve the logistics targets within complex systems, but this support just endures
until a specific level of Autonomous Control. If that limit is exceeded, the
achievement of logistic targets will decrease markedly, as the system behaviour
will increasingly resemble a state of anarchy (Philipp et al. 2007).
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The correlation between the characteristics and objectives of Autonomous Con-
trol as well as their impact on agility are summarised in figure 8.2.
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Fig. 8.2 Correlation between Characteristics and Objectives of Autonomous Control

8.4 Enabling Autonomy and Agility by the Internet of Things

Assuming that the runs of individual processes in a collaborative production
environment are built and structured in an agile way (e.g., people are trained to
switch between different activities, or changeability of process sequences is possi-
ble, etc.) and that the processes have a high level of ICT integration, the Internet
of Things can constitute an agility enabler by providing the necessary communica-
tion infrastructure (compare to section 8.3.1). This impact occurs on two different
ways: the managerial and the operational way. Both are shown in figure 8.3.
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The managerial way takes effect about the human as a high level decision
maker. By providing extensive real-time data out of the working environment
through the Internet of Things, filter mechanisms can aggregate the relevant in-
formation and observe thresholds for critical processes, so that responsible persons
receive their individual management status views with important exception mes-
sages. If necessary, the manager can take counteractive measures by using the
Internet of Things as an instruction bearer. Due to the possibility of multidirec-
tional communication, the instructions can reach all people and objects that are
connected to the Internet of Things. An example for an unexpected event with
market evidence is a product recall. After an enterprise has discovered a signifi-
cant deficit within the product quality, it has to initiate several measurements in
terms of its production processes. First of all, it is necessary to stop the current
production of the defective product. While the development department remedies
the products deficit, the management identifies the necessary changes within the
production processes and adjusts the capacities for the reparation of the returning
products. All these steps are supported by the infrastructure of the Internet of
Things. If the product recall concerns an enterprise network, the Internet of Things
demonstrates another advantage: standardised interfaces and protocols; the meas-
urements in terms of the production processes would be the same. In this way the
Internet of Things offers a kind of high-level controlling with shorter delays and
thus enables faster reactions to unexpected events as well as quicker executions.
Hence, agility on the level of enterprises and enterprise networks can be achieved.

The operational way of generating an agile system by the usage of the Internet
of Things is through autonomous objects, operative employees and Internet con-
nected resources. Autonomous objects are characterised by making their own de-
cisions. Those decisions can just result from a reliable, accurate and actual infor-
mation basis. If decision-relevant information is not in the proximity of the
autonomous object, it can use the Internet of Things as an information provider to
contact spatially distributed databases, objects and resources, which are connected
to the Internet of Things architecture. The equipment of the objects with a long-
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range communication module (e.g., mobile communications) would offer another
way to connect spatially separated sources of information, but it is still too expen-
sive in terms of money and energy consumption in relation to the object values
and realisable energy capacities. In contrast, the use of the Internet of Things ar-
chitecture, which is embedded in the objects environment, causes adequate costs
and enables autonomous objects to make decisions on the best available informa-
tion with less energy expenditure for communication. For example, the occurrence
of unexpected events (e.g., missing deliveries) could be automatically detected,
the information could be provided to the autonomous objects for a situation de-
pendent decision (e.g., changing their processing sequence due to missing parts)
by using enterprises’ intranets. There is also the usage of the Internet of Things as
an instruction bearer, e.g., by triggering a handling activity on the autonomous ob-
ject itself, like discharging it on a conveyer.

In this situation, operative employees work in knowledge-rich production envi-
ronments, which are characterised by a high ICT integration within the working
processes. The connection of the work stations to the Internet of Things achieves
that the employees receive all the necessary information on their screens, regard-
ing those product components which are relevant to their job. For example, these
can be job lists with the product components’ status (e.g., position, degree of
completion), the next object individual work step (important in job shop manufac-
turing with a high number of product variants) or safety instructions. If a fast reac-
tion to market changes is required, the management can send decisions concerning
production changes directly to the employees’ work station; employees, who are
trained for changeability, can execute the new instructions instantly in their se-
quence of work. Internet connected resources are able to provide information
about their environment based on a time interval, a threshold or by receiving a re-
quest. A good example is warehouse management. Within a collaborative produc-
tion environment each enterprise owns warehouses and all of them depend on each
other. The Internet of Things enables a permanent, network wide stock manage-
ment and reduces the uncertainty about available goods; reliable data can be used
for a better synchronisation of the processes as well as for a reduction of over-
stocking and understocking for cost savings, thus potentially reducing the bull-
whip effect. Another example is the tracking and tracing of items like tools or
products. The Internet connected resources do not influence the agility directly,
but they provide a data base of reliable and actual information, thus enabling faster
and more adequate reaction to a need for change.

On the operational side the individual non-human resources, which are able to
act autonomously, the trained employees as well as the information transparency,
provided by Internet connected resources, generate the elemental agility.

The influence of the Internet of Things on the agility of collaborative produc-
tion environments can be summarised as an allocation of a close meshed informa-
tion and control network, which obtains decision-relevant data of the participating
objects and humans in real-time and offers an infrastructure for the quick and di-
rect transmission of production instructions by determining the need for change.
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8.5 Technical Requirements for Satisfying the New Demands in
Production Logistics

Using the Internet of Things for optimising collaborative production environments
with an increased autonomy and agility requires the development of hardware and
software. Two main challenges can be derived from this need. First: the whole
Internet of Things needs the ability to handle data from sensors, real-time location
systems and other pervasive technologies available in the future (Thiesse et al.
2009). Second: the economical development and production of software for agents
and hardware, such as sensors, actuators or dynamic material handling equipment.
These challenges need to be coped in order to enter the available data in the Inter-
net of Things and to make them accessible to objects for rendering their own deci-
sions (Fleisch et al. 2005).

Bridging the gap between the real and the virtual world, the Internet of Things
is the technological requirement for achieving an autonomous and agile collabora-
tive production environment. In this environment all objects (whether humans or
machines) can communicate with each other without the need of deliberate man-
ual interaction. Currently, the Radio Frequency Identification (RFID) technology
is penetrating different businesses and thus blazes a trail for the communication
between objects and companies (Fleisch et al. 2005).

The Internet of Things is more than communication, the Internet of Things goes
beyond communication; it equips the individual object with intelligence. This in-
telligence can be placed on the object itself or by representing the object in an IT-
infrastructure, which can be near or far away from the object and which is linked
to the object permanently or temporarily by the Internet of Things. By using avail-
able standard RFID technology, the object can only be identified and linked with
information about the environmental conditions at the locations of the RFID-
interrogators. Until now, the storage and processing of the data, which the object
generates during its lifecycle, could be realised by the usage of IT-infrastructure,
which is not physically linked to the object. The current Electronic Product Code
(EPC) network architecture is designed to store the information an object collects
during its whole lifecycle in IT-systems, which are placed at the supply chain
partners, who have handled the object (EPCglobal 2009).

8.5.1 The Evolution from the RFID-based EPC Network to an
Agent-based Internet of Things

For having a fully capable Internet of Things, every object should have the capa-
bility to process data in order to handle available information and to make deci-
sions based on them, if necessary. This could be done by implementing Software
agents and Multi-Agent Systems (MAS), which are common for implementing
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autonomous and interacting software systems. Agents are autonomous decision
makers acting on behalf of physical objects implemented as a software program
running in an MAS environment. These agents have sensors for perceiving their
environment and actuators to act based on the results of reasoning processes.
Moreover, agents are able to communicate with each other in an MAS to coordi-
nate their actions. This results in an even better target achievement of each agent.
Based on Knirsch and Timm (1999), agents are situated in an environment, act
autonomously, and are able to sense and to react to changes.

In most conventional test scenarios the objects’ agents are just running on
server platforms. That implies the physically linkage of the agents to the objects,
because embedded systems do not have enough computational power for running
agent platforms. In the majority of scenarios the objects are connected to their in-
telligence, which is provided by the agent programs, by attaching unique identifi-
ers, like RFID or barcode tags. These unique identifiers are detected when passing
an RFID interrogator. The aim of a future Internet of Things is having the agents
physically linked to most of the objects - especially the ones where it makes eco-
nomical or strategic sense, like valuable goods or production relevant components.
Moreover, Jedermann and Lang explain that it could be cheaper to attach intelli-
gence to the object, instead of having much communication between the informa-
tion technology infrastructure and the object (Jedermann and Lang 2008). To
achieve this level of autonomy, computational hardware needs to become smaller
and inexpensive, so that even everyday objects could be equipped with intelli-
gence. Based on Moore’s law, Mattern says that in the long term almost every ob-
ject could be equipped with intelligence to run agents on its embedded system
(Moore 1998, Mattern 2005). Not only the computational power is important
when thousands of intelligent objects are produced every day, even economical
and ecological aspects need to be considered. One step towards the production of
cheaper and more environmental friendly tags offers the development of chips
based on polymer electronics technology (CERP-IoT 2009).

Energy Supply for Embedded Devices

In addition to the capability of decentralised computational power, energy supply
is an important topic. Unfortunately, the development of energy supply could not
keep up with the development in processing technologies (Mattern 2005). Never-
theless, the ongoing miniaturisation of integrated circuits (ICs) and the software
development have led to their reduced energy consumption by constant computa-
tional power. But there is still a need for innovative concepts regarding the energy
supply. That does not necessarily mean energy storage; it also means to do re-
search on approaches like energy harvesting. Sources for energy harvesting could
be for example: vibration/motion, temperature difference, light or RF (electro-
magnetic waves). Combined with temporary storages and ultra low power micro
control units these techniques can lead to a new ubiquitous sensor generation for
the Internet of Things (Raju 2008).
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Sensors for Collecting Information

Getting towards the future Internet of autonomous and agile Things, objects need
to have information concerning their present situation. The agents running on IT-
systems, which are physically or remotely linked to the objects, need this informa-
tion for their decision making processes. Typical sensors could detect light, accel-
eration, temperature, their location or humidity (Mattern 2005). Currently, re-
search is investigating new small sensors to analyse even liquids or gases. An
example is the miniaturised gas chromatography system for detecting volatile or-
ganic compounds developed at the Institute for Microsensors, -actuators and -
systems (IMSAS)” at the University of Bremen (Stiirmann et al. 2005). Informa-
tion about fresh products is collected by these small sensors by analysing the air
which surrounds the products. This could be used by the object agents for calculat-
ing dynamic best-before dates. Based on that, approaches like “First Expires First
Out” in supply chains could be implemented in new warehousing concepts for re-
ducing losses due to a bad quality of perishable goods (Jedermann and Lang
2008).

One of the most important pieces of information, which is decision relevant for
intelligent objects, is their location. The reason for this is that the majority of the
objects will be mobile so that the objects themselves need to know about it (e.g., if
the logistical object has reached its destination). Aside from the absolute position,
the relative position might also be of interest. An example is the transport of fresh
fruits: bananas should not be stored next to apples because this would lead to a
fast ripening of the bananas. Currently, positioning systems are big, expensive,
have high energy consumption and do not have the required accuracy. This is go-
ing to change (Mattern 2005). Location-sensing techniques like triangulation,
proximity or scene analysis can be combined with different transmitting technolo-
gies based on radio, infrared light, magnetism, ultrasound or vision for designing
location-aware objects (Hightower and Borriello 2001).

Communication

When the Internet of Things will consist of billions of objects (COMMISSION OF
THE EUROPEAN COMMUNITIES 2009), this will result in extensive network
traffic and will need a high number of network addresses. The communication
needs of intelligent things could not be handled completely by common communi-
cation technologies: on the one hand, wired networks need further development
for handling the increased network traffic over long distances. This will boost for
example, the change from copper wires to fibre optics for long distance communi-
cation. On the other hand, the majority of objects will be mobile within the Inter-
net of Things, so that wireless technologies for short- and long-distance communi-
cation need to be extended and developed further. Hence, technologies like ultra
wide band (UWB), universal mobile communication system (UMTS), Zigbee or
Long Term Evolution (LTE) will have to be even more common. But there will be
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also a demand for special technologies, which consist of cheap components that
are using low level protocols or need very low energy to bridge the gap between
broad band networks and sensor networks. In order to handle all intelligent ob-
jects, being present in the Internet of Things, an address protocol with a wide ad-
dress space is needed. An option is presented by the Internet Protocol version 6
standard (IPv6) for Internet communication (CERP-IoT 2009), which allows 2'%
addresses.

Task Specific Degrees of Object Capabilities

In the future Internet of Things the technological equipment of (autonomous) ob-
jects will differ in its functional range, depending on the context in which the ob-
ject acts as well as on its tasks. In the following, two opposed scenarios will be de-
scribed, nevertheless, a lot more scenarios are possible in between these extremes:

In the first scenario the object presents a swap body with valuable goods inside,
which carries a transponder for its identification, a general packet radio service
(GPRS) module for long-distance communication, an embedded micro-controller
for the agent platform as well as sensors for temperature and position measure-
ment. This full capable object can act autonomously in offline cases and has an
agent replica hosted in the Internet of Things.

The second scenario includes a box, which is used for the transport of low-cost
items in automotive industry. This box is just equipped with a transponder, which
enables its identification for the company’s load carrier management. An agent
could be realised on a server within the Internet of Things, but not on the object it-
self. For receiving corresponding information, it would be conceivable to use the
EPC network to find out more about the identified object. Equipment with only
identification technologies could make sense, especially for linking low price
products to the Internet of Things or for locations without a permanent network
access.

This subsection explained the technological needs to enable an Internet of
Things in collaborative production environments. An overview about the hardware
status, necessary improvements and developments is illustrated in Table 8.1.

Available Necessary Technologies in
technologies improvements development

Identification Barcode, OCR, RFID  RFID needs suitability for ~Polymer electronic
daily use (RFID)

Short distance ~ Zigbee, Bluetooth, Reducing energy consump- Bluetooth low energy,
communication WLAN, UWB, RFID tion, Simplify communica- 6lowpan
tion protocols

Long distance ~ Copper wires, Fibre Expand the availability of LTE, Smart Grid
communication optics, GSM, UMTS  broad band accesses

CPU Standard Silicon Tech- Reducing energy consump- Photonic computing,
nology e.g. ARM, Low tion, Improving environ-  Polymer electronic
voltage CPUs mental friendliness
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Energy supply  Batteries (Lithium Higher energy density, Im- Energy harvesting,
etc.), Capacitors proving environmental Polymer electronic,
friendliness, Extending life Novel batteries (Lith-
time, Fast battery charging ium-metal-air battery),
Resonant energy trans-

fer
Sensors Small variety of minia- Developing more different Miniaturised sensors for
turised sensor types,  sensors, Integration into e.g. gases and enzymes
e.g. temperature, accel- embedded systems
eration

Table 8.1 Capabilities of Autonomous Objects and Their Realisation by Technologies

8.5.2 Agents for the Behaviour of Objects

After describing the hardware which is needed to fulfil the needs of the Internet of
Things, the development status of software technology will be illustrated:

For implementing the Internet of Things in collaborative production environ-
ments with increased autonomy and agility, it is necessary to go beyond standard
centralised software architectures. To attend to this challenge, agent technology
offers a promising approach.

Different agent platforms are available for programming agents, representing
the objects in the Internet of Things. Two platforms which are used at the CRC
637 are the well known JavaAgentDEvelopment framework (JADE) as well as the
Open Services Gateway initiative framework (OSGi) (Jedermann and Lang 2008).
They are theoretically usable, but a wider usage of agents within the Internet of
Things needs improved software for the setting up of agents. In a world of billions
of Internet connected objects, many people, including the consumers, want to have
the possibility to design and develop their agents; hence, the enhancement of the
user-friendliness for agent software is very important (Mahmoud and Yu 2006).

Based on Uckelmann et al. different options are possible for implementing the
agents in the Internet of Things (Uckelmann et al. 2010); the basic idea is using
the EPC network as a standardised and well accepted structure. The already exist-
ing network needs to be extended by the following abilities: the capturing of dy-
namic data, the autonomous processing of data and the integration of intelligent
material handling systems. These ideas are still not implemented. For a realisation
the following questions need to be answered amongst others:

Where will the software agents work?

This is mainly influenced by the available techniques and whether it makes sense
in an economical way to attach intelligence to an object. Based on these premises
it is possible to integrate an agent on central IT-systems at the objects manufac-
turer or on an embedded system, which is physically linked to the object. In-
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between these contrasts, the agent could be implemented on a local IT-system,
which is named Internet of Things Information System (IoT IS). This IoT IS,
which is described by Uckelmann, is hosted at logistical objects like warehouses
or trucks and provides the computation capability for the agents of the logistical
objects inside these objects. This enhanced system, based on the already existing
standards of the EPC network, consist of the Query Interface with data synchroni-
sation capabilities, the Repository that stores data as well as decisions, software-
agents and preference sets, and the Capturing Application. This makes sure that
the generated data is exchanged with the global Internet of Things in a correct and
secure way (Uckelmann et al. 2010). Every option has its pros and cons. The main
differences are whether the object needs network connectivity as well as the price
and complexity of the hardware. In Table 8.2 possible locations for hosting agents
are compared with each other.

Location of proc- Technical require- Pros Cons
ess capability ments at the objects

Central IT-system Object has a unique ID No computational power at ~ No offline decision
the object needed, Permanent possible, Increased
access to agents, Cheap tags network traffic

sufficient
Local IoT IS Object has a unique ID No computational power at ~ Agent has to trans-
the object needed, Cheap tags fer itself to the next
are sufficient, Agent is IoT IS’s
nearby the object
Embedded system Object has a micro Offline decisions are possi- Complex embedded
controller, Sensors and ble, Low network traffic hardware is needed,
network connection Synchronisation

with agent replicas

Table 8.2 Comparison of Possible Hosting Locations in the Internet of Things for Agents

Additionally, figure 8.4 illustrates the two dimensions of an object’s intelli-
gence as well as the physical distance between the object and the location of its in-
telligence and shows some exemplary technology equipments. The rising level of
intelligence by an increasing distance is due to the higher computational power of
central IT and the ability of using more complex algorithms and heuristics.
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Fig. 8.4 An Object’s Intelligence as well as Its Proximity to the Object

Who will be responsible for the agents on the organisational level?

Additionally, the localisation of agents implies questions of data security, product
lifecycle responsibility and other social requirements. It is obvious to leave the
agent in the sphere of the manufacturer. This solution includes the following ad-
vantages:

e [t enables the manufacturer to collect a multitude of data about the lifecycle of
the product, which could be used for product development.

e Moreover, the manufacturer can offer more services by using the data about the
products available through the Internet of Things.

e The users of the product do not need to think about the agent’s hosts.

e The manufacturer can easily refinance the costs for hosting the agent by includ-
ing these costs into the price.

There are still some open issues, like the influence on the customer relation-
ship, legal protection or the already mentioned data security.

Agent Replicas

The exclusive running of the agent on one IT-system or on the object itself
seems impractical. There will be objects, which need both, an agent located on the
object or in an IoT IS next to the object (depends on the functional range of the
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object) and an agent replica continuously connected to the Internet of Things. The
replica is needed if the agent has to make decisions without having network con-
nectivity (e.g., if an object is standing in the corner of a warehouse without Wi-Fi
coverage and needs to make sure being just in time at the customer’s). This will
result in additional challenges. The most important one is how to implement a re-
liable synchronisation of the agents being responsible for the same object (Uckel-
mann et al. 2010). Making objects capable of rendering decisions without being
connected to an agent in the Internet of Things needs some rules which determine
the authority of the agent next to the object to come up with decisions. This is
needed to make sure that both agents responsible for the same object do not make
different decisions.

In terms of the software, there are still some other necessary developments and
open questions, beside the necessary enhancement of the user-friendliness of agent
platforms, the agent location and the authorisation between the object’s agent and
its replica. These are, for example, the energy consumption of embedded devices
(i.e., so that they consume energy depending on the context of the devices) or de-
cision algorithms. A lot of applications should be improved in the near future, but
there is still a long way to implement software agents on every level of product
environments, especially in which real time control is needed.

8.6 Application Field: Automotive Tail-lights — Intelligent
Product

The high complexity of logistics networks makes it more and more difficult to
meet the demands of logistics. Having the right product at the right time at the
right place — this is becoming very challenging with conventional planning and
control methods. Thus, aspects such as agility, flexibility, proactivity and adapta-
bility are in the focal point of the current research. This is done by applying con-
cepts of decentralisation and autonomy on the logistics decision-making process.

These concepts that concentrate mainly on the methodology, require an infor-
mation infrastructure they can rely on. The Internet of Things concept is deemed
to act as an enabling infrastructure for distributing the information to items and
logistics objects. As a future autonomous logistics object, the Intelligent Product is
being introduced. The Intelligent Product will be presented in a production logis-
tics scenario and is capable of acting autonomously through an assembly process.
This assembly process is part of a production scenario designed to investigate the
applicability in the domain of production logistics. The scenario illustrates an
autonomous assembly system for an automotive tail-light. The whole equipment is
tailored to communicate over the Internet, and, as a consequence, we can imagine
extending this scenario in order to consider more than one location of the supply
chain.
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This section reflects an ongoing work on implementing Autonomous Control
methods on logistics systems, specifically in production logistics, where the Intel-
ligent Product plays a central role. The previously mentioned CRC 637 ‘Autono-
mous Cooperating Logistic Processes — A Paradigm Shift and its Limitations’
hosts this work in a technical subproject.

8.6.1 Assembly Scenario

A production scenario is being implemented for investigating the applicability of
Autonomous Control methods in the domain of production logistics. The scenario
illustrates an autonomous assembly system for an automotive tail-light. The
autonomous aspects refer to the decision-making and all related processes of
transport of the components, etc.; the assembly itself is still designed to be a man-
ual task.

The assembly scenario is originally designed to be a flow shop system that does
not allow any flexibility within the sequence of processes. Today, automotive tail-
lights are produced with variant types to meet the customer configuration de-
mands. Due to this fact, variant flow shop systems evolved from the inflexible
systems. However, these systems are still controlled centrally with a limited and
predefined space of variants that are determined and scheduled beforehand. This
realistic scenario was taken as a starting point to derive the introduced scenario
with Autonomous Control by implementing variant types of the finished product
which have to be chosen by the product itself. Figure 8.5 shows the assembly
process and the related parts.
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Fig. 8.5 Assembly Process of the Tail-light

8.6.2 Layout

The scenario consists of six stations; five of them are assembly stations, while one
station is implemented as an input/output station to insert the semi-finished parts
and also to take out the assembled/finished products. The assembly process con-
sists of four stages, which are depicted in figure 8.5. The process starts with the
insertion of the semi-finished metal-cast part into the material-flow system (com-
pare to figure 8.6). The implemented assembly stations correspond to the five-
stage assembly process and are designed to assemble bulbs (coloured and clear),
seals and three types of diffusers.
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Fig. 8.6 Assembly/Production Scenario (Morales Kluge and Pille 2010)

To allow Autonomous Control, potential flexibilities have to be enhanced to
the assembly process. This is realised by allowing the metal-cast parts with in-
process-embedded RFID tags (Morales Kluge and Pille 2010) (basic structure for
the automotive tail-lights) to choose which type variant to target. The variants re-
quire specific parts during the production process.

There are logical constraints that exclude products to choose the next assembly
processes by chance. The currently available and feasible variant as well as the
scheduling to the next assembly step is determined by the implemented decision
methods.

8.6.3 The System

The actual set-up of the assembly scenario at the shop-floor of the Bremer Institut
fiir Produktion und Logistik GmbH (BIBA)®! allows the product to act flexible and
to change the planned route by using the system integrated monorail-switches that
offer multiple paths (compare to figure 8.7). The product has the ability to remain
on the main line or to deviate to a bypass.
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The monorail system works with self-propelling shuttles with a mounting capable
of carrying loads of up to 12kg. It is a modular system and gives the freedom of
future extensions.

Fig. 8.7 The Monorail System (compare to Morales Kluge et al. 2010)
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Fig. 8.8 Shuttles with Intelligent Products (Morales Kluge et al. 2010)

8.6.4 Technological Prerequisites

Hardware Abstraction Layer

The probably utmost important and especially relevant requirement of Autono-
mous Control is the ability of individual logistics entities to access to contextual as
well as environmental data. Thus, the ability to understand and to compute the
data from information sources is the prerequisite to build local decision-making
systems (Hans et al. 2008). For this purpose a “Hardware Abstraction Layer”
(HAL) was used, which was developed for having a structured access to nearly
every hardware component of the system. It represents a layer that accesses hard-
ware through the IP protocol, thus every brick of hardware had to be enabled to
communicate over IP, beforehand. The HAL also takes into account the findings
from the perspective of data integration. This facet goes beyond the usual HAL
concepts but becomes necessary in this heterogonous context. Hans et al. as well
as Hribernik et al. examined this from the point of view of data-integration in
autonomous logistics networks (Hans et al. 2008; Hribernik et al. 2009). It also
gives freedom in terms of future extensions of the system.
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Metal Cast RFID

An automotive tail-light was tailored to be the Intelligent Product for the imple-
mentation scenario which has the feature of having an integrated 125 kHz RFID
tag, enabling the identification of each item. Today’s automotive parts are not
equipped with material inherent Auto-ID Systems. This means that the tag is being
inserted while producing the tail-light in a casting process. Morales Kluge and
Pille describe the objectives of this approach (Morales Kluge and Pille 2010).
They focus on enabling the products to be exactly identifiable and also to be
autonomous from the beginning of their life. Pille also describes how to cope with
related challenges of this engineering process (Pille 2009).

Multi-Agent-System

Even physical objects, which are equipped with Auto-ID technology, have to be
made intelligent somehow. By linking the physical object via their unique identi-
fier (RFID) with an agent system, decision-making processes can be set-up. For
this reason, an MAS, which is based on JADE, is introduced for enabling the iden-
tifiable product to act in a complex network of autonomous objects. The distrib-
uted software agents represent the logistics objects and interact in a standard way,
which is defined by the Foundation for Intelligent Physical Agents (FIPA) (Ge-
hrke et al. 2006; Foundation for Intelligent Physical Agents 2002). The MAS
represents the infrastructure in which decision algorithms can be implemented.

Decision Algorithms
By implementing decision-making algorithms in an MAS environment, physical
objects can be enabled to act autonomously in a network. Such an algorithm is
based on the “Product Type Corridor”. The product moves along this corridor dur-
ing the manufacturing and assembly process (Windt and Jeken 2009). This allows
the Intelligent Product to make decisions online which variant type to choose by
considering its degree of assembly. A decision algorithm becomes necessary when
the order of demanded products changes during the assembly process. The deci-
sion affects also the next possible production steps, which are identified then.
Thus, it is required to analyse the all-up situation, which induces the evaluation of
every operation alternative (Ludwig 1995). This concept is a precondition for go-
ing into decision-making. For this concept a model is used which is able to evalu-
ate multicriterial states. This approach is based on the fuzzy hierarchical aggrega-
tion (Rekersbrink et al. 2007). Exemplary criteria are waiting time at potential
assembly stations, material in stocks of the stations and current customer orders.
The presented implementation is being developed in the course of the CRC
637, which undertakes basic research in the field of Autonomous Control in logis-
tics. The CRC 637 considers technological innovations and rules like Moore’s
Law (Moore 1998), so that this research concentrates on the basic issues logistic
objects have to be aware of. This means, we assume that necessary technological
improvements, like miniaturised processing power, will be available in the near
future. This approach allows us to perform research on topics and create results
that will be applied when technology is available. Thus, we developed, e.g., deci-
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sion methods and customised Multi-Agent-Systems and algorithms for decentral-
ised Autonomous Control of logistics objects by using state-of-the-art Internet
technologies. We always assume that a bigger framework will be available that al-
lows the interaction of objects and allows our developed methods to be imple-
mented in a big network that goes beyond the used Internet infrastructure. The
Internet of Things is deemed to be the complementary part to our research that is
working on enabling objects to communicate, while we perform research on how
to enhance objects with competencies for acting in this totally networked envi-
ronment. The presented implementation shows clearly that merging the Internet of
Things concept with our research findings can create a positive emergence.

8.7 Challenges by Developing the Internet of Things

Before the Internet of Things can unfold its full potentials in collaborative produc-
tion environments (e.g., the connectivity of each electronic device), further scien-
tific research is necessary. This section gives an overview of the general chal-
lenges as well as necessary developments for a full reliable, secure and all
demands satisfying Internet of Things:

Authenticity, Encryption and Integrity of Data

There are already algorithms for the encryption and verification of data in use in
the Internet. It will be necessary to check their transferability to the Internet of
Things. Especially the encryption of object communication needs further research:
symmetric encryption algorithms seem not realistic, due to the necessary exchange
of a common decryption key to all objects. However, the usage of the public key
cryptography, which does not require an exchange of a secret key, claims compre-
hensive computing time — potentially more than autonomous objects can offer or
than their energy capacities can provide.

Authentication

The Internet of Things will be mainly used for the exchange of object bounded
data and instructions. Since the majority of the objects will be non-public objects,
significant amounts of sensitive information and execution power will exist. Ac-
cess to these pieces of information and instruction possibilities need authentication
mechanisms, which ensure the determination of the identity and access authorisa-
tion of the requesting humans or objects. In collaborative production environments
the access authorisation will be very important, due to the enterprise partners, who
are still legally independent and who may be still in competition to each other in
other markets. The rights for reading and execution need a precise definition so
that they can be defined for each single object and resource connected to the Inter-
net of Things. Another option is to design a role model, which can be used for de-
fining the access authorities for groups of users.
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Legal Safety for Data Protection

The data exchange within the Internet of Things will be comprehensive and inter-
national. Partly these data will consist of sensitive information; their protection is
very important for their owners. Existing approaches, which are in use in the
Internet, must be checked as to their adaptability to the scenario of an Internet of
Things. For that purpose further research about the probably content of data as
well as the international cooperation in law is necessary.

Scalability

Billions of objects will communicate across the Internet of Things and will put a
strain on its technical infrastructure (COMMISSION OF THE EUROPEAN
COMMUNITIES 2009). For a reduction of the data throughput, the Internet of
Things needs scalability mechanisms, which enable a data reduction without a loss
of important information. Such mechanisms can be provided by clustering meth-
ods, which have been developed in the research of Wireless Sensor Networks.
However, sensor nodes differ from autonomous objects or intelligent resources
(e.g. movement behaviour, energy supply, objectives) so that further research for
object clustering in the Internet of Things will be necessary.

Billing and Business Model

The development and operation of the Internet of Things infrastructure cause high
costs, which allocation to the beneficiaries have to occur in a comprehensible way,
according to the costs-by-cause principle. Additionally, it is necessary to deter-
mine the monetary value of individual information, which enables the financial
evaluation of the information exchange between objects. This data can be used for
the development of billing models. Furthermore, the Internet of Things will offer
the chance of a wide range of novel business models, which will provide new ser-
vices like the innovation of the Internet did (compare to Amazon, eBay or You-
Tube).

Data Management and Synchronisation

Autonomous objects and intelligent resources are often free in move; they are not
bound to a fixed location partly disconnected from the Internet of Things. For that
reason they need a representing replication which is permanently connected to the
Internet of Things. Another very important question, which has to be answered, is
about the storage location of data, which an agent produces during its whole life.
During the offline time the object can make decisions, gather data or change its
status; there can be also new instructions or objectives, which are sent to the ob-
jects replication. In terms of a previous offline case, the reconnected object re-
quires to synchronise these changes with its replication within the Internet. More-
over, two agents which are responsible for the same object (i.e., within the Internet
of Things/on the object itself) need predefinitions about their competences as well
as their range of authorisation; this will be necessary in order to enable each
agent’s autonomy without being connected to each other and to avoid inconsistent
decisions.



8 The Role of the Internet of Things for Increased Autonomy and Agility 225

Human-to-machine Communication

While machines can communicate to each other very quickly via electronic inter-
faces, humans do not have such interfaces. The communication with humans al-
ways requires an access via senses like visual, acoustic or vibration/mechanical
signals as well as corresponding input possibilities. The Internet of Things will
produce a significant higher degree of human-machine-communication. Especially
autonomous objects, which can be offline and which decisions may trigger a hu-
man activity in their environment (e.g., if a parcel wants to join a truck load and
the employee has to carry it onto the truck), usually are not equipped by a human
communication possibility. For those issues developments in wearable technolo-
gies as well as in the field of dialogues for reaching a quick, understandable and
fault reduced Human-machine-communication will be needed.

Technological Improvements

The main technologies are already available to make the first steps towards the
Internet of Things. But there is still a lot of research necessary to achieve a world
of real autonomous and agile objects, which represent almost every commodity
item in the Internet.

Especially the following improvements are necessary: The energy supply and the
energy consumption of the devices, hosting the agents platforms, need to be im-
proved. This could be done for example by developing energy harvesting tech-
nologies combined with smaller ICs, consuming less energy as well as energy ef-
ficient software algorithms. Moreover, the communication infrastructure needs
two main improvements. On the one hand, broad band is needed almost every-
where to handle the increasing network traffic resulting from the high number of
intelligent objects. On the other hand, wireless communication technologies are
required, which consume less energy and are easily attached to embedded systems
to bridge the gap between moving objects and the cable based Internet of Things.

8.8 Conclusion and Outlook

This chapter attends to the benefits of the Internet of Things for a higher degree of
autonomy and agility in the processes of collaborative production environments.
For that purpose the mutual suitability and synergetic potentials of the concepts of
Autonomous Control and Agility in manufacturing were demonstrated. A discus-
sion about the technical implementation and integration of autonomous objects
into the Internet of Things showed the theoretical feasibility, but also the neces-
sary improvements. The description of the CRC 637 demonstrator illustrated the
potential of a combination of Autonomous Control and a fine-grained informa-
tional infrastructure in realising agility on the elemental level of processes and re-
sources.
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As mentioned before, the Internet of Things is no unrealisable vision; it will
build on the present infrastructure of today’s Internet and will include technolo-
gies which are currently under development. First steps of evolving the Internet of
Things are already in progress, like smartphones, UMTS, LTE, and so on.

Due to the significance of the Internet of Things for globalisation, the research
aspects from section 8.7 should be investigated by international research clusters.
This will help to evolve common standards and methods within the Internet of
Things and will avoid national or continental solos. The research clusters should
unify research institutes and companies from those industries which will mainly
influence the rising trend of an Internet of Things. Collaborative research in step
with actual practice is a promising approach for a wide standardised, accepted and
used Internet of Things.
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