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Abstract. The advancement of information technology has provided the possi-
bility of transmitting and retrieving medical information in a better manner in
the recent years. The secured medical image transmission will help in maintain-
ing the confidentiality of information. Such security measures are highly essen-
tial for multi media data transfer from the local place to the specialist location at
the remote place. This paper devoted to provide a secured medical image en-
cryption technique using duo chaos based circular mapping. The given original
images are divided into blocks and zigzag scanning is performed .To encrypt
the image, chaos based circular shift mapping procedure and scrambling based
on cryptography technique are adopted. The efficiency of the proposed scheme
is evaluated in terms of statistical measures such as cross correlation and
peak signal —to noise ratio (PSNR). It is found that the proposed image encryp-
tion scheme yields better results, which, can be suitably tested for real time
problems.

Keywords: chaotic mapping, image encryption, logistic map, Bernoulli map,
scrambling, medical and tele-radiology.

1 Introduction

Secured communication [12-15],[19-22] plays a vital role in ensuring multimedia
content protection which is of primary importance to military and medical applica-
tions. Although the conventional cryptography techniques introduce various data
encryption schemes, (DES).The scope for better encryption scheme is still to be
explored.
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Recently non-linear chaotic dynamic systems have drawn special attention in pro-
viding valuable security measures. This is due to the fact that the basic ideology of
chaotic system matches with the fundamentals of cryptography. This paper discusses
a novel chaotic mapping technique for the generation of secured key for transmission
and retrieval of medical data for medical applications. The security is assured and
maintained in the sense that the proposed technique adopts the combination of posi-
tion permutation and value transformation DES techniques.

In recent years, the advancement of information technology in biomedicine has
provided the possibility of transmitting and retrieving medical information in a better
manner. For medical applications, secured medical image transmission will help in
maintaining the confidentiality of information. Such security measures are highly
essential for data transfer from the local place to the specialist location at the remote
place. To fulfil such security and privacy needs in various applications, encryption of
images and videos is very important to frustrate malicious attacks from unauthorized
parties. Due to the tight relationship between chaos theory [5] and cryptography,
chaotic cryptography has gain importance in designing image and video encryption
schemes. This paper discusses a novel chaotic mapping technique for the generation
of secret key for transmission and retrieval of medical data for medical applications.
The security is assured and maintained in the sense that the proposed technique adopts
the combination of both position permutation and value transformation.

2 Chaos and Cryptography

The recent research activities in the field of non-linear dynamics and especially on
systems with complex (chaotic) behaviour [5][11] have showed potential applications
in various fields including healthcare. The special characteristics ,such as sensitivity
to initial conditions ,randomness, probability and ergodicity makes chaos mapping as
a potential candidate to analyze security issues.

2.1 Choatic Maps

The chaos streams are generated by using various chaotic maps. In this paper, 1 D
chaotic map is used to produce the chaotic sequence and used to control the encryp-
tion process. In this paper, 1D chaotic map is used to produce the two chaotic
sequences and to control the encryption process. Among the various maps, logistic
map and Bernoulli map are used specifically for generation of chaotic key. Interested
readers refer [6].

3 The Proposed Image Security System

The proposed encryption algorithm belongs to the category of the combination of
value transformation and position permutation. We first define two bit-circulation
functions with two parameters in each function. One is used to control the shift direc-
tion and another is used to control the shifted bit-number on the data transformation.
In this paper, two different types of scanning methods are used and their perform-
ances are analyzed. The images are treated as a 1D array by performing Raster scan-
ning and Zigzag scanning [23, 24].
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Fig. 1. Proposed Chaos based image cryptosystem

Figure 1 shows the typical schematic of the proposed method. The scanned arrays
are divided into various sub blocks. Then for each sub block, position permutation
and value transformation are performed and finally scramble to produce the cipher
image. The sub key is generated by applying the suitable chaotic maps. Based on the
initial conditions, the generated chaotic map are allowed to iterate through various
orbits of chaotic maps. Hence, for each sub block various chaotic sequence patterns
are applied which further increases the efficiency of the key to be determined by the
brute force attack.Then, based on the chaotic system, binary sequence is generated to
control the bit-circulation functions for performing the successive data transformation
on the input data. Eight 8-bit data elements are regarded as a set and fed into an 8 x 8
binary matrix. In the successive transformation on each diagonal elements by using
these two functions, we randomly determine the two parameters used in the functions
according to the generated chaotic binary sequence such that the signal could be trans-
formed into completely disorderly data.

In demonstrating the correct functionality of the proposed signal security system,
we have performed the simulation on the proposed scheme. The following steps car-
ried out for the implementation of proposed chaos based mapping technique. Inter-
ested readers refer [14] the some definitions and parameters used in this paper.

Algorithm

Stepl: Covert 2-D image into 1-D array and then performs a) Raster scanning and b)
Zigzag scanning.

Step2: Consider a block size of 8 x 8 and convert them in to binary values.

Step3: Sub key size is 20 bits, it is extracted from the chaos maps of Bernoulli map.
The Secret key is SEED, which are the initial conditions of the each map. Based on
the initial conditions the chaotic maps are allowed to iterate through various orbits.
Then, based on the chaotic system, binary sequence generated to control the bit-
circulation functions for performing the successive data transformation on the input
data. Given pair of f and f ', the combination of p,gq,r.t,u and s resulting

in the transformation pair may be non-unique which is the secret key.
Step4: Convert the chaotic sub key in to binary values of 20 bits.
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Step5: Each 8x 8-sub block of image pixel values circularly shifted by chaos sequence
generated from maps.

Step6: The Circular shifting of Diagonal as follows

Definition for Circular Shifting of Diagonal pixels:

The Mapping [14,23] ROLR,Z’“ & ROD,Z’Mf — f' is defined to rotate each pixel at

th
the position (X,y) in the image such that k diagonal of f 0<f<, ubits in the up
direction if t equals 1 or u bits in the down direction if t equals 0.
In different combinations of p, q, r, t, u and s, the composite mapping

(X7_g ROLRT®) (= ROLRP) (513 ROLRY™) (1)

Possesses the following three desirable features:

A binary matrix S be transformed into quite different matrixes and different ma-
trixes can be transformed into the same matrix. Given a transformation of pair
fand f' the combinations of p, q, r and s resulting in the transformation pair may

be non-unique.

Since f isan 8 x 8 matrix, the result of circulating diagonal is h bits and of circu-
lating it (kmod8) bits in the same direction. The r and s are assumed to be in the
ranges of 0<7r <7 and0<s<7.

Step7: Perform the encryption based on the chaotic sequence key values, which is
obtained from the orbits of chaos maps iteration.

Step8: Chaos Theory Based Image Scrambling [16] Transformation

For a Gray scale image I of size M x N pixels, we can have an arbitrary chaotic itera-

tion X, 1 = S (1= x(n))wher ex; € R to generate a chaotic sequence of real numbers.

The initial value X is the secret key. The following scheme is applied to scramble and
unscramble cipher image 1.

Step8.1. Let an initial value X; that is associated to the secret key. Let t = 1.

Step8.2. Iterate from O to N - 1 times with the chaotic iteration 8.1, get the sequence
of real numbers {X;, X,, ..., Xy }.

Step8.3. Arrange the chaotic sequence {X;, X,, ... , Xy } in descending order , to get
the sorted sequence {X'|, X5, ..., X'n }.

Step8.4. Determine the set of scrambling address codes {tj, t, ... , ty }, where t; € {1,
2, ..., N }. t;is the new subscript of X; in the sorted sequence {X"|, X5, ... , X'y }.
Step8.5. Permute the k™ column of the cipher image I with permuting address code
{ty, to, ... , ty },namely, replace the #; ™ row pixel with the i row pixel for i from 1
to V.

Step8.6. If k = M, end of iteration. Otherwise, let X; = Xy ,and k = k+1. Repeat the 8.2
to 8.5, to produce double encrypted cipher image data value in 1D form.

Step10: Transform the cipher image 1-Dimension to 2-Dimension.

Step11: Transmit the chaotic sub key via secure channel using public key algorithms.
Step12: Decrypt the cipher image using the same chaotic sub key and SEED.

Step13: Finally, performance analysis is carried out by doing correlation, histogram,
loss and PSNR of the original, encrypted and decrypted image.
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4 Experimental Results

An image size of 256 * 256 (example: X Ray of Chest, knee and human head etc.,) is
considered as plain image and is performed with chaotic map with orbit key. The most
direct method to decide the disorderly degree of the encrypted image is by the sense of
sight. On the other hand, the correlation coefficient can provide the quantitative meas-
ure on the randomness of the encrypted images. General images typically have a higher
degree of randomness associated with both the natural random nature of the underlying
structure and the random noise superimposed on the image. In order to apply the pa-
rameters o and § must be determined according to Step 1. The selection of a and 8
should follow the empirical law. Based on the experimental experience, general com-
binations of a and B can always result in very disorderly results. In the simulation, o =
2 and B = 2 are adopted in Step 1. The initial conditions of chaotic maps used are,
f(x)=0.5 for Bernoulli map . The offset values for producing various orbits are chosen
to be very less than the initial conditions. The visual inspection of Fig. 2 shows the
possibility of applying the algorithm successfully in both encryption and decryption. In
addition, it reveals its effectiveness in hiding the information contained in them.

Fig. 2. (a) Original  (b) Cipher image (c) Cipher image d) Decrypted image
Image with Maps &Scrambling

To prevent the leakage of information to an opponent [10][15], it is also advanta-
geous if the cipher image bears little or no statistical similarity to the plain image. An
image histogram illustrates how pixels in an image are distributed by graphing the
number of pixels at each intensity level. We have calculated and analyzed the histo-
grams of the several encrypted images as well as its original images that have widely
different content. One typical example among them is shown in Fig. 3(b). The histo-
gram of a plain image contains large spikes. The histogram of the cipher image as
shown in Fig. 3(d), is uniform, significantly different from that of the original image,
and bears no statistical resemblance to the plain image. It is clear that the histogram of
the encrypted image is uniform and significantly different from the respective histo-
grams of the original image and hence does not provide any clue to employ any statis-
tical attack on the proposed image encryption procedure.

Fig. 3. a) Histogram of original image
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Fig. 3. b) Histogram of cipher image

In addition to the histogram analysis [16, 18, 21], we have also analyzed the correla-
tion between two vertically adjacent pixels, two horizontally adjacent pixels and
two diagonally adjacent pixels in plain image and cipher image respectively. The
procedure is as follows: First, randomly select 1000 pairs of two adjacent pixels
from an image. Then, calculate their correlation coefficient using the following two
formulas:

cov(x, y)

T b () D (o) @)

Fig. 4 shows the correlation distribution of two horizontally adjacent pixels in plain
image and cipher image for the all image. The correlation coefficients are 0.9905 and
0.0308 respectively for both plain image and cipher image.

St e et ey e 4t met o s e s pst

4 8 E & & W ®

Fig. 4. Horizontal, vertical and diagonal correlation of plain and cipher image

The correlation coefficients [15, 18, and 21] of various maps are calculated and
they are compared with each other. The comparison table for various plain images,
various cipher images and various maps based on the correlation coefficient are given
in the Tables 1-3.
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Table 1. Horizontal, Vertical & Diagonal Correlation of Cipher Image

Original Horizontal Vertical Diagonal Cipher image
Image Correlation  correlation  Correlation  with Maps and
scrambling
Knee 0.2254 0.4400 0.0012 -0.00070115
Chest -0.0515 -0.0241 -0.0084 0.00010436
Human Head 0.5930 0.5759 -0.0646 -0.00094391

The correlation coefficient is found for the various directions of scanning patterns
employed and the tabulated in the Table 4. The observation shows that the zigzag
scanning is more efficient than the raster scanning. In addition, cipher image with
multiple maps are more resistant to crypt analyst attacks.

Table 2. Horizontal Correlation Co - efficient for Raster Scanning and Zigzag Scanning

IMAGE Raster Scanning Zigzag Scanning
Knee 0.0539 -0.00139
Chest -0.0535 -0.00590

Human Head 0.0174 -0.0023

Table 3. Correlation Co - efficient in Plain image and Cipher Image

Direction of Plain Cipher image Cipher image with
Adjacent image using Bernoulli Maps and
Pixels map scrambling
Horizontal 0.9670 0.0781 0.00887
Vertical 0.9870 0.0785 0.00923
Diagonal 0.9692 0.0683 0.00893

Sensitivity Analysis

In differential attacks, to test the influence of one-pixel change on the whole image
encrypted by the proposed algorithm, two common measures are used: Number of
Pixels Change Rate (NPCR) [12, 13, 18, 19, 21and Unified Average Changing Inten-
sity (UACI) [12, 18, 19, 21].

For, higher security, more difference between cipher images is expected. Number
of pixel change rate (NPCR) means the number of pixels changed in the cipher image
when only one pixel value is changed in plain-image. The larger the NPCR is, the
higher sensitivity in the plain image has and the more difficult the system’s security
against differential attack. Let two ciphered images, whose corresponding plain im-
ages have only one pixel difference; be denoted by CI1 and CI2.Label the grayscale
values of the pixels at grid (i,j) in CI1 and CI2 by C I(i,j) and CI(i,j), respectively.
Define a bipolar array D, with the same size as images CI1 and CI2. Then, Diff(i,j)is
determined by CI1(i,j) and CI2(i,j), namely, if CI1(i,j) =CI2(i,j) then Diff(i,j) = 1;
otherwise, Diff(i,j) = 0.
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The NPCR [12, 13, 18, 19, 21] is defined as

X ;. Dboiff Ci, o j)
N P CR = te J x 100 % 3)
W x H

Unified average changing intensity (UACI) means changing intensity of the corre-
sponding pixels of the plain image and cipher image. The larger the UACI is, the
more resistant to the differential attack the encryption scheme.

The UACI [12, 18, 19,21] is defined by:

1
U(‘Alzi{i,.j

c 11 . ) - C 1 2 B
i i . i J):ixloo%

W ox H 25 s (4)
Table 4. NCPR AND UACI FOR Cipher Image
IMAGE NPCR UACI
Knee 99.993896 -0.000772
Chest 99.843402 -0.00546492
Human Head 98.430901 -0.00839120
PSNR [18, 21] of encrypted image and original image is computed as follows
e I<1<gz] alx< j < n {[} "'I}}
P SN R = 10 log, g = - = ; 5 (5)

11 M=
M=

A isj- P i)

Where h and w are the width and height of original image, while pij and pij are pixel
values of encrypted image and original image respectively. In the proposed scheme,
higher the visual quality of the cipher image is, the less the number of changed pixels
will be, and the larger the value of PSNR will be and it is around 9.3158 for the
chest image, 9.0061for the knee image and 9.2709 for the head image.

5 Conclusions and Future Scope

In this paper, a novel chaotic mapping encryption scheme for the transmission of
medical images is proposed. To protect the medical information, Bernoulli and logis-
tic chaos mapping has been used to generate the secret key. Statistical analysis such as
correlation, PSNR, NPCR and UACI where used to evaluate the performance of the
proposed scheme. It can be seen from the experimental that the chaos based encryp-
tion scheme provides better results and can be tested for real — time problems.
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