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Abstract. Web mining is an application of data mining technologies for huge
data repositories. Before applying web mining techniques, the data in the web
log has to be pre-processed, integrated and transformed. As the World Wide
Web is continuously and rapidly growing, it is necessary for the web miners to
utilize intelligent tools in order to find, extract, filter and evaluate the desired
information. The data preprocessing stage is the most important phase in the
process of web mining and is critical and complex in successful extraction of
useful data. The web log is incremental in nature, thus conventional data pre-
processing techniques were proved to be not suitable as they assume that the
data is static. The web logs are non scalable, impractical and are distributed in
nature. Hence we require a comprehensive learning algorithm in order to get the
desired information.

This paper introduces an intelligent system, capable of preprocessing web
logs efficiently. It can identify human user and web search engine accesses
intelligently, in less time. The system discussed reduces the error rate and im-
proves significant learning performance of the learning algorithm. The work
ensures the goodness of split by using popular measures like Entropy and Gini
index. The experimental results proving this claim are given in this paper.

Keywords: ISWUP, Human user accesses, Search engine accesses, session
identification.

1 Introduction

Web mining is an application of data mining technology for huge web data reposito-
ries. The web mining can be used to discover hidden patterns and relationships with in
the web data. The web mining task can be divided into three general categories,
known as Web Content Mining, Web Structure Mining and Web Usage Mining.

The general process of web mining includes (i) Resource collection: Process of ex-
tracting the task relevant data, (ii) Information pre processing: Process of cleaning,
Integrating and Transforming of the result of resource collection, (iii) Pattern discov-
ery: Process of uncovered general patterns in the pre process data and (iv) Pattern
analysis: Process of validating the discovered patterns.
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(i)Resource collection: The conventional data mining techniques assumes that the
data is static, and is retrieved from the conventional databases. In web mining tech-
niques the nature of the data is incremental and is rapidly growing. One has to collect
the data from web which normally includes web content, web structure and web us-
age. Web content resource is collected from published data on internet in several
forms like unstructured plain text, semi structured HTML pages and structured XML
documents.

(ii)Information pre processing: In conventional data mining techniques informa-
tion pre processing includes data cleaning, integration, transformation and reduction.
In web mining techniques the information pre processing includes a) Content pre
processing, b) Structure pre processing and ¢) Usage pre processing. Content Preproc-
essing: Content preprocessing is the process of converting text, image, scripts and
other files into the forms that can be used by the usage mining. Structure Preprocess-
ing: The structure of a website is formed by the hyperlinks between page views. The
structure preprocessing can be treated similar to the content pre processing. Usage
Preprocessing: The inputs of the preprocessing phase may include the web server
logs, referral logs, registration files, index server logs, and optional usage statistics
from a previous analysis. The outputs are the user session files, transaction files, site
topologies and page classifications.

iii)Pattern discovery: All the data mining techniques can be applied on preproc-
essed data. Statistical methods are used to mine the relevant knowledge.

iv)Pattern analysis: The goal of pattern analysis is to eliminate the irrelative rules
and to extract the interesting rules from the output of patterns discovery process.

As the World Wide Web is continuously and rapidly growing, it is necessary for users
to utilize intelligent tools in order to find, extract, filter, and evaluate the desired in-
formation and resources.

This paper introduces an Intelligent System Web Usage Preprocessor (ISWUP),
which works based on a learning algorithm. The main idea behind ISWUP is to sepa-
rate the human user accesses and web search engine accesses of web log data. This
ISWUP acquires the knowledge from the derived characteristics of web sessions. It
discards the web search engine accesses from the web log.

This paper is organized as follows. In section 2, we described related work. In next
section 3, we introduced the overview of proposed work. In subsequent section 4, we
expressed the study of theoretical analysis. In section 5, the experimental analysis of
proposed work is shown. Finally in section 6 we mention the conclusions.

2 Related Work

Many of the previous authors are expressing the importance, criticality and efficiency
of data preparation stage in the process of web mining. Most of the works in the
literature do not concentrate on data preparation.

Myra Spiliopoulou [1] suggests applying Web usage mining to website evaluation
to determine needed modifications, primarily to the site’s design of page content and
link structure between pages. Such evaluation is one of the earliest steps, that adaptive
sites automatically change their organization and presentation according to the prefer-
ences of the user accessing them. M. Eirinaki and M. Vazirgiannis.[2] proposed a



An Intelligent System for Web Usage Data Preprocessing 483

model on web usage mining activities of an on-going project, called Click World,
that aims at extracting models of the navigational behavior of users for the purpose of
website personalization. However, these algorithms have the limitations that they can
only discover the simple path traversal pattern, i.e., a page cannot repeat in the pat-
tern. To extract useful web information one has to follow an approach of collecting
data from all possible server logs which are non scalable and impractical. Hence to
perform the above there is a need of an intelligent system which can integrate, pre
process all server logs and discard unwanted data. The output generated by the intelli-
gent system will improve the efficiency of web mining techniques with respect to
computational time.

3 Overview of the Proposed Work

The web usage mining is a task of applying data mining techniques to extract useful
patterns from web access logs. These patterns discover interesting characteristics of
site visitors. Generally the web access logs are incremental, distributed and rapidly
growing in nature. It is necessary for web miners to utilize intelligent tools / heuristic
functions in order to find, extract, filter and evaluate the desired information.

Before applying web mining techniques to web usage data, the web usage resource
collection has to be cleansed, integrated and transformed. To perform the same first it
is important to separate accesses made by human users and web search engines. Web
search engine is a software program that can automatically retrieve information from
the web pages. Generally these programs are deployed by web portals. To analyze
user browsing behavior one must discard the accesses made by web search engines
from web access logs. After discarding the search engine accesses from web access
logs, the remaining data are considered as human accesses.

3.1 Intelligent Systems

The intelligent system takes the raw web log as input and discards the search engine
accesses automatically with less time. It generates desired web log consists of only
human user accesses. The web log preprocessing architecture shown in Figure 1.
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Fig. 1. Web log preprocessing architecture
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3.1.1 Types of Intelligent Systems

The intelligent systems can be broadly categorized into server side intelligent systems
and client side intelligent systems. The client side heuristic functions are further cate-
gorized into resource collection and information pre processing heuristic functions.
The present paper introduces a learning heuristic function to separate human accesses
and web search engine accesses from web access logs as a primary step of pre proc-
essing of web log data.

3.1.2 Working of ISWUP

The main goal of ISWUP is to separate the human user and search engines accesses.
To perform this task any intelligent system requires a learning capability. Any intelli-
gent system acquires the knowledge from the knowledge base, where knowledge base
is a “set of related facts”. All the records in the web access logs are taken as testing
data. Derived attributes from web logs can be considered as characteristics, which
separate human user and web search engine accesses.

Total pages, inner pages, total time spent, repeated access, get, post and so on are
called derived attributes. The derived attributes can be taken as a set of facts and form
a knowledge base. This knowledge base can be used as training data to the ISWUP.
The web usage pre processing includes cleansing, user identification, session identifi-
cation, path completion and formatting. The raw web usage data collected from dif-
ferent resources in web access log includes IP address, unique users, requests, time
stamp, protocol, total bytes and so on as shown in Tablel.

Table 1. Sample web log

S.No | IP Address | Unique Users | Requests Time Stamp Protocol Total Bytes

To label the web sessions the ISWUP takes the training data as characteristics of
session identification. A web session is a sequence of request made by the human user
or web search made during a single visit to a website. This paper introduces a learning
tree known as ISWUP to accomplish above task.

The ISWUP learning tree consists of root node, internal node and leaf of terminal
node. A root node that has no incoming edges and two or more outgoing edges. Any
internal node has exactly one incoming edge and two or more outgoing edges. The
leaf or terminal node each of which has exactly one incoming edge and no outgoing
edges. In ISWUP learning tree, each leaf node is assigned with a class label. The class
labels are human user access session and web search engine access sessions. The root
node and other internal nodes are assigned with the characteristics of the session. The
ISWUP learning tree works on a repeatedly posing series of questions about the char-
acteristics of the session identification and it finally yields the class labels.

3.1.3 Modeling of ISWUP

The ISWUP learning tree can be constructed from a set of derived attributes from
knowledge base. An efficient ISWUP learning tree algorithm has been developed to
get reasonably accurate learning to discard web search engine accesses from web log
accesses. The algorithm is developed based on the characteristics of session.
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Based on the tree traversal there are two notable features namely depth and breadth.
Depth determines the maximum distance of a requested page where distance is meas-
ured in terms of number of hyperlinks from the home page of website. The breadth
attribute determines the possible out comes of each session characteristics. The pro-
posed model suggests the following characteristics to distinguish human user accesses
and web search engine accesses.

s Accesses by web search engine tend to be more broad where as human accesses
to be of more depth.

s Accesses by web search engines rarely contain the image pages whereas human
user accesses contain all type of web pages.

s Accesses by web search engines contain large number of requested pages where
as human user accesses contain less number of requested pages.

s Accesses by the web search engines are more likely to make repeated requests for

the same web page, where as human users accesses often make repeated requests.

3.1.4 Algorithm for Intelligent System ISWUP
TreeExtend(DA, TA)

If ConditionStop(DA, TA) = True then

TerminalNode = CreateNewNode( )
TerminalNode.Label = AssignedLabel(DA)

Return TerminalNode

Else

Root = CreateNewNode( )

Root.ConditionTest = DeriveBestSplit(DA, TA)

Let V ={v /v is a possible outcome of ConditionTest()}
For each v € V do

10: DA, ={da/Root.ConditionTest(da) = v and d € DA}
11: Child = TreeExtend(DA, TA)

12: Add Child as descendant of root and label the edge as v
13: End for

14: End if

15: Return root

SR A S

The input to the above algorithm consists of Training data DA and Testing data TA.
The algorithm works by recursively selecting DeriveBestSplit( ) (step 7) and expand-
ing the leaf nodes of the tree (Step 11 & 12) until condition stop is met (Stepl). The
details of methods of algorithm are as follows

CreateNewNode( ): This function is used to extend the tree by creating a new
node. A new node in this tree is assigned either a test condition or a class label.

ConditionTest( ): Each recursive step of TreeExtend must select an attribute test
condition to divide into two subsets namely human user accesses and search engine
accesses. To implement this step, algorithm uses a method ConditionTest for measur-
ing goodness of each condition.

ConditionStop(DA, TA): This function is used to terminate the tree extension
process by testing whether all the records have either the same class label or the same
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attribute values. Another way of stopping the function is to test whether the number of
records have fallen below minimum value.

AssignLabel ( ): This function is used to determine the class label to be assigned
to a terminal node. For each terminal node t, Let p(i/t) denotes the rate of training
records from class i associated with the node t. In most of the cases the terminal node
is assigned to the class that has more number of training records.

DeriveBestSplit( ) : This function is used to determine which attribute should be
selected as a test condition for splitting the training records. To ensure the goodness
of split, the Entropy and Gini index are used.

3.1.5 Example for ISWUP

The main idea of ISWUP is to label the human user accesses and search engine ac-
cesses separately. The intelligent system acquires the knowledge from the derived
characteristics of web log as shown in Table 3. Using ISWUP algorithm the derived
characteristics are assigned to root node and intermediate nodes of the tree as shown
in figure 2. The leaf nodes are labeled with human user or search engine accesses.

Table 2. Example of web server log

Unique

No IP Address Users Requests | Time Stamp Protocol Total Bytes
1 125.252.226.42 1 4 11/22/2009 12:30 HTTP\1.1 14.78 MB
2 64.4.31.252 1 69 11/22/2009 13:00 HTTP\1.1 782.33 KB
3 125.252.226.81 1 41 11/22/2009 13:30 HTTP\1.1 546.71 KB
4 125.252.226.83 1 19 11/22/2009 14:00 HTTP\1.1 385.98 KB
5 125.252.226.80 1 20 11/22/2009 14:30 HTTP\1.1 143.44 KB
6 58.227.193.190 1 18 11/22/2009 15:00 HTTP\1.1 108.99 KB
7 70.37.129.174 1 4 11/22/2009 15:30 HTTP\1.1 86.66 KB
8 64.4.11.252 1 2 11/22/2009 16:00 | HTTP\.1 | 52.81 KB
9 208.92.236.184 1 17 11/22/2009 16:30 HTTP\1.1 32.13 KB
10 4.71.251.74 1 2 11/22/2009 17:00 HTTP\1.1 25.82 KB

Table 3. Example of Characteristics / Derived Attributes
Derived Attribute Description
Total pages Total pages retrieved in a web session
Image pages Total number of image pages retrieved in a web session
Total Time Total amount of time spent by website visitor
Repeated access The same page requested more than once in a web session
Error request Errors in requesting for web pages
GET Percentage of requests made using GET method
Breadth Breadth of the web traversal
Depth Depth of the web traversal
Multi IP Session with multiple IP addresses
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Fig. 2. Example of Learning Tree

3.2 Path Completion

Path completion is process of adding the page accesses that are not in the web log but
those which be actually occurred. A mechanism is developed to infer the missing
pages and generate the time stamp for missing pages.

4 Theoretical Analysis

The learning performance of any algorithm is proportionate on the training of algo-
rithm, which directly depends on the training data. As testing data is continuously
growing the training data is also continuous. Hence to estimate the training data one
can use predictive modeling technique called regression. The goal of regression is to
estimate the testing data with minimum errors.

Let S denote a data set that contains N observations,

S={(D,,T)/i=123,...N}

Suppose to fit the observed data into a linear regression model, the line of regression
DonTis

D=a+bT ey

Where a and b are parameters of the linear model and are called regression coeffi-
cients. A standard approach for doing this is to apply the method of least squares,
which attempts to find the parameters (a, b) that minimize the sum of squared error
say E.

E=)(D,—a-bT)’ @)

i=1

The optimization problem can be solved by taking partial derivative of E w.r.t a and
b, equating them to zero and solving the corresponding system of linear equations.

E

—=0 = Zn:Dizna+bZn:ti (3)
aa i=1 i=1
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L. Zn:Diti zaiti+biti2 )
ob i=1 i=1 i1

Equations (3) and (4) are called normal equations. By solving equations (3) and (4)
for a given set of D;, T; values, we can find the values of ‘a’ and ‘b’, which will be the
best fit for the linear regression model. By dividing equation (3) by ‘N’ we get

D=a+bt (5)
Thus the line of regression D on T passes through the point (l_) ,T)

1 ¢ —=
We can define, i, = Cov(D,T) = —z DT, - DT

nog
:%ipiz — u, +DT ©)
P
Also %ZD,.2 =6 +D %)
From equations (4), (6) and (7) we get
i, +DT =aD+b(c,>+D") ®)

And on simplifying (8), we get

H

u, =bo,  =>b="4 ©)
O-d

b is called the slope of regression D on T and the regression line passes through the

point (D, T ). The equation of the regression line is

D-D=bT-T)=21(-T)
O-d
p-D=r24-T)
O-l

R O' —
=D=D+r—4(T-T) (10)
o

1

The linear regression coefficient ‘r’ is used to predict the error between testing data
and training data. The learning performance can also be expressed in terms of training
error rate of the learning algorithm. The training error rate is given by the following
equation,
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. Number of wrong characteristic definitions
Training Error Rate =

Total number of characteristic definitions

S Experimental Study

The experiments are conducted on one day web log data. The results are analyzed and
are shown in Figure 3. The error rate between the testing data and training data is
almost minimized and is found to be 0.2 on the average. Hence the experimental
study is in line with the theoretical analysis of, goal of regression. The nature of rela-
tion between testing data and training data is studied and both are proven as continu-
ous. The execution performance of the algorithm is constantly improving up to certain
training data, from that it improves drastically as indicated in Figure 4.

Training Vs Testing Data for one day
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Fig. 3. Training Vs Testing Data
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Fig. 4. Learning performance

6 Conclusion

Web mining is a new and promising research issue to help users in gaining insight
into overwhelming information on the World Wide Web. The present paper discusses
about the importance and criticality of web log pre-processing, including the defini-
tion, architecture and all stages of it. And the present paper introduces an intelligent
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system, which improves the efficiency of preprocessing of web logs. It separates
human user and web search engine accesses automatically, in less time. It reduces the
error rate learning algorithm. It ensures the goodness of split by taking widely using
measures like Entropy and Gini index.
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