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Abstract. The nature of the ad hoc network seems to have a promising
future in real world and vast researches are going on to make the network
more secure in an open wireless environment. The misbehaving nodes in
ad hoc network results in degradation of overall network throughput and
creates difficulty in finding route between nodes. Thus the collaborative
nature of ad hoc network seems to be endangered due to the presence
of misbehaving nodes and even get worse when the misbehaving node
colludes to misbehave. This paper addresses a colluding packet dropping
misbehavior and proposes a collaborative alert mechanism in a reputa-
tion system to alleviate it. The simulation result shows that the proposed
system increases overall network throughput, reduces the malicious drop
and false detection when compared to existing system and defense less
scenario.

Keywords: Routing Security, Collaborative Alert, Reputation System,
Colluding Packet Droppers, Ad Hoc Networks.

1 Introduction

Mobile Ad Hoc Networks (MANETs) is a collection of mobile nodes that com-
municates with each other by not depending on the preexisting infrastructure
and centralized administration. A routing protocol is used to discover correct
and efficient route between a pair of nodes so that messages may be delivered
in a timely manner. The lack of preexisting infrastructure makes each node in
the network to function as routers which discover and maintain routes to other
nodes in the network. Ad hoc network maximizes the total network through-
put by using all available nodes for routing and forwarding. The more nodes
that participate in the routing process results in greater the aggregate band-
width, shorter routing paths and minimizes the network partition. The lack of
centralized administration and the nature of ad hoc networks pose a threat to
the routing process [11]. A node agrees to forward packets on behalf of other
nodes during the route discovery phase but failed to do so due to malicious or
non-malicious behavior [13]. The non-malicious packet dropping exists due to
network congestion, mobility and node malfunction. When the malicious node
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colludes to mischief then it further increases the complexity in discovering routes
and also results in frequent network partitioning and performance degradation.
This paper addresses the colluding packet dropping misbehavior and proposes a
novel solution to alleviate it. The rest of the paper is organized as follows. The
section 2 describes about the related works. The proposed work is described in
section 3. In section 4 and 5 the simulation study and the results are discussed.
Finally, section 6 concludes the work and insights about the future work.

2 Related Works

Marti et al. [5] proposed a scheme which contains two components namely Watch-
dog and Pathrater in each and every node to detect and mitigate the routing
misbehavior in mobile ad hoc networks. The nodes operate in promiscuous mode
where in the watchdog maintain a buffer of recently sent packets and compare
each overheard packet with the packet in the buffer. If there is a match then the
packet in the buffer is removed else if the packet remained in the buffer for longer
than a certain time out then the watchdog increments a failure tally for the node
responsible for forwarding the packet. If the tally exceeds certain threshold limit
then the node is identified as misbehaving. The pathrater combines the knowl-
edge of misbehaving nodes with link reliability data to pick a route that is most
likely to be reliable. This approach does not punish misbehaving nodes that do
not cooperate and also relieves them of the burden of forwarding packets for
other nodes. Buchegger et al. [7] proposed a protocol called CONFIDANT (Co-
operation Of Nodes: Fairness In Dynamic Ad-hoc NeTwork) based on selective
altruism and utilitarianism to detect and isolate misbehaving nodes. The proto-
col adds a trust manager and a reputation system to the watchdog and pathrater
scheme. The trust manager evaluates the events reported by the watchdog and
the reputation system maintains a blacklist of nodes at each node and shares
with all other nodes that are in their friends list. Trust relationships and routing
decisions are based on experienced, observed, or reported routing and forwarding
behavior of other nodes. Michiardi et al. [8] proposed a mechanism called CORE
(COllaborative REputation mechanism) to enforce node cooperation in mobile
ad hoc network. CORE stimulates node cooperation based on collaborative mon-
itoring and a reputation mechanism. The reputation metric is computed based
on data monitored by the local entity and some information provided by the
other nodes involved in each operation. The nodes with good reputation can uti-
lize the network resources where as the node with bad reputation are gradually
excluded from the network. Bansal et al. [10] proposed a reputation mechanism
termed as OCEAN (Observation-based Cooperation Enforcement in Ad hoc Net-
works) based on direct observation experienced by a node from its neighbors.
The routing decisions are based on direct observation of neighboring nodes be-
havior and it completely disallows the exchange of second hand reputation. Hu
et al. [12] proposed a scheme called LARS - A Locally Aware Reputation System
for Mobile Ad Hoc Networks for which the reputation of nodes is derived by
using direct observation. When a selfish node is identified then its k-hop neigh-
bors become aware of the selfishness, where k is a parameter which is adaptive
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to the security requirement of the network. In order to avoid false accusation
and the associated trust issues, conviction of the selfish node is valid only if m
different neighbors accuse, where m – 1 is an upper bound on the number of
malicious nodes in the neighborhood. The success of this scheme relies on the
critical selection of value for m.

3 Collaborative Alert in a Reputation System

The proposed Collaborative Alert in a Reputation System (CARS) consists of
three main components a monitor to detect the packet dropping misbehavior,
reputation system to maintain the trust value for the neighborhood nodes and
a path manager to maintain the routes without containing packet droppers in it
as shown in Fig. 1.

Fig. 1. Functional Block Diagram of CARS

These components are added as an add-on into the existing routing function-
ality of Dynamic Source Routing (DSR) protocol. This enables each node in
the network to execute this add-on functionality along with the usual routing
protocol operations. Whenever a node overhears a packet from the neighboring
node for the first time then the neighboring node information is stored in the
Neighbor Connectivity List (NCL) along with the timestamp at which the packet
is overheard and its trust value is initialized into 0. The timestamp and the trust
value are updated for the subsequent packet overhearing from the neighboring
node. The monitor component is responsible for tapping and registering the sent
packets. It has an internal component called detectors which are used to identify
the different kinds of packet dropping misbehavior as described in sub section
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4.1. The reputation system handles the first hand information received from the
monitor and maintains the trust value for the neighborhood nodes accordingly
with the help of its internal component called trust manager. Once a nodes rep-
utation value reaches the Negative Threshold limit then it will be added into the
faulty list and any traffic to and from the misbehaving node will be rejected.
As soon as a node is added into the faulty list a second chance timer will be
initiated for that node.

The misbehaving node information is also communicated to the path manger
in order to prune the routes which have the misbehaving link in it and also
an explicit route error packet will be sent to the source of the packet to inform
about the misbehaving link. Once the source or an intermediate node receives an
explicit route error packet then it checks whether it is originated by the source
of the misbehaving link or from the neighborhood of the misbehaving node. The
route which contains the misbehaving link is pruned if the packet is originated
by the source of the misbehaving link else routes containing the destination of
the misbehaving link will be pruned from both primary and secondary route
cache. When the second chance timer of the misbehaving node reaches 100s
then the node is removed from the faulty list and reintroduced into the network
by considering it to be useful again after reducing its trust value by half. The
reason for not resetting the trust value of the reintroduced node to 0 is that the
node might still continue to misbehave. If it continues to misbehave then it will
be detected soon.

3.1 Packet Monitoring and Trust Evaluation of CARS

The procedure for packet monitoring and trust evaluation of the proposed system
is shown in Fig. 2. Whenever a node receives a packet it checks the trust value
of the transmitting node. If it is not equal to Negative Threshold then it further
checks whether it is a destination or not else drops the packet.

It accepts the packet if it is a destination node else it checks whether it’s a
forwarding or an overhearing node. If it is a forwarding node it checks whether
the receiving hop trust value is not equal to Negative Threshold, if so it forwards
the packet to the next hop else drops the packet. Further it checks whether
the forwarded packet is a RREQ or the receiving hop is a destination. If so
the procedure ends else it waits to overhear the same packet forwarded by the
receiving hop. The trust value of the receiving hop is incremented by 1 if it
overhears the packet else it waits until the packet timeout period to overhear
the RERR packet. If it does not overhear the RERR packet then the trust value
of the receiving hop is decremented by 2 else the procedure ends. On the other
hand, if it is an overhearing node then it checks whether the receiving hop is
active in its NCL and its trust value is not equal to Negative Threshold. If so it
checks the relation between transmitting and receiving hop else the procedure
ends. The procedure ends if the relation of receiving hop is a destination else
it waits to overhear the same packet from the receiving hop. If it overhears
the packet then the trust value of the receiving hop is incremented by 1 else
it waits for the RERR packet. The procedure ends if it overhears the RERR
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Fig. 2. Packet Monitoring and Trust Evaluation of CARS

packet within packet timeout period else the trust value of the receiving hop is
decremented by 2. The neighboring node is considered to be active if any kind
of packet is already overheard from it within 3000ms at the time of checking.
The RREQ packet is not monitored because it can be dropped due to network
operations [9].

3.2 Colluding Packet Dropping Misbehavior

As shown in Fig. 3, the solid circle represents a node and a solid line between
them shows that the nodes are within the communication range of each other.
Assume that the source node S communicates with the destination node D via
the intermediate nodes I1 → I2 → I3 and the nodes I2 and I3 colludes to
misbehave. If I3 drops the packet then the previous hop I2 will not monitor and
report to the source of the packet about this spiteful behavior because it colludes
to mischief with node I3.

In this scenario the neighboring nodes N1 and N2 are within the transmission
range of I3 so it can identify spiteful behavior and report to the source of the
packet about this misbehaving link. Once the trust value of the misbehaving node
I3 reaches the Negative Threshold in N1 or N2 then node I3 was added into their
faulty list and also an explicit route error packet has been generated and sent to
the source of the packet to inform about this misbehaving link I2 → I3. The source
route of an explicit route error packet should not contain node I2 in it because it
colludes to misbehave with I3. Once the source or an intermediate node receives
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Fig. 3. Colluding Packet Dropping Misbehavior

an explicit route error packet then it will prune the routes from both the primary
and secondary cache which have the misbehaving node I3 in it.

4 Simulation Study

The proposed system was implemented in ns-2.34 as an add-on to the DSR rout-
ing protocol. The DSR is an on demand source routing protocol which supports
for promiscuous listening in order to overhear the neighboring nodes transmis-
sion and updates its trust value accordingly. Further, the source routing allows
packet routing to be trivially loop-free, avoids the need for up-to-date routing
information in the intermediate nodes through which packets are forwarded,
and allows nodes forwarding or overhearing packets to cache the routing infor-
mation in them for their own future use [2]. In simulation two different kinds
of mobility models were used to mimic the real world movement of the mobile
nodes and evaluated the performance of the proposed system in each of them
separately. The first one is a Random Waypoint (RWP) mobility model based on
Entity (E) mobility model in which the mobile node movements are independent
of each other and the other one is a Reference Point Group Mobility (RPGM)
Model based on Group (G) mobility model in which the mobile nodes move as
a group [4]. The Random Waypoint mobility model is based on CMU Monarch
v2 implementation and Reference Point Group Mobility model is based on the
implementation of [6].

There exists multiple group of mobile nodes and each group work towards
different goal but there exists a communication between groups as described in
[1], [3] so the group mobility model utilizes both inter and intra group CBR traf-
fic patterns to evaluate the proposed system under the group mobility scenario.
Each node is assigned an initial value of Energy (E) by using an uniform distri-
bution function in the interval (Ei–3J, Ei + 3J) where the energy is expressed
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Table 1. Simulation Parameters
Parameter Value
Simulation Area 900 m x 900 m
Simulation Time 900 s
Number of Nodes 50
Number of Groups 5
Nodes Per Group 10
Reference Point Separation 100
Node Separation from Reference Point 50
Propagation Model Two-Ray Ground Reflection
Antenna Omni Directional Antenna
RXThresh_ 3.65262e-10
Packet Timeout 0.5 s
Transmission Range 250 m
Transmission Power 0.281838W
Reception Power 0.281838W
Traffic Type CBR (UDP)
Maximum Connections 15
Payload Size 512 bytes
Seed Value 1-20
Negative Threshold -40
Positive Threshold 40

in Joules (J) and the initial energy Ei = 500J . The consequence of this choice
is that every node will run out of energy at different times in the simulation,
which adds a degree of randomness to the simulation for evaluating the perfor-
mance of the proposed scheme. The simulation parameters that were used in the
simulation are shown in Table 1.

4.1 Modeling the Misbehavior

The proposed system was simulated by introducing three different kinds of packet
dropping misbehavior as listed below

1. Packet Dropping Type 1 - These nodes participate in the DSR Route Dis-
covery and Route Maintenance phases, but refuse to forward data packets
on behalf of other nodes (which are usually much larger than the routing
control packets)

2. Packet Dropping Type 2 - These nodes participate in neither the Route
Discovery phase, nor forwarding data packets. They only use their energy
for their own packet transmission

3. Packet Dropping Type 3 - These nodes behave differently based on their
energy levels. When the energy lies between full energy E and a threshold
T1, the node behaves properly. On the other hand if an energy level lies
between T1 and another lower threshold T2 then it behaves like a node of
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Packet Dropping Type 1. Finally, for an energy level lower than T2, it behaves
like a node of Packet Dropping Type 2. The relationship between T1, T2 and
E is T2 < T1 < E

The node behavior has been added as a node definition type in the ns2 node
model. The syntax that is used to define the node configuration has been en-
hanced with a new optional feature that allows selecting the packet dropping
model among three possible choices. It is also necessary to modify the DSR
routing protocol implemented in ns2 because the networking functions (routing
and packet forwarding) are overridden by the routing protocol selected in the
node configuration. The modified version of the DSR routing protocol checks
the current node configuration and depending on the packet drop model used
for that node, it decides whether to execute the networking functions or not.

4.2 Performance Metrics

The performance of the proposed system has been measured by using the fol-
lowing parameters

1. Packet Delivery Fraction (%) - The packet delivery fraction is measured in
terms of the ratio of the data packets delivered to the destinations to those
generated by the Constant Bit Rate (CBR) sources

2. Normalized Routing Load (Packets) - The number of routing packets trans-
mitted per data packet delivered at the destination. Each hop-wise trans-
mission of a routing packet is counted as one transmission

3. Average End-End Delay (Seconds) - This includes all possible delays caused
by buffering during route discovery latency, queuing at the interface queue,
retransmission delays at the MAC, propagation and transfer times

4. Average Energy Dissipation (Joules) - The average amount of network energy
dissipated over the simulation period

5. Malicious Drop (Packets) - The total number of packets dropped by the
different kind of packet droppers

6. False Detection (%) - The percentage of nodes detected falsely as a misbe-
having node over the simulation period

The measurements of the network performance were made using a script that
parses and analyzes the trace file output generated from the simulation. The
trace file provides information about a set of defined events that occurred in the
simulation such as medium access control layer events, routing layer events and
agent level events.

5 Results and Discussions

The simulation results of the proposed system were compared with Defense
Less (DL) scenario and the existing scheme Watchdog Pathrater (WP) [5]. This
paper calculates a 95% confidence interval for the unknown mean and plots the
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(a) Entity Mobility Scenario (b) Group Mobility Scenario

Fig. 4. Packet Delivery Fraction in %

(a) Entity Mobility Scenario (b) Group Mobility Scenario

Fig. 5. Malicious Drop in Packets

confidence intervals on the graphs.The packet delivery fraction of CARS was
increased by 24-51% and 11-27% when compared to DL scenario, 21-26% and
11-19% when compared to WP scheme under both entity and group mobility
scenario respectively as shown in a,b of Fig. 4.

As shown in a,b of Fig. 5, the malicious drop of CARS has been decreased by
60-85% and 82-86% when compared to DL scenario, 29-58% and 68-79% when
compared to WP scheme with respect to both entity and group mobility sce-
nario respectively. The false detection of CARS was decreased from 44-61% and
50-77% when compared to WP scheme under both entity and group mobility
scenario respectively as shown in a,b of Fig. 6. As shown in a,b of Fig. 7, the
normalized routing load of CARS has been decreased by 20-35% and 32-63%
when compared to the WP scheme under entity and group mobility scenario
respectively. Since the average energy dissipation is directly proportional to the
overall network throughput. As shown in a,b of Fig. 8, the average energy dissi-
pation of CARS was increased by 6-9% and 5-6% when compared to WP scheme
under entity and group mobility scenario respectively. The average end-end de-
lay has been decreased by 3-46% and 14-70% when compared to WP scheme
under entity and group mobility scenario respectively as shown in a,b of Fig. 9.
The result shows that the proposed system performs better when compared to
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(a) Entity Mobility Scenario (b) Group Mobility Scenario

Fig. 6. False Detection in %

(a) Entity Mobility Scenario (b) Group Mobility Scenario

Fig. 7. Normalized Routing Load in Packets

(a) Entity Mobility Model (b) Group Mobility Model

Fig. 8. Average Energy Dissipation in Joules

the Watchdog Pathrater scheme. The timely generation of an explicit route error
generation reduces the false detection and in turn increases the overall network
throughput. The strong malicious traffic rejection results in reduction in control
overhead and end-end delay of per packet delivered to the destination.
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(a) Entity Mobility Scenario (b) Group Mobility Scenario

Fig. 9. Average End-End Delay in Seconds

6 Conclusion and Future Work

The simulation results of the proposed system shows that the overall network
throughput has been greatly improved and the percentage of malicious packet
drop also reduced due to efficient detection and isolation of packet droppers.
Further, the timely generation of an explicit route error packet to inform the
source of the packet about the misbehaving link combined with the forward
traffic rejection reduces the percentage of false detection when compared to the
existing scheme. The proposed system was immune to colluding packet dropping
misbehavior because of an explicit route error generated by the neighboring
nodes and also other kind of overhearing technique drawbacks due to the efficient
monitoring and detection of neighboring nodes. In future work, more kind of
misbehaving nodes will be considered and also the faulty list will be shared with
the rest of the nodes in the network in order to mitigate the misbehaving nodes
without incurring additional control overhead.
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