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Abstract. We explore asynchronous unison in the presence of systemic
transient and permanent Byzantine faults in shared memory. We observe
that the problem is not solvable under less than strongly fair scheduler
or for system topologies with maximum node degree greater than two.
We present a self-stabilizing Byzantine-tolerant solution to
asynchronous unison for chain and ring topologies. Our algorithm has
minimum possible containment radius and optimal stabilization time.

Asynchronous unison [2,13] requires processors to maintain synchrony between
their counters called clocks. Specifically, each processor has to increment its clock
indefinitely while the clock drift from its neighbors should not exceed 1. Asyn-
chronous unison is a fundamental building block for a number of principal tasks
in distributed systems such as distributed snapshots |4] and synchronization |3, l6].

A practical large-scale distributed system must counter a variety of transient
and permanent faults. A systemic transient fault may perturb the system and
leave it in an arbitrary configuration. Self-stabilization |1, [8] is a versatile tech-
nique for transient fault forward recovery. Byzantine fault [9] is the most generic
permanent fault model: a faulty processor may behave arbitrarily. However, de-
signing distributed systems that handle both transient and permanent faults
proved to be rather difficult [10-12]. Some of the difficulty is due to the inability
of the system to counter Byzantine behavior by relying on the information con-
tained in the global system configuration: a transient fault may place the system
in an arbitrary configuration.

In the context of the above discussion, considering joint Byzantine and sys-
temic transient fault tolerance for asynchronous unison appears futile. Indeed,
the Byzantine processor may keep setting its clock to an arbitrary value while
the clocks of the correct processors are completely out of synchrony. Hence, we
are happy to report that the problem is solvable in some cases. In this paper we
present a shared-memory Byzantine-tolerant self-stabilizing asynchronous uni-
son algorithm that operates on chain and ring system topologies. The algorithm
operates under a strongly fair scheduler. We show that the problem is unsolvable
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for any other topology or under less stringent scheduler. Our algorithm achieves
minimal fault-containment radius: each correct processor eventually synchronizes
with its correct neighbors. We prove our algorithm correct and demonstrate that
its stabilization time is asymptotically optimal.

Related work. The impetus of the present research is the result by Dubois et
al [13]. They consider joint tolerance to crash faults and systemic transient faults.
The key observation that enables this avenue of research is that the adopted
definition of asynchronous unison does not preclude the correct processors from
decrementing their clocks. This allows the processors to synchronize and main-
tain unison even while their neighbors may crash or behave arbitrarily.

There are several pure self-stabilizing solutions to the unison problem |2, 13,
14]. None of those tolerate Byzantine faults. Classic Byzantine fault tolerance
focuses on masking the fault. There are self-stabilizing Byzantine-tolerant clock
synchronization algorithms for completely connected synchronous systems both
probabilistic [11,115] and deterministic |16, 17]. The probabilistic and determinis-
tic solutions tolerate up to one-third and one-fourth of faulty processors
respectively.

Another approach to joint transient and Byzantine tolerance is containment.
For tasks whose correctness can be checked locally, such as vertex coloring, link
coloring or dining philosophers, the fault may be isolated within a region of the
system. Strict stabilization guarantees that there exists a containment radius
outside of which the processors are not affected by the fault |12, |18420]. We
say that that an algorithm is (¢, f)—strictly stabilizing if it is strictly stabilizing
with a radius of ¢ and can tolerate up to f Byzantine processors. Yet some prob-
lems are not local and do not admit strict stabilization. However, the tolerance
requirements may be weakened to strong-stabilization [21),122] which allows the
processors outside the containment radius to be affected by Byzantine proces-
sors after the convergence of the system. The faulty processors can affect these
correct processors only a finite number of times after the convergence of the
system. Strong-stabilization enables solution to several problems, such as tree
orientation and tree construction.

Contributions. The first step is to characterize the necessary assumptions on the
system (topology, scheduling, and number of faults) to solve the asynchronous
unison in a strictly stabilizing way. Following [13] and the fact that a Byzantine
processor may simulate a crashed one, we can state some impossibility results.

Theorem 1. There does not exist a (f,d)-strictly stabilizing solution to the
asynchronous unison problem in shared memory for any distance d > 0 if the
communication graph of the distributed system contains processors of degree
greater than two or if the number of faults is greater than one or if the scheduler
1s either unfair or weakly fair.

Then, it remains to explore the case of asynchronous unison on chains and rings
under the strongly fair scheduler with at most one Byzantine processor. We
provide in the following the intuition of the provided algorithm.
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The drift between two processors p and ¢ is the absolute value of the differ-
ence between their clock values. Two processors p and ¢ are in unison if the drift
between them is no more than 1. An island is a segment of correct processors
such that for each processor p, if its neighbor ¢ is also in this island, then p and ¢
are in unison. A processor with no in-unison neighbors is assumed to be a single-
processor island. The main idea of the algorithm is as follows. Our algorithm forms
islands of processors with synchronized clocks. The algorithm is designed such
that the clocks of the processors with adjacent islands drift closer to each other
and the islands eventually merge. If a faulty processor restricts the drift of one
such island, for example by never changing its clock, the other islands still drift
and synchronize with the affected island. Then, we prove the following theorem:

Theorem 2. Our algorithm is a (1,0)-strictly stabilizing asynchronous unison
under the strongly fair scheduler on ring and chains topology.

Finally, we explore the time complexity of our algorithm and of the problem.
We prove the following result:

Theorem 3. The stabilization complexity of our algorithm is optimal. It stabi-
lizes in O(L) asynchronous rounds where L is the largest drift between correct
processors in the initial configuration of the system.

Concluston. In this paper we explored joint tolerance to Byzantine and systemic
transient faults for the asynchronous unison problem in shared memory. Some
open problems follow.

Solutions under distributed scheduler, that allows multiple concurrent steps,
remain to be explored. Another way to complete these results is to consider
bounded clocks. The existence of a solution for shared memory execution model
opens another avenue of research. It is interesting to consider the existence of a
solution in lower atomicity models such as shared register or message-passing. We
conjecture that a solution in such model is more difficult to obtain as the lower
atomicity tends to empower faulty processors. Indeed, in the shared-register
model a Byzantine processor may report differing clock values to its right and left
neighbor. Such behavior makes a single fault ring topology essentially equivalent
to two fault chain topology. The latter is proven unsolvable. Hence, we posit
that in the lower atomicity models, the only topology that allows a solution to
asynchronous unison to the chain.
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