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Abstract. In this paper, we study structural Integral properties on re-
duced versions of the compression functions of some SHA-3 candidates:
Hamsi-256, LANE-256 and Grøstl-512. More precisely, we improve on
the Integral distinguishers of Hamsi-256 (less time complexity or deter-
ministic instead of probabilistic) and present the first known Integral
distinguishers for LANE-256 and improved Integral distinguisher for
Groestl-512. Whereas the SHA-3 competition focuses the cryptographic
world attention on the design and the attacks of hash functions, results
in this paper analyze the resistance of some SHA-3 candidates against
structural properties built on Integral distinguishers.

Keywords: hash functions, cryptanalysis, integral distinguishers,
SHA-3 candidates.

1 Introduction

Today, with the cryptographic world focus on the SHA-3 competition1, recent
cryptanalytic attacks are mounted across both hash function primitives and
underlying ciphers/permutations. Notably, the joint analysis of hash functions
and underlying block ciphers or permutations has led to considerations of new
attack models for block ciphers, e.g. known key [20] or chosen key [5]. In fact,
when block cipher inspired permutation structures are used as building blocks
within hash functions, there is no secret (key) input, thus the building block is not
only a known transformation, it is also a computable one. Interestingly enough,
doing so has led to the discovery of more powerful new techniques to construct
distinguishers and/or mount key recovery attacks for block ciphers back in the
conventional unknown key model where ciphers are standalone constructs instead

1 http://csrc.nist.gov/groups/ST/hash/sha-3/index.html
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of underlying hash functions, including the first known related-key attacks on
the full version of AES-256 and AES-192 [5,4].

In this paper, we mainly focus on Integral properties and their applications
in the known transformation model to find structural properties of some of the
SHA-3 candidates: Hamsi-256, LANE-256 and Grøstl-512. As shown in [25,2],
particular Integral properties essentially depending on the structure of the lin-
ear part of the cipher could be exhibited and are powerful tool for cryptanalytic
studies. Those integral properties starting from the middle of the cipher lead to
distinguishers in the known key settings defined in [20] and for the underlying
compression functions of hash functions. In more details, our contributions are
as follows. For Hamsi-256, we present improved Integral distinguishers for its
full compression function: for its Pf permutation, our distinguisher requires less
time complexity, for its P permutation our distinguisher is deterministic ver-
sus the previous known distinguisher that is probabilistic. For LANE-256, we
present the first known Integral distinguishers. For Groestl-512, we present an
Integral distinguisher that is improved over the best previously known Integral
distinguisher.

This paper is organized as follows: Section 2 introduces the related work in
the field of integral cryptanalysis and the notations that will be used in the
rest of this paper. Sections 3, 4 and 5 respectively present integral properties
and distinguishers on the Hamsi-256, LANE-256 and Grøstl-512 compression
functions. Finally, Section 6 concludes this paper.

2 Related Work and Notations

Integral cryptanalysis was first introduced by Knudsen against the block cipher
Square in the original paper [10] in the unknown key model to retrieve infor-
mation on some key bytes. Then, it was applied to the AES in the original
submission paper [11,12] and later the distinguisher was extended by one round
by Ferguson et al. in [14].

After those first attacks, many ciphers especially the ones that use an SPN
structure have been studied in regard of this kind of distinguishers. Among
the integral cryptanalyses proposed in the literature, we could cite the attacks
against SAFER [3], CRYPTON [13] and more recently on PRESENT [9]. The
different Rijndael versions (Rijndael-192 and Rijndael-256) have also been at-
tacked using integral properties [19,15]. Other contributions also analyze the
general framework of Integral cryptanalysis and especially focus on the required
conditions for a block cipher to be attacked using this method [21,6]. In [21],
Knudsen and Wagner analyze integral cryptanalysis as a dual to differential
attacks notably applicable to block ciphers with bijective components. A first-
order integral cryptanalysis considers a particular collection of m words in the
plaintexts and ciphertexts that differ on a particular word. The aim of this at-
tack is thus to predict the values in the sums (i.e. the integral) of the chosen
words after a certain number of rounds of encryption. The same authors also
generalize this approach to higher-order integrals: the original set to consider
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becomes a set of md vectors which differ in d words and where the sum of this
set is predictable after a certain number of rounds. The sum of this set is called
a dth-order integral.

More recently, in [20] Integral cryptanalysis has been proposed in the new
cryptanalysis model called known key setting where the key is known to the
attacker. In the same setting, compression functions of hash functions could also
be analyzed and some distinguishers have been proposed against SHA-3 candi-
dates using Integral properties. As example we could cite integral distinguishers
on the compression functions of Hamsi-256 [2] and Keccak [7].

In the rest of this paper, we use the consistent notations introduced in [21]
and extend them for expressing word-oriented integral attacks. For a dth order
integral, we have:

• The symbol ‘C’ (for “Constant”) in the ith entry, means that the values of
all the ith words in the collection of texts are equal.

• The symbol ‘P ’ (for “Permutation”) means that all words in the collection
of texts are different.

• The symbol ‘?’ means that the sum of words cannot be predicted.
• The symbol ‘Pd’ corresponds with the components that participate in a dth-

order integral, i.e. if a word can take m different values then Pd means that
in the integral, the particular word takes all values exactly md−1 times.

• The symbol ‘B’ (for “Balanced”) means that the sum of all values is zero.
• The symbol ‘Eqi’ (for “Equality’) found for two different words means that

the sums of all values taken on those particular words matched (i.e. are
equals).

3 Hamsi-256

In this section, we will introduce new Integral properties first on the compression
function P of Hamsi-256 that happens with probability 1 contrary to the one
proposed in [2] and then on the final transformation Pf . Many recent results
concerning Hamsi cryptanalysis have been presented in [8] and in [2]. As previ-
ously mentioned, some probabilistic integral properties have been presented in
[2] and also an integral distinguisher on Pf which has a complexity of 228 compu-
tations. The rest of the cryptanalytic results on Hamsi-256 essentially concerns
differential paths that happen with low probabilities to build message-recovery
attacks and pseudo-second-preimage attacks.

3.1 Description of the Hamsi-256 Hash Function

This section describes the hash function Hamsi-256. We refer to [22] for a com-
plete specification.

General View. Hamsi is based on the Concatenate-Permute-Truncate design
strategy. It uses in addition a message expansion and a feed forward of the
chaining value in each iteration. Thus the compression function of Hamsi can be
divided into four mappings:
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– Message Expansion: E : {0, 1}32 → {0, 1}256

– Concatenation: C : {0, 1}256 × {0, 1}256 → {0, 1}512

– Non linear permutations P and Pf : {0, 1}512 → {0, 1}512

– Truncation: T : {0, 1}512 → {0, 1}256

The message M to hash is properly padded and cut into l 32-bit blocks M1, · · ·Ml.
Each block is transformed using the message expansion into a 256-bit block seen
as a 4 × 4 matrix of 32-bit words. Once expanded, each block is processed by the
compression function. Starting from a predefined initial value h0, the compres-
sion function H (or Hf for the final transformation) could be written as follows
to compute the digest h of M :

hi = H(hi−1, Mi) = (T ◦ P ◦ C(E(Mi), hi−1)) ⊕ hi−1 for 0 < i < l

h = H(hl−1, Ml) = (T ◦ P ◦ C(E(Ml), hl−1)) ⊕ hl−1

Internal mappings

Message expansion. The message expansion of Hamsi-256 is based on a linear
code given by its generator matrix G (see [22] for more details). Thus:

E(Mi) = (m0, · · · , m7) = (Mi × G)

where (m0, · · · , m7) are eight 32-bit words.

Concatenation. The concatenation function C builds a 512-bit word from the
256-bit expanded message (m0, · · · , m7) and the 256-bit chaining value hi =
(c0, · · · , c7) at 32-bit word level:

C(m0, · · · , m7, c0, · · · , c7) = (m0, m1, c0, c1, m2, m3, c2, c3, m4, m5, c4, c5, m6, m7, c6, c7)

corresponding, when looking at the matrix representation, with rows that are
composed of two message words and of two chaining value words.

Truncation. The truncation function T selects eight 32-bit words among the 16
from the internal state to form the new chaining value after feed forward:

T (s0, s1, s2, · · · , s14, s15) = (s0, s1, s2, s3, s8, s9, s10, s11)

corresponding, when looking at the matrix representation, with choosing the
second and the fourth rows.

Non-linear permutations. P and Pf use the same size parameters (the input
and output blocks are 512-bit long) and the same round function. They differ by
the round constants and by the number of rounds: three rounds for P and six
rounds for Pf (for this latter in fact 8 rounds are the recommended parameters
of the designers even if the specifications are always provided with 6 rounds).
The round function is composed of three layers:
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– Addition of constants and counter: predefined constants are first XORed to
the whole internal state. Then, a counter is XORed to s1, the second 32-bit
word of the internal state.

– Substitution layer: it uses the 4-bit Sbox of the block cipher Serpent [1] in a
bitslice mode. From each of the four 32-bit words of a same column, the four
bits at the same position are extracted and replaced by the corresponding
value of the Sbox.

– Linear diffusion layer: it applies the Serpent linear transform L from {0, 1}128

into itself to each diagonal of the state matrix:

(s0, s5, s10, s15) = L(s0, s5, s10, s15)
(s1, s6, s11, s12) = L(s1, s6, s11, s12)
(s2, s7, s8, s13) = L(s2, s7, s8, s13)
(s3, s4, s9, s14) = L(s3, s4, s9, s14)

The linear transformation L could be written in pseudo-code as follows for
a four 32-bit words input (a, b, c, d):

a := a <<< 13; c := c <<< 3; b := b ⊕ a ⊕ c; d := d ⊕ c ⊕ (a << 3); b := b <<< 1;

d := d <<< 7; a := a ⊕ b ⊕ d; c := c ⊕ d ⊕ (b << 7); a := a <<< 5; c := c <<< 22;

where <<< denotes left rotation and << denotes left shifting.

3.2 Integral Properties of Hamsi-256

We first give an Integral property on the permutation P that only depends on the
chaining value hi then we analyze an integral distinguisher on the permutation
Pf . When looking in detail at the diffusion function of P , we could see that a
complete diffusion could not be reached after three rounds. So, we have exhibited
the integral property described in Fig. 1, which was tested and verified on 2 ×
106 random values. This particular integral property leads to a distinguisher
that uses (22)4 = 28 values and that leads to values that sum to zero on 444
bits. In the same way when trying to limit the number of inputs, if the same
four particular words take all possible values only on the least significant bit,
this integral property leads to sums equal to 0 on about 30 bits after the P
application.

When looking at an integral distinguisher for the final transformation Pf , we
start from the middle as done when known key settings are considered. Thus, we
are looking for integral properties in the forward and in the backward senses on
three rounds. Fig. 2 presents the integral property found using intensive compu-
tations in the forward sense for three Pf rounds. Thus, we obtain a three forward
rounds integral distinguisher that uses 216 values that sum to zero everywhere.

In the same way, we have exhibited the three backward rounds integral prop-
erty shown in Fig. 3. Thus, we obtain a three backward rounds integral distin-
guisher that uses 216 values that sum to zero everywhere.

Thus, we could combine those two properties in the forward and in the back-
ward senses starting from the middle using 216 middletexts that are constant
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C C C C

P 8 P 8 C C

C C C C

P 8 P 8 C C

P→
4124000 a0000 904 82820000

4001000 8200 5000 20000040

2040008 702 1854 a00

0 8 140000 201000

Fig. 1. The Integral property for P where P 8 means that the four considered 32-
bit words are constant everywhere except on the 2 least significant bits that take all
possible values (between 0 and 3) and where the values given in hexadecimal notation
for the output corresponds with the output mask (i.e. a 0 value means that the sum
on this byte is always equal to 0)

P 16 C C C

P 16 C C C

P 16 C C C

P 16 C C C

3-round→
B B B B

B B B B

B B B B

B B B B

Fig. 2. The Integral property for 3 Pf rounds in the forward sense where P 16 means
that the four considered 32-bit words are constant everywhere except on the 4 least
significant bits that take all possible values (between 0 and 15). All the outputs have
the property B and sum to zero.

B B B B

B B B B

B B B B

B B B B

3-round←
P 16 C C C

P 16 C C C

P 16 C C C

P 16 C C C

Fig. 3. The Integral property for 3 Pf rounds in the backward sense where P 16 means
that the four considered 32-bit words are constant everywhere except on the 4 least
significant bits that take all possible values (between 0 and 15). All the outputs have
the property B and sum to zero.

everywhere except on the 4 least significant bits of four particular words. From
this set of texts, if we go forward, we obtain a set of values that sum to zero
everywhere and if we go backward, we also obtain a set of values that sum to
zero everywhere. Thus, we have exhibited a particular integral distinguisher that
is such that starting from 216 particular middletexts leads to input and output
values that sum everywhere to 0. The computational cost for this distinguisher
is 216 calls to the transformation Pf .

4 LANE-256

4.1 Description of the LANE-256 Hash Function

The cryptographic hash function LANE [18] has been submitted to the NIST
SHA-3 competition and has been discarded after round 1 due to the attack
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presented in [23]. This attack against the whole version of LANE-256 presents
semi-free-start collisions that could be constructed in 296 computations using
288 memory.

LANE-256 is an iterated hash function that supports four digest sizes (224,
256, 384 and 512 bits) and the use of a salt. We focus here on LANE-256 where
the initial chaining value H−1 has a 256 bits size. The message is padded and
split into message blocks Mi of length 512 bits for LANE-256. Then the com-
pression function f of Lane-256 transforms iteratively 256 bits of the chaining
value and 512 bits of the message block into a new chaining value of 256 bits
Hi = f(Hi−1, Mi, Ci) where Ci is a counter that indicates the number of mes-
sage bits processed so far. Finally, after all the message blocks are processed, the
final digest is derived from the last chaining value, the message length and the
salt by an additional call to the compression function. For the detailed structure
of the compression function we refer to the specification of LANE [18]. First, the
chaining value and the message block are processed by a message expansion that
produces an expanded state with doubled size. Then, this expanded state is pro-
cessed in two layers. The first layer is composed of six permutations P0, · · · , P5

applied in parallel, and the second layer of two parallel layers Q0, Q1.
The message expansion of LANE takes a message block Mi and a chaining

value Hi−1 and produces the input to six permutations P0, · · · , P5. In LANE-256,
the 512-bit message block Mi is split into four 128-bit blocks m0||m1||m2||m3

and the 256-bit chaining value Hi−1 is split into two 128-bit words h0||h1. Then,
six more 128-bit words a0, a1, b0, b1, c0, c1 are computed:

a0 = h0 ⊕ m0 ⊕ m1 ⊕ m2 ⊕ m3, a1 = h1 ⊕ m0 ⊕ m2,

b0 = h0 ⊕ h1 ⊕ m0 ⊕ m2 ⊕ m3, b1 = h0 ⊕ m1 ⊕ m2,

c0 = h0 ⊕ h1 ⊕ m0 ⊕ m1 ⊕ m2, c1 = h0 ⊕ m0 ⊕ m3.

Each of these 128-bit values, as in AES, can be seen as 4 × 4 matrix of bytes.
In the following, we will use the notation x[i, j] when we refer to the byte of
the matrix x with row index i and column index j, starting from 0. The values
a0||a1, b0||b1, c0||c1, h0||h1, m0||m1, m2||m3 become the inputs of the six permu-
tations P0, · · · , P5 described below.

Each permutation Pi operates on a state that can be seen as a double AES
state (2× 128-bits). The permutation reuses the transformations SubBytes (SB),
ShiftRows (SR) and MixColumns (MC) of the AES with the only exception, that
due to the larger state size, they are applied twice in parallel. Additionally, there
are three new round transformations introduced in LANE. AddConstant (AC)
adds a different value to each column of the state and AddCounter (ACO) adds
part of the counter Ci to the state. The third transformation is SwapColumns
(SC) used for mixing parallel AES states. It swaps the two right columns of the
left half-state with the two left columns of the right half-state.

The complete round transformation consists of the sequential application of all
these transformations in the given order. The last round omits AddConstant and
AddCounter. Each of the permutations Pi consists of six rounds for LANE-256.
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The permutations Q0 and Q1 are composed of three previously defined rounds
where the last round does not contain the AddConstant and AddCounter
operations.

4.2 Integral Properties of LANE-256

As the diffusion layer of LANE-256 has a really slow diffusion, we could expect
that the same kind of properties as the ones presented in [25] exist on 5 rounds
or more. When studying in detail the integral properties, we obtain a 2nd order
integral property on 4-round of each Pi as shown in Fig. 9 in Appendix A.
This 4 forward rounds integral property could be extended by two rounds at
the beginning using the two extensions (an 8th order and a 16th order integral
respectively) shown in Fig. 11 in Appendix A. Thus, using 2128 chosen plaintexts
we are able to distinguish the output after 6 forward rounds of all the Pi functions
from a random permutation because the sums taken at byte level over all the
inputs are equal to 0 for all the output bytes. The complexity of the distinguisher
is equal to 2128 Pi operations.

Similarly in the backward sense, we found a 2nd order integral property on
3 backward rounds presented in Fig. 10 in Appendix A. This property leads
to a distinguisher on 3 backward rounds where the sums taken at byte level
over all the inputs are equal to 0. It requires 216 chosen texts to work and has
a complexity equal to 216 operations. This property could be extended by one
backward rounds at the beginning using an 8th order integral property as shown
on Fig. 12 in Appendix A. This leads to an integral distinguisher that uses 264

chosen plaintexts with a complexity equal to 264 operations to test if the sums
taken at byte level over the 256 bits are equal to 0 or not.

We could combine those two properties (in the backward and in the forward
senses) starting from the middle of one particular Pi (say P4) and the corre-
sponding Qi (say Q1) to build a structural property on the right part of the
LANE compression function (see Fig. 13 in Appendix A). For the permutation
P4, start in the middle (after 4 rounds) with 2112 middletexts with 14 active bytes
(the other are taken equal to a constant) then, go backward on four rounds to
obtain inputs that sum to 0 everywhere and go forward on 5 rounds to obtain
outputs that sum to 0 everywhere.

In the same way, using the previous property on the right part of the com-
pression function, we could obtain a complete property on the LANE-256 com-
pression function when P0, P1 and P2 are limited to 3 rounds (instead of 6 in
the original version) using our 16th order integral property on the left part com-
posed of 6 rounds when concatenating P0 and Q0. To do so, repeat the property
on the right part considering that h0 and h1 are constants, for 2128 h0||h1 values
that correspond to a 16th order integral. Thus, and as shown in Fig. 14 in Ap-
pendix A, we have exhibited an intrinsic property of the compression function of
LANE when P0 has only 3 rounds (instead of 6) using 2240 values seen as in the
one hand 2128 copies of the 2112 middletexts that lead to integral properties on
the right part of LANE-256 and on the other hand 2112 copies of a 16th order
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integral 6-round property. The complexity required to exhibit this property is
equal to 2240 Pi operations whereas the memory requirements are small.

Note also that the same kind of properties could be directly deduced for
LANE-512.

5 Grøstl-512

5.1 Description of the Grøstl-512 Hash Function

Grøstl [16] is a SHA-3 candidate designed by Guaravaram et al., notably Grøstl-
256 outputs hash value of length 224 and 256 bits whereas Grøstl-512 outputs
hash value of length 384 or 512 bits. We mainly focus here on Grøstl-512. It is
an iterated hash function with a compression function built from two distinct
permutations P and Q. A t-block message M (after padding) is hashed using the
compression function f(Hi−1, Mi) and output tranformation g(Ht) as follows:

H0 = IV

Hi = f(Hi−1, Mi) = Hi−1 ⊕ P (Hi−1 ⊕ Mi) ⊕ Q(Mi) for 1 ≤ i ≤ t

h = g(Ht) = trunc(Ht ⊕ P (Ht))

The two permutations P and Q are constructed using the wide trail strategy,
their design is very similar to the AES with a fixed key input. Both permutations
of Grøstl-512 act on a 1024-bit state represented as a 8× 16 matrix of bytes and
have 14 rounds. The round transformations of Grøstl-512 are the following ones:

– AddRoundConstant (AC) adds different one-byte round constants to the
8 × 16 states of P and Q.

– SubBytes (SB) is the non-linear layer that applies the AES Sbox to each
byte of the state.

– ShiftBytes (ShB) rotates the bytes of row j in the following way: 0 for j = 1,
1 for j = 2, · · · 6 for j = 7 and 11 for j = 8.

– MixBytes (MB) is the linear diffusion layer where each column of the state
is multiplied by a constant matrix B.

5.2 Grøstl Analysis So Far

Grøstl has attracted significant amount of cryptanalysis. Among the best crypt-
analytic results on the two Grøstl version (Grøstl-256 and Grøstl-512), we could
mention semi-free-start collisions on the compression function of Grøstl-256 re-
duced to seven rounds presented in [17] that have a complexity of 2120 com-
putations and 264 in memory; and semi-free-start collisions on the compression
function of Grøstl-512 reduced to eight rounds presented in [24] that have a
complexity of 2152 computations and 264 in memory.
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Concerning particular distinguishers, structural non-random properties have
been observed e.g. fixed points [16] and q-multicollisions in the original submis-
sion; and distinguishers have been presented on Grøstl-256 reduced to 8 out of
10 rounds. In a more recent article [26], Thomas Peyrin presents distinguish-
ers using truncated differential properties on the 10 rounds of the compression
function of Grøstl-256 requiring 2192 computations and 264 memory; and on 11
rounds of the compression function of Grøstl-512 requiring 2640 computations
and 264 memory.

5.3 Integral Properties of Grøstl-512

As the diffusion layer of Grøstl-512 has a really slow diffusion, we could expect
that the same kind of properties as the ones presented in [25] may exist on 5
rounds or more. Studying in detail the diffusion layer, we obtain the 5th order
integral distinguisher on 4 rounds of P and of Q shown in Fig. 4.

This distinguisher leads to the sums taken at byte level over all the inputs on
the four columns marked in blue in Fig. 4 are equal to 0. Moreover, there are
some particular matching (equality) sums (marked in gray in Fig. 4) between
the bytes at positions (1, 7) and (1, 8) and also at positions (15, 7) and (15, 8)
and positions (16, 7) and (16, 8). This property requires 240 chosen texts to work
and has a complexity equal to 240 permutation operations.

This property could be extended by one round at the beginning using a 40th
order integral property as shown on Fig. 6. This leads to an integral distinguisher
that uses 2320 chosen plaintexts with a complexity equal to 2320 permutation
operations to test if the sums taken at byte level over 8 × 8 × 4 = 256 bits are
equal to 0 or not. The sums taken on the equalities could also be considered
leading to 0-sums on 230 bits.

Let us now analyze which are the integral properties that exist for the back-
ward sense. We found the 2nd order integral property on 3 backward rounds
presented in Fig. 5.

This property leads to a distinguisher on 3 backward rounds where the sums
taken at byte level over all the inputs on the three shifted columns marked in
blue in Fig. 5 are equal to 0. It requires 216 chosen texts to work and has a
complexity equal to 216 cipher operations. This property could be extended by
two backward rounds at the beginning using a 64th order integral property as
shown on Fig. 5. This leads to an integral distinguisher that uses 2512 chosen
plaintexts with a complexity equal to 2512 permutation operations to test if the
sums taken at byte level over 3 × 8 × 4 = 192 bits are equal to 0 or not.

We could combine those two properties (in the backward and in the forward
senses) starting from both the middle of P and the middle of Q to build a struc-
tural property on the compression function of Grøstl-512 when 10 rounds are
considered (see Fig. 8). For the permutation P , start from the middle with 2512

middletexts with 64 active bytes (the other are taken equal to a constant) then,
go backward on five rounds to obtain inputs that sum to 0 on 3 shifted columns
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Fig. 6. Extension by one round of the previous distinguisher using a 40th order Integral
property

Fig. 7. Extension by two backward rounds of the 3 backward rounds distinguisher
using a 64th order Integral property for P and of Q
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Fig. 8. Complete property on 10 rounds of P and Q starting from the middle with a
64th order integral property

and go forward on 5 rounds to obtain outputs that sum to 0 on 4 columns.
Do the same for the permutation Q. Using Q, get the 2512 corresponding Mt

messages. Using those messages and the inputs of P , compute the corresponding
2512 Ht−1 values. Those 2512 values also verify that their sums taken over all the
2512 values on 3 shifted columns are equal to 0 (due to the linearity of the xor
operation). Then with the knowledge of Ht−1, of the outputs of P and of the
outputs of Q, the corresponding Ht values are such that the sums taken over all
the 2512 values on the intersection of the 3 shifted columns (for the backward
sense) and of the 4 columns (for the forward sense) are equal to 0. In other
words, the sum taken over all the 2512 outputs of the compression function is
zero at 7 byte positions whereas the corresponding inputs Ht−1 and Mt have
0-sum on 3 shifted columns.

Thus, we have exhibited a structural property of the Grøstl-512 compression
function when P and Q are limited to 10 rounds. The computational cost of
this property is about 2513 operations with few memory requirements to find
some 0-sums at particular positions (7 bytes at the output of the compression
function and 24 bytes at the input). Note that this new structural property really
improves the one described in the original proposal of Grøstl [16] that reaches 9
rounds with a complexity equal to 2704 cipher operations.
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Table 1. Summary of distinguishers and of attacks on the three studied candidates

Hash functions Nb rounds Type of Attack Time Memory Source

Hamsi-256 Pf Integral Dist. 228 small [2]
Hamsi-256 P Prob. Int. Dist. 22 small [2]
Hamsi-256 Pf Integral Dist. 216 small this paper
Hamsi-256 P Integral Dist. 28 small this paper

LANE-256 complete Semi-free-start Coll. 296 288 [23]
LANE-256 (3,3,6,3) Integral Dist. 2240 small this paper

Grøstl-512 8 Semi-free-start Coll. 2152 264 [24]
Grøstl-512 9 Integral Dist. 2704 small [16]
Grøstl-512 11 Trunc. Diff. Dist. 2640 264 [26]
Grøstl-512 10 Integral Dist. 2513 small this paper

6 Conclusion

In this paper, we analyzed some SHA-3 candidates (Hamsi-256, LANE-256,
Groestl-512) in regard of Integral properties. Due to a slow diffusion of the
linear part of the proposed candidates, integral properties could be exhibited for
a number of rounds greater than expected. We sum up our results and the re-
lated works concerning distinguishers on the compression functions of the SHA3
candidates in Table 1 where Prob. Int. Dist. means Probabilistic Integral Din-
stinguisher.
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A The Integral LANE Properties

Here are all the figures for a better illustration of Section 4.

Fig. 9. The 2nd order Integral
property on 4 forward rounds of Pi

Fig. 10. The 2nd order Integral
property on 4 backward rounds of
Pi or Qi
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Fig. 11. The 8th order Integral ex-
tension on 4 forward rounds of Pi

Fig. 12. The 8th order Integral ex-
tension on 3 backward rounds of Pi

Fig. 13. The 9 rounds integral property using 2112 middletexts
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Fig. 14. The complete attack on the compression function where P0, P1 and P2 are
limited to 3 rounds using 2240 texts
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