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Abstract. This paper studies the security of the block cipher ARIA
against impossible differential cryptanalysis. We find a new impossible
differential property of ARIA, and propose an attack against ARIA-256
reduced to 7 rounds based on this property, while previous attacks can
only attack ARIA up to 6 rounds. Our new attack needs 2'%° chosen
plaintexts and 223® 7-round encryptions. This is the best result for im-
possible differential cryptanalysis of ARIA known so far.
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1 Introduction

ARIA [12,15] is a block cipher designed by a group of South Korean experts
in 2003. ARIA was established as a Korean Standard block cipher algorithm
(KS X 1213) by the Ministry of Commerce, Industry and Energy in 2004.
ARIA is a general-purpose involution SPN block cipher algorithm, optimized
for lightweight environments and hardware implementation. The interface of
ARIA is the same as AES [7]. ARIA has 128-bit block size with 128/192/256-bit
key, and in the original version the corresponding round numbers are 10/12/14
respectively [12], while in the current one, ARIA v1.0 [15], the round numbers
are altered to 12/14/16 respectively.

The designers, Daesung Kwon et al., gave the initial cryptanalysis of ARIA
[12]. It contained differential and linear cryptanalysis [4,14], truncated differ-
ential cryptanalysis [10], impossible differential cryptanalysis [1], square attack
[3,11], higher order differential cryptanalysis [10], interpolation attack [9], and
so on. Later in 2004, Alex Biryukov et al. performed a security evaluation of
ARIA in which they focused on dedicated linear cryptanalysis and truncated
differential cryptanalysis [5], and found attack on ARIA up to 7 rounds. But
they didn’t evaluate the security against impossible differential cryptanalysis
which is an important attacking method of block cipher. Wenli Wu et al. found
a non-trivial 4-round impossible differential path in the first place, which led to
an attack on 6-round ARIA requiring about 2'2! chosen plaintexts and about
2112 encryptions [17]. Then Shenhua Li proposed an improved impossible dif-
ferential attack, which needed 2% 6-round encryptions, and reduced the chosen
plaintexts number to 2120 [13].
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Impossible differential cryptanalysis is a kind of technique that uses differen-
tials with probability 0 to get rid of the wrong keys, in order to obtain the right
key. These differentials are called impossible differentials. Since its appearance,
researchers discovered that it can be used to analyze many block ciphers, such
as AES, and get some good results [2,3,6,8,16].

In this paper, we propose a new impossible differential path, which leads to
the attack of ARITA-256 reduced to 7 rounds. We use the “early-abort technique”
introduced in [4,17] to reduce the time complexity of our attack. The data com-
plexity is 2'2°, while the time complexity is less than 2238 in our attack.

We organize our paper as follows. Section 2 gives a description of ARIA. A
4-round impossible differential path of ARIA is described in Section 3. In Section
4 we present our impossible differential attack on 7-round ARIA-256. And we
conclude our paper in Section 5.

2 Description of ARITA

ARIA is a 128-bit SPN structure block cipher. ARIA-256 supports 256-bit key
length, and the corresponding round number is 16. Each round consists of the
following three parts:

Round Key Addition(AK): This is done by XORing the 128-bit round key
ki, 1 <i < 17. The round key is derived from the master key (M K) through the
key schedule. The detail of the key schedule is in [15].

Substitution Layer(SL): Applying the non-linear 8 x 8-bit S-boxes in parallel
on each byte of the state. ARIA uses 2 S-boxes S, S2 and their inverses 51—17 52_1.
Each S-box is defined to be an affine transformation of the inversion function
over GF(28).

S:GF((2%) — GF(2%), S1: ¢ — Q-2 ' @gq,
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So: x— T -2 @t

where

01011110 0
00111101 1
11010111 0
10011110 0

T=1ovo0o101100]| ™ t=1y
10000001 1
01011101 1
11010011 1

There are two types of substitution layers to be used so as to make the cipher
involution.

LSO = (51752751_1752_1751752751_1752_1751752751_1752_1751752751_1752_1)7
LSe = (Sfl75517517527Sfl755175175275;1755175175275;17551751752)-

LS, is for the odd rounds, while LS, is for the even rounds.

Diffusion Layer(DL): A 16x 16 involution binary matrix with branch number
8 was selected to improve the diffusion effect. It’s a simple linear map in which
the 128-bit plaintexts are treated as byte matrices of size 4 x 4.

The 128-bit plaintext includes 16 bytes with every byte numbered as the
following:

04812
15913
2 61014
3 71115

The diffusion layer is given by DL : X — Y, Y = AX
where

T
X = (m07x17x27x37x47x57x67x77x87x97x107x117x127x137x147x15) 9
Y = T
- (ZUOvyhZU27y37y47ysvy&yhy&y%ylmylh912791379147915)

)
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0001101011000110
001001011100100°1
010010100011 100°1
1000010100110110
1010010010010011
0101100001100011
1010000101101 100
A 010100101001 1100
1100100100100101
110001100001 1010
001101101000010°1
0011100101001010
0110001101011000
1001001110100100
1001110001010010
011011001010000°1
DL is an involution. So we have DL™! = DL.

3 4-Round Impossible Differentials of ARIA

Several 4-round impossible differentials of the ARIA were presented in [13,17].
In this section, we propose some new impossible differential paths of 4-round
ARIA.

We use X/, and X9 to denote the input and output of round m, while X
denotes the intermediate value after the application of SL of round m. X,,
denotes the n-th byte of X,,, while R,,, denotes the m-th round. We analyze the
4-round impossible differential of R3 to Rg.

One new impossible differential path states that, given a pair of XJ which
is equal in all bytes except the 3rd byte, then after 4 rounds encryption the
ciphertext differences AXf? can’t be like this (4,0, 7,0,0,0,0,0,4,0,0, 7,0,0,0,0),
i.e., the ciphertext pair has nonzero equal difference at bytes (0,2,8,11), and no
difference at the other bytes.

We expressed the property like this:

(0,0,¢,0,0,0,0,0,0,0,0,0,0,0,0,0) % (4,0,4,0,0,0,0,0,4,0,0,5,0,0,0,0) (1)

where ¢ and j denote any nonzero value.
The path is illustrated in Fig.1.

Proof: To start with the first 2 rounds, suppose the difference of inputs satisfies
the left part of (1). The first 2-round differential is obtained as follows:

The input difference AXZ = (0,0,¢,0,0,0,0,0,0,0,0,0,0,0,0,0) is preserved
through the AK operation of Rs. This difference is in a single byte, so the differ-
ence after the SL of R3 is still in a single byte, i.e., AX5 = (0,0,4d,0,0,0,0,0,0,0,
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Fig. 1. 4-round impossible differential path of ARIA
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Fig. 2. Impossible Differential Cryptanalysis of 7-round ARIA

0,0,0,0,0,0), where d is an unknown nonzero byte. And the DL of R3 makes
the differential become AX3O =(0,4,0,0,d,0,d,0,0,0,d,d,d,0,0,d).

After AK and SL of Ry, the difference is AXF = (0,e1,0,0,e4,0,¢6,0,0,0,
610,611,612,070,615)-
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Finally, after the DL of Ry, the difference evolvesinto AXS = (fo, f1, f2, f3, f4,
fs, fe, f1, fss fo, fr0, 11, fi2, f13, f14, f15), where we have f5 = fs = e1®es © e10®
e15. Hence, AXZ = (0,0,¢,0,0,0,0,0,0,0,0,0,0,0,0,0) evolves with probability
one into AXY, which has same value in bytes 5 and 8.

Now, we investigate how the inverse of the last 2 rounds works on the right
part of (1).

The second differential ends after Rg with difference AXE = (4,0, ,0,0,0,0,
0,4,0,0,4,0,0,0,0).

After rolling back this difference through DL, we get AX§ = (34,0, 4,0,0,0,0,
0,7,0,0,4,0,0,0,0). Then after the transformation SL=' and AK~!, the dif-
ference is evolved into AX{ = (ip,0,12,0,0,0,0,0,is,0,0,i11,0,0,0,0) where
10,19, 18,111 are unknown nonzero byte values.

After DL~ of Rs, the difference is changed to AXS = (hg, h1, ha, hs, ha, hs,
he, hz, hg, ho, hio, hi1, hi2, his, hia, his). Here hs = i1 @iz®i4®igPi10®i1a®irs =
0060600080804 0=0, and hg =ig # 0.

Therefore, when rolling back this difference through SL and AK of Ry, we get
AXZE = (90, 91,92, 93, 94, 95, 96, 97, 98- 99, 9105 911, 912, 913, J14, g15)- And we know
g5 = SL™YX2)BSL Y XEZDhs) = 0,and gs = SL Y XS )DSL™ Y (XZDhg) # 0.

So we have g5 # gs. And also this property stands with probability one.

This differential contradicts the first differential with probability one, which
has f5 = fs.

This contradiction is emphasized in Fig.1.

Some other impossible differential paths like (1) can also be found either. It’s
just the position has been altered. For instance,

(0,0,0,¢,0,0,0,0,0,0,0,0,0,0,0,0) % (0,4,0,0,4,74,0,0,4,0,0,0,0,0,0,0),
(¢,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0) % (0,0,0,0,4,0,0,0,0,0, 4,7,0,4,0,0),
(¢,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0) % (0,4,0,0,4,5,0,0,4,0,0,0,0,0,0,0),
(0,¢,0,0,0,0,0,0,0,0,0,0,0,0,0,0) % (0,4,0,40,0,0,0,0, 4,4,0,0,0,0,0),
(0,¢,0,0,0,0,0,0,0,0,0,0,0,0,0,0) % (0,0,0,0,0,0,0,0,0, 4,40, 4, 4,0,0).

4 7-Round Impossible Differential Attack on ARIA-256

In this section, we present an impossible differential cryptanalysis of ARIA-256
reduced to 7 rounds, using the 4-round impossible differential path, which was
described in previous section, with additional two rounds at the beginning and
one round at the end as shown in Fig.2. Best previous impossible differential
attacks could only apply to ARIA reduced to 6-round. Note that the last round
of ARIA doesn’t have the diffusion layer, but an additional AK.

4.1 Four Equations

We discover some amazing properties of DL transformation, which lead to this
cryptanalysis. As illustrated in Fig.2, 4 significant equations of bytes in AX?
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are found, which make AX{ evolve into AXJ with 9 bytes (0,2,3,5,7,8,9,
13,14) equaling to zero with probability p = 2724, while in the random case the
probability is p = 2772, The four equations are:

AXP s = AX{g = AXT 5
AXT, = AXTy = AXT,
AXP @ AXP @ AXT 1, ® AXP ;1 =0
AXP @ AXT, @ AXT g @ AXT 13 =0

In Fig.2, as we can see, in Ry we use a, 4, a;, A;, (1,5 € {0,1,...,15}) to present
AXPL, (B €d0,1,...,15}), ie., a1 = AXP |, Ay = AXP,, a = AX{5 = AXPg =
AX? 5, ete., and each number in the states before and after AK of Ry corre-
sponds with an equation. So the 4 equations become:

AXP = AXPg=AX{ 5 =a
AXP, = AXPy=AX{ ), =A
ap ®ay ®ap a1 =0
A3 Ay D Ao ® A13 =0

Now we prove that p = 2724,

Proof: We use structure here to make our argument much easier and more
explicit. A structure is defined as a set of 256 differential values of plaintexts
which equal to zero in all but 7 bytes (1,4, 6,10, 11,12, 15).

Randomly choose AXZ from this structure, and through DL~! transforma-
tion, we get all the values of AXf,i, 0 <i <15 asin Fig.2. And we have AXE5 =
AX] @ AXS  @AX] (B AX] 5, AXT g = AX] @ AX] S AX] (@ AX] |5
and AXE15 = AXQ{1 e AXQI,4 @ AXQIJO @ AXQI,15. Therefore, no matter what
the values of AXJ |, AXJ,, AX] ,, AX] 5 are, equation (2) stands with prob-
ability one.

Likewise, equation (3) always holds with probability one.

At the same time, we get ap = AXQ{4 & AX21’67G1 = AXQ{4 & AXQI’lz,alo =
AX%@ D AX21,157 ain = AX5,4 D AX21,127 Az = AXzI,m @ AXzI,nv Ay = AX2],11 @
AX;B, Az = AXQI’6 & AXQIJO.

It’s easy to verify that equations (4) and (5) stand with probability one as
well.

It suggests that, if we demand the values of AXZ are all in the structure
defined above, the corresponding values of AX{ must fulfill all the equations
(2) — (5). So we can eliminate all the values of AX} that can’t satisfy all the
equations without deleting a right one. We use ps, p3, p4, p5 to denote the prob-
ability of equations (2) — (5) respectively. We can easily find out that py = 2716,
p3 = 2716 p, =278 ps = 278 So the number of AX? is narrowed down to:

5
N =228 x [ pi = 2%.
=2
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Since DL is a linear transformation, and there are 2°6 values of AXJ in the
structure, the number of corresponding values of AX{ which make AX{ be ele-
ments of the structure is also 2°6. Spontaneously, any AX ¢ which satisfies all the

4 equations evolves AX{ into the structure with probability p = 322 =272 0O

4.2 The Procedure of 7-Round Attack on ARIA-256

The procedure of this attack is as follows. We use &, ,, to denote the n-th byte
of k,,

Step 1. Randomly select 2'2° plaintexts, and such plaintexts proposes 2!2° x
2125 ; = 2249 pairs.

Step 2. Select pairs whose ciphertext pairs have zero difference at the twelve
bytes (1,3,4,5,6,7,9,10,12,13, 14, 15). The expected number of such pairs
is 2249 X 2—96 — 2153.

Step 3. Guess the 4-byte value (kso,ks2,kss,ks11) of the last round key
k. For each ciphertext pair (C,C’), compute AX{ = SL™1(C @ kg) @
SL=1(C' @ ks), and choose pairs whose difference AX! are same at the 4
bytes AX o, AXT,, AX7 g AX? 1. The expected number of the remaining
pairs is 9153  9-24 _ 9129

Step 4. Next guess all 16 bytes of k1. But we don’t guess all the 16 bytes values
at once, we separate them into 5 parts, using the “four equations” presented
in the previous subsection.

Step 4.1 Guess 3-byte value (k1 5, k1 s, k1,15) of the first round key k1, and
for those plaintext pairs (P, P’) with such ciphertext pairs, compute
AXY = SL(P® k1) ® SL(P' @ ky) at the above 3 bytes. Choose pairs
whose difference AX{ are same at these 3 bytes. The expected number
of such pairs is 2129 x 2716 = 2113,

Step 4.2 Guess 3-byte value (k1,7, k1,9, k1,12) of k1, and for the remaining
pairs (P, P') compute like above, AX? = SL(P$ky)®SL(P'@©k;) at the
3 bytes (7,9,12). And discard those pairs which have different values at
bytes (7,9, 12). The number of the remaining pairs is 2113 x 2716 = 297,

Step 4.3 Guess 4-byte value (k1 0, k1,1, k1,10, k1,11) of k1, and compute AXY
=SL(P® k1) ® SL(P' @ k1) at the 4 bytes (0,1,10,11). Choose pairs
which satisfy the equation : AXfO @ AXE1 & AXEIO & AXEH =0. So
there are 297 x 278 = 289 pairs left.

Step 4.4 Guess 3-byte value (k1.3, k14, k1,13) of k1, and compute AXP =
SL(P® k1)@ SL(P' @®k1) at the 3 bytes (3,4, 13). Get rid of pairs which
don’t satisfy the equation : AXE3 @ AXfA @ AXfm @ AXi"jl3 = 0. The
number of the remaining pairs is 289 x 278 = 281,

Step 4.5 Guess the last 3-byte value (k12,%1,6,k1,14) of k1, and compute
AX{ = SL(P® k) @ SL(P' @ k1) at the those 3 bytes like above.
Step 4.6 For all 16 bytes values of AX?, compute AXJ = DL(AXY), pick
up pairs whose difference AX/ are zero at 9 bytes (0,2,3,5,7,8,9,13,14).
The probability is p = 2724. So the number of the remaining pairs is

281 x 2724 — 257.
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Step 5. Guess 7—byte value at (]{)2,1,]{)2,4,]{)2767]62710,]{)2,1171452712,]{)2715) of ]{)2,
and compute AXS = SL(X{ @ ki) © SL(XY @ ki) at the 7 bytes
(1,4,6,10,11,12, 15). Choose pairs whose difference AX5 are same at the 7
bytes (1,4,6,10,11, 12,15). The probability is 2748,

Step 6. Since such a difference is impossible, every value of ko which satisfies
the difference is wrong value. After we analyze 2°7 pairs, there are only
256 5 (1 — 2748)2" x 276623 wrong value of ky left.

Unless the assumptions on kg and ki are both correct, it is expected that we can
get rid of the whole 56-bit values of ko for each 160-bit value of (ks, k1), since
the number of remaining wrong value of (ks, k1, ko) is about 232 x 2128 x 27662 —
27512 x~ (0 [2]. Hence if there remains a value of ks, we can assume the value of
(ks, k1, ko) is right.

4.3 Time Complexity

Next we analyze the time complexity of our attack.

In Step 3, if we compute all the values of those 4 bytes at once, the time
complexity of this step will be 2 x (2!%3 x 232 x 1) = 2181, But actually we
only need 3 x 218, Because we can first compute AX%,O and AX7I72, and check if
they are equal. And get rid of the pairs which don’t. For the rest pairs, continue
to compute AX%’S, and compare with the value of AX%’O. If they are equal,
remain the corresponding pairs, and so on. This is what is called the “early-
abort technique”. Since we only need to compute 4 bytes here. Thus this step
requires 2 x (2153 x 216 4 2145 5 924 4 187 5 232) 5 4 — 3 x 2108 one round
operations.

And we also use the “early-abort technique” in all the rest steps.

In Step 4.1, because we just compute 3 bytes of plaintext pairs, and only AK
and SL are operated, so we consider it as 136 X g one round opera‘gions. So just
like Step 3, this step requires 232 x 2 x (2129 x 216 4 2121 5 924) 5 8 2 — 176
one round operations.

Similarly, Step 4.2 needs 232 x 2 x 224 x (2113 x 216 4 2105 5 924)
one round operations.

In Step 4.3, we encrypt the 4 bytes (0, 1,10, 11) of plaintext pairs, and also only
AK and SL are operated. So this step demands 232 x2x 28 x (297 x232)x { x 2 =
L % 2299 one round operations.

Just like Step 4.3, Step 4.4 requires 232 x 2 x 280 x (289 x 224) x
one round operations.

Step 4.5 needs 232 x 2 x 2104 x (281 x 224) x 136 X g = 2239 one round operations.

In Step 4.6, as we considered in Step 4.1, because only DL is operated, we
consider it as ;’ one round operations.

So here we require 23% x 2128 x 2 x 281 x } =1 one round operations.

And in Step 5, like Step 3, we demand 232 x 2128 x 2 x (257 x 216 4 249
224 4 241 x 232 4 233 x 240 4 225 5 948 4 917 5 256) % T = 21 x 223! one round
operations.

3.2 _ ols4
16 X3 =2

3 2 _ 9223
16 X 3 =2

1 % 2242
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Therefore, the total time complexity is (3 x 268 4 2176 4 2184 4 1 5 9209 4
2223 4 1 x 2242 4 21 x 2%31) x I = 238 encryptions of ARIA-256 reduced to 7
rounds.

Consequently, our attack requires about 2'2% chosen plaintexts and less than

2238 encryptions of 7-round ARIA-256.

5 Conclusion

In this paper, we present a new impossible differential attack against ARIA-
256 reduced to 7 rounds. This attack requires 2'2° chosen plaintexts and 2238
encryptions. Our result is the best impossible differential cryptanalysis result on
ARIA as far as we know to date. In Table 1, we compare the new attack with
the previous impossible differential attacks.

Table 1. Comparison of impossible differential cryptanalysis of ARIA variants

Variant Number of Rounds Chosen Plaintexts Time Complexity Source
ARIA-128 6 212! 2112 Ref.[17]
ARIA-128 6 2120 296 Ref.[13]
ARIA-256 7 2125 2238 This paper
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