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Abstract. The paper presents a privacy preserving authentication protocol for
vehicles in a VANET. The authentication process involves authentication of the
vehicle and the corresponding RSU by a fixed infrastructure (CTA). Every RSU
has a public key infrastructure and continuously broadcasts public key. The ve-
hicle encrypts its identity, RSU Id and timestamp using its symmetric key. The
encrypted bits along with the pseudonym of vehicle and timestamp are again
encrypted by the public key of RSU and send to the RSU. RSU forwards the
encrypted part to the CTA. CTA sends its verification to the RSU. The verifica-
tion of the vehicle is encrypted by the vehicle symmetric key and sends along
with authentication of the vehicle to the RSU. The encrypted portion is for-
warded to the vehicle which confirms the authentication of the RSU after de-
cryption. The CTA also sends a temporary short certificate to the vehicle for
vehicle to vehicle communication. The whole process needs only one request
and reply between different entities. Simulation results indicate the time taken
(~ 223 ms) for the whole process is small and constitutes only a small portion
of the stay time of a vehicle within an RSU region.

Keywords: Mutual authentication, public-private key, VANETSs, Vebhicles,
Road Side Units.

1 Introduction

VANETS is a network of vehicles are moving on the road exchanging information.
The network membership is very volatile with members joining / leaving a neighbor-
hood as they move on the road. Vehicles are equipped with an On Board Unit (OBU)
that has an event data recorder (EDR), global positioning system (GPS), forward and
backward radar, computing facility, and short range wireless interface [1]. A band-
width of 75 MHz has been allocated in the 5.850-5.925 GHz band and vehicles use
dedicated short range communications (DSRC) protocol for communication [2]. Ac-
cording to DSRC, each vehicle periodically broadcast information. DSRC classifies
the five basic classes of applications; public safety application, traffic management,
traveler information, freight/cargo transport, and transit. Messages class can be di-
vided in two categories; safety and non-safety categories. The entails that (a vehicle)
the source of message be authenticated beforehand joining the networks. Since
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message can cause / prevent life endangering situations, the variety of a message must
be ascertained before an action is taken. In life threatening situations, the time for
message authentication is almost negligible. Moreover, a malicious vehicle can
broadcast with different identities. In vehicular network, DSRC [2], recommends the
range of communication of vehicle is 500 meters and 1000 meters for road side infra-
structure, a vehicle sends each message within 100-300 milliseconds time interval.
However, if 50-200 vehicles present in the communication of road side infrastructure
then network is high density network and in this case receiver vehicle will needs to
verify near about 500-2000 messages per second. So main issue of authentication
protocol is low communication overhead and fast verification.

At the time of authentication, identities of claimant vehicle must be hidden from a
verifier vehicle and on the other hand, the authority should be able to trace the claimant
vehicle or sender of a message by revealing its identity when required, such as liability
investigation etc. So privacy must be preserve and privacy should be conditional.

Privacy preserving authentication can be achieved by using pseudonyms that are
intimately linked to the original identity [1]. The pseudonym may be generated by the
fixed infrastructure [3], [4] or by the vehicle itself [5]. They may be presorted [1] or
downloaded from a trusted site periodically [6], [7]. During communication, the
pseudonyms are switched periodically [8], or when required [9], in a crowd or a max-
imizing zone [10].For entity authentication public key infrastructure (PKI) [11], [12],
[13] is deployed, where a large number of short-lived anonymous credentials is in-
stalled in the OBU. One of them is randomly selected used as the private key for digi-
tally signing the messages. Verification is through the public key. However, detection
of malicious sender is difficult. The CA has to exhaustively search a very large cre-
dential database to find the identity the compromised vehicle. Moreover, the security
overhead is usually bigger than the useful message contents. Authentication can be
done between two parties through exchange of certificates. This scheme [14] uses the
short certificate based on temporary anonymous certified keys (TACKs) and uses
group signature for tracing and revocation. A regional authority distributes certificates
and certifies temporary key created by vehicles for authentication. Vehicles download
CRLs certification revocation list to find for revoked entities [15]. Group based
schemes [16], [17], [18], [19] provide anonymity as a receiver cannot distinguish a
member from its group. Group based schemes achieve both privacy and authentica-
tion. However, group formation, maintenance, revocation need to be further studied
[20]. To reduce the size of certificate revocation list and avoid the overheads of PKI,
identity based with group signature scheme is proposed. The ID-based cryptosystem
simplifies the certificate management process. The ID-based cryptosystem avoids
certificate exchange and storage overheads of previous proposed schemes. However,
their framework is limited by the strong dependence on the infrastructure for short
lived pseudonym generation, which also renders the signaling overhead overwhelm-
ing. Timed efficient and Secure Vehicular Communication (TSVC) scheme [21] is
also proposed for authentication. This scheme needs to perform symmetric MAC
operation instead of any asymmetric operation at the verifier vehicle. Verification
time is reduced but required tight time synchronization between vehicles. RAISE [22]
is a RSU-aided scheme, responsible for verifying the authenticity of the messages sent
from vehicles and for notifying the results back to vehicles. Where the message au-
thentication code (MAC) can be used for inter vehicles authentication under the aid of
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a RSUs. The proposed scheme has less computation and communication overhead as
compared to PKI-based and the group signature based schemes. However, this
scheme is highly depend upon road side infrastructure, communication will be ef-
fected due network jammed because VANET is highly densely deployed and fre-
quently disconnected network.

The rest of the paper is organized as follows. Section 2 describes the problem. In
section 3, the architecture of VANETS is described. The protocol description is given
in section 4. The scheme is evaluated through simulation and results are in section 5;
section 6 concludes the work.

2 Problem Definition

A malicious vehicle can be an outsider or may be previously good vehicle. This mali-
cious vehicle may inject false messages with different identities with dire conse-
quences. This necessitates that messages and vehicles both are to be authenticated.
Message authentication process needs to be repeated for each new message. Vehicle
authentication should be done at the time of message sending to the verifier. At the
time of communication, mutual authentication should be done for vehicle and RSU.
This authentication must preserve the privacy of the vehicle. However, this privacy
must be conditional. The true identity of a vehicle must be revealed if required by
law. Finally, since the lifetime of a vehicle with an RSU is small, the authentication
time should be almost negligible.

3 Architecture of VANETS

The architecture of a VANET is shown in Figure 1. It consists of national trusted
authority (TA), under this authority there are state level trusted authorities (STA),
city level trusted authorities (CTA) are under in STA. In every CTA there are many
road side infrastructures (RSUs) and there are vehicles moving on a road with an
RSU, they lateral motion is very restricted and the motion is unidirectional except at
the junctions. A vehicle moving in a particular direction can move at different speeds
and also pause. Vehicles can take velocity as variable or profile based etc & these
vehicles may overtake one another. Since the transmission range of any vehicle is
more than the total width of the road, this lateral motion has no effect on communica-
tions and can therefore be neglected. An OBU /RSU is equipped with private key /
public key which will provided by it’s adjacent higher authority like TA distributes
the keys and certificate to state level authorities. STA will play the role of key distrib-
utors to CTA and similarly CTA distributes the key and short certificates to road side
infrastructures and vehicles. Each vehicle has equipped with storage area named as
Tamper Proof Devices (TPD) to store different keys and for prevention and detection
of tampering. A vehicle store many pseudonyms along with public / private key and
short certificate which will be received at the time of authentication by CTA via the
corresponding RSU. When vehicle will come within the transmission range of a RSU
it receives its public identity. All vehicles have used pseudonyms to preserve the
privacy for vehicle during the broadcast. City level trusted authority (CTA) plays the
role as a key distributor. All vehicles register with CTA via any RSU or such as
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police station, government office, petrol pumps, and service stations etc. It is given
one secret key for signing the messages, one shared secret key for communication
between vehicles to city level trusted authority via RSU. The vehicle will receive a
short certificate by CTA via any RSU during authentication process. This short certif-
icate can be used to authenticate claimant vehicle to verifier entity of network when
infrastructure is absent.

Fig. 1. Architecture of VANETS

Table 1. Notation used for this algorithm

Notation Description
v; i" Vehicle
TA Trusted authority (National)
STA Trusted authority (State)
RSU; i" Road Side Infrastructure / Unit
CTA Trusted authority (City)
PK} The Public key of any entity in vehicular net-
work. Entity can be a vehicles or RSU; etc.
PKsy, The Public key of i** RSU;
PK;} The Private key of it" v;
PKpsy, The Private key of i" RSU;
PK; The Private key of i*" v;
PEgsy, A public-key encryption function using the
i" RSU;’s public key
DEggy, A public-key decryption function using the
it" RSU,’s public key
Kera The securely pre-shared symmetric key with
CTA and vehicle
1D, Unique identity of vehicle, issued by CTA
IDgsy Unique identity of i*" road side infrastructure,
issued by CTA
Sigcra Signature of CTA
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4 Protocol Description

The proposed authentication scheme is divided in four phases. The first three phases
achieves the authentication with privacy using hashing and pseudonyms. Confiden-
tiality is achieved by encryption of public identities and is in the fourth phase tracea-
bility and revocation is achieved by the simple cooperative scheme wherever
infrastructure is absent or present. The proposed authentication scheme is as follows:

Phase I: Vehicle sends the request for association and authentication to RSU, phase 1I:
The RSU forwards vehicle’s authentication request to CTA, and Phase III: CTA sends
the authenticated short certificate to vehicle via i*® RSU; ; phase IV: Revocation.
Phase I: v — RSU;
Vehicle sends the request for association and authentication to RSU.
Stepl. At the time of vehicle enters in the communication range of RSU, it receives
RSU IDggy and PK, R+5Ul. for sending authentication request.
Step2: Vehicle selects a pseudonym from its storage pool, and current time stamp t,.
Step3: Computes a MAC value.

pSo = h([D,’,, tO)
to is the 4 byte field time stamp for freshness to prevent message by replay attack /
Sybil attack.
Step 4: Vehicle sends the authentication request to i*"* RSU; .

First, timestamp, vehicle identity and RSU identity are encrypted by the vehicle’s
shared key. Second, all values is again encrypted by public identity of RSU.

v; > RSU;: PEjppg {PEkcra(IDy , to, IDgsy, ), PSos to }

Encryption technique is used to provide confidentiality.

Phase II: RSU forwards vehicle’s authentication request to CTA.

Step 1: " RSU; decrypt received association and authentication request and store
pSy, for the time duration until the CTA does not send the response to the RSU.

Step 2: i*" RSU; will forward the encrypted packet to CTA .

RSU; - CTA : {PEx,,(IDy , to, IDgsy,) }

Phase III: CTA sends the authenticated short certificate to vehicle via it* RSU; .
Stepl: CTA decrypts the authentication request by its shared key and verifies the ve-
hicle and RSU;.

Step2: After completion of the authentication process of vehicle and i*" RSU;, CTA
will issue the short certificate with time to live (t;) time stamp to vehicle via i*"* RSU;.

CTA - RSU;: PEjp,o,|PEkor,(IDgsy, cert[Sigera, t,1,1D,) pso|

RSU; will match the MAC value obtained from CTA from it’s previously stored
MAC valued if this is same then vehicle authenticates to RSU;.

The certificate is valid for a time period determined by the approximate duration of
stay of a typical vehicle in an RSU.
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Step3: i*" RSU; sends the authentication report to the vehicle. RSU; — v:
RSU; - v:[PE ;. ,(IDgsy, cert[Sigera t1l, ID,) |

Vehicle receives the authentication certificate and at the same time vehicle will au-
thenticate the RSU.

Phase I'V: Revocation

Vehicle found some conditions regarding RSU that are such as:

(i) RSU; is malicious, (ii) RSU; is switched off, (iii) Large congestion in the network-
RSU; is overloaded, hence delay occurred, and (iv) CTA founds RSU; is malicious at
the time of authentication process.

(i) If any vehicle found the identity of i*"* RSU; was not valid then vehicle can inform
the CTA connected by next RSU;,; or connected by next other trusted infrastructure.
So that CTA will verify the authenticity of that RSU;. If finds RSU; is malicious then
broadcast the alert messages about RSU;.

(i) This condition is very rare in VANETs. If vehicle found i*"* RSU; is switched off
then vehicle will report to next adjacent RSU;,4. This will verify, if found true then
broadcast the i®® RSU condition and to inform the CTA.

(iii) In this condition vehicle will be send association & authentication request again
and again and wait some more time for authentication, otherwise resend association &
authentication request to the next RSU;,;. Vehicle will use the old certificate until
didn’t get new certificate.

(iv) If CTA founds that RSU; is malicious then it will send information to vehicle and
inform the other network entities or broadcast alert messages regarding false identity
of RSU; and also will take action to remove from the VANETSs. CTA will listed this
malicious RSU; in revocation list, which stored in CTA. The revocation list can be
seen at time to time by the connected from any type of infrastructure in VANETS such
as next RSU;, 4, police station, government office , service stations and petrol pump
etc. So this scheme is also able detect the false identity of network entities.

5 Simulation and Result Setup

5.1 Setup

In this section, simulation is conducted to verify the efficiency of the proposed secure
protocol for inter vehicular communication applications with NCTUns [23]. For cryp-
tographic delay we install MIRACL [24] and its library. So for these cryptographic
delays we run a program that contains computational time of all standard hash func-
tion and encryption / decryption algorithms. The hardware/processor/clock of the
system over which we install MIRACL is given in Figure 2.

Intel (R) Core (TM) @ Quad CPU
1.99 GB RAM
Q9300 @ 2.50 GHz

Fig. 2. CPU configuration over which we install MIRACL
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We consider two types of different length of packets for authentication scheme.
First when vehicle communicates to road side infrastructure then structure is as shown
in figure 3a and when road side infrastructure responds to vehicle then structure is as
shown in figure 3b. Lengths of packets are 108 bytes and 148 bytes respectably.

Type ID Message ID Payload Time Stamp

2 byte 2 byte 100 byte 4 byte

Fig. 3a. Packet structure from RSU to OBU

I Type ID I Message ID I Payload I Time Stamp I Signature I
2 byte 2 byte 100 byte 4 byte 40 byte

Fig. 3b. Packet structure from OBU to RSU

In the simulation, speed of vehicle are (10-30 ms'l), while communication range of
VANET is 250-300 meters. Vehicle stays within transmission range of the RSU for a
very short duration of time (approx. 10-20 sec.). In the proposed scheme there will be
two types of delays one is communication delay and another is computational delay.
For communication delay we have simulated in NCTUNSs because in VANET envi-
ronment communication protocol 802.11(p) is used. We have simulated number of
vehicles 10, 20, 40 in fixed transmission range (300 m).

5.2 Setup

Data packets are generated at a constant bit rate at RSU as well as on OBU. Figure 4a
and figure 4b, shows the average and maximum delay when number of vehicles varies
from 5-40. Speed of vehicles are assumed here 10- 30 ms' and acceleration /
deceleration = 3 ms™.

80+ --m- Average Communication Delay
—+#— Maximum Communication Delay

=
=3
1

Speed of the vehicle =10 ms”
Acceleration/ Deaccleration = 3 ms”

H %3 =)
= =) (=3
1 1 1

Communication Delay (m sec)
w
(=3
1

0 T T T T T T T T T

0 5 10 15 20 25 30 35 40 45
Number of vehicles within communication Range of RSU

Fig. 4a. Average and Maximum communication delay at speed of source vehicle 10ms™
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120+ --m-- Average Communication Delay
—#— Maximum Communication Delay

1104

100+ Speed of the vehicle =30 ms”
909 Acceleration/ Deaccleration = 3 ms”

Communication Delay (m sec)

Number of vehicles within communication Range of RSU

Fig. 4b. Average and Maximum communication delay at speed of source vehicle 30ms™

Computational Delay
For calculating delay of the authentication phase we analyze each step of the phase.

Here we start with first step.

i.

il.

iii.

The delay when vehicle takes identity from RSU. t, is the time when vehicle
send the request for authentication to RSU and RSU will send the public iden-
tity to vehicle t, =ty + t;.

t, is the time when packet send by vehicle to RSU is 0.4081 ms.

t, is the communication delay of received packet from RSU when vehicles
(around 40) are within the communication range of the RSU. Time ¢t is the
maximum communication delay around 70ms and (~104) ms when vehicles
having acceleration / deceleration of 3 ms™ and speed of 10 ms™ and 30 ms™
respectively.

t; is the delay when vehicle compute the hash function and encrypt the packet.
Average delay of hash function (SHA-1) after multiple simulations is (~0.88)
ms and similarly encryption or decryption delay t, is (~1.66) ms.

The delay of hash and encryption of the packetis t5=t; + t,.

Signing delay of the CTA is tg = (~1.33) ms. Verification delay t, is depen-
dent on the computational delay of accessing the identity of claimant from its
database and decryption delay t, .

Delay when RSU send the authentication request to CTA and CTA send the
response to RSU along with the computational delay which is taken as 10 ms
maximum.

Total time taken in authentication processis T =t, + t5 + t;.
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Total maximum delay for authentication is T shown in figure 5. In figure 5a and
figure 5b shown total maximum and average delay of the authentication process when
number of vehicles varies 10 to 40 and speeds of vehicle is 10 ms", and 30 ms re-
spectively with acceleration / deceleration taken as 3 ms™.

250
U] Average delay
225 - Il Maximum delay
200
1754
%
g 150
k=
2, 1254
o]
©
S 100
=
g 75
50
5 10 20 40

No. of vehicles within communication range

Fig. 5a. Average and maximum delay at speed of source vehicle 10ms™

=0 Average delay

225 I Maximum delay
2004
1754
1504
1254

100+

Total delays in ms.

754

50

No. of vehicles within communication range

Fig. 5b. Average and maximum delay at speed of source vehicle 30ms™

6 Conclusion

In this paper, we provide a solution for privacy and mutual authentication process. We
use the pseudonym based scheme for privacy preservation and mutual authentication.
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The RSU was used as a mediator for authentication for both the RSU, itself, and re-
questing vehicle. Since the CTA is responsible for checking the credentials, the work
of the RSU is drastically reduced. However, this requires all the RSU to be in conti-
nuous communication with a city level trusted authority, which may constitute a large
overhead. This also solved the problem of malicious RSU along with the number of
message exchange between different entities.
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