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Abstract. Cloud computing has enabled users to access various resources and
applications as a service and in return pay the provider only for the time for
which they are used. Service Level Agreements (SLA) are formed between the
user and provider to ensure that the required services and applications are deliv-
ered as expected. With the increase of public cloud providers, challenges such
as availability, reliability, security, privacy and transactional risk demand de-
tailed assessment during the formation of SLAs. This paper focuses on one sub-
category of transactional risk while forming SLAs: namely, performance risk.
We argue that performance risk assessment should be done by the user before
entering into an SLA with a service provider. We propose to measure perform-
ance risk according to the specific context and assessment criteria with the aid
of a semantic similarity model for the SLA requirement being negotiated in a
cloud computing environment. We show through simulations that the perform-
ance risk analysis is more accurate using semantic similarity matching com-
pared with analysis without semantic similarity matching.

Keywords: Performance Risk, Service Level Agreement, Cloud Computing,
Context, Assessment Criteria, Semantic Similarity Model.

1 Introduction

Cloud Computing means different things to different people. To some, cloud comput-
ing is similar to thin-client Web-based applications, while others consider it as a com-
puting utility that charges metered rates for every service. Some regard it as a means
of efficiently processing scalability through highly distributed or parallel computing.
However people look at cloud computing, it is an enabler for a new paradigm in
computing.

In this paper, we define cloud computing as a model that commoditises resources,
software and information as services, and delivers them in a manner similar to tradi-
tional utilities such as electricity and water. In such a model, users access services
based on their requirements at a particular point in time regardless of where the ser-
vices are hosted or how they are delivered.

Previous work in cloud computing focussed on technological frameworks for im-
plementation and deployment of user services on the cloud, such as software as a
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service (SaaS), infrastructure as a service (IaaS), platform as a service (PaaS), etc.
While these cloud computing resources are controlled and provided by the service
provider, the cloud consumer needs to ensure that the quality, availability, reliability
and performance of these resources meets their business functionality requirements.
The consumers need to obtain guarantees from providers on service delivery to ensure
that their business functions smoothly, and a means for recovery or compensation if
these guarantees are not met. These are provided through Service Level Agreements
(SLAs) negotiated between the providers and consumers.

An SLA is an extremely important document, as it (1) identifies and defines cus-
tomer needs and expectations, (2) provides a mechanism to weight, verify, evaluate
and enforce the agreed criteria, and (3) provides an appropriate level of granularity to
trade-off between expressiveness and complexity. A typical SLA should contain a
definition of required services, the methods for monitoring and measuring service
performance, methods for compensation or indemnity for services provided, processes
to manage unplanned incidents, customer duties and responsibilities to support the
service delivery, security policies and procedures, disaster recovery, and termination
of SLA.

Thus, a well-defined SLA will provide a framework for understanding, reduce ar-
eas of conflict, encourage dialogue in the event of disputes, and eliminate unrealistic
expectations between provider and consumer [1]. As cloud computing provides dif-
ferent cloud offerings (IaaS, PaaS, and SaaS), there is a need to define different SLA
meta-specifications. Some work has been done in defining cloud SLA models, per-
formance criteria and measurement [2], and development of a standardised Web SLA
language [3]. However, this work cannot be directly applied to every type of cloud
service [4].

The cloud provider must monitor any changes in the cloud environment in order to
make real-time evaluation and adjustment for SLA fulfilment. Fast and effective deci-
sion models and optimisation algorithms are needed for this. Providers may also need
to reject resource requests when SLAs cannot be met. These operations need to be
carried out in a nearly automatic fashion due to the promise of "self-service" in cloud
computing [5]. Once a business association has been established, this real-time infor-
mation is also used by consumers to measure the quality of cloud service provided
and calculate the probability of an SLA violation occurring [6, 7].

While this is important, we believe it is far more beneficial for a consumer to as-
sess and manage this risk before an SLA is formalized. This is achieved through
transactional risk assessment before entering into an SLA with a service provider.
This assists the consumer to make an informed decision when selecting the most ap-
propriate service provider with which to form an SLA from a given set of possible
cloud service providers.

Therefore, we propose a transactional risk framework to aid consumers in pre-
selecting an IaaS cloud service provider. We will highlight the importance of risk in
decision-making when forming an SLA and existing approaches for providing risk-
based decision making in Section 2. In Section 3, we propose a new transactional risk
assessment framework to model risk criteria and identify the similarity between dif-
ferent risk criteria faced by other agents. The risk assessment models for making a
decision in selecting a cloud service provider are defined in Section 4. The results are
shown in Section 5. Finally, we conclude the paper in Section 6.
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2 Related Work

2.1 Assessing Transactional Risk

SLA negotiations are carried out between the consumer and service provider so the
consumer can decide which provider can provide services that maximises the success-
ful achievement of the consumer's desired outcomes and minimises any losses. To do
this, the consumer will make a decision by analysing criteria that it considers to be
important, such as reliability, availability, security, privacy, trust and risk in the busi-
ness interaction.

These concepts assess and address all the factors which have the potential to affect
the interaction negatively. The assessment criteria will be used by the consumers to
form a business contract (SLA) with the service provider. The notion of risk will
inform the consumer of the consequences of failure of its collaboration with the
provider. An interaction between a provider and consumer is dynamic, and the risk is
likewise dynamic. Therefore, the analysis of each of these SLA criteria concepts is
important at different time periods during the collaboration for making an informed
interaction-based decision.

Various approaches have been proposed in the literature that analyse each of these
concepts in forming an SLA. However, these approaches consider the notion of risk
as a subset of trust, security and privacy which can be mitigated by analysis of these
concepts. In reality, this is not the case. Risk expresses the occurrence of those events
that will lead to experiencing a negative outcome along with the level and magnitude
of possible loss that an interacting buyer can experience. Both these representations
play an important part in decision making and are not determined by the analysis of
trust, security or privacy in the collaboration. Thus, any decision taken in a cloud
service interaction cannot be considered as being fully informed without the analysis
of risk.

ISO/IEC Guide 73 defines risk as the combination of the probability of an event
and its consequences (whether positive or negative) [8]. The process of how risk is
analysed is termed as risk analysis, which is a combination of various sub-steps like
Risk Identification, Risk Assessment, Risk Evaluation and Risk Management. Risk
Management is the process of treating risk in a methodical way to obtain benefits and
sustainable values from each activity [9]. But for this process to occur, a risk assess-
ment must be carried out. Risk assessment determines the probability of a risk event
occurring along with its associated threats or consequences. There are three primary
methods for assessing risk [6]: qualitative, for classifying risk without determining
numerical values of all assets at risk and threat frequencies; quantitative, which calcu-
lates the magnitude and probability of risk occurring; and semi-quantitative (or hy-
brid), which is less numerically intensive than the quantitative method and classifies
(prioritises) risks according to consequences and foreseen probabilities.

Risk will have different representations according to the area in which it is being
determined. For example, if the risk being determined relates to the security aspects
while forming the business association, then its analysis represents security risks.
Previous work in risk assessment decision making generally considers the probability
of an agent cheating [10] and the costs associated with an interaction [11]. Some other
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works consider risk to be a component of trust [12-15] but do not quantify the nega-
tive consequences in their model or consider it in decision making.

When risk is being determined during the decision-making stage of forming an
SLA contract, its analysis represents the transactional risk. Measuring the loss or its
impact by analysing the level and degree of transactional risk in the interaction is very
important when making an informed interaction-based decision. The sub-categories of
transactional risk to be assessed when forming an SLA are ‘performance risk’ and
‘financial risk’.

In this paper, our focus is on performance risk. Performance risk represents the
probability to which the risk assessing agent (service consumer) will not achieve the
expectations of its business interaction. This is mainly due to the incapability or
non-cooperation of the risk assessed agent (service provider) in committing to the
expectations of the business interaction as decided initially. These agents may be an
individual user, small and medium enterprises (SME) or businesses that want to
achieve certain aims or desired outcomes. An agent can also be a software or web
service. In our previous work, we proposed an approach by which the risk assessing
agent determines the performance risk of a risk assessed agent in a business interac-
tion [16] as explained below.

In any business interaction, the level of failure is not just two extremes, High or
Low, but different levels of possible failures. We used a Failure Scale to capture those
varying levels, with six different severities of failures as shown in Table 1. Each Fail-
ureLevel (FL) value on the scale quantifies and represents a different magnitude or
severity of failure in the interaction.

The association of a consumer with a service provider on which the SLA is being
formed may be either limited to the current period of time or may extend to a point of
time in the future. To determine the performance risk of a service provider, the con-
sumer should determine its ability to commit to the expectations at that point in time.
This is achieved by determining the FL of the service provider to commit to the ex-
pectations of the SLA at that point in time. If the time period extends to a point of
time in future, then the service consumer has to predict the FL of the service provider
in committing to the expectations at that future period of time.

To consider the time-specific nature of transactional risk while doing so, we adopt
the methodology proposed by Chang et al. [17] and determine the time space of the
interaction, then divide it into different non-overlapping, mutually exclusive time
slots, and identify the time spot of the interaction. Time spot represents the point in
time where the service consumer initiates its association with the service provider as
illustrated in Figure 1. The time space is divided into two broad phases, namely:

Table 1. The Failure Scale

Semantics of Failure Level Probability of Failure FailureLevel
Total Failure 91-100 % 0
Extremely High 71-90 % 1
Largely High 51-70 % 2
High 26-50 % 3
Significantly Low 11-25 % 4
Extremely Low 0-10 % 5
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a) pre-interaction start time phase, representing the period before the consumer starts
its association with the provider, and b) post-interaction start time phase, representing
the period after the initiation of the association. Our method enables the consumer to
utilize the impression or capability of the service provider in the pre-interaction time
period and utilize it to predict its FL in the post-interaction time period.

To consider the dynamic and variable property of time related with transactional
risk assessment, the service consumer should ascertain the FL of a service provider in
each pre-interaction start time slot [16]. Some important characteristics of transac-
tional risk that need to be considered are its:

e Context specific nature, which represents the purpose for which the business
association is being carried out. Performance risk cannot be quantified success-
fully without taking into consideration the context in which the interaction is be-
ing formed.

e Assessment criteria specific nature, which represents the specific outcomes which
the risk assessing agent wants to achieve in its interaction. Based on the context,
the assessing agent will measure only the desired assessment criteria instead of
all possible criteria.

There are two ways by which the consumer determines the FL of a service provider in
committing to the expectations:

e By utilizing its own past interaction history and/or
e By utilizing the recommendations from other users.

We proposed that the risk assessing agent gives first preference to its own past inter-
action history (if it is in the expectations of its future association) to determine the FL.
of the risk assessed agent in a pre-interaction time slot. If it does not have any past
interaction history in the specific expectations of its business interaction, then it solic-
its recommendations from other users and assimilates it to determine its FL value in
the pre-interaction start time slot. Once the FL of each assessment criterion in a time
slot has been determined, they should be combined according to their significance to
ascertain the combined FL of the risk assessed agent in that pre-interaction start time
slot. The determined FL of each assessment criterion in a time slot will be a value in
the range of 0-5. But scenarios may arise where for a given assessment criterion in a
pre-interaction start time slot, the risk assessing agent may not have either its own
past interaction history or obtains recommendations from other users. In such scenar-
ios, due to the incomplete information present, we consider that the assessing agent
will err on the side of caution (assuming the worst scenario) and considers an FL
value of zero (0) for that assessment criterion in that time slot.

Pre-Interaction start time phase Post-Interaction start time phase
(from Time slot t-15)

Time spot of the
interaction t

[ Timeslot | Timeslot | Timeslot | Timeslot | Timeslot | Timeslot | Timeslot | Timeslot | Timeslot |
t4 t-3 -2 t1 t1 t2 t3 t4 t5

Fig. 1. Division of Time Space of the Interaction
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2.2 Problem Definition

The absence of past interaction history for assessment criteria has led to very conser-
vative outcomes when analysing performance risk. However, such outcomes might
not be the best result as the risk assessed agent could still meet the assessed criteria
even though the risk assessing agent has no prior knowledge of such. It is important to
note that an FL value assigned for an assessment criterion will be propagated further
as:

a) The FL of risk assessed agent in a pre-interaction start time slot is dependent on
its FL for each assessment criterion in that time slot.

b) The performance risk of the risk assessed agent in the post-interaction start time
phase is dependent on the FL values in the pre-interaction start time phase.

c¢) The sub-category of Financial Risk is dependent on the performance risk deter-
mined in the post-interaction start time phase, and

d) The level of transactional risk is dependent on the performance risk and financial
risk determined in the post-interaction start time phase.

So it is important to make an informed decision about the FL of an assessment crite-
rion in a pre-interaction start time slot. In this paper, we address this problem by pro-
posing an approach where, in the absence of both direct past interaction history and
recommendations from other agents, the FL of an assessment criterion can be deter-
mined by utilizing its level of similarity with the assessment criteria present. We
achieve this by utilizing an ontology-based semantic similarity model.

2.3 Ontology-Based Semantic Similarity Models

Traditional semantic similarity models focus on measuring semantic similarity be-
tween nodes in semantic networks. Semantic networks refer to the graphic notations
comprising arcs and nodes, in which nodes represent concepts and arcs represent
relations between concepts [18]. Semantic networks can be used to represent simple
knowledge in specific domains and a typical example is WordNet. However, limita-
tions of semantic networks include: 1) nodes are usually single words and cannot be
defined by properties; and 2) arcs are cannot be defined by restrictions and character-
istics [19]. Compared with semantic networks, ontologies are a form of knowledge
representation with more complex attributes. Ontologies consist of concepts and rela-
tions between concepts [20]. The advantages of ontologies include: 1) concepts can be
defined by both datatype and object properties (relations); 2) object properties (rela-
tions) can be defined by multiple restrictions and characteristics. In terms of the com-
parison, it is not difficult to observe that ontologies can be employed to represent
knowledge with more complex structures. Meanwhile, with the emergence of ontolo-
gies, new forms of semantic similarity models were developed in order to measure
concept similarity in the ontology environment, known as ontology-based semantic
similarity models, e.g., Dong et al.’s model [21].

In this paper, we propose an approach by which the risk assessing agent determines
the level of similarity between the assessment criterion of its expectations and the
other similar assessment criteria to accurately determine the FailureLevel (FL) of the
risk assessed agent. The proposed approach is explained in the next sections.
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3 Ontology-Based Risk Assessment Criteria Similarity Matching
Framework

If an assessing agent (cloud service consumer) is unable to find a matching assessment
criteria from the past cloud service interaction history of an assessed agent (cloud ser-
vice provider), it will assume the worst case scenario and subsequently assign the
worst FL. weight of zero (0) for that criterion for any future interaction. This will influ-
ence the assessment in a negative manner, giving a high risk assessment due to
uncertainty that might not accurately model the future interaction with an assessed
agent.

In order to obtain more accurate values for the FL, we have extended our previous
work by developing an ontology-based semantic similarity model that will measure
the similarity of the current assessment criteria to the assessing agent or other cloud
service consumers’ previous interactions with the assessed agent. We propose to de-
sign a knowledge base which stores generic ontologies representing relationships
between context-specific risk assessment criteria (figure 2). In terms of those generic
ontologies, the similarity between the risk assessment criteria in the current interac-
tion and the criteria in previous interactions can be calculated. Due to space con-
straints, the design of such ontologies is not discussed in this paper. This paper will
explain the framework and its use in providing a failure level for a cloud service in-
teraction between an assessing agent (cloud service consumer) and an assessed agent
(cloud service provider).

In this framework, the assessing agent will store the assessment criteria of its pre-
vious interactions with the assessed agent in a database repository. The assessing

[Criterion Cz
Commamant
Level

o

Fig. 2. Cloud Service Transaction Risk Assessment Criteria Similarity Measure Framework
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agent will further acquire the assessment criteria of previous interaction history from
other service consumers that interacted with the assessed agent. There are no guaran-
tees that these historical interactions would have used the same assessment criteria
since each on-demand cloud service interaction is different for each service consumer
and at different points of time. The other cloud service consumers might have used
assessment criteria that are not recognised by the assessing agent’s cloud service.
Therefore, in our proposed framework, the assessing agent will use those generic
ontologies from the knowledge base to match the assessment criteria in the current
interaction with the criteria used in historical interactions with the assessed agent.

Assessing the risk for a cloud service interaction should be multi-dimensional (e.g.
availability, price, latency, etc.). We maintain that each generic ontology should pro-
vide a shared representation of context-specific concepts in a cloud service risk as-
sessment dimension. With the purpose of simplifying computation, we regard each
generic ontology as a hierarchical structure of concepts linked by is-a relations.
Therefore, an assessment criterion can be annotated by one or more concepts from a
relevant generic ontology.

Here, we propose a semantic similarity model to measure the similarity between
the current assessment criteria and the historical assessment criteria. This similarity
model is designed based on the theory of Rada et al. [22]’s distance-based metric,
which calculates the semantic distance between two concepts in terms of the shortest
distance between the two concepts in a semantic network. In terms of the instances in
Figure 2, our semantic similarity model for measuring two assessment criteria can be
presented as follows:

Input: cl, c2 are two assessment criteria, O is an e-business ontology which consists
of concepts (c’1...c’n) linked by is-a relations and its maximum depth is d.
Output: sim(cl, c2) — the similarity between c1 and c2.
Algorithm:
begin
fori=1ton
if ¢’[i] € c1 then
Put ¢’[i] into an array Cl1;
else if ¢’[i] € c2 then
Put ¢’[i] into an array C2;
end if
end for
k = count (C1);
1 = count (C2);

fori=1tok

s =2d;

forj=1tol
A[i][j] = the shortest distance between C1[i] and C2[j] in O;
if A[i][j] < s then

s = ALIGT;

end if

end for

d=d +s;
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end for
forj=1tol
t=2d;
fori=1tok
if A[i][j] < t then
t = Alil[j];
end if
end for
d=d +t
end for
. d
sim(cl,c2)=1————;
(k +Dx2d’
end

The scope of the similarity value is between the interval [0, 1], where O stands for
nothing similar and 1 stands for completely similar. It needs to be noted that each
ontology should represent an assessment dimension in a disjoint cloud service con-
text. Therefore, this semantic similarity model cannot measure the similarity between
two assessment criteria in different contexts, and we consider the similarity value
should be 0O in that case. For example, the similarity value between the criterion of
latency in a video service and that in an audio service should be 0, since there is no
direct relationship between the two service contexts and a service provider’s perform-
ance in the audio service cannot affect his/her performance in the video service.

In order to clearly explain the proposed semantic similarity model, we provide a
case study to describe the application of this model in the domain of cloud computing.
With the purpose of revealing the feasibility of the proposed semantic similarity
model in the cloud computing environment, we make use of a real-use scenario
adopted from Amazon Web Services™ (http://aws.amazon.com).

We premise that a consumer in Virginia wants to use an Amazon Elastic Compute
Cloud (EC2) service (http://aws.amazon.com/ec2/). According to the actual demand
of the consumer, s/he wants to use a small instance of the EC2 service (Windows).
The consumer intends to obtain the risk performance of the small instance on the
criterion of price. However, the consumer does not have any previous transaction with
Amazon on the usage of the small instance. In contrast, s/he has the transaction his-
tory with Amazon on the usage of the large instance (Windows) and the usage of the
high CPU medium instance (Windows). Here we define a price ontology in the con-
text of the Amazon EC2 services (figure 3). Therefore, in terms of the price ontology
and the proposed semantic similarity model, the similarity between the price for the
small instance (S) and the price for the large instance (L) can be obtained by

sim(S,L)=0.667

Subsequently, the similarity between the price for the small instance (S) and the price
for the high CPU medium instance (CM) can be calculated by

sim(S,CM)=0.333
Once our framework has measured the similarity between the current assessment

criteria and the historical assessment criteria, the degree of similarities are used as
weights to determine the FailureLevel (FL) of the assessment criteria.
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4 Performance Risk Assessment Model

A series of further computations have to be carried out to determine the FL of the
service provider in an assessment criterion. There might be different scenarios accord-
ing to different factors and these are achieved as follows.

Step 1: Determine the Commitment Level of Agent ‘B’ in Assessment Criterion C,.

Case 1: The risk assessing agent has previous interactions with the risk assessed
agent in partly similar assessment criteria as compared to the current expectations of
the SLA of its future interaction.

If the risk assessing agent ‘A’ has a past interaction history with the risk assessed
agent ‘B’ in not exactly, but in partly similar assessment criteria (C,,) as compared to
the required assessment criteria (C,) of the SLAs of its future interaction (termed as
expectations), then we propose that the Commitment Level of agent ‘B’ in assessment
criteria (C,) is ascertained by:

(a) Determining the level of similarity of the assessment criteria (C,) of the expecta-
tions and other similar assessment criteria, and

(b) Weighing the Commitment Level of agent ‘B’ in assessment criterion C,; with
the level of similarity between (a) assessment criteria and (b) the weight ‘w’ ap-
plied to the commitment level of the risk assessed agent to adjust and consider its
status in the time slot ‘t-z’.

Price for Amzon EC2 Service|

Price for Linux/Unix Instance Price for Windows Instance]
[0S - char = LinuUnix S char = Windows
**# [Price for Standard Instance (Windows)| [Price for High Memory Instance (Windows)| [Price for High CPU Instance (Windows)|
Price for Small Instance (Windows) Price for High Memory Extra Large Instance Price for High CPU Medium Instance (Windows)|
Memory (GB) - decimal = 1.7 (Windows)
Computer Units  cecimal = 1 Vemory (GB) : decimal = 17.1 Femory (GB) - decimal= 1.7
[instance Storge (GB) :int = 160 Computer Units : decimal = 6.5 | Computer Units : decimal = 5
Platform bt - char = 32 Instance Storge (GB) : int = 420 I torge (GB) - int = 350
/0 Performance : char = Moderate Platiorm-bit: char = 64 | Platform-bit : char = 32
08 : char = Windows. /0 Performance : char = Moderate 110 Performance : char = Moderate
-0S : char = Windows LS : char = Windows
Price for Large Instance (Wind:
[Price for Large Instance (Windows)| Price for High Memory Double Extra Large Price for High CPU Extra Large Instance,
Memory (GB) : decimal =7.5 Instance (Windows) (Windows)
'F":“““‘e's:’"“s g;“‘"‘a“:‘;so Memory (GB) : decimal = 34.2 Memory (GB): decimal = 7
oo b:"“:( B ;m"‘ = -Computer Units : decimal = 13 -Computer Units : decimal = 20
'Voa;"’;" il a"h - High I Storge (GB) : it = 850 L_LInstance Storge (GB) : int = 1690
08 eh“'fav'fed char = Hig! |-Platform-bit : char = 64 |Platform-bit : char = 64
FOS - char = Windows /0 Performance : char = High 110 Performance : char = High
-0S : char = Windows 08 : char = Windows
Price for Extra Large Instance (Windows)
b 1| [Price for High Memory Quadruple Extra Large]
-Memory (GB) dec"'\a‘:“f Instance (Windows)
'?“T”“‘eggﬂgz R ge;]""':l; 8o [Vemory (GB) : decimal = 66.4
oo o B ComputerUnis  decimal =25

Storge (GB): int = 1690
Platform-bit : char = 64

/O Performance : char = High
|08 : char = Windows

/0 Performance : char = High
-0S : char = Windows

Fig. 3. Abbreviated view of a price ontology in the context of Amazon EC2 services

If there is more than one assessment criteria in the risk assessing agent’s past interac-
tion history with the risk assessed agent which partly matches the expectations of its
future interaction with it, then agent ‘A’ should capture the similarity between each of
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them and accordingly weigh it to determine the commitment level of the risk assessed
agent in criterion C,. The mathematical representation of the commitment level of
agent ‘B’ in assessment criteria C, by utilizing its similarity to the other contexts is:

1~ .
CommLevel pep = (W * — (Z (Sim cpscnsi (CommLevel 'gens)))) ey
i=1

where:

‘B’ represents the risk assessed agent, ‘C’ represents the context of the SLA; ‘C,’
represents the assessment criterion, in which the commitment level of the risk as-
sessed agent ‘B’ is being determined; ‘Cy’ represents a context that is partly similar to
context ‘C’ in which the SLA is being formed; ‘C,’ represents the assessment crite-
rion which is partly similar to assessment criteria ‘C,’ of the SLA; ‘CommLevel ¢’
represents the level of commitment of the risk assessed agent for assessment criterion
‘Cps 3 ‘m’ represents the number of similar context and assessment criteria to context
‘C’ and assessment criteria ‘C,’; Sim cy..cn Tepresents the level of similarity between
assessment criteria C, and C,;, ‘w’ is the weight applied to the commitment level of
the risk assessed agent to consider its status in the time slot ‘t-z’.

The variable ‘w’ is used to consider the recency of the time slot ‘t-z’ in question
with respect to the time spot of the current association. It is important to take into
consideration the dynamic nature of transactional risk during its assessment. This can
be explained by an interaction scenario of agent ‘A’ forming an association with agent
‘B’ for one year from 25/07/2010. To elucidate, let us consider that agent ‘A’ had a
previous association with agent ‘B’ in partly similar assessment criteria that com-
pleted on 15/07/2009. Assuming that:

a) agent ‘A’ does not have any past interaction experience with agent ‘B’ in the
current context and assessment criteria of its business association;

b) its past interaction history matches partly with one of the assessment criteria (C,)
of its current interaction; and

c) the time period of its previous association is within the pre-interaction start time
slot (PFL) of its current interaction in which it does not have any past interaction
history

then agent ‘A’ can utilize its past interaction history to determine the commitment
level of agent ‘B’ in C,,. But due to the dynamic nature of risk, agent ‘A’ cannot con-
sider the impression of agent ‘B’ that it had in that previous period of time as it is
quite possible that its capability to act according to the expectations may have
changed during that time. So in order to consider the dynamic nature of transactional
risk, it is important for agent ‘A’ to accordingly adjust the commitment level of agent
‘B’ according to the time delay factor (w) to consider its fresh status. We determine
the weight (w) to be given to each time slot of the pre-interaction start time phase by:

w = 1 ifm < At

~(At-m 2
SAifm > Ar
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where:

‘w’ is the weight or the time delaying factor to be given to the status of the risk as-
sessed agent; ‘m’ represents the time slot for which the weight of adjustment is de-
termined; ‘ At’ represents the number of time slots from the time spot in which the
risk assessing agent will give more importance to the freshness of the status of the risk
assessed agent; ‘N’ is the term which characterizes the rate of decay.

The adjustment factor ‘w’ adjusts the commitment level values of the risk assessed
agent in the recent time slots from the time spot of the current interaction more heav-
ily as compared to those in the far recent time slots, progressively adjusting the effect
of the older values in order to take into consideration its fresh status. We consider that
the risk assessing agent among the 15 time slots of the pre-interaction start time
phase, does not weigh the commitment level values in the five time slots previous to
the time spot of its interaction (time slot t-1 till t-5, that is characterized by Az in Eq
2) as they are near to the time spot of its future interaction. For the importance to be
given to the commitment level of the risk assessed agent in the other time slots of the
pre-interaction start time phase (from t-6 till t-n), the weight according to which they
have to be adjusted is a progressively declining value determined by using eq. 2.

Another advantage of adjusting the values according to their time weight avoids
modelling the behaviour of agent ‘B’ in the future that may no longer be relevant
according to the expectations of its future interaction. This is particularly important
while ascertaining the FailureLevel of agent ‘B’ at a future period of time by utilizing
its impression in the pre-interaction start time slots.

In cases when the risk assessing agent does not have its own past-interaction his-
tory in the part assessment criteria of its current business association, then it can util-
ize the recommendation-based method to ascertain the level of commitment of agent
‘B’ in the assessment criteria of its SLA. We explain the process of achieving this in
the next sub-section.

Case 2: The risk assessing agent receives recommendations from other agents that
are in partly similar assessment criteria as compared to the current expectations of
the SLA of its future interaction.

When agent ‘A’ receives recommendations from other agents about agent ‘B’ that are
in partly similar assessment criteria as compared to the current expectations of the
SLA of its future interaction, then we propose that the Commitment Level of agent
‘B’ that assessment criteria is determined by:

a) Classifying the recommendations according to their credibility.

There are two broad types of groups in such classification. They are Known and Un-
known recommendations. Known recommendations are the feedback from agents
with whom the risk assessing agent has previous experience in soliciting and consid-
ering recommendations. Unknown recommendations are the feedback from those
agents with whom the risk assessing agent does not have previous experience in con-
sidering recommendations. The known recommendations are further classified into
two types, which are either Trustworthy or Untrustworthy recommendations. Trust-
worthy recommendations are those which the risk assessing agent considers to be
correct opinions. On the other hand, untrustworthy recommendations are those which
the risk assessing agent does not believe to be totally correct. We consider that that
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the risk assessing agent considers only recommendations that are either trustworthy or
unknown when it aggregates them to determine the commitment level of the risk
assessed agent. It omits taking into consideration the untrustworthy recommendations
as they do not provide with the correct representation of the risk assessed agent. Fur-
ther details on how the risk assessing agent considers the recommendations according
to their trustworthiness are explained later.

b) Combining the recommendations to determine the Commitment Level:

From the trustworthy and unknown recommendations in the particular assessment
criterion of its interest, consider the ‘Commitment Level’ value and adjust it accord-
ing to the:

e level of similarity between the assessment criteria (C, -> C,),

e credibility of the recommendation,

e time decay weight factor to be given according to the status of the risk as-
sessed agent in that time slot.

Represented mathematically, the commitment level of agent ‘B’ in assessment criteria
C, by utilizing its similarity from the recommendations of other users is determined
by:

CommlLevel gcyg 1=

1 .
(o *(w *E( : Sim cnscnsi (RCV; @ CommbLevel peysi)))) +
i=1

1 J

(B*(w*— (D Sim cuscaso (CommLevel peyso)) 3)
J o=1

where:

‘B’ represents the risk assessed agent, ‘C,’ represents the assessment criterion, in
which the commitment level of the risk assessed agent ‘B’ is being determined, ‘C,’
represents the assessment criterion which is partly similar to assessment criteria ‘C,’
of the SLA, ‘RCV;’ is the credibility value of the trustworthy recommending agent ‘i’,
‘K’ is the number of trustworthy recommendations that the risk assessing agent ob-
tains for the risk assessed agent in similar assessment criterion to ‘C,s” in time slot ‘t-
z’, ‘J’ is the number of unknown recommendations that the risk assessing agent gets
for the risk assessed agent in similar assessment criterion to ‘C,’” in time slot ‘t-z’,
‘o and S’ are the variables attached to the parts of the equation which will give more

weight to the recommendation from the trustworthy known recommending agents as
compared to those from the unknown recommending agents. In general ¢ > £ and
a+ [ =1, ‘w is the weight applied to consider the status of the risk assessed agent
in time slot ‘t-z’.

As shown in equation 3, the commitment level value of agent ‘B’ for an assessment
criterion ‘C,’ is determined in two parts. The first part of the equation calculates the
commitment level value of agent ‘B’ for the assessment criterion ‘C,” by taking the
recommendations of the trustworthy known recommending agents whereas the second
part of the equation calculates the commitment level value of agent ‘B’ in the same
assessment criterion ‘C,’” by taking the recommendations of the unknown recommend-
ing agents. The recommendations from the untrustworthy known recommending
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agents are omitted and not considered. In order to give more importance to the recom-
mendations from the trustworthy known recommending agents as compared to ones
from the unknown recommending agents, variables are attached to the two parts of the
equation. These variables are represented by « and # respectively. It depends upon

the risk assessing agent how much weight it wants to assign to each type of recom-
mendation. Furthermore, as explained in the previous sub-section, each recommenda-
tion for the risk assessed agent in a time slot is adjusted according to the weight to be
given to the status of the risk assessed agent in that time slot.

The RCV of the trustworthy known recommending agent is also considered with
the adjustment operator ‘@ ’ while assimilating its recommendation. This takes into
consideration the accurate recommendation from the trustworthy recommending
agent according to the credibility and accuracy by which it communicates its recom-
mendations. The rules for the adjustment operator ‘@ ’ are:

a+b, if0 < (a+b) <1
a® b= 1, if(a+b)>1
0, if(a+b)<0

Step 2: Determine the FailureLevel of agent ‘B’ in Assessment Criterion C,.

Once the commitment level of a risk assessed agent for an assessment criterion has
been determined then it should be mapped on the Failure Scale to determine its Fail-
ureLevel value (PFL) to complete that SLA in that time slot. The commitment level of
agent ‘B’ for an assessment criterion shows its level of capability to meet the particu-
lar criterion according to the expectations. To determine the FailureLevel of agent ‘B’
for that criterion, the extent of its inability to complete the given assessment criterion
has to be determined. To achieve this, the risk assessing agent should:

(a) Map the commitment level of that assessment criterion on the Failure Scale (FS).

Doing so, agent ‘A’ determines the capability of agent ‘B’ to meet that assessment
criterion on the Failure Scale. As mentioned earlier, the levels on the Failure Scale
between 0 and S represent varying degrees and magnitudes of failure. Hence, for
ascertaining the FailureLevel of the risk assessed agent in an assessment criterion, its
commitment level for that criterion should be mapped on the range of (0, 5) on the
Failure Scale, as it is within these levels that its capability to complete the assessment
criterion has to be ascertained on the Failure Scale. The trustworthiness or the reputa-
tion of the risk assessed agent in an assessment criterion can be represented on the
Failure Scale (FS) by:

CommlLevel pcp ., rs = ROUND (CommLevel ey, * 5) “4)

where:

‘CommbLevel pc, (., s’ represents the commitment level of agent ‘B’ in time slot ‘t-
z’ and in assessment criterion ‘C,’ on the Failure Scale; ‘CommLevel gc, ., repre-
sents the commitment level of agent ‘B’ in assessment criterion ‘C,’” and in time slot
‘t-z.
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(b) Determine the probability of failure of agent ‘B’ in committing to that assessment
criterion according to its expectations.

By ascertaining the difference between what agent ‘A’ expects in an assessment crite-
rion and how far agent ‘B’ can fulfil it according to its commitment level for that
criterion, agent ‘A’ should determine the probability of failure to achieve that assess-
ment criterion in that time slot. The FailureLevel of the assessment criterion in that
time slot is then achieved by mapping the probability of failure of that assessment
criterion to the Failure Scale (which is between 0 and 5).

Agent ‘A’ expects agent ‘B’ to complete the assessment criterion according to its
expectations. This expectation of agent ‘A’ can be quantified with a value of 5 on the
Failure Scale, as it represents the lowest probability of failure of the assessment crite-
rion and expresses the maximum commitment by agent ‘B’ to its expectations. The
probability of failure to achieve an assessment criterion ‘C,” according to the expecta-
tions in interacting with the risk assessed agent ‘B’ in a time slot ‘t-z’, according to its
trustworthiness or reputation in this can be determined by:

5 —CommlLevel Bcnt - zFS 14100 (5)

Probability of Failure gcy (.=
5

The determined probability of failure to achieve assessment criterion ‘Cn’ according
to the expectations, in interacting with the risk assessed agent ‘B’ and in time slot ‘t-
z’ will be on a scale of 0-100 %. The risk assessing agent from this can determine the
FailureLevel (PFL) of the risk assessed agent ‘B’ in assessment criterion ‘C,’ and in
time slot ‘t-z’ on the Failure Scale (PFL pc, (.,) by:

PFL ¢y, = LEVEL (Probability of Failure gc,+.,) (6)

Once agent ‘A’ determines the FailureLevel of each assessment criteria of its expecta-
tions, either by utilizing its own past interaction history or recommendations in those
assessment criteria (proposed in ) or in the absence of those by utilizing the similarity of
other assessment criteria in its own past interaction history or recommendations
(proposed in this paper) then the next step is to combine then to ascertain the Fail-
ureLevel of the risk assessed agent ‘B’ in a pre-interaction start time slot ‘t-z’ (PFL p,,).
This is shown in the next step.

Step 3: Determine the FailureLevel of agent ‘B’ in time slot ‘t-z’.

The FailureLevel of agent ‘B’ in time slot ‘t-z’ is determined by weighing its Fail-
ureLevel to complete each assessment criterion of the expectations in that time slot,
with the significance of the assessment criteria as shown in Equation 7.

,
PFL g, = ROUND () Sc, * PFL pcy 1) %

n=l1

where:

‘Scy” is the significance of the assessment criterion ‘C,’; ‘PFL pc, ..’ represents the
FailureLevel of the risk assessed agent ‘P’ in assessment criterion ‘C,’ in time slot ‘t-
z’; and ‘y’ is the number of assessment criteria in the expectations.
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5 Discussion

We simulated the case study discussed in Section 3 in order to determine the perform-
ance risk in the pre-interaction timeslot using our original model [16] and our
proposed semantic similarity matching framework. We considered that when the
consumer is forming the SLA with Amazon for using the small instance of EC2 ser-
vice (Windows); (a) there are 5 assessment criteria, and (b) the time space is formed
such that there are 15 timeslots (ts) in the pre-interaction time phase and 10 timeslots
in the post-interaction time phase. We determine the performance risk (PFL) of Ama-
zon in committing to those criteria (C1 to C5) in timeslots t-15 to t-1. Due to space
limitations, we show only the determined PFL value of Amazon in timeslots t-1 to t-5
in table 2. The shaded rows of each timeslot show the PFL using the proposed method
while the unshaded rows use the original model. As can be seen in t-4, the PFL de-
termined using the original method is O on the failure scale as the consumer did not
have any past interaction history or receive any recommendations about Amazon in
C1-C5. But by using semantic similarity matching, we used those assessment criteria
that are similar to C1-C5 for determining the PFL as 2 in the failure scale. Figure 4

shows the improvement in the PFL value of Amazon in timeslots t-15 to t-1.

Table 2. Calculation of PFL in Timeslots t-5 to t-1

TS AssCrit C1 AssCrit C2 AssCrit C3 AssCrit C4 AssCrit C5 PFL
t-5 CommLevel: 1 CommlLevel: 0 CommlLevel: 1 CommlLevel: 1 CommLevel: 0 3
Source: OWN Source: OWN Source: OWN Source: OWN Source: OWN
- - - - - 3
t-4 CommLevel: 0 CommlLevel: 0 CommlLevel: 0 CommlLevel: 0 CommLevel: 0 0
Source: NONE Source: NONE Source: NONE Source: NONE Source: NONE
CommLevel: 0 CommLevel: 1 CommLevel: 1 CommLevel: 1 CommLevel: 1 2
Sim cpocnsi: 0.9 | Sim cpscnsi: 0.4 Sim cpocnsi: 0.8 Sim cp>cnsi: 0.6 Simcp>cnsi: 0.75
Source: OWN Source: OWN Source: OWN Source: OWN Source: OWN
t-3 CommLevel: 0 CommlLevel: 0 CommlLevel: 0 CommlLevel: 0 CommLevel: 0 0
Source: NONE Source: NONE Source: NONE Source: NONE Source: NONE
CommLevel: 1 CommLevel: 1 CommLevel: 1 CommLevel: 1 CommLevel: 1 2
Sim cnscnsi: 0.8 Sim cn>cnsi: 0.4 Sim cn>cnsi: 0.5 Sim cn>cnsi: 0.3 Sim cp>cnsi: 0.6
Source: OWN Source: REC-K | Source: REC-U | Source: REC-U | Source: OWN
RCV: 1
t-2 CommLevel: 1 CommLevel: 1 CommLevel: 1 CommLevel: 1 CommLevel: 1 4
Source: OWN Source: REC-K | Source: REC-U | Source: REC-U | Source: REC-K
RCV: 0.87 RCV: 0.74
- - - - - 4
t-1 CommLevel: 0 CommlLevel: 0 CommlLevel: 0 CommlLevel: 0 CommLevel: 0 0
Source: OWN Source: NONE Source: NONE Source: NONE Source: NONE
- CommLevel: 1 CommLevel: 1 CommLevel: 1 CommLevel: 1 3
Sim Cn->Chnsi : 0.4 Sim Cn->Chnsi : 0.4 Sim Cn->Chnsi : 0.9 Sim Cn->Chnsi : 0.8
Source: OWN Source: REC-K | Source: OWN Source: OWN
RCV: 0.6
CommLevel: 1
Sim cn>cnsi: 0.4
Source: REC-U
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t-13 t14 15

m Performance Risk without Similarity Matching Performance Risk with Similarity Matching

Fig. 4. Comparison of PFL using semantic similarity matching and original model over timeslots
t-15 to t-1

6 Conclusion

In this paper, we proposed an improved approach for performance risk assessment
that is used by a consumer to choose a cloud service provider that can meet its SLA
requirements in the cloud environment. In order to determine risk, the consumer will
base its decisions on the past capability of the provider. However, if there is no infor-
mation that matches the capability of the provider according to the current assessment
criteria, it will assume that the risk is very high for those criteria. Our proposed
approach addresses this by utilizing a semantic similarity model that incorporates
similar criteria from the provider’s past interaction history into its performance risk
assessment of the current interaction. This will help the consumer to make more in-
formed decisions about (a) the performance risk of the provider in the post-interaction
time phase, and (b) the financial risk and transactional risk in forming a SLA with the
provider. We have shown that the use of semantic similarity matching improves the
performance risk analysis. As part of our future work, we will extend our framework
to assess the performance risk of a provider in providing multiple services to a con-
sumer over the cloud environment, such as IaaS, SaaS and PaaS.
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