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Abstract. A technique, based on a modified Gerchberg-Saxton algorithm
(MGSA) and a phase modulation scheme in the fractional Fourier-transform
(FrFT) domain, is proposed to reduce crosstalks in multiple-image encryption
and multiplexing. First, each plain image is encoded into a phase function by
using the MGSA. Then all the created phase functions are multiplexed, with
different fractional order of FrFT, and phase-modulated before being combined
together into a single phase only function (POF). Simulation results show that
the crosstalks between multiplexed images have been significantly reduced,
compared with prior methods [1, 2], thus presenting high promise in increasing
the multiplexing capacity and encrypting graylevel and color images.
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The use of opticall multiplexing to achieve multiple-image encryption has been popu-
lar for a long time [1-4]. Differing from storing thousands of images in a single
photorefractive crystal [5-8], multiple-image encryption uses two phase only function
(POFs) to record several images [3, 4]. Image encryption using two statistically inde-
pendent POFs is conventionally based on the Fourier-transform (FT) domain [9, 10],
Fresnel-transform (FrT) domain [11, 12], or fractional Fourier-transform (FrFT) do-
main [13].

For multiple-image encryption purpose, the most important issue is to increase the
multiplexing capacity (i.e., the number of images that can be encrypted simultane-
ously), or, to reduce the crosstalks on extracting the desired information encrypted
therein. Situ and Zhang proposed the schemes of wavelength multiplexing [3] and
position multiplexing [4] for binary images. Their methods, however, present limited
applicability if the crosstalks can not be further reduced. The annoying crosstalk also
prevents Situ and Zhang’s schemes from applications to graylevel images.
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A novel multiple-image encryption scheme is proposed here to overcome the
above crosstalk problem, aiming to increase the multiplexing capacity and enable the
encryption of grayscale, or even color, images. To simplify the system complexity,
we propose a modified Gerchberg-Saxton algorithm (MGSA) [15-17], operating on
the FrFT domain (rather than the FT domain for conventional GSA [15, 16]), to re-
trieve the phase function of an image. The retrieved phase functions for all images to
be encrypted are then modulated and combined (in a multiplexing manner) to form a
single POF for storage.

Figure 1 shows the block diagram of the proposed MGSA. The algorithm starts
with performing the inverse FrFT (abbreviated as IFrFT) on the input target image
g(x;,y;), which then gets an intermediate phase function ¥, (x,,y,) . Next, the

phase function ¥, (x,,y,) is constrained with a unity amplitude and then Fresnel-
transformed to obtain an approximation g(x,,y,) with a phase function
¥, (x;, y,) can be obtained. Again, the target image g(x,y,)with an updated phase
function ¥, (x,, y,) is inversely Fresnel-transformed. The above process is iterated
until a required correlation (similarity) between g(x,,y,)and g(x,,y,)is achieved.
The convergedy, (x,, y,)is then determined as the retrieved phase of g(x,, y,), i.e.,

¥, (xy, y,) will satisfy:
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where =7 p/2 and p is a fractional order of FrFT. When the input POF recorded
with ¥, (x,, y,) which is FrFTed, the approximation image g(x,, y,) will be recon-
structed at the (x,,y,) plane.

Figure 2(a) illustrates the multiple-image encryption process based on the proposed
MGSA. First, each individual image g, (x,, y,), n=1~ N, is encrypted into its cor-

responding phase function ¥, (x,,y,) . Then, the iteration process of generating
phases based on MGSA in accordance with different fractional order p,of FrFT is
performed to obtain ¥, (x,,y,) . For different fractional order p, multiplexing, each

¥, (X, y,) satisfies:
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Fig. 1. Block diagram of the proposed MGSA based on FrFT domain

FrT{exp| jy,, (0. 30) |: 2, )= &7 ooy exp| jw? (.30 ] 2
where different fractional order p, satisfies the relation: &r, = 7 p, /2 and y? (x,,y,)

is the accompanied phase term. These N different fractional order p, multiplexed
phase functions, v, (xy,¥y), n=1~ N, can be recorded together into one POF.
Each encrypted image g,(x,, y;) can then be extracted or recovered from the POF as
the approximation g7 (x,,y,) in Eq.(2). However, since crosstalks exist between the
encrypted images which are different fractional order p, multiplexed, the error of
8, (x,, ) may be perceivable even the key for deciphering is correct. To reduce the

annoying crosstalks among multiplexed images, the N encrypted images g, (x,,y,)

are spatially translated to different positions by using the phase modulation property
of FrFT:

FrFT{exp| jy}, (> 30) |3 P, }

=8/ (x,—u,sine,, y, —v, sine, ) exp[jo(x,, y)],

3)

where ¥, (xX,,Y0) =W, (X5, o) +272(l, %, +V, ¥,), 4)
#(x,,y,) is the accompanied phase term, and 4, and v, denote the respective

shift amounts of g7 (x,,y,) in the x, and y, direction, respectively, at the output
plane. It is obvious from Fig. 2(b) that crosstalks can be reduced significantly with a
proper arrangement of (4,,V,)'s .

To synthesize a POF for the purpose of multiple-image encryption, phasors corre-
sponding to l//[:” (xy,¥), n=1~N, obtained from Eq.(4) are summed to get

exp []"//ﬁ (X, yo)J :
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where arg denotes the argument operator. To the best of our knowledge, this method
is new for multiplexing (encrypting) N images with only one POF!

N images: g,(x,,,),
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!

Phase modulation (Eq. (3))
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Fig. 2. (a) Block diagram of the proposed multiple-image encryption method. The opti-
cal/digital decryption system based on one POF in the fractional Fourier domain can be per-

formed by: (b) the different FrFT order based de-multiplexing (with different order p, ).

The image decryption (extraction) process with different fractional order p  can

be expressed, respectively, as
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Fig. 3. (a) Nine images g, (x,,y,) ~ &,(x,, y,) for encryption; (b) and (e) are g,(x,,y,)and
8¢(x;, y,) chosen for FrFT order p, =1.25 and p, = 2.0 multiplexing, respectively; (c)

and (f) are the decryption results corresponding to images in (b) and (e); (d) and (g) are the
enlarged version of the selected regions in (c) and (f) , respectively.

where n, (x,,y,) represents the noise terms or crosstalks resulting from deciphering
of the remaining images with incorrect keys. Fortunately, the proposed technique
based on Eq. (6) can recover the encrypted images, &/ (x,,y,), with different spatial

translations to artfully avoid the crosstalks n, (x;,y,).



Multiple-Image Multiplexing Encryption Based on MGSA 79

Computer simulations are performed to verify our proposed method. Figure 3(a)
shows nine original grayscale images of size 64x64 pixels. For different fractional
Fourier transform order p, based multiplexing, the order p, are varied

as p, =0.5+0.25n , where n=1,...,9 . Figures 3(b) and 3(c) show the original
g,(x,,y,) and the decrypted g7 (x,,y,)( p; =1.25), respectively, and Figs. 3(e), (g)

depict the original g,(x,,y,)and the decrypted g7 (x,,y,) ( ps =2.0), respectively.
Comparing Fig. 3(b) with Fig. 3(d) (the enlarged version of one part in Fig. 3(c)), a
correlation coefficient of P =0.95 is obtained. A similar performance can be achieved
(0 =0.94) for order p, =2.0 multiplexing. The shifting amounts are designated to be
(u,,v,)=(aD,bD) , where aandb are integers within the range [-3, 3] and
D =64 . Figure 4 shows the comparison on the correlation coefficient between the
original and the decrypted images for our proposed and the methods in Refs. [3, 4].
The proposed method evidently causes lower crosstalks (i.e., larger correlation coeffi-

cient) and hence achieves a higher storage capacity (i.e., larger N at a specified
crosstalk).

® Situ's wavelength multiplexing method [3] with Gaussian low-pass filtering
M Situ's wavelength multiplexing method [3] without filter

A Proposed multiplexing method

O Situ's position multiplexing method [4] with Gaussian low-pass filtering

O Situ's position multiplexing method [4] without filter
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Fig. 4. Comparison of the proposed method with the Situ’s methods [3, 4] in terms of
correlation coefficient
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In conclusion, our proposed method is new and efficient (low crosstalks) for multi-
plexing (encrypting) N images with only one POF (in contrast to traditional works
which require two POFs). By the way, a lensless optical system based on FrFT is more
compact, simpler and easier to implement owing to its minimization of the hardware
requirement. Optical experiments will be soon conducted in our future research.

Acknowledgements

This research is supported in part by National Science Council under contract
number NSC98-2221-E-235-002-MY2. Hone-Ene Hwang’s e-mail address is
n741@ms26.hinet.net.

References

1. Nomura, T., Mikan, S., Morimoto, Y., Javid, B.: Secure optical data storage with random
phase key codes by use of a configuration of a joint transform correlator. Appl. Opt. 42,
1508-1514 (2003)

2. He, M.Z., Cai, L.Z., Liu, Q., Wang, X.C., Meng, X.F.: Multiple image encryption and wa-
termarking by random phase matching. Opt. Commun. 247, 29-37 (2005)

3. Situ, G., Zhang, J.: Multiple-image encryption with wavelength multiplexing. Opt.
Lett. 30, 1306-1308 (2005)

4. Situ, G., Zhang, J.: Position multiplexing for multiple-image encryption. J. Opt. A: Pure
Appl. Opt. 8, 391-397 (2006)

5. Denz, C., Pauliat, G., Roosen, G., Tschudi, T.: Volume hologram multiplexing using a de-
terministic phase encoding method. Opt. Commun. 85, 171-176 (1991)

6. Heanue, J.F., Bashaw, M.C., Hesselink, L.: Encrypted holographic data storage based on
orthogonal-phase-code multiplexing. Appl. Opt. 34, 6012-6015 (1995)

7. Taketomi, Y., Ford, J.E., Sasaki, H., Ma, J., Fainman, Y., Lee, S.H.: Incremental recording
for photorefractive hologram multiplexing. Opt. Lett. 16, 1774-1776 (1991)

8. Zhang, X., Berger, G., Dietz, M., Denz, C.: Unitary matrices for phase-coded holographic
memories. Opt. Lett. 31, 1047-1049 (2006)

9. Réfrégier, P., Javidi, B.: Optical image encryption based on input plane and Fourier plane
random encoding. Opt. Lett. 20, 767-769 (1995)

10. Javidi, B., Zhang, G., Li, L.: Encrypted optical memory using double-random phase en-
coding. Appl. Opt. 36, 1054-1058 (1997)

11. Situ, G., Zhang, J.: A lensless optical security system based on computer-generated phase
only masks. Opt. Commun. 232, 115-122 (2004)

12. Situ, G., Zhang, J.: Double random-phase encoding in the Fresnel domain. Opt. Lett. 29,
1584-1586 (2004)

13. Liu, Z., Liu, S.: Double image encryption based on iterative fractional Fourier transform:
Opt. Comm. 272, 324-329 (2007)

14. Chen, L., Zhao, D.: Optical color image encryption by wavelength multiplexing and
lensless Fresnel transform holograms. Opt. Express 14, 8552-8560 (2006)

15. Gerchberg, R.W., Saxton, W.O.: Phase determination for image and diffraction plane pic-
tures in the electron microscope. Optik 34, 275-284 (1971)

16. Gerchberg, R.W., Saxton, W.O.: A practical algorithm for the determination of phase from
image and diffraction plane pictures. Optik 35, 237-246 (1972)

17. Hwang, H.E., Chang, H.T., Lie, W.N.: Fast double-phase retrieval in Fresnel domain using
modified Gerchberg-Saxton algorithm for lensless optical security systems. Opt. Ex-
press 17, 13700-13710 (2009)



	Multiple-Image Multiplexing Encryption Based on Modified Gerchberg-Saxton Algorithm and Phase Modulation in Fractional Fourier Transform Domain
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




