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Abstract. Inciphertext policy attribute based encryption (ABE) schemes
the sender selects an access structure and generates a ciphertext, which de-
cryptors can get plaintext if he has certain set of secret key associate with
his attributes which satisfies the access structure. On the other hand, many
organisations already introduced standard identity based encryption (IBE)
or public key encryption (PKE) where only a single recipient is specified at
the time of encryption. To utilize the above schemes and to simplify the
management of user’s key, it is valuable to develop a proxy re-encryption
schemes between ABE schemes and IBE schemes. In this paper we propose
the first proxy re-encryption scheme, which can convert an ABE cipher-
text to a ciphertext which is encrypted by IBE scheme. Using new proxy
re-encryption scheme, some useful applications can be constructed. Fur-
thermore, we prove the security in the standard model based on decisional
bilinear Diffie-Hellman assumption.

Keywords: attribute-based encryption, proxy re-encryption, identity-
based encryption, bilinear maps.

1 Introduction

In ciphertext policy attribute based encryption (ABE) schemes the sender se-
lects an access structure and generates a ciphertext, which decryptors can get
plaintext if he has certain set of secret key associate with his attributes which
satisfies the access structure. Using the ABE scheme, the sender does not specify
all the recipients at the time of encryption, and enforces access policies, defined
on attributes within the encryption procedure.

Suppose some organisation plan to apply an ABE scheme to share the secret
data among members securely. They might have been applied identity based
encryption (IBE) or public key encryption (PKE) system, where only a single
recipient is specified at the time of encryption, already. If they plan to distribute
the ABE secret keys to the members, the ABE key authority should generates
ABE secret keys to each members, and the member should manage the ABE
secret key in addition.

On the other hand, in proxy re-encryption schemes, a semi-trusted entity
called proxy can convert a ciphertext encrypted for Alice into a new ciphertext,
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which another user Bob can decrypt with his own secret information without
revealing the underlying plaintext. Because the proxy is not fully trusted, it is
required that the proxy cannot reveal Alice’s and Bob’s secret key, and cannot
learn the plaintext during the conversion. If the proxy which can convert the
ABE ciphertext to the IBE ciphertext exists, the IBE user can decrypt the ABE
ciphertext using his own IBE secret key only. In this paper, we propose the first
proxy re-encryption scheme which can convert the ABE ciphertext to the IBE
ciphertext securely.

If the above mentioned organisation builds the gateway which converts ABE
ciphertexts to IBE ciphertext with our new proxy re-encryption scheme, the
member of the organization can access ABE ciphertexts only using this gateway,
and stores IBE secret key only. This gateway only re-encrypts ABE ciphertext
to IBE ciphertext without revealing underling plaintext.

Furthermore, the member of the organisation does not need to consider about
decryption operation of the ABE scheme. The proxy removes the effect of the
ABE scheme.

1.1 Attribute-Based Encryption Schemes

The ABE schemes were first introduced by Sahai and Waters as an application
of their fuzzy IBE scheme [2], which have single threshold access structure.

Two variants of ABE were subsequently proposed. The key policy attribute-
based encryption (KP-ABE) was proposed by Goyal, Pandey, Sahai and Waters
in [22]. In [22], every ciphertext are associated with a set of attributes, and every
user’s secret key is associated with a monotone access structure on attributes.
Decryption is enabled iff the ciphertext attribute set satisfies the access structure
on the user’s secret key. The first ciphertext policy attribute-based encryption
(CP-ABE) was proposed by Bethencourt, Sahai and Waters in [1I]. In [I1],
the situation is reversed: attributes are associated with user’s secret keys and
monotone access structures with ciphertexts. However, in [I1], the security of
scheme was proved in generic bilinear group model only. Cheung and Newport
proposed a simple and provably secure CP-ABE scheme in standard model,
where the access policy is defined by AND gates, in [12]. Waters [5] recently
proposed the first fully expressive CP-ABE in the standard model.

1.2 Proxy Re-encryption Schemes

Several proxy re-encryption schemes have been proposed in the context of public
key encryption (PKE), e.g., ElGamal or RSA. Other schemes have been proposed
in the context of identity based encryption (IBE) which the sender encrypts a
plaintext using arbitral strings that represents the recipient’s identity as the
public key.

Matsuo proposed a hybrid proxy re-encryption scheme which can convert a
PKE ciphertext to an IBE chiphertext in [20]. He also classifies proxy
re-encryption schemes as follows:
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[PKE-PKE] type Proxy converts PKE ciphertexts to PKE ciphertexts. [17],
[14), [T6], [23], [13], [I0], [18], [9] and [3] have been proposed as this type.

[IBE-IBE] type Proxy converts IBE ciphertexts to IBE ciphertexts. [23], [20],
[15], and [6] have been proposed as this type.

[PKE-IBE] type Proxy converts PKE ciphertexts to IBE ciphertexts. [20] has
been proposed as this type.

[IBE-PKE] type Proxy converts IBE ciphertexts to PKE ciphertexts. [I5] [21]
have been proposed as this type.

1.3 Owur Contribution

We propose [ABE-IBE] type proxy re-encryption scheme, which can convert a
ciphertext encrypted by ABE scheme to an IBE ciphertext, without revealing the
underlying plaintext. Our scheme holds the following advantages simultaneously.

— Our scheme achieve proxy invisibility, which means delegatee does not re-
quire additional algorithm and does not require additional secret information
while decrypting a re-encrypted ciphertext.

— In our scheme the size of a re-encrypted ciphertext is same as an original
ABE ciphertext, while in some scheme ([I5]) requires additional elements of
ciphertext only used for re-encryption.

— Our scheme are secure in the standard model against chosen plaintext attack.
We prove the security, combining two different scheme (ABE and IBE) all
together.

1.4 Organisation

The rest of paper consists of 4 sections. In section [2] we give some definitions
and preliminaries. In section 3] we define security of [ABE-IBE] type proxy re-
encryption. In section [Gl we give an extension of our scheme. In section Ml we
present the [ABE-IBE] type proxy re-encryption scheme, in section [}l we prove
the security, and finally conclude this study in section [

2 Preliminaries

2.1 Bilinear Groups

Let G, G be the two multiplicative cyclic groups of prime order p, and g be a
generator of G. We say that Gr has an admissible bilinear map é : G x G — G
if the following conditions hold.

1. é(g%, g") = é(g,g)™ for all a,b
2. é(g,9) #1

We say that G is a bilinear group if the group action in G can be computed
efficiently and there exists a group Gr and an efficiently computable bilinear
map € as above.
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2.2 Decisional Bilinear Diffie-Hellman (DBDH) Assumption

The Decisional BDH problem [1], [19], [7] in G is defined as follows:
The challenger chooses a, b, c € Z;, at random and then flips a fair binary coin

8. If B =1 it outputs the tuple <g,g“,gb,g°’7 é (g,g)ubc> € G* x Gr. Otherwise,

if 8 = 0, the challenger choose I'T €r Gp at random and outputs the tuple
<g,g“,gb7gc7 FT> € G* x Gy. The adversary must then output a guess 3’ of 3.
An adversary, B, has at least an ¢ advantage in solving the decisional DBDH
problem if |Pr B=p0]- §| > ¢ where the probability is taken over the random
choice of the generator g, the random choice of a, b, c in Z, and I'r in G7, and
the random bits consumed by B.

Definition 1. The Decisional (k,t,€)-BDH assumption holds in G if no t-time
adversary has at least € advantage in solving the Decisional BDH problem in G
under a security parameter k.

2.3 Ciphertext Policy ABE

The access structure on attribute is a rule W that returns either 0 or 1 given
a set S of attributes. We say that S satisfies W (written S = W) if and only if
W answers 1 on S. In ABE schemes, access structures may be Boolean expres-
sions, threshold trees, etc. A ciphertext policy attribute based encryption (ABE)
consists of the following algorithms.

SetUpa(17) Given a security parameter 1% as input, outputs a public key PK 4
and master secret key M K 4.

KeyGens(MK 4,S) Let N be the set of all attributes in the system. For input
of a master secret key MK 4, and a set S € N of attributes, outputs a secret
key SK 4 associated with S.

Encrypta(PK 4, M, W) For input of a public key PK 4, a message M and an
access structure W, outputs a ciphertext C'4 with the property that a user
with a secret key generated from attribute set S can decrypt Cy4 iff S = W.

Decrypt 4(Ca, SK 4) For input of a ciphertext C'4 and a secret key SK4, out-
puts the message M if S = W, where S is the attribute set used to generate
SKa.

2.4 Identity Based Encryption
Identity Based Encryption (IBE) consists of the following algorithm.

SetUp;(1%) Given a security parameter 1” as input, a trusted entity called Pri-
vate Key Generator (PKG) generates a master key M K; and public param-
eters 7, and outputs M K and .

KeyGeny(MK;,n,ID) For inputs of a master key M K, public parameters T,
and an identity I D, the PKG outputs an IBE secret key SK; corresponding
to the identity.
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Ency(ID, 7, M) For inputs of an identity I D, public parameters 7, and a plain-
text M, outputs an IBE ciphertext C7.

Decy(SKy,m, Cr) For inputs of a IBE secret key SK7, public parameters 7, and
an IBE ciphertext Cy, decrypts a plaintext M.

2.5 [ABE-IBE] Proxy Re-encryption

The [ABE-IBE] type proxy re-encryption consists of the following algorithms.

KenGena_,1(S,1D,s;p, SK4,n) For inputs of a set of attributes S, an IBE
identity I D, IBE public parameter w, an IBE additional secret information
to generate re-encryption key s;p, and an ABE secret key SK 4, outputs a
re-encrypt key RK 4,7 to the proxy.

ReEncrypta—,;(RKa—1,C4) For inputs of a re-encrypt key RK4_; and an
ABE ciphertext C4, the proxy re-encrypts and outputs a IBE ciphertext Cy
to the delegatee.

3 Chosen Plaintext Security for [ABE-IBE| Type Proxy
Re-encryption

We define chosen plaintext security for [ABE-IBE] type proxy re-encryption
scheme according to the following game between an adversary A and a challenger
C.

We design the following game on the basis of Cheung and Newport’s CPA
Security Game for ABE in [12], Boneh and Boyen’s selective ID game in [§]
and Green and Ateniese’s proxy re-encryption game [I5]. We show even if an
adversary obtains additional informations related to proxy re-encryption, such
as re-encryption keys, they does not affect the security of underlying ABE and
IBE scheme. In the challenge phase, the adversary can adaptively select which
scheme to attack (ABE or IBE), this implies that these two schemes which are
combined by our scheme, secure against chosen plaintext attacks.

In the following game, the adversary is allowed to adaptively conduct ABE
secret key queries, IBE secret key queries and re-encryption key queries. Follow-
ing the claim of Green and Ateniese, the adversary must not be restricted to
obtain re-encryption keys which can convert the target ciphertext to a cipher-
text if the adversary cannot decrypt it, in [I5]. In other words, the adversary
was only restricted to obtain the set of secret keys which can decrypt the target
ciphertext.

Hence, in our security definition, the adversary is restricted to obtain re-
encryption keys which can convert a target ABE ciphertext to an identity whose
IBE secret key is already queried (and answered). In this case, the adversary can
convert the target ABE ciphertext to a ciphertext which can be decrypted by the
IBE key which is the adversary already obtains. The adversary is also restricted
to obtain an IBE secret key, if the adversary already obtain re-encryption key
which can convert the target ABE ciphertext to that identity.
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Definition 2. (Security of [ABE-IBE] type proxzy re-encryption) The security
against [ABE-IBE] type proxy re-encryption scheme is defined according to the
following game between an attacker A and a challenger C.

Init : A chooses the following and sends them to C.
— The target access structure W.
— The target IBE identity ID*.

SetUp : C runs the Setup4(17) and Setupr(17). C gives ABE public parameters
and IBE public parameters to the A.

Phase 1 :

Eaxtracta(S) : A can adaptively request an ABE secret key for a set .S where
S = W. A can repeat this multiple times.

Extract;(ID,params) : A can adaptively request an IBE secret key cor-
responding to an identity ID of his choice. A can repeat this multiple
times for different IBE identities.

Eaxtracta_1(S,1D) : A can adaptively request re-encryption key which can
transform ABE ciphertexts encrypted for set S to IBE ciphertexts corre-
sponding to an identity I D. A can repeat this multiple times for different
sets and identities.

Challenge : A submits two equal length messages My and M; and selects
which scheme to attack(ABE or IBE). C flips a coin p € {0,1} and returns
the encrypted result of M, encrypted by the selected scheme.

Phase 2 : Same as Phase 1.

Solve : A submits a guess p’ € {0, 1} for p. The adversary A wins if @/ = p.

During Phase 1 and 2, A is restricted the following queries which A4 can
decrypt a challenge ciphertext only using C’s answers

— Eaxtracta(S*), where S* = W.

— Eaxtract;(ID*).

— The set of queries Extracta—;(S*,ID) and Extract;(ID,param), where
S* E W and ID is an identity of IBE user.

Definition 3. Let A be an adversary against our scheme. We define the IND-
sAttr-CPA advantage of A is Adva(k) = 2(Pr[p/ = p] —1/2).

We say that the our scheme is (k,t,q,€) adaptive chosen plaintext secure if
for any t-time adversary A that makes at most q chosen queries under a security
parameter k, we have that Adv (k) < e.

4 Construction

We construct an [ABE-IBE] type proxy re-encryption scheme which achieves
CPA-security without random oracle.

Our scheme enables conversion of an ABE ciphertext to an IBE ciphertext.
Our construction is based on Basic Construction of Cheung and Newport ABE
scheme proposed in [12], because [12] is proved DBDH assumption and we com-
bine the security of ABE and IBE schemes which bridged by our re-encryption
method under single assumption. Furthermore, we use [§] as IBE scheme which
achieves selective ID security under DBDH assumption.
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4.1 CN-ABE Scheme

Let the set of attributes N' = {1,--- ,n} for some natural number n. We refer to
attributes ¢ and their negations —i as literals. In [I2], access structure consists of
a single AND gate whose input are literals and denoted as /\ie 4, where I C N
and every 7 is a literal( i.e. i or —i).

SetUpa(1%) Let G, Gy be a bilinear group of prime order p. Let é : GxG — G
be the bilinear map. Choose a random generator g € G and tg,t1, - ,t3, €R
Zy. Let Ty = é(g,g)tO and T; = g% for each j € {1,---,3n}. The pub-
lic key is PK4 = (é,9,T0,T1, -+ T3,). The master secret key is MK, =
(to,t1,-++ s tan).

The public key element T3, T, +; and T, correspond to the three types of
occurrences of ¢: positive, n + i: negative and 2n +i: don’t care for each
ie{l,---,n}.

Encrypt (M, W) Given a message M € G and an AND gate W = A,_;i as
input, select a random element s € Z,, and sets C'= M - Tjj and C = g°. For
each ¢ € I, set C; as follows: If i € I and ¢ = ¢, set C; = T°. If i € I and

i =i, set C; =T7, ;. Foreach i € N'\ I, set C; = T3, ;. The ciphertext is
Ca = <W, C.C.{Cili € N}>.

KeyGena(S, MK 4) Given the attribute set S and ABE master secret key M K 4
as input, output a secret key SK4 = <ﬁ, {(D;, E}) i € N}> as follows:
Select 1; € Z, for every i € N and set r =Y | r;.

1. Set D = gto—.
2. For each i € NV, set D; as follows: )
Ifi e S, set D; = gtz. Ifi €5, set D; = gtnjrf?. Note that every i € S
represents a positive attribute and ¢ ¢ S represents a negative attribute.
3. For every i € NV, set F; = g”?nlﬂ‘ .

Decrypt4(SKa,C4) Given an ABE secret key SK 4 and an ABE ciphertext C'4
as input, if an ABE secret key SK 4 can satisfy AND gate W in the ABE
ciphertext C 4, output a plaintext as follows:

1. For each i € N/, compute C/ as follows:
ficIAi=inieS: Cl=e(CiD;)=é(gh gt ) =e(g,g)*
IficIAi=—iNigS: Ci=e&CiD;)=e(gn+i®, gtnti) =é(g,9)""
Ifigl: Cl = ¢&(Cy, Fy) = é(g'n+i° gtenti) = é(g,g)"¢®

2. Output a plaintext

¢ _ Mgy,

¢(C,D) 11, ¢ Ce(gtighr) - e(g,9)"
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4.2 BB-IBE Scheme
We show BB-IBE [8] construction as follows:

SetUpr(17) Let G, Gr be a bilinear group of prime order p, and é : GxG — G
be the bilinear map.Given a security parameter 1% as input, select a random
generator g € G and h, g2 €r G. Pick a €r Z; and set g1 = g*, MK = «
and set ™ = (g, g1, 92, h).

Let M K be a master secret key, and 7 be the public parameters.

KeyGeny(MK;,n,ID) Given master secret key M K; = «, public parameters
m and an identity I D as input, the PKG picks u € Z,, and output an IBE
secret key as SK; = (ski, ski) = (g (glth)u g™,

Encrypt;(ID,m, M) Given an identity ID, public parameter 7 and plaintext
M € Gr as input, select w €g Z;, and output an IBE ciphertext Cf.

Cr = (C1,0,C3) = <gw7 (91”h)" 7Mé(91792)w>~

Decrypt;(SKy,m,Cr) Given an IBE secret key SKj, public parameters m and
an IBE ciphertext C as input, output a plaintext M.

M= Ci),é(sk‘é, Cg)
é(skf, Cy)

4.3 [ABE-IBE]| Type Proxy Re-encryption

KenGena_.1(S,ID,SKa, 7, skl) Given the attribute set S, a delegatee’s IBE
identity ID, a delegator’s ABE secret key SK 4, IBE public parameter 7
and an IBE user’s 2nd component of secret ke ski as input, output a

re-encryption key RK 4. = <1§a, ﬁb, Ec, }ABd, {{(R;,Q;)]i € N'}) as follows:
1. Set Ry = D - skl = gto—rgv.
2. Select 7 € Z, and set Ry, = (g1Ph)", R. = g7, Ry = ¢ (g1, 92)"-
3. Select §; €r Zj, for every i € N, set R; as follows:

IfiesS:
IfigsS:

(1

R = <ri,17ri,2> - Dz : 9617Ti6i>
R; = (ri1,mi2) = (D ~g5"7TT‘fi+i>
4. For every i € N, set Q; as follows:

Qi = (gi,1,qi2) = <Fz '953T§é+¢>~

ReEncrypta—.i(RKa—1,C4) Given a re-encryption key RK 4,5 and an ABE
ciphertext C4 = <VV, C,C, {C;li € N}> as input, output an IBE ciphertext
C7 as follows:

! In our [ABE-IBE] type proxy re-encryption scheme, an IBE user must pass own

second component of secret key ski to the ABE user, however this property does
not affect security of [§]. This property proved in Lemma 1 of [20].
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1. For each i € N compute C; as follows:

HicIAi=inies: Ci=40"a = (g0
Mielni=—inigs: Ci=40"0 =eg.0)"
Ifi gl Ci= i) =g )

2. Select y €r Z,, and output C; = (C1, Ca, C3) as follows:

v e O (Ra)
<Cl702703>:< RC ) R C7 PR n >
(&) () (o) (1)

Note that, the delegatee can decrypt this re-encrypted result C; using his own
secret key SK; with same IBE decryption algorithm as follows:

Cfé(sfé,cz) _ 5'(§d)n (SkZ’(Rb)ya)

é(ski, Cy) ( ) UC (sk‘l,(A,)y)

M- ( ) é(g1,92)"" e (9", (91Ph)"" ¢°)
11

e(g%grg) - 1l e(g.9)™" -e (g5 (9fPn)", gv7)

5 Security

We next show that ABE-PRE is IND-sAttr-CPA, if the Decisional BDH problem
holds in G, Gr.

Theorem 1. Suppose that the (k,t,e) — DBDH assumption holds in (G,Gr).
Then, the ABE-PRE is (k,t',q,¢€)- IND—sAttr—CPA secure against an adversary
for any (q,k,€) and t' <t — O(7q), where T denotes a mazimum time for expo-
nentiation in G, Grp.

Proof. Let A be a (t,q,¢) adversary against the [ABE-IBE| type proxy re-
encryption scheme(ABE-IBE-PRE). We construct an adversary 18 which can solve
the DBDH problem in G by using \A. The B is given an input (g, Iy, Iy, e, ['7) =
(9,9% 9%, 9% I'r), and distinguishes I'r is é(g,9)""* or I'r €g Gr. B works as
follows:

Init A chooses the following and sends it to B.
— The challenge access structure W = A, ;i
— The challenge IBE identity ID*
Setup B setup simulation as follows:
List SetUp B generates three blank lists to store a query and answer pairs
for every queries, and setup ABE, IBE as follows:
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Table 1. ABE Public Key in CPA simulation

iel igl
i=ii=i
T, g% I I
Tt [‘b@z: gﬁi [‘bﬁz:
T2n+i Fb’h Fb’Yi g%ﬂ
ISKL (IBE Secret Key List): Record the tuple (ID, SK;), where ID is an
identity of IBE user, SK; are IBE secret key corresponding to ID.
ASKL (ABE Secret Key List): Record the tuple (S, SKj4), where S is a
set of attributes and SK 4 are ABE secret key corresponding to set S.
REKL (Re-Encryption Key List for IBE): Record the tuple (S, ID, RK 4_.),
where S is a set of attributes, ID is an identity of IBE user, RK4_.; is a
re-encryption key.
ABE SetUp Bsets To = ¢é([,, 1) =¢ (g,g)ab and chooses «;, 8i,7i €r Zp
for each 7 € A. Then set ABE public key components T}, T}, 1; and Tsy,4;
as Table 1
Under this condition, the first component of ABE master secret key is
ab which B cannot compute.
IBE SetUp Then B generates random numbers 21, 22, 23 €R Z; and sets
g =TI, g0 =1 h = gfID*gZS. B provides public parameters
m = (9,91, 92, h) to A. Under this condition, the master secret key is
MK = az, which B cannot compute.
Phase 1 A adaptively queries B, and B responds as follows:
Extract4(S) A queries the ABE secret key SK 4, B as follows:
A queries the ABE secret key SK4 with a set S C N where S £ W.
There must exist j € I such that, either j € SAj=—-jorj& SAj=j.
B chooses such j. Without loss of generality, we can assume that j &
SNj=17].
For every i € N, B chooses r; €r Z,. Then sets r; = ab + ;b and for
every i # j,i € Nyr; = rib. Finally Bsets r =Y ,r; =ab+ >, rib.
The D component of the secret key can be computed as
n 1 - r'b ab—r

Y Y o
A ab+rb ”;

. j

Recall that j € I\ SAj=j, then D; = Ff]gﬁj =g " =g,
For each i € I Ni # j, ABE secret key components D; can be computed
as follows:

IficSnielni=i: Dy =T = goi.
IficSA((i€INi=—i)Vigl): D;=ge:i =goo:.
HigSA(GelNi=i)Vigl): D;=gmh =g

IfigSNnielNi=—i: Di:pbﬁi:gm,
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The ABE secret key components F; (for don’t care attribute) can be

computed as follows:
1. Ifi=y
T ’, ab+7 r;

F;=1," g”a—g bw =g"i.
2. Otherwise (i # j)

7

Ifieel: Fl-:gwi :gbrvii

igl: F=I =g

B answers SK 4 and writes down to the ASK L.
Extract;(ID) A queries the IBE user’s secret key SK; with an identity ID.
1. If the ID = ID*, B rejects.
2. If the ID # I D*7B checks the REK L, and if already answers re-
encryption key to the ID and S = W, B rejects.
3. Otherwise B answers SK; = <sk1[,sk§> as follows. B generates a
random number u €g Z; and computes SK; = <sk{, sk§> as follows:

—z923 - u
Skll — Fb(ID—ID*) (Fazl(ID*ID )923) st Fb (ID ID*)g

B answers SK; and writes down to the ISK L.
Extracta—;(S,ID) A queries the re-encryption key which can transform
ABE ciphertext corresponding to the set .S, B answers a re-encrypt key

REK A = <1§a,1§b,§c,§d, {(Ri,Q:) |i € N}> as follows:
1. It S W,
B runs Extract4(S) and obtain an ABE secret key
SKa = <ﬁ,{(Di,Fi> |é 6N}>, then chooses 7,u €r Z, for every
ieN. PO
(a) If ID # ID*, B sets re-encryption key components R,, Rp, Re,
Ed as follows:

E :ﬁ ID ID*g Rb (Fazl(IDle*)gz?,) 7

. :gTde — é(F;17F;2)T

=)

Note that, let v’ = simulated Rl and ]?ib can be trans-

form as follows:

7b22
ID—-ID*>
~ ~ —*2 ’
Ra _ DFbID—ID* gu :gu
~ * T
Ry = (1p0P=1270 )" = (172170)" = (ofPh)

(b) If ID = ID*, B sets re-encryption key components I?Ea, I?Bb, Ec,
Ry as follows:

]/:\ia = ﬁguaﬁb = (gzg)T’ﬁc = gTaj%d =é (F;17szz)7—
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Note that, simulated I?Bb can be transform as follows:

Ry = (97) = (Q{D*gfm*g) (gl”’*h)

After the success of above simulation, B chooses §; €r Z,, for every
i € Nand ¢ € Z, and sets re-encryption key components R;, Q; as
follows:

i€s: Dwgéi T.5i>
fii= i#eS: (D;- g% T >

n+1
Q’i <F g T26n+2>

2. Otherwise (S = W),
B chooses p; €r Zj, for every i € N and sets p = >, p; mod p. B
chooses T €g Zj, for every i € N.

()
(b)

B checks, and if already answers IBE secret key for I D, B rejects.
If ID # ID*, B sets re-encryption key components R,, Ry, R,
Ry as follows:

—zou

Ry = I 1yo 1 Ry = (1 p=100ge) "

c:gTaﬁd:é(FaZlaF[fQ)T

=)

Note that, let v’ = —ab — IL;’Z?D* and ' = bp, simulated ]?ia,ﬁb

can be transform as follows:

—z2u —buzg ’ /

Ea :F FID ID* :gabfbpg gID P _g rgu7
~ * T
Ry = (Fjl(ID—ID )923) _ (F;JDh) _ (Q{Dh)T
Under this condition, B cannot compute an IBE secret key for
ID, however B can reject the IBE secret key query for the ID.

If ID = ID*, B sets re-encryption key components Ry, Ry, R,
R, as follows:

j:\ia :gfp,fib = (gzs)Taﬁc :gTaEd = é(F(fl?F[;ZQ)T

Note that, let v’ — r = —ab — p, simulated ISLa can be transform
as follows:

abfpgfab o gabfrgu’
- )

By = (=) = (o” 97" g )T (Q{D*h)

Under this condition, B cannot compute an IBE secret key for
I1D*, however B can reject the IBE secret key for the ID*.

ﬁa:gip:g
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After the success of above simulation, B chooses §; €r Z,, for every
i € Nand ¢ € Z, and sets re-encryption key components R;, Q; as
follows:

Pi
1€8: gei ~g§i’Ti‘S’7>
- pi. 5; i
i g S: gﬁl’gl,Tn+i>
Pi . .
Qi = <gw ’9‘51,T§,’L+i>

Challenge. A submits two equal length plaintexts My, M; € G and selects

which scheme to attack. B chooses u € {0,1} and outputs a challenge ci-

phertext as follows:
— If A selects ABE scheme to attack, B outputs an ABE ciphertext for a

challenge access structure C% = <C~'*, Cr {Crlie I}> as follows:

C* = M, I'p,C* =T,
Cr={{IieIni=i},{IflieINi=—i},{I)|i¢gI}}

— If A selects IBE scheme to attack, B outputs a IBE ciphertext C} =
(C1,C4, Cs) corresponding to a target identity ID* as follows:

Oy =T.,0y = ()" ,C3 = M, (Ip)***

Phase 2. B answers A’s queries in same manner of Phase 1.

Solve. Finally, A outputs a guess result u’ € {0,1}. If p/ = u, then B judges
I'r = é(g,9)®° and outputs 1. Otherwise, B judges I'r €g Gr and outputs
0.

We claim that in the above simulation answers of B are correctly distributed,
and A cannot distinguish our simulation from the real-world interaction. Fur-
thermore, AdvfiBD " — Advf‘, because B does not abort during the above sim-
ulation.

In the above simulation, maximum computation cost of the queries is at most
polynomial time exponentiation, hence t' < t — ©(7q). Therefore, the ABE-IBE-

PRE is (k,t/, q, €)-IND-sAttr-CPA secure against an adversary.

6 Extension

In our scheme, the delegator can delegate a part of his decryption rights. The
delegator can pass subset of the ABE secret key SK', and subset of S’ to generate
are-encryption key for substitute of SK 4. The subset of the ABE secret key SK',
at least have a positive or negative or don’t care component for each attribute.
On the other hand, the full set of the ABE secret key SK4 have a positive or
negative component and don’t care component for each attribute.

For example, if the delegator passes positive component and does not passes
don’t care component for some attribute, then the proxy cannot convert cipher-
texts which have don’t care policy for the attribute.
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7 Conclusion

In this paper, we propose new proxy re-encryption scheme which can convert an
ABE ciphertext to an IBE ciphertext. Our scheme achieves proxy invisible which
means delegatee does not aware of existence of the proxy. We define the security
notation and prove security based on DBDH assumption in the standard model
against chosen plaintext attack. To achieve the CCA security and adaptive-ID
security is further study. However, it should be possible to change [§] to [4] to
achieve adaptive ID security.

Furthermore, [ABE-PKE] type proxy, and conbination of types such as [IBE-
ABE] and [PKE-ABE], [ABE-ABE] might be useful, but it is also further study.
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