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Web search engines gather a lot of information on the preferences and interests of
users. They actually gather enough information to create detailed user profiles
which might enable re-identification of the individuals to which those profiles
correspond, e.g. thanks to the so-called vanity queries or to linkage of several
queries known to have been submitted by the same user. In this way, a broadly
used search engine like Google becomes a “big brother” in the purest Orwellian
style.

In this talk, a survey will be offered of the solutions which have been pro-
posed to preserve anonymity in web search and to fight profile creation. We will
start with Private Information Retrieval (PIR) and we will highlight its lack of
practicality. We will then look at some relaxations of PIR, based on standalone
defense by the user or on a defense based on a peer-to-peer community in which
one user submits queries by other users and viceversa.

Finally, we will sketch a new theory, called coprivacy or co-operative privacy,
whose goal is to find out under which conditions the best rational option for a
peer-to-peer user is to help other peers in preserving their privacy.
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