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Abstract. The U.S. Census Bureau collects its survey and census data under
Title 13 of the U. S. code, which promises to protect the confidentiality of our
respondents. The agency has the responsibility to release high quality data
products without violating the confidentiality of our respondents. This paper
discuses a Microdata Analysis System (MAS) that is currently under
development at the Census Bureau. We begin by discussing the reason for
developing a MAS, and answer some questions about the MAS. We next give a
brief overview of the MAS and the confidentiality rules within the system. The
rest of this paper gives an overview of the evaluation of the universe
subsampling routine in the MAS known as the Drop Q Rule. We conclude with
some remarks on future research.
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1 Introduction

The U.S. Census Bureau collects its survey and census data under Title 13 of the U.S.
Code. This prevents the Census Bureau from releasing any data “...whereby the data
furnished by any particular establishment or individual under this title can be
identified.” In addition to Title 13, the Confidential Information Protection and
Statistical Efficiency Act of 2002 (CIPSEA) requires the protection of information
collected or acquired for exclusively statistical purposes under a pledge of
confidentiality. In addition, the agency has the responsibility of releasing data for the
purpose of statistical analysis. In common with most national statistical institutes, our
goal is to release as much high quality data as possible without violating the pledge of
confidentiality [1], [2].

This paper discusses a Microdata Analysis System (MAS) that is under
development at the Census Bureau. The system is designed to allow data users to
perform various statistical analyses (for example, regressions, cross-tabulations,
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generation of correlation coefficients, etc.) of confidential survey and census
microdata without seeing or downloading the underlying microdata. We begin by
answering some frequently asked questions about the MAS. We then discuss the
current state of the system, including an overview of the types of data sets and
statistical analyses that will be available in the system, as well as a brief outline of the
confidentiality rules used to protect the data products generated from the MAS. We
next give a brief overview of a recent evaluation of a particular confidentiality rule
called the Drop g Rule. We end with remarks on future work.

2 Frequently Asked Questions about the MAS

2.1 Why Do We Need a MAS?

The Census Bureau conducts reindentification studies on our public use microdata
files. In these studies, we attempt to link outside files that have identifiers on them to
our public use files. We have found and fixed a few problems, but there is a growing
concern that more problems will arise in the future because more and more data is
becoming publicly available on the internet, and more people are using record linkage
software and data mining in an effort to increase the amount of information they can
work with. We are worried that we might have to cut back on the detail in our files
and use more data perturbation techniques to protect them.

Another reason for developing a MAS is to allow data users to access more
detailed and accurate information than what is currently available in our public use
microdata files. For example, the data that can be accessed through the MAS could
identify smaller geographic areas or show more detail in variable categories that are
normally not shown in our public use files. Our goal for the MAS is to allow access
to as much high quality data as possible [3], [4].

2.2 What Data Sets and What Types of Statistical Analyses Will Be Available
on the MAS?

We will begin with data from demographic surveys and decennial censuses.
Eventually, we would like to add establishment survey and census data as well as
linked data sets. We will initially begin with regression analyses, cross-tabulations
and correlation matrices. We will add other analyses within the MAS in the future.

2.3 Who Will Use the MAS and Will It Cost Anything?

The MAS will be used by people with needs for fairly simple statistical analyses, for
example: news media, some policy makers, teachers, and students. Some users may
feel the need to use the underlying confidential microdata for more exploratory data
analysis. For that, they will have to continue to use our public use files. A final
decision on cost has not yet been made. However, the current plan is to offer this as a
free service through the Census Bureau’s DataFERRETT service [5].
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2.4 Will the Census Bureau Keep Track of Who Uses the MAS and What
Queries Have Been Submitted?

We must mention that we are not sure if we are allowed to legally do this. We are
investigating this. There are two possible reasons why we would want to do this.
First, we would like to see how people are using the system, so we can make
modifications and enhancements to improve the user’s experience. The second
reason would be for disclosure avoidance purposes, as these data may be used to help
identify disclosure risks arising from multiple queries to the system.

3 A Brief Overview of the MAS and the Confidentiality Rules
within the System

In 2005, the Census Bureau contracted with Synectics to develop an alpha prototype
of the MAS, which was written in SAS. We also contracted with Jerry Reiter of Duke
University to help us to develop the confidentiality rules within the system, and Steve
Roehrig of Carnegie Mellon University to help us test these confidentiality rules.
Some rules were developed and modified as a result of the testing. The alpha
prototype used the Current Population Survey (CPS) March 2000 Demographic
Supplement and the 2005 American Community Survey (ACS) as initial test data sets.
The alpha prototype allowed users to perform cross-tabulations, ordinary least squares
regression, logistic regression, and generate matrices of correlation coefficients. A
beta prototype of the MAS is now being developed as part of DataFERRET [5].
Unlike the alpha prototype, this prototype is being written in R.

The MAS software is programmed with several confidentiality rules and
procedures that uphold disclosure avoidance standards. The purpose of these rules
and procedures is to prevent data intruders from reconstructing the microdata records
of individuals within the underlying confidential data through submitting multiple
queries. The confidentiality rules discussed within the next few sections are quite
complex. This paper gives a brief overview of them. Much more detail can be found
in [6] and [7]. In addition, we will only discuss the confidentiality rules for universe
formations and for regression models. The confidentiality rules for cross-tabulations
and correlation coefficients are still under development.

3.1 Confidentiality Rules for Universe Formation

On the MAS, users are allowed to limit their statistical analysis on a universe, or
subpopulation, of interest. To form a universe on the MAS, users first select
conditions on a subset of recoded variables, presented to the user in the form of
metadata. These recoded variables within the metadata are categorical recodes of the
raw categorical and numerical variables found in the microdata.

The category levels of the raw categorical variables within the original microdata
set are coded directly into the metadata. To define a universe using a categorical
variable, a user simply selects the categorical variable name and observed category
level bin they see in the metadata. For example, if the user selects sex = 2 (female)
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from the metadata, they have defined their universe to be the subpopulation of all
females.

Raw numerical variables are presented to the user as categorical recodes based on
output from a separate cutpoint program. This cutpoint program generates buckets or
bins of numerical values, and ensures that there is a pre-specified minimum number
of observations between any two given cutpoint values [8]. To define universe using
a numerical variable, users must a range of numerical variable values from the pre-
specified bins they see from the metadata. For example, if the user selects income = 4
($45,000 to $53,000) from the metadata, they have defined their universe to be the
subpopulation of all individuals whose income is between $45,000 and $53,000. This
furthers the confidentiality protection by preventing users from forming universes
bases on a single raw numerical value. That is, users cannot define their universe to
be income = $45,000, they must choose a range of values.

To define a universe on the MAS, users would first select m recoded variables
from the metadata, then select up to j bin levels for each of the m recoded variables.
Universe formation on the MAS is performed using an implicit table server. For
example, suppose a data user defines their universe as:

[gender = female and $45,000 < income < $53,000] (1)
OR
[gender = male and $28,000 < income < $45,000] )

This universe is represented as a two-way table of counts for sex by income, as shown
in Table 1. Piece (1) is represented by the outlined cell in Table 1, while piece (2) is
represented by the set of shaded cells. Note that there ny,y + n;p + n3 total
observations in this universe. For convenience, we will use the notation U(n) to
indicate a universe that contains n total observations. For example, the universe
defined from pieces (1) and (2) above will be referred to as U(nyy + 115 + ny3).

Table 1. Table representation of the universe defined from (1) and (2)

income
$0 $28,000 $39,000 $45,000
to to to to
gender $28,000 $39,000 $45,000 $53,000 Total
male ni niz n3 nig ni.
female No| N n23 Moy na.
Total n. n.o nas N4 n..

All universes formed on the MAS must past both of the following two
confidentiality rules. If at least one of these two rules fail, the MAS will reject the
universe query and prompt the universe to modify his or her selections. Note that
these rules are tested prior to performing the user’s selected statistical analysis on
their defined universe.

The first rule is the No Marginal 1 or 2 Rule. No universe defined with exactly m
variables on the MAS may be defined from an m-way table that contains at least one
m-1 dimensional marginal total equal to 1 or 2. For example, to check the No
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Marginal 1 or 2 Rule for U(ny, + 11, + n;3) defined above, the following equations
must be satisfied:

n.#1lor2,fori=12 and n,;#1or2,forj=1,...4

The second rule is the Minimum Number of Observations Rule. In general, a
universe must contain at least I' observations before a user can perform a statistical
analysis on this universe. The value of I' is not given here since it is Census
Confidential. Cutpoint bins are always combined to check this rule. In addition, the
way this rule is checked is dependent on whether or not the universe pieces are
disjoint or joint. A universe is classified as disjoint if its individual pieces do not
share cell counts in common. For example, pieces (1) and (2) for the universe U(rny, +
ny; + ny3) are disjoint since they do not share any cell counts in common. Since
U(nyy + nyp + ny3) is a disjoint universe, the MAS would check that both piece (1) and
piece (2) contain at least I' observations. That is, both of the following equations
must be satisfied. Note that the cutpoint bins of income are combined within piece (2)
prior to performing the test.

nu>T and (n;;+n;3) >T

A universe is classified as joint if as least one of its individual pieces shares cell

counts in common with at least one other piece. For example, suppose the user

defines the following universe, U(n,. + n.3 + n.4) = (3) OR (4), where pieces (3) and
(4) are defined as:

[gender = female] 3)

[$39,000 < income < $53,000] 4)

U(n,. + n.3 + n.y) is derived from the set of outlined and shaded cells in Table 2, where

the outlined cells represent piece (3) and the shaded cells represent piece (4). Note
that the cell counts n,; and n,4 are shared among pieces (3) and (4).

Table 2. Table representation of the universe defined from (3) and (4)

income
$0 $28,000 $39,000 $45,000
to to to to
gender $28,000 $39,000 $45,000 $53,000 Total
male ni niy ni3 Nig n.
female | I Noy 1(5%) na3 Noyg ny.
Total n. n.a nas N4 n..

Since U(ny,. + n.3 + n.) is a joint universe, to test the Minimum Number of
Observations Rule, the MAS would first check that both pieces (3) and (4) contain at
least I' observations each, then check that the non-empty intersection I = (3) N (4)
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contains at least ['* observation, where I'* < I". That is, the following three equations
must be satistified:

ny. > I' and (n.3 + I’l.4) > I' and (n23 + I’l24) > r=*

If at least one piece (3) or (4), or if the intersection /, fails to pass the tests above, then
the MAS will reject the entire universe. Once again, the cutpoint bins of income are
first combined within piece (4) and within / = (3) N (4) prior to the testing of the
Minimum Number of Observations Rule for (4) or I.

While the above rules ensures that a universe U(n) meets a minimum size
requirement, it does not protect against differencing attack disclosures. A
differencing attack disclosure occurs when a data intruder attempts to rebuild a
confidential microdata record by subtracting the statistical analysis results obtained
through two separate and similar queries. For example, suppose a data intruder first
creates two universes on the MAS: U(n) and U(n-1), where U(n-1) contains the exact
same n observations as U(n), less one unique observation. The difference U(n) — U(n-
1) = U(l), where U(l) is a manipulated universe that contains the one unique
observation. Suppose further that the data intruder then requests two separate cross-
tabulations for sex by employment status, T[U(n)] and T[U(n-1)], fitted on U(n) and
U(n-1), respectively, as shown in Figure 1. Since U(n) and U(n-1) only differ by one
unique observation, T[U(n-1)] will be exactly the same as T[U(n)], less one unique
cell count.

The matrix subtraction T[U(n)] — T[U(n-1)] = T[U(1)], where T[U(1)] is a two-
way table of sex by employment status built upon the one unique observation
contained in U(1) = U(n) — U(n-1). As shown in Figure 1, T[U(1)] contains a cell
count in the male non-employed cell with zeros in the remaining cell, which tells the
data intruder that the one unique observation contained in U(1) is a non-employed
male. By performing similar differencing attacks like the shown above, a data
intruder can successfully rebuild the confidential microdata record for the one unique
observation contained in U(1).

T[U(n)] employment status T[U(n-1)] employment status
non- non-
sex employed employed - | sex employed employed
Male n ny male n ny-1
female ns3 ng female n3 ng
TU)] employment status
non-
= | sex employed employed
male 0 1
female 0 0

Fig. 1. An Example of a Differencing Attack Disclosure

To help protect against differencing attack disclosures, the MAS implements a
universe subsampling routine called the Drop Q Rule. Once a universe data set passes
the universe formation rules, the MAS will first draw a random value of Q, = ¢,
€ {2,....k} from a Discrete Uniform distribution with probability mass function
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P(Q, = ¢q,) = 1/(k-1). Then, given Q, = g,, the MAS will subsample the universe data
set U(n) by removing ¢, records at random from U(n) to yield a new subsampled
universe data set, U(n-q,).

On the MAS, all statistical analyses are performed on the subsampled U(n-g,) data
set and not on the original U(n) data set. Each unique universe U(n) that is defined on
the MAS will be subsampled independently according to the Drop Q Rule. In
addition, to prevent an “averaging of results” attack, the MAS will produce only one
subsampled U(n-g,) data set for each unique U(n) data set, and will fix the
subsampled U(n-g,) data set to each unique U(n) data set for the lifetime of the
system. That is, if the same user, or a different user, selects the same unique U(n)
data set as before, then the MAS would use the exact same subsampled U(n-g,) data
set as before for the statistical analysis.

Therefore, if the data intruder attempts the differencing attack T[U(n)] — T[U(n-1)]
= T[U(1)] as shown in Figure 1, he would actually be performing the differencing
attack T[U(n-q,)] — T[U(n-1-g»)] = T[U(1)] as shown in Figure 2, where T[U(n-¢q,)]
and T[U(n-1-q,)] are two-way tables of sex by employment status based on the two
independently subsampled universes, U(n-g;) and U(n-1-g,), where the random
vectors X = X = (Xy,...,X4) and Y =y = (yy,...,y4) give the number of counts that were
specifically removed from each cell in T[U(n-q;)] and T[U(n-1-¢,)], respectively, and
XXi=q1,5Y=0¢»0<x;<q,and 0<y; < gy, forj=1,...4.

Since each Q) = ¢, and Q, = ¢, are independently drawn from a Discrete Uniform
distribution, ¢g; will not necessarily be equal to g,, and the resulting table T[U(1)] =
T[U(n-g)] — T[U(n-1-¢,)] may or may not yield a successful disclosure of sex =
male and employment status = non-employed for the one unique observation
contained in U(1). A brief overview of the effectiveness of the Drop Q Rule against
differencing attack disclosures will be discussed in Section 4.

T[U(n-q1)] employment status T[U(n-1-¢2)] employment status
non- i non-
Sex employed employed sex employed employed
Male ni-Xi n>-Xo male n1-yi nz-l-yz
Female n3-X3 N4-X4 female n3-y3 1N4-Ya
TIU)] employment status
non-
= | sex employed employed
male 0 1
female 0 0
Fig. 2.

3.2 Confidentiality Rules for Regression Models

The MAS also implements a series of confidentiality rules for regression models. For
example, users may only select up to 20 independent variables for any single
regression equation. Users are allowed to transform numerical variables only, and
they must select their transformations from a pre-approved list. This prevents the user
from using transformations that deliberately over emphasize outliers.
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Any fully interacted regression model that contains only dummy variables as
predictors can pose a potential disclosure risk [9], [10]. Therefore, users are allowed
to include only two-way and three-way interaction terms within any specified
regression model. No regression model that contains more than three variables can be
fully interacted. Predictor dummy variables must each contain a minimum of o
observations each. Any dummy variable that fails this requirement gets dropped from
the regression model equation, along with the dummy variable that represents the
reference category level for that particular categorical predictor variable. That is,
dummy variables (or equivalently, category levels) that contain less than o
observations are combined with the reference category level to prevent data intruders
from fitting regression models with categorical predictors that contain sparse
categories. The value of a is not given here since it is Census confidential.

Prior to passing back any regression output back to the user, the MAS checks and
ensures that R? is not too close to 1. If R? is too close to 1, then the MAS will
withhold from outputting any regression analysis results back to the user. If R?is not
too close to 1, then the MAS will pass the estimated regression coefficients and the
Analysis of Variance (or Deviance) table to the user without restrictions.

Actual residual values can pose a potential disclosure risk, since a data intruder can
obtain the actual real values of the dependent variable by simply adding the residual
to the fitted values obtained from the regression model. Therefore, the MAS never
passes back real residual values back to the user. To help data users assess the fit of
their Ordinary Least Squares regression models, all diagnostic plots on the MAS are
based on synthetic residuals and synthetic real values. These plots are designed to
mimic the actual patterns seen in the scatter plots of the real residuals vs. the real
fitted values [11].

4 Evaluation of the Effectiveness of the Drop Q Rule

We will only present a brief overview of this evaluation here. Full details about this
evaluation can be found in [12]. Given a pair of similar universes that only differ by
one unique observation, U(n) and U(n-1), we investigated the effectiveness of the
Drop Q Rule in preventing contingency table differencing attack disclosures of the
form T[U(1)] = T[U(n-q;)] — T[U(n-1-g,)], as was shown in Figure 2.

Using the same example as was shown in Section 3.1, since U(n-¢q,) and U(n-1-¢q,)
are two independently subsampled universes, the resulting table T[U(1)] = T[U(n-q,)]
— T[U(n-1-g)] (in Figure 2) may or may not a count of 1 in the shaded cell that
represents the sex and employment status categories of the one unique observation
contained in U(1), with zeros within the remaining three cells.

We wanted to find the probability of obtaining such a table T[U(1)] that contains a
1 in the shaded cell for sex = male and employment status = non-employed, with zeros
within the remaining three cells, from the differencing attack T[U(n-q;)] — T[U(n-1-
g¢>)] = T[U(1)]. That is, we wanted to find the probability that the resulting table
T[U(1)] = T[U(n-q1)] — T[U(n-1-q,)] yielded a successful disclosure of sex and
employment status for the one unique observation contained in U(1).

For a given value Q; = g, the observed vector (X; = xy,...,X4 = X4) of counts that
are actually removed from each cell in T[U(n-q;)] are dependent on the distribution of
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cell proportions @ = (m,,...,m4) within the original two-way table, T[U(n)]. Similarly,
for a given value Q, = ¢, the observed vector (Y| = yj,...,Y4 = y4) of counts that are
actually removed from each cell in T[U(n-1-g;)] are dependent on the distribution of
cell proportions ¢ = (yi,...,\y4)) within the original two-way table T[U(n-1)].
However, if n is large, @ = y. Therefore, for large values of n, X I @, Q = ¢q, ~
Multinomial(zm, ¢;) and Y | &, Q = ¢, ~ Multinomial(m, ¢,). Since U(n-q;) and U(n-
1-g,) are subsampled independently, the random tables T[U(n-g,)] and T[U(n-1-¢,)]
are also subsampled independently and the random vectors X and Y are independent.
Therefore, the approximate joint probability of XI &, Q; = ¢; and Yixn, Q = ¢, is:

PX=xIn,0=qNY=yln,0=qy) =
PX=xImQ0=q)P(Y=yln Q=q,)=

q! 95! Xty X4t Yy
Xy lexg VN ey 1271 ”4 o)

However, P(Q, = q,) = 1/(k-1), therefore

P(X=xNQO,=qIn]N[Y=yNQOr=¢q,Im])=
PX=xNm Q0 =q)P(Y=yNm =gy =

PX=xIm 0;=q)P(Q=q)P(Y =y lIn, 0,=q) P(Q, =)=
(;)2( q! X 95! )7z-lxl+}’1__.ﬂ-:4+}’4 (6)

k-1 X lexy VA yp eeyy !

Equation (6) gives us the approximate joint probability of observing a T[U(n-g,)] with
exactly (xi,...,X4) counts removed from each cell, given Q = ¢g;, and observing a
T[U(n-1-q,)] with exactly (yi,...,y4) counts removed from each cell, given Q = g,
where © = (my,...,my) are the observed cell proportions of counts within the original
two-way table of sex by employment status, T[U(n)], and Z; m; = 1.

T[U(n-q1)] employment status T[U(n-1-¢1)] employment status
non- non-
sex employed employed - | sex employed employed
male ni-Xi ny-Xo male n1-Xi nz-l-Xz
female Nn3-X3 N4-X4 female Nn3-X3 N4-X4
TU)] employment status
non-
= | sex employed employed
male 0 1
female 0 0
Fig. 3.

We found that the resulting table, T[U(1)], would yield a successful disclosure if
and only if ¢ = ¢, and if and only if (xi,....x4) = (V1,.--,Y4), as shown in
Figure 3.Therefore, equation (9) becomes:

(N AR )

!
xpleexy!
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Equation (7) gives us the approximate joint probability of obtaining any one pair of
subsampled two-way tables, T[U(n-¢q,)] and T[U(n-1-¢,)] (as shown in Figure 3), such
that the same value Q; = ¢g; was drawn for both subsampled universes U(n-g;) and
U(n-1-q,), and the exact same observed vector of counts (xi,...,X4) were removed at
random among the four cells of both T[U(n-q,)] and T[U(n-1-g,)], where %; x; = q,.
For any given value of Q = ¢, there are exactly C(4+¢;-1, q;) sequences of vectors
(X1,...,X4), such that ¥, x; = g;. Therefore, if we sum (7) over all possible C(4+¢;-1,
q1) sequences of (Xy,...,X4), we obtain:

Xptetx,=q

2 ! 2x, 2x
(ﬁ) (x] !‘-I-l-x4!)27z.] h .7[4 ) ®)

Xp Xy 20

(8) gives us the approximate joint probability of obtaining all possible pairs of
subsampled tables, T[U(n-q;)] and T[U(n-1-q,)] (from Figure 3), for a single given
observed value of Q= ¢g;. However, since Q| = q; € {2,...,k}, if we sum (8) over all
possible observed values g; can take, we obtain (9), the total approximate joint
probability of observing all pairs of subsampled two-way tables, T[U(n-g;)] and
T[U(n-1-q,)], , for all possible values of Q = g, € {2,...,k}. As aresult, (9) gives us
the approximate total probability of obtaining a successful disclosure of gender and
employment status, for the one observation contained in U(1) = U(n) — U(n-1), from
the differencing attack T[U(n-q;)] — T[U(n-1-q;)] = T[U()]. Proposition 1
summarizes these results to differencing attacks performed on m-way tables.

k xtetxg=q

LR 2x 2
(ﬁ) (xl!--]-x4!)27[l K ”.”4X4 ®

q1=2 Xj,.,x,20

Proposition 1: Suppose T[U(n-q;)] and T[U(n-1-q,)] are any two pairs of similar m-
way tables that both contain J total cells each, fitted on two independently
subsampled universe data sets, U(n-g;) and U(n-1-g,), where both U(n-q;) and
U(n-1-g,) were subsampled according to the Drop Q Rule. Let (xy,...,Xx;) and
(Y1,---,yy) be the observed vector of counts that were randomly removed from each
cell in T[U(n-q,)] and T[U(n-1-g,)], where Z; X; = q1, Z;¥; = ¢2, 0 < X; < g1, and 0 < y;
< ¢»>. Then the differencing attack of T[U(n-q;)] — T[U(n-1-q,)] will yield an m-way
table, T[U(1)], that will successfully discloses all observed category levels for all m
variables for the one unique observation contained in U(1) if and only if ¢; = ¢», and if
and only if (xy,...,Xy) = (Y1,...,yy) in T[U(n-¢q;)] and T[U(n-1-¢q,)], respectively. Let
= (my,...,m;) be the observed cell proportions of the original m-way table T[U(n)],
fitted on the full universe U(n). Then, if n is large, the approximate probability of
obtaining a successful disclosure from T[U(1)] = T[U(n-q;)] - T[U(n-1-¢,)] is:

k xptetx;=q

fj,k(ﬂl""’”J): Z Z (ﬁ)z(xlg.q.].;ﬂ)zﬂ'lzm "'7[?] (10)

q=2 Xxp,..,x;20

where X, m; = 1. Note that if at least one 7; = 0, then we define 0% =1 ]
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Theorem 1: The approximate probability function (10) is a Schur-convex function of
7 = (m,...,n;), where X; m; = 1 n

The proof of Theorem 1 relies on the concepts of majorization and Schur-convexity
([111,[12] and [13]) and can be found in the appendix. Using a series of simulated
differencing attacks on one-way, two-way, and three-way tables, we found that, on
the average, (10) approximates the probability of obtaining a successful disclosure
from the resulting table T[U(1)] = T[U(n-g;)] - T[U(n-1-q,)], within two decimal
places.

Theorem 2: The approximate probability function &; () (13), subject to the linear
constraint X; ; = 1, achieves a minimum value when m,= - = m; = 1/J and achieves a
maximum when at one w; = 1 with the remaining m; = 0, for i # j. Futhermore, (10)
satisfies the following bounds:

kXt +x,=q

&Y Y G s gumem) <. wan

=2 Xx{,..x;20

The proof of Theorem 2 relies on the fact that (11) is a Schur-convex function, can be
found in the appendix.

5 Future Work

The MAS will continue to be developed within Data FERRET. We will soon be
testing the software itself and the confidentiality rules within the MAS beta prototype
to ensure they properly uphold disclosure avoidance standards. We will draft up a set
of confidentiality rules for cross-tabulations, and add different types of statistical
analyses within the system. We will explore other types of differencing attack
disclosures, and explore ways to prevent such differencing attacks.
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Appendix A

We will use concepts from the theory of majorization and Schur-convexity to prove
Theorems 1 and 2. Majorization and Schur-Convexity are useful tools that can be
sometimes used to prove certain properties of functions, such as the solution to an
optimization problem. The following definitions and theorems were taken from [13],
[14] and [15].

Definition 1: For a given vector z = (z,,...,z)), let z(;, denote the smallest element of
z, let 7, denote the second smallest element of z, and so on. A vector z is said to
majorize a vector y (denoted z > y) if
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! ! J J
ZZU) ZZy(i), forI=1,...,J-1, and sz =Zyj.
i=1 i=1 j=1 =1

Lemma 1: Let z = (z,,...,z)) be any arbitrary vector with X; z; = s where z; > 0 for j =

1,...,J. Define the uniform vector u = (% ,...,ﬁ). Then for any given vector z, z > u.

Majorization is a partial ordering among any two vectors of equal dimensions, and
applies only to vectors having the same sum. It is a measure of the degree to which
the vector elements differ. Intuitively, the uniform vector is the vector with the
minimal difference between its elements. Therefore, all other vectors z, whose
elements add up to the same sum s, will majorize u.

Definition 2: For J > 1, a function g: R — R is called a symmetric function if for
every permutation matrix I1, g(I1(zy,...,z;)) = g(z1,...,Z)).

Definition 3: For J > 1, a function g(z): R’ — Ris called a Schur-convex function if
z >~y implies g(z) > g(y).

Schur-convex functions are functions that preserve the ordering of majorization. That
is, a Schur-convex function translates the ordering of vectors to a standard scaler
ordering. Symmetry is a necessary condition for a function to be Schur-convex. In
addition, any function that is both symmetric and convex is a Schur-convex function.
We will use the following useful lemmas to prove Theorem 1.

Lemma 2: The complete homogenous symmetric function

XX =q

Hmy..) = ) I 1Ty (12)

Is a Schur-convex function of &t = (@y,...,T)).

Lemma 3: Let ¢(z): R’ — R be a Schur-convex function of z = (z,,...,z;) and let
g(z;): R— R be a convex function of z;, for j = 1,...,J. Then the composition ®(z) =
0(g(zy),...,8(zy)), ©(z): R’ — Ris a Schur-Convex function of z.

Lemma 4: Let the function w(z,...,z;) be an increasing, real valued function defined
on Rj, and let ¢y,..., gy be real valued Schur-Convex functions, each with common
domain ACR’. Then the composition: D(zy,...,2)) = w(ei(z1,..-,2)),.- -,
o(Z1,-..,2)) is a Schur-convex function of z = (zy,...,z)).

Lemma 5: Let c > 0 be any constant, and let z, > O for all k = 1,...,K. Then the
function y(z,,...,zx) = c(Z; z; ) is an increasing function on RX.
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The following Lemma will be useful to prove Theorem 1:

Lemma 6: The function

X t+x; =q ' 5
2 : q! 2x 2x
F]yq(TCI,...,TEj)Z (x]! """ XJ!) 7[1 ! "'ﬁj ! (13)
X[ oo Xy

is a Schur-convex function of & = (w,,...,n;), where X; m; = 1, 0 < m; < 1 for all j, and
the summation in (13) is taken over all possible sequences of X; x; = g, for any given
value of ¢g. (Note: if one 7; = 0, then we define 0% =1)

Proof: (13) is a symmetric function on the set R’. To apply Lemma 3 to (13), define
g(m) = ajnjz, where 0 < ;< 1 for all j, and

2
L\
|
a. = (x./!j lijZI
J
1 if x;=0
and set ¢(my,...,m;) = H(my,...,my) (12) from Lemma 2. Since (12) is a Schur-convex

function of ® = (m,,...,m,), and g(m)) = ajnj2 is convex for each m;. Then, by Lemma 3
the compostition

2 X 2 Xy
Xt tx =g 1\y 1\3y
q!’ 2 1/ 2
O(m) = H(g(my),...,g(m) = R e R
Xp 5y 20
Xty =q 1\2 1N\2 Xyt x,=q R Y
_ qY 2x qY 2x; _ q! gV 2x 2x,
- Z X! 7 x;! ”J - xibeexg! T, ”J
XXy 20 XXy 20
xte+x;=q
_ q! )2 2x 2%
- z (xl!---xJ! T, T,
Xy yeeesy 20
is a Schur-convex function of @ = (wy,...,m)). [

Proof of Theorem 1: (10) is a symmetric function of & = (my,...,m;) on the set R’. To
apply Lemma (4) to (10), set

k
2
W(Zo,...\2¢) = (ﬁ) qul for z,,...,2; >0 (14)
ql=2
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2
e i (1)

By Lemma 5, (14) is an increasing function of z,,...,z; on the set R¥!, and (15)is a
Schur-convex function by Lemma 6, for a given value of Q; = ¢,. Therefore, by
Lemma (4), the composition:

gj,k(ﬂ.l""’ﬂj)zl//(¢2(7[1""’7[ )’ ’¢k(7[1’ STy ) = k; Z(Dql Tseees T )

q=2

k xttx,=q

:(ﬁ)zz ( Tex, ')27[1 2”

Q=2 X, xJ>O
is a Schur-convex function of &t = (m,,...,m)). [ ]
Lemma 7 will be used to help prove Theorem 2.

Lemma 7: Let ¢(zy,...,2,) be a Schur-convex function. Suppose we wish to find the
minimum of ¢(z,,...,z,) given the linear constraint X; z; = 5. Then, since ¢(z,,...,z,) is

Schur-convex, the minimum of ¢ is achieved whenz =u = (S L) .

not
Proof: By Lemma 1, the uniform vector u is majorized by any other vector z that has
the same sum s. Since ¢(z) is a Schur-convex function, by Definition 3, z >u

implies ¢(z) > p(u). Therefore, the minimum of ¢(z,...,z,), subject to the constraint
Y, z;=s,is achieved at z = u. n

Proof of Theorem 2: Since (10) is a Schur-convex function, by Lemma 7, the
minimum of (10) subject to the constraint ¥; m; = 1 is achieved when @ = u =
(%,,%) , and the minimum of (10) is:
) k_xt+etx,=q
1

=2 x;,..x;20

(e J (e (16)

In addition, since (10) is a Schur-convex function, it is symmetric. Therefore, for
j = 1,....J, for any given permutation matrix I1, &;;(II (my,..., m)) = & (my,..., m).
Furthermore, for any given vector @ = (w;,...,n;) whose elements sum to 1 and 0 < ;<
1 for all J, it is easy to check that (1,0,...,0) > & > u, which implies

=8, my) = ) > &), (17)

Combining (16) and (17) gives (11). [ ]
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