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Abstract. The methodology of differential privacy has provided a strong defini-
tion of privacy which in some settings, using a mechanism of doubly-exponential
noise addition, also allows for extraction of informative statistics from databases.
A recent paper extends this approach to the release of a specified set of margins
from a multi-way contingency table. Privacy protection in such settings implicitly
focuses on small cell counts that might allow for the identification of units that are
unique in the database. We explore how well the mechanism works in the context
of a series of examples, and the extent to which the proposed differential-privacy
mechanism allows for sensible inferences from the released data.

1 Introduction

Contingency tables, databases arising from the cross-classification of a sample or a pop-
ulation according to a collection of categorical variables, are among the most prevalent
forms of statistical data, especially in the context of official statistics and sample sur-
veys. When the data displayed are a random sample from a population, the most widely
used statistical methods for analyzing the data are log-linear model methods. A key
feature of log-linear models applied to multi-dimensional contingency tables is the fact
that the minimal sufficient statistics are sets of possibly overlapping marginals, from
which one can compute maximum likelihood estimates, e.g., see [2,9,12]. Fienberg and
Slavkovic [11] review the statistical literature on privacy protection of results from con-
tingency tables focusing on the exact release of minimal sufficient marginals under a
well-fitting log-linear model and they discuss this method in the context of the Risk-
Utility (RU) trade-off initially proposed in Duncan et al. [5], where risk was defined in
terms of protection of small counts in the table. Dobra et al. [4] further insight into the
RU-trade-off problem for large sparse tables using recent results from algebraic statis-
tics. Winkler [15] proposed a method to reduce re-identification risk while preserving
analytic properties by placing upper and lower bounds on key aggregates needed for
loglinear modeling and also on large sets of small cells and sampling zeros.

The methodology of differential privacy [6,7] has provided a strong definition of pri-
vacy which in some settings, using a mechanism of doubly-exponential noise addition,
also allows for extraction of informative statistics from databases. A recent paper by
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Barak et al. [1] extends this approach to the release of a specified set of margins from a
multi-way contingency table. Adding non-integer noise in such contexts poses a variety
of additional problems: violation of non-negativity, incompatible margins, and infeasi-
ble tables. The proposed methodology purports to handle all of these problems. In this
paper, we explore how well the mechanism works in the context of a series of examples,
and the extent to which the proposed differential-privacy mechanism allows for sensible
inferences from the released data.

2 Differential Privacy

Let D denote the set of databases. A privacy protecting mechanism is a randomized
function K:D → D. The output of K is a random database called the sanitized
database.

Definition 1. The privacy protecting mechanism K satisfies ε-differential privacy if,
for all databases D1 and D2 in D differing on at most one record, and all measurable
subsets S of the range of K ,

Pr[K(D1) ∈ S] ≤ exp(ε)Pr[K(D2) ∈ S].

The smaller ε, the greater the privacy provided by the mechanism, in the sense that the
probability distribution of the sanitized database is rather insensitive to a one-record
change in the input database. Wasserman and Zhou [13, Theorem 2.4] provide a related
statistical interpretation of differential privacy based on hypothesis testing theory.

3 Notation for Binary Contingency Tables

A 2k contingency table arises from the cross classification of n individuals according to
k binary categorical variables, where each cell of the table corresponds to the number
of times a given combination of the k variables occurred in the sample. It is convenient
for us to think of a table x as a vector in R2k

. We represent each cell i of the table x
as a vertex of the k-dimensional unit hypercube: x =

{
xi, i ∈ {0, 1}k

}
. For a given

subset α ⊂ {1, . . . , k}, we write iα = {ij, j ∈ α} ∈ {0, 1}|α| for the α-coordinate
projection of i. The α-marginal table of x is the |α|-dimensional binary array xα ={
xiα , iα ∈ {0, 1}|α|}, whose iα entry is obtained by summing over the cells j of x

having identical α-coordinate projection:

xiα =
∑

j:jα=iα

xj . (1)

We will write compactly xα = Cαx, were Cα is the 2|α| × 2k matrix realizing the
sums in equaition (1). Also, with a slight abuse of notation, we refer to both α and xα

as margins.
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4 The Risk-Utility Trade-Off

Let A ⊂ 2{0,1}k

be a collection of margins, such that ∪α∈A = {1, . . . , k} and α1 �⊂ α2

for any α1, α2 ∈ A.
From the theory of log-linear models [2,12], we know that each such collection A ⊂

2{0,1}k

encode a statistical model for the the probabilistic dependence among the k
attributes, each of which as a categorical random variable. Specifically, each A specify
a collection of positive probability distributions over {0, 1}k obeying a set of rules
known as Markov properties. Each probability distribution is a point in the simplex in
R2k

such that pi denotes the probability of observing cell i. The corresponding marginal
tables {xα, α ∈ A} are minimal sufficient statistics for the model determined by A.
This means that, from an inferential standpoint, the A-margins of x contains as much
statistical information as x itself. Furthermore, they determine the maximum likelihood
estimator (MLE) p̂, which is the unique probability distribution in the model encoded
by A that makes x the “most likely” sample that we could have observed. The MLE
possess many optimal properties and, in particular, and we can use it to assess the fit of
the model A using the likelihood ratio test statistic

∑

i

xi log
(

xi

np̂i

)
. (2)

From a privacy protection perspective the table x contains potentially sensitive infor-
mation whose public release would entail a violation of privacy. Because the release of
some information from such databases is a public utility, a database curator overseeing
the table seeks to implement a mechanism of partial data release that are safe from the
privacy standpoint. While the A-margins contain only aggregate (partial) information
about x and thus appear to be a natural candidates for a data release [11,4], marginal
releases may not in general correspond to a private-preserving mechanism, especially
when the data base is sparse and contains many small counts [1]. By titrating the pri-
vacy mechanism we might also be able to apply some form of perturbation to the data
and yet also produce statistical useful results.

5 The Differential Privacy Mechanism for Contingency Tables

We represent a set α ⊂ {1, . . . , k} as a vector in {0, 1}k whose positive coordinates are
precisely α. In particular, when we speak of α-margin, we are treating α as a point in
{0, 1}k. For vectors α, β ∈ R2k

, we will denote the L1 norm as ‖α‖1 =
∑

i |αi| and
the standard inner product as 〈α, β〉 =

∑
i αiβi. Let {fα, α ∈ {0, 1}k} be the Fourier

basis for R2k

, whose α element is the vector fα = {fα
β , β ∈ {0, 1}k}, where

fα
β =

1
2k/2

(−1)〈α,β〉.

Barak et al. [1] show that, for every marginal β, the orthonormal Fourier basis yields a
basis for R2|β|

, in the sense that

Cβx =
∑

α�β

〈fα, x〉Cβfα,
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where for α, β ∈ {0, 1}k, α � β signifies that every non-zero coordinate of α is also a
non-zero coordinate of β. The Fourier basis representation is exactly the traditional u-
parametrization of log-linear models e.g., as described in [2]; equivalently, it gives the
direct sum decomposition of R2k

in terms of the subspaces of interaction, e.g., see [12,
Appendix B]. Based on the Fourier basis representation of the marginal tables, Barak
et al. [1] proposed a differentially private mechanism for releasing a prescribed set of
margins A from a binary table x, which we reproduce in Table 1. They showed that the
algorithm possesses the following properties.

Theorem 1. The privacy mechanism of Table 1 satisfies differential privacy and, for
each δ ∈ (0, 1), with probability at least (1 − δ),

‖Cαx − Cαw′‖1 ≤ 2|α|8
|B|
ε

log
( |B|

δ

)
+ |B|,

uniformly over all α ∈ A.

Barak et al. [1] argue that the above mechanism is simultaneously (i) private, since
it satisfies the strong requirement of differential privacy, (ii) accurate, as it provides
probabilistic guarantees on the maximal L1 distance between the observed and release
margins and (iii) consistent, as it release a margins that can be realized by an integer-
valued table (namely w′).

Remarks

1. The result is independent of the sample size, and the accuracy guarantees depend
only on the model complexity |B| and the differential privacy parameter ε.

Table 1. The differentially private mechanism for binary contingency tables

1. Inputs: a differential privacy parameter ε, a binary k-dimensional table x and
a set of margins A.

2. Let B the downward closure of A with respect to �.
3. Generate {Xβ, β ∈ B} as independent random variables with common

distribution Lap
(

2|B|
ε2k/2

)
.

4. For each β ∈ B, compute the perturbed β-marginal φβ = 〈fβ, x〉 + Xβ

5. Solve for w = {wα, α ∈ {0, 1}k} the linear program

min b
subject to:

wα ≥ 0, ∀α
φβ − ∑

α wαfβ
α ≤ b, ∀β ∈ B

φβ − ∑
α wαfβ

α ≥ −b, ∀β ∈ B.

6. Round w to w′, where, for each α ∈ {0, 1}k, w′
α is the nearest integer to wα.

7. Return the A-margins of w′.
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2. The linear program described above may return a solution for which b > 0 (in fact,
we have often observed this phenomenon in our computations). This implies that
there does not exist any real-valued non-negative table with B-margins given by
{φβ , β ∈ B}.

3. The linear program has typically many (in fact infinite) solutions.
4. The proof of Theorem 7 in [1] implicitly assume that b = 0, which, as we men-

tioned, does not hold in general.

6 Empirical Evaluation of the Differential Privacy Mechanism

We now analyze the statistical properties of the privacy preserving mechanism of [1] on
the three real-life datasets. We study empirically whether the algorithm in Table 1 for
producing differentially private results,is also statistically robust, in the sense that the
results of statistical analyses of the sanitized margins do not deviate significantly from
the results obtained using the original database. In particular, we are interested in the
rather basic question of whether a model that fits the original database well will also fit
the perturbed data. We work with three well-analyzed examples, the full data for which
we provide in the appendix:

1. The data in Table 4 is a sparse 6-dimensional binary contingency table that was
obtained from the cross-classification of six dichotomous categorical variables,
labeled with the letters A-F, recording the parental alleles corresponding to six

Table 2. Table dimension, sample size, chosen model and likelihood ratio statistic (2) for the
three tables analyzed

Table DimensionSample Size Model LR
Edwards k = 6 n = 70 [AD][AB][BE][CE][CF] 22.96
Czech k = 6 n = 1841 [BF][ADE][ABCE] 48.18

Rochdale k = 8 n = 665 [ACE][ACG][ADG][BDH]238.18
[BF][BE][CEF][CFG]

Table 3. Variance of the additive noise and bounds for different values of ε

ε
0.01 1 10

Edwards Lap(300) Lap(3) Lap(0.3)
38400 log(12/δ) + 12 384 log(12/δ) + 12 38.4 log(12/δ) + 12

Czech Lap(550) Lap(5.5) Lap(0.55)
70400 log(22/δ) + 22 704 log(22/δ) + 22 70.4 log(22/δ) + 22

Rochdale Lap(362.5) Lap(3.625) Lap(0.3625)
185600 log(29/δ) + 29 1856 log(29/δ) + 29 185.6 log(29/δ) + 29
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Fig. 1. Sample sizes for the Fungus table (top row), Czech autoworker table (middle) and
Rochdale table (bottom). To improve readability, for each table,we split the plot in two parts,
for ε < 1 (left) and ε ≥ 1 (right). The three lines represent the mean plus or minus one standard
deviation.

loci along a chromosome strand of a barley powder mildew fungus, for a to-
tal of 70 offspring. The data were originally described by [3] and further ana-
lyzed by [8]. Based on the model selection analysis described in [9], the model
[AD][AB][BE][CE][CF ] fits the data well and has also a biological foundation.
Out of 64 cells, only 22 are non-zero and most the entries are small counts.
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Fig. 2. Maximal L1 difference between the true and perturbed margins for the Fungus table (top
row), Czech autoworker table (middle) and Rochdale table (bottom). To improve readability, for
each table, we split the plot in two parts, for ε < 1 (left) and ε ≥ 1 (right). The three lines
represent the mean plus or minus one standard deviation.

2. The data in Table 5 were collected in a prospective epidemiological study of 1841
workers in a Czechoslovakian car factory, as part of an investigation of potential
risk factors for coronary thrombosis. See [10]. In the left-hand panel of Table 1, A
indicates whether or not the worker “smokes”, B corresponds to “strenuous men-
tal work”, C corresponds to “strenuous physical work”, D corresponds to “systolic
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Fig. 3. Optimal values of b for the linear programming part of the algorithm of Table 1 as a
function of ε for the fungus table

Fig. 4. Fraction of times the optimal value of b in the linear programming part of the algorithm of
Table 1 was larger than 0 as a function of ε for the fungus table

blood pressure”, E corresponds to “ratio of and lipoproteins” and F represents “fam-
ily anamnesis of coronary heart disease”. The model [BF ][ABCE][ADE] fits the
data well. The cell counts are fairly large, with 14 cells having values of 5 or less.

3. The data in Table 6 involve 8 binary variables (Yes/No) relating women’s economic
activity and husband’s unemployment from a survey of households in Rochdale [14,
see page 279]. The 8 variables are: wife economically active (A); wife older than
38 (B); husband unemployed (D); child of age less than 4 (D); wife’s education,
high-school or higher (E); husband’s education, high-school or higher (F); Asian
origin (G); other household member working (H). The sample size is 665, and 165
of the 256 cells contain zero counts and 58 cells have positive counts of 4 or less.

For a grid of values of ε from 0.005 to 2, we perturbed each of the three tables 50
times using the algorithm of [1]. We summarize key results in a series of figures:

– Figure 1 shows the sample size of the perturbed tables as a function of ε. It is easy
to see that the smaller ε the more variable the sample sizes of the perturbed tables
become. In particular, when ε is very small, the sample size become unrealistically
large, order of magnitudes larger than the true sample sizes. In fact, even for values
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Fig. 5. Total variation distance between the MLE of the chosen model based on the original
table and the MLE based on the perturbed tables as a function of ε the Fungus table (a), Czech
autoworker table (b) and Rochdale table (c). The three lines represent the mean plus or minus one
standard deviation.

of ε as large as 2 (which is a rather weak privacy guarantee) the sample size is
highly variable—we deem this to be a serious problem for statistical analysis.

– Figure 2 shows the maximal L1 distance between the margins of the true and per-
turbed tables as a function of ε. Once again, for values of ε as large as 5, these
discrepancies are of the same order of magnitude as the sample size.

– Figure 3 shows the optimal values of b in the linear programming part of the algo-
rithm of Table 1 for the Edward’s fungus data as a function of ε.

– Figure 4 shows the proportion of times b is larger than 0, which means that there
does not exists a real-valued non-negative tables whose margins match the margins
of the perturbed table.

– Figure 5 shows the total variation distance between the MLE of the cell probabili-
ties computed using the original distance with the MLE obtained from the perturbed
margins, as a function of ε. Total variation distance is at most 2. To get a sense of
how much the privacy mechanism effects the total variation distance, we computed
this distance between the MLE of the cell probabilities based on the original table
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and the uniform distribution over the cells for each of our three tables: Edwards–
0.83, Czech–0.86, and Rochdale–1.43.

Space precludes a detailed analysis of the information summarized in these figures but
we see a clear pattern even for the non-sparse Czech autoworkers example. As the noise
level, controlled by the parameter ε, increases, the deviance between the generated
tables and their MLEs is smaller. This means that if we add too much noise, we get
strong privacy guarantees but inadequate and potentially misleading statistical infer-
ence. On the other hand, when we add little noise, the statistical inference is better but
the differential privacy guarantees have little practical use.

7 Conclusions

We have explored the differential privacy approach to margin protection in contingency
tables proposed by Barak et al. [1]. First we analyzed the theoretical claims and we
discovered clear shortcomings. Second, we applied the methodology in a systematic
fashion to three binary tables (Edwards fungus data, the Czech autoworkers data, and
the data from Rochdale), in order to understand how the choice of the key noise pa-
rameter, ε, situates the methodology from the perspective of the risk-utility trade-off
developed in the statistical literature on confidentiality. Through a simulation study for
each of the three examples, we demonstrated what we deem to be serious problems with
the methodology as originally proposed.

Differential privacy remains an attractive methodology because of its clear definition
of privacy and the strong guarantees that it promises. But much is hidden in the noise
parameter, ε, especially in the context of the proposed methods of Barak et al. Because
differential privacy provides guarantees for the method and not for the specific data
at hand, we do not believe the methodology is suitable for the type of large sparse
tables often produced by statistics agencies and sampling organizations. Our preference
remains for the less formal but seemingly effective approach described by Fienberg and
Slavkovic [11], Dobra et al. [4] and Winkler [15].
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Appendix

Table 4. Cell counts 26 table involving genetic linkage in barley powder mildew fungus. Source:
Edwards [8].

1 2 D
1 2 1 2 E

1 2 1 2 1 2 1 2 F

1 1 1 0 0 0 0 3 0 1 0
2 0 1 0 0 0 1 0 0

2 1 1 0 1 0 7 1 4 0
2 0 0 0 2 1 3 0 11

2 1 1 16 1 4 0 1 0 0 0
2 1 4 1 4 0 0 0 1

2 1 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0

A B C

Table 5. Cell counts for Czech autoworker 26 table. Source: Edwards and Havranek [10].

1 2 C
1 2 1 2 B

1 2 1 2 1 2 1 2 A

1 1 1 44 40 112 67 129 145 12 23
2 35 12 80 33 109 67 7 9

2 1 23 32 70 66 50 80 7 13
2 24 25 73 57 51 63 7 16

2 1 1 5 7 21 9 9 17 1 4
2 4 3 11 8 14 17 5 2

2 1 7 3 14 14 9 16 2 3
2 4 0 13 11 5 14 4 4

F E D
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Table 6. Rochdale table. Source: Whittaker [14].

Y N H
Y N Y N G

Y N Y N Y N Y N F
Y N Y N Y N Y N Y N Y N Y N Y N E

Y Y Y Y 5 0 2 1 5 1 0 0 4 1 0 0 6 0 2 0
N 8 0 11 0 13 0 1 0 3 0 1 0 26 0 1 0

N Y 5 0 2 0 0 0 0 0 0 0 0 0 0 0 1 0
N 4 0 8 2 6 0 1 0 1 0 1 0 0 0 1 0

N Y Y 17 10 1 1 16 7 0 0 0 2 0 0 10 6 0 0
N 1 0 2 0 0 0 0 0 1 0 0 0 0 0 0 0

N Y 4 7 3 1 1 1 2 0 1 0 0 0 1 0 0 0
N 0 0 3 0 0 0 0 0 0 0 0 0 0 0 0 0

N Y Y Y 18 3 2 0 23 4 0 0 22 2 0 0 57 3 0 0
N 5 1 0 0 11 0 1 0 11 0 0 0 29 2 1 1

N Y 3 0 0 0 4 0 0 0 1 0 0 0 0 0 0 0
N 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0

N Y Y 41 25 0 1 37 26 0 0 15 10 0 0 43 22 0 0
N 0 0 0 0 2 0 0 0 0 0 0 0 3 0 0 0

N Y 2 4 0 0 2 1 0 0 0 1 0 0 2 1 0 0
N 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

A B C D
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