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Abstract. Formal RFID security and privacy frameworks are fundamental to the
design and analysis of robust RFID systems. In this paper, we develop a new
definitional framework for RFID privacy in a rigorous and precise manner. Our
framework is based on a zero-knowledge (ZK) formulation [8l6] and incorpo-
rates the notions of adaptive completeness and mutual authentication. We provide
meticulous justification of the new framework and contrast it with existing ones in
the literature. In particular, we prove that our framework is strictly stronger than
the ind-privacy model of [18], which answers an open question posed in [[18] for
developing stronger RFID privacy models. We also clarify certain confusions and
rectify several defects in the existing frameworks. Finally, based on the protocol
of [20], we propose an efficient RFID mutual authentication protocol and analyze
its security and privacy. The methodology used in our analysis can also be applied
to analyze other RFID protocols within the new framework.

1 Introduction

Radio Frequency IDentification (RFID) tags are low-cost electronic devices, from which
the stored information can be collected by an RFID reader efficiently (from tens to hun-
dreds of tags per second) at a distance (from several centimeters to several meters)
without the line of sight [25]]. RFID technology has been widely used in numerous ap-
plications, ranging from manufacturing, logistics, transportation, warehouse inventory
control, supermarket checkout counters, to many emerging applications [1]. As a key
component of future ubiquitous computing environment, however, RFID technology
has triggered significant concerns on its security and privacy as a tag’s information can
be read or traced by malicious readers from a distance without its owner’s awareness
[I8UT3UTSU19L5014]).

It is critical to investigate formal RFID security and privacy frameworks that are fun-
damental to the design and analysis of robust RFID systems [[18lI3126/23|10121120i22].
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However, due to high system complexity, it turns out to be full of subtleties in develop-
ing rigorous and precise RFID system models. By examining the existing RFID system
models, in this paper we develop a new definitional framework for RFID security and
privacy in a rigorous and precise manner. Our framework is based on a zero-knowledge
formulation [8l6], and incorporates the notions of adaptive completeness and mutual au-
thentication. Compared to existing frameworks, our framework is more practical than
those of [[10J20]], and is stronger in terms of privacy than those of [18l3]. Along the way,
we also clarify certain confusions and rectify several defects in the existing frameworks.

To show how this new framework can be applied, we design an efficient RFID mutual
authentication protocol based on the RFID protocol of [20] and analyze its security and
privacy. The methodology used in our analysis is of independent interest and can be
applied to analyze other RFID protocols within the new framework.

2 Preliminaries

If A(-,-,...) is a randomized algorithm, then y «— A(z1, 2, ...;p) means that y is
assigned with the unique output of the algorithm A on inputs 1, x5, ... and coins p,
while y«—A(z1, z2,...) is a shorthand for first picking p at random and then setting
y «— A(xy, 72, ...;p). Lety « AP1On (2 x5, ...) denote that y is assigned with the
output of the algorithm A which takes x1, zo, ... as inputs and has oracle accesses to
O1,...,0,. If S is a set, then s €r S indicates that s is chosen uniformly at random
from S.If x1, z2, ... are strings, then x; ||z2|| - - - denotes the concatenation of them. If
x is a string, then |x| denotes its bit length in binary code. If S is a set, then |.S| denotes
its cardinality (i.e. the number of elements of .S). Let Pr[E'] denote the probability that
an event E occurs, A/ denote the set of all integers, R denote the set of all real numbers.

A function f : N' — R is said to be negligible if for every ¢ > 0 there exits a number
m € N such that f(n) < . holds forall n > m.

Given a security parameter s, let m(-) and [(-) be two positive polynomials in «. We
say that {Fj, : {0,1}™(") — {0, 1}®)}; c 5 13« is a pseudorandom function (PRF)
ensemble according to the definition given in [7]].

3 Model of RFID Systems

In this section, we first give a formal description of RFID system setting and adversary.
We then define RFID systems to be “complete” in term of adaptive completeness, and
“sound” in terms of mutual authentication.

3.1 RFID System Setting

Consider an RFID system comprising of a single legitimate reader R and a set of £ tags
T ={Ti,..., Ty}, where { is a polynomial in a security parameter . The reader and the
tags are probabilistic polynomial time (PPT) interactive Turing machines. The RFID
system (R, 7) is setup by a procedure, denoted Setup(x, ¢). Specifically, on (k, £), this
setup procedure generates the public system parameter o, the reader secret-key kgr
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and initial internal state 5}3 (if needed) for R. It may also setup an initial database D B!
for R to store necessary information for identifying and authenticating tags. For each 1,
1 <i < ¢, this procedure generates the public parameter £7; and the initial secret-key
le for a tag 7; and sets the tag’s initial internal state s%— (typically, s%—l includes the
public parameters o, £7;). It may also associate the tag 7; with its unique ID, as well
as other necessary information such as tag key and/or tag state information, as a record
in the initial database D B! of R. Note that £z, or/and 517 can be empty strings.

We use para = (og, &1, - , &) to denote the public system parameters. We assume
that in the RFID system, the reader is secure; in other words, the legitimate reader is a
“black-box” to an adversary.

Atag 7;, 1 < i < /, exchanges messages with the reader R through a protocol
(R, T;). Without loss of generality, we assume the protocol run of 7 is always initiated
by R and 7 consists of 2+ 4 1 rounds for some v > 1. Each protocol run of 7 is called
a session. We assume each tag interacts with the reader sequentially, but multiple tags
can interact with the reader “concurrently” (with some anti-collision protocols [27]). To
allow and distinguish concurrent sessions (at the side of the reader R), we associate each
session of protocol 7 with a unique session identifier s¢d. In practice, sid is typically
generated by the reader when it is invoked to send the first-round message. We assume
each message from a tag to the reader always bears the corresponding session-identifier.

Each tag 7;, as well as the reader R, uses fresh and independent random coins (gen-
erated on the fly) in each session, in case it is an randomized algorithm. We assume that
the random coins used in each session are erased once the session is completed (whether
successfully finished or aborted). Also, in each session run, the tag may update its inter-
nal state and secret-key, and the reader may update its internal state and database. We
assume that the update process of new internal state and secret-key by an uncorrupted
tag automatically overwrites (i.e., erases) its old internal state and secret-key.

Given a security parameter «, we assume that each tag 7; takes part in at most s
(sequential) sessions in its life time with R, and thus R involves at most s/ sessions,
where s is some polynomial in . In practice, the value s can be a fixed constant (e.g.,
s = 228 [I)).

More precisely, for the j-th session (ordered by the session initiation time) where
1 < j < sl,thereader R takes the input from the system parameters para, its secret-key
kg, current internal state sﬁ, database D B?, random coins pﬁ, and a partial transcript
T, where T is either an empty string (which indicates the starting of a new session)
or a sequence of messages (sid, c1,1,Ca, 2, ,Cy,0), 1 < u < ~ (which indi-
cates the on-going of session sid). The reader R outputs the next message c,+1. In the
case of T = (sid, c1, 01, C2, (2, - - , Cy, by ), besides sending back the last-round mes-
sage cy+1, the reader R also updates its internal state to sgl, its database to DBJ*1!,
and stops the session by additionally outputting a bit, denoted by 0%:?. This output bit
indicates either acceptance (O%d = 1) or rejection (O%d = 0) of the current session.

Without loss of generality, we assume that the j-th session run by the reader R cor-
responds to the v-th session (of session-identifier sid) run by tag 7;, where 1 < v < s
and 1 < ¢ < /. In this session, 7; takes the input from the system parameters para,
its current secret-key kg— , current internal state s%, random coins p%, and a partial
transcript 7' = (sid, c1, a1, g, cu), where 1 < u < ~y. The tag 7T, outputs the



4 R.H. Deng et al.

next message (sid, o). In the case of T' = (sid, c1, 1, , Cy, @y, Cy41) (€., T; has

received the last-round message of the session sid), 7; updates its internal state to s”{l,

its secret-key to k”le, and stops the session by additionally outputting a bit, denoted by

0%, This output bit indicates either acceptance (05 = 1) or rejection (05 = 0) of
the current session run by 7;.

Note that in the above description, it is assumed that the reader and tags update
their internal states, database, or keys at the end of each protocol run. In reality, this
can be performed at any point of each protocol run. Also, for RFID protocol 7 with
unidirectional authentication from tag to reader, the tag may not have a session output.

In this case, the session output o%d is set to “0” always.

3.2 Adversary

After an RFID system (R, 7) is setup by invoking Setup(x, ¢), we model a proba-
bilistic polynomial-time concurrent man-in-the-middle (CMIM) adversary A against
(R, T), with adaptive tag corruption. We use 1 to denote a message sent by adversary
A, and m to denote the actual message sent by reader R or an uncorrupted tag. The
adversary is given access to the following oracles:

InitReader(): A invokes R to start a session of protocol 7 and generate the first-
round message c; which is also used as the session identifier sid. Supposing that the
new session is the j-th session run by R, the reader R stores c; into its internal state sﬁ,
and returns c; to the adversary.

SendT(7;, 7): Adversary A sends m to 7;. (Here, for simplicity, we abuse the no-
tation 7; to denote any virtual identity of a tag in 7 (not the tag’s real identity) labeled
by A when A selects the tag from 7".) After receiving 7, 7; works as follows: (1)
If 7; currently does not run any existing session, 7; initiates a new session with the
session-identifier sid set to 1, treats 1m as the first-round message of the new session,
and returns the second-round message (sid, a1 ). (2) If 7; is currently running an incom-
plete session with session-identifier sid = ¢, and is waiting for the u-th message from
R, where u > 2, 7; works as follows: If 2 < u < +, it treats /1 as the u-th message
from the reader and returns the next round message (sid, a,,). If w = v + 1 (i.e., 7; is
waiting for the last-round message of the session sid), 7; returns its output o%d to the
adversary, and (internally) updates its internal state to s”T:rl, assuming that the session
sid is the v—£1\1 session run by 7;, where 1/\§ v < s. -

SendR(sid, &): Adversary A sends (sid, &) to R. After receiving (sid, &), R checks
from its internal state whether it is running a session of session identifier sid = s/izi, and
works as follows: (1) If R is currently running an incomplete session with sid = sid
and is waiting for the u-th message from a tag, where 1 < u < v, R acts as follows: If
u < 7, it treats & as the u-th message from the tag, and returns the next round message
cut1 to A. If u = ~, it returns the last-round message c,41 and the output O%d to A,
and internally updates its internal state to s{{rl and the database to DB’*!, assuming
that the session s¢d corresponds to the j-th session run by R. (2) In all other cases, R
returns a special symbol L (indicating invalid query).
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Corrupt(7Z;): Adversary A obtains the secret-key and internal state information (as
well as the random coins) currently held by 7;. Once a tag 7; is corrupted, all its actions
are controlled and performed by the adversary A.

Let O1,02, O3 and Oy4 denote the above oracles, respectively. These oracles fully
capture the capability of any PPT CMIM adversary with adaptive tag corruption. (Here,
for simpler definitional complexity, we assume all tags are always within the attack
scope of adversary. In practice, some tags may be in or out from the attack scope of
adversary at different time [26].) For presentation simplicity, we denote by O the set of
the four oracles {O1, Oz, O3, O4} specified above. An adversary is a (t, n1, n2, n3, ng)-
adversary, if it works in time t and makes oracle queries to O,, without exceeding n,,
times, where 1 < p < 4. We treat each oracle call as a unit operation, and thus for
a t-time adversary it holds that Eﬁzln,,, < t. We denote by A°(R,T,para) a PPT
algorithm A that, on input of some system public parameter para, concurrently interacts
with R and the tags in 7 via the four oracles in O, where (R, 7') is setup by Setup(k, £).

Note that in our formulation, the output bits of protocol participants (which indicate
authentication success or failure) are publicly accessible to the adversary. The reason
is that, in reality, such outputs can be publicly observed from the behaviors of protocol
participants during/after the protocol run or can be learnt by some other side channels.

3.3 Adaptive Completeness and Mutual Authentication

Roughly speaking, adaptive completeness says that, after any attacks (particularly the
desynchronizing attacks) made by the adversary A, the protocol execution between the
reader R and any honest uncorrupted tag is still complete (e.g., being able to recover
from desynchronization). In other words, after undergoing arbitrary attacks, the uncor-
rupted parties of the RFID system still can recover whenever the attacks stop.

Definition 3.1 (adaptive completeness). For an RFID system (R, T ) setup by Setup
(k, ), denote by

. sid  sid sid sid sid _sid
(sid, ", i, -+ adt? ey o, 07") — m(R, T;)

the running of a session with identifier sid of the protocol T between R and an uncor-
rupted tag I; € T. Suppose that the session sid corresponds to the v-th session at the

side of T; and the j-th session at the side of R, where 1 < v < sand 1 < j < st
Consider the case that the two sessions are of the same round messages, and that all
the exchanged messages in these two (matching) sessions are honestly generated by R
and T; respectively. Denote by E the event that OSR’:d = 0 holds (or O%‘i = 0 holds if the
protocol 7 is for mutual authentication) or R identifies a different tag T, # T; in its
j-th session.

A PPT CMIM adversary A (t,€,n1,n2,n3,n4)-breaks the adaptive completeness
of the RFID system against the uncorrupted T;, if the probability that event E occurs
is at least € and A is a (t,n1,n2,n3, ng)-adversary. The probability is taken over the
coins used by Setup(k, ), the coins of A, the coins used by R (up to finishing the
j-th session), and the coins used by 7; (up to finishing the v-th session). An RFID
system (R, T) satisfies adaptive completeness, if for all sufficiently large  and for any
uncorrupted tag T;, there exists no adversary A that can (t, €, n1,na, n3, ny)-break the
adaptive completeness against T;, for any (t,€), where t is polynomial in k and € is
non-negligible in k.
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Next, we define mutual authentication of RFID protocols. Roughly speaking, for a pro-
tocol 7 of the RFID system (R, 7 ), authentication from reader to tag (resp., from tag
to reader) means that a CMIM adversary A cannot impersonate the reader R (resp.,
an uncorrupted tag 7; € 7) to an uncorrupted tag 7; € 7 (resp., reader R), unless A
honestly relays messages actually generated and sent by R and the uncorrupted tag 7;.
Before we define mutual authentication for RFID protocols, we first clarify the notion
of matching sessions.

Definition 3.2 (matching sessions). Denote by (sid, ¢§'®, a5, . ' ¢34 the
transcript of exchanged round messages (except the session outputs) of a successfully
completed session sid of the protocol w run by a tag T;, where 1 < i < (. This session
has a matching session at the side of the reader R, if R ever successfully completed a
session of the identical session transcript.

Denote by (sid', c§'* a5 |- - - | ai’d , cfffl) the transcript of exchanged round mes-
sages (except the session outputs) of a successfully completed session sid’ run by R.
This session has a matching session at the side of some tag T;, where 1 < 1 < {, if

either of the following conditions holds:

— 7, ever completed, whether successfully finished or aborted, a session of the iden-

. . . el e 14 e 14
tical transcript prefix (sid’, c§'® a3 | . . ,ai"d );
. . . . . . . 7! - 77 - 77
— Or; T, is now running a session with partial transcript (sid’ , c¢5'¢ | ai’d S, ai’d )

and is waiting for the last-round message of the session sid/'.

The matching-session definition, for a successfully completed session run by the reader
R, takes into account the following “cutting-last-message” attack: a CMIM adversary
A relays the messages being exchanged by R and an uncorrupted tag 7; for a protocol
run of 7 until receiving the last-round message c;’jri/l from R; after this, A sends an
arbitrary message éi’ﬁ; (# ci’ﬁ;) to 7; (which typically causes 7; to abort the session),
or, just drops the session at the side of 7; without sending 7; the last-round message.
Such “cutting-last-message” attacks are unpreventable.

Figure [Tl shows the authentication experiment Exp%th [k, £]. A CMIM adversary A
interacts with R and tags in 7 via the four oracles in O; At the end of the experiment,
A outputs the transcript, trans, of a session. Denote by E; the event that trans cor-
responds to the transcript of a successfully completed session run by R in which R
successfully identifies an uncorrupted tag 7;, but this session has no matching session
at the side of the uncorrupted tag 7;. Denote by E5 the event that trans corresponds to
the transcript of a successfully completed session run by some uncorrupted tag 7; € T,

and this session has no matching session at the side of R.

Experiment Exp%*" [k, (]
1. run Setup(k, £) to setup the reader R and a set of tags 7 ;
denote by para the public system parameters;
2. trans — A° (R, T, para).

Fig. 1. Authentication Experiment
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Definition 3.3 (authentication). On a security parameter k, an adversary A (€, t,nq,
ng, N3, ng)-breaks the authentication of an RFID system (R, T) against the reader R
(resp., an uncorrupted tag T; € T ) if the probability that event F (resp., Es) occurs is
at least € and A is a (t,n1,n2,n3, ng)-adversary.

The RFID system (R, T) satisfies tag-to-reader authentication (resp., reader-to-tag
authentication), if for all sufficiently large r there exists no adversary A that can
(e,t,n1, N2, N3, ng)-break the authentication of (R,T) against the reader R (resp.,
any uncorrupted tag T; € T), for any (t, €), where t is polynomial in k and € is non-
negligible in k. An RFID system is of mutual authentication, if it satisfies both tag-to-
reader authentication and reader-to-tag authentication.

4 Zero-Knowledge Based RFID Privacy

In this section, we present a zero-knowledge based definitional framework for RFID
privacy. To make our definition formal, we need to clarify the notion of blind access to
tags and the notion of clean tags.

Let A9(R,T,Z(7,),auz) be a PPT algorithm A that, on input auz € {0,1}*
(typically, aux includes the system parameters or some historical state information
of A), concurrently interacts with R and a set of tags 7 via the four oracles O =
{01,04,03,04}. We say that A has blind access to a challenge tag 7, ¢ T if A in-
teracts with 7, via a special interface Z. Specifically, 7 is a PPT algorithm that runs 7,
internally, and interacts with A externally. To send a message ¢ to 7,4, A sendsto 7 a
special Oy oracle query of the form SendT(challenge, ¢); after receiving this special
O3 query, 7 invokes 7, with SendT (7, ¢), and returns to A the output by 7,. From
the viewpoint of A, it does not know which tag it is interacting with. It is also required
that A interacts with 7; via Oz queries only.

Next, we define the notion of clean tags. A tag 7; is called clean, if it is not corrupted
(i.e., the adversary has not made any Oy query to 7;), and is not currently running
an incomplete session with the reader (i.e., the last session of the tag has been either
finished or aborted). In other words, a clean tag is an uncorrupted tag that is currently at
the status of waiting for the first-round message from the reader to start a new session.

Now, we are ready to give a formal definition of zero-knowledge based RFID privacy
(zk-privacy, for short). Figure 2] (page [§) illustrates the real world of the zk-privacy
experiment, Expffp [5,£] (Expffp , for simplicity), in which a PPT CMIM adversary
A is comprised of a pair of algorithms (Aj;, . A2) and runs in two stages. In the first
stage, algorithm A; is concurrently interacting with R and all the tags in 7 via the four
oracles in O, and is required to output a set C of clean tags at the end of the first stage,
where C C 7 consists of ¢ clean tags, denoted as {7;,,--- ,7;, }. The algorithm .4,
also outputs a state information st, which will be transmitted to algorithm .4,. Between
the first stage and the second stage, a challenge tag, denoted as 7, is taken uniformly at
random from C. Note that if § = 0, then no challenge tag is selected, and A is reduced
to A; in this experiment. In the second stage, on input st, As concurrently interacts
with the reader R and the tags in 7 = 7 — C via the four oracles in O, and additionally
has blind access to 7,. Note that A cannot corrupt any tag (particularly 7,) in C, and
A does not have access to tags in C — {7} in the second stage. Finally, A5 outputs its
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view, denoted by view 4, at the end of the second stage. Specifically, view 4 is defined
to include the system public parameters para, the random coins used by A, p 4, and
the (ordered) list of all oracle answers to the queries made by A in the experiment
Expffp . Note that view 4 does not explicitly include the oracle queries made by .4 and
A’s output at the first stage, as all these values are implicitly determined by the system
public parameter para, A’s coins and all oracle answers to .A’s queries. The output of
experiment Expffp is defined to be (g, view 4). Denote by (g, view 4(k, £)) the random

variable describing the output of experiment Expi{cp [k, €]

Experiment Expffp [k, 0]

1. run Setup(x, £) to setup the reader R and a set of tags
T'; denote by para the public system parameter;

2.{C, st} — A (R, T,para), where C = {T;,, T;,, - ,
Tis} € T isasetof clean tags, 0 < § < ¢;

3.g€r{l, -, 6} setTy =1T;, and’]A':T—C;

4. view 4 +— AS (R, ?,I(’Z;), st);

5. output (g, view 4).

Fig. 2. zk-privacy experiment: real world

Experiment Exp%™[x, /]

1. run Setup(k, £) to setup the reader R and a set of tags
T'; denote by para the public system parameter;

2.{C, st} « SP(R,T,para), where C = {T;,, T;
T;,} C T isaset of clean tags, 0 < § < ¢;

3.9er {1, - ,6},andset’]A’:’T—C;

4. sview «— S§ (R, 7, st), where sview particularly
includes all oracle answers to queries made by S;

5. output (g, sview).

25"

Fig. 3. zk-privacy experiment: simulated world

Figure [3] illustrates the simulated world of zk-privacy experiment, Expgkp [K,¢]
(Expgkp , for simplicity), in which a PPT simulator S is comprised of a pair of algo-
rithms (S1,S2) and runs in two stages. In the first stage, algorithm S; concurrently
interacts with R and all the tags in 7 via the four oracles in O, and outputs a set, de-
noted C, of clean tags, where |C| = § and 0 < ¢ < £. It also outputs a state information
st, which will be transmitted to algorithm S,. Between the two stages, a value g is taken
uniformly at random from {1, - - - , |C|} (which is unknown to S). In the second stage of
S, on input st, Sy concurrently interacts with the reader R and the tags in T=T-— C,
and outputs a simulated view, denoted sview, at the end of the second stage. We require
that all oracle answers to the queries made by S (in both the first stage and the second
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stage) in the experiment Expgkp are included in sview. The output of the experiment
Expgkp is defined to be (g, sview). Denote by (g, sview(k, £)) the random variable
describing the output of the experiment Expgkp [k,0].

Informally, an RFID protocol 7 satisfies zk-privacy, if what can be derived by inter-
acting with the challenge tag 7, in the second-stage of .A can actually be derived by A
itself without interacting with T,. In this sense, the interaction between A, and 7, leaks
“zero knowledge” to .A. For this reason, our RFID privacy notion is named zk-privacy.

Definition 4.1 (zk-privacy). An RFID protocol m satisfies computational (resp., sta-
tistical) zk-privacy, if for any PPT CMIM adversary A there exists a polynomial-time
simulator S such that for all sufficiently large k and any ¢ which is polynomials in k
(i.e., ¢ = poly(k), where poly(-) is some positive polynomial), the following ensembles
are computationally (resp., statistically) indistinguishable:

- {97Uie.wA(Kag)}neN,ZEpoly(N)
- {gv svlew(mvg)}meN,KEpoly(n)

That is, for any polynomial-time (resp., any computational power unlimited) algorithm
D, it holds that | Pr[D(k, £, g, view4(k, £)) = 1] — Pr[D(k, ¢, g, sview(k, £)) = 1]| =
€, where ¢ is negligible in k. The probability is taken over the random coins used by
Setup(k, L), the random coins used by A, S, the reader R and all (uncorrupted) tags,
the choice of g, and the coins used by the distinguisher algorithm D.

We now extend our definition to forward and backward zk-privacy. Denote by (k sz )
(resp., (k3 7, sT ) the final (resp., initial) secret-key and internal state of 7 at the end of

(resp., beginning) of the experiment Exp’ P An RFID protocol 7 is of forward (resp.,
backward) zk-privacy, if for any PPT CMIM adversary A there exists a polynomial-
time simulator S such that for all sufficiently large x and any ¢ = poly(k), the fol-
lowing distributions are indistinguishable: {kg—q ; s% (resp., leq , s%—q), g,viewa(k, 0)}
and {kT ,sT (resp., le ,s%— ), g, sview(k, £) }. For forward/backward zk-privacy, it is
required that the challenge tag 7, should remain clean at the end of experiment Epokp .
Note that the adversary is allowed to corrupt the challenge tag after the end of Epokp .

4.1 Discussions

Why allow Ay to output an arbitrary set C of tags, and limit As to blind access to a
challenge tag chosen randomly from C? The definition of zk-privacy implies that the
adversary A cannot distinguish any challenge tag 7, from any set C of tags; otherwise,
A can figure out the identity of 7, in C from its view view 4, while this tag’s identity
cannot be derived from any simulator’s view sview (a formal proof of this in case of
|C] = 2 is provided in Section5.1). If C is removed from the definition of zk-privacy,
it is possible for the adversary to distinguish any two tags under its attack, even if each
of the tags can be perfectly simulated by a simulator. A special case is that each tag has
an upper-bound of sessions in its life time so that an adversary can distinguish any two
tags by setting one tag to be run out of sessions in the learning stage [[18]]. In addition,
we do not restrict C to two tags so as to take into account the case that any number of
tags may be correlated.
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Why limit A; to output of clean tags? If A; is allowed to output “unclean tags”, A,
can trivially violate the zk-privacy. Consider that A; selects two tags that are waiting
for different round message (e.g., one tag is clean and the other is not), then A5 can
trivially distinguish them by forwarding to 7, different round messages.

Why allow S to have access to oracles in O? Suppose that S simulates a tag from
scratch and A4 (run by S as a subroutine) requests to corrupt the tag in the middle of the
simulation. Without oracle access, it is difficult or even impossible for S to continue its
simulation and keep it consistent with its previous simulation for the same tag.

Why limit sview to include all oracle answers to queries made by S? This is to
restrict S not to access the oracles in O more than A does. The indistinguishability be-
tween the simulated view sview and the real view view 4 of adversary A in zk-privacy
implies that for any (¢, n1, ne, n3, n4)-adversary A, with overwhelming probability, S
cannot query O1, Oz, O3, O4 more than n1, ny, n3, ng times, respectively.

Why require 1, to remain clean at the end of Expj” for forward/backward privacy?
In general, forward/backward privacy cannot be achieved if the adversary is allowed to
corrupt the challenge tag before the end of its sessions in Expilkp (i.e., the tag is not
clean at the moment of corruption); otherwise, the adversary is able to derive certain
protocol messages from the tag’s internal state, secret-key, random coins, and the partial
session transcript.

More on backward privacy. In general, backward privacy means that even if .4 learns
the internal state and secret-key of a tag for the v-th session, it still cannot distinguish
the run of (v + 1)-th session run by this tag from a simulated session run. Without loss
of generality, we assume that the internal state and secret-key known to A are the initial
ones (i.e., leJ and sng ). For most RFID protocols in practice, the internal state and the
secret-key of any tag at any time ¢ can be determined by the tag’s initial state, initial
secret-key, and the session transcript related to the tag up to time ¢. In such a case, the
indistinguishability between the simulated view sview of S and the real view view 4
of A relies upon the random coins used by 7, in experiment Expff P These random
coins are not disclosed to A since the random coins used by an uncorrupted tag in any
session are erased once the session is completed, and the challenge tag 7, is required to
be clean at the end of Expjzo )

On some special cases in zk-privacy experiments. One special case is that in the
experiment Expi{cp , A1 outputs C = 7. In this case, the simulator Sy does not have
oracle access to any tag. The zk-privacy is analogue to auxiliary-input zero-knowledge
[6]], where the view of A;/S; corresponds to the auxiliary input. Another special case
is that A; outputs only a single tag in C, and all other tags can be corrupted by .A; and
As. In this case, the forward/backward zk-privacy implies that both adversary A and
simulator S have access to certain secret information of all tags.

5 Comparison with Existing Frameworks

In this section, we compare our RFID security and privacy framework with typical
existing frameworks. We argue that our framework is more reasonable in practice than
some frameworks, and it is stronger in terms of privacy than at least one of the existing
frameworks. We also clarify some subtleties and confusions in the existing frameworks.
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The detailed comparisons, along with subtlety clarifications, also further justify the zk-
privacy formulation.

5.1 Comparison with Model in [18]

The RFID privacy model proposed in [18] describes the indistinguishability between
any two tags by an adversary. We refer to this privacy notion as “ind-privacy”. It was
mentioned in [18] that an important area for future research is to study stronger RFID
privacy notions. We shall prove that zk-privacy is strictly stronger than a revised version
of ind-privacy after some subtleties are clarified.

Roughly speaking, consider any PPT adversary A = (A;,.A2): A; outputs a pair
of uncorrupted tags (7;,,7;, ) after arbitrary attacks, then a bit ¢ is chosen randomly
and independently (which is unknown to A), and then A3 is given blind access to 7;,
and finally outputs a guessed bit b’. We say a PPT adversary A (e, t, ny, ng, n3, ng)-
breaks the ind-privacy of an RFID system if A is a (¢, n1, no, n3, n4)-adversary and
Pr[t) = g] = ; + €, where € is non-negligible and ¢ is polynomial in .

On some subtleties in ind-privacy. In the original definition of ind-privacy, it is not
explicitly specified that the two tags output by .A4; must be clean tags. In the definition
of forward ind-privacy [18], it is not precisely specified the time point of tag corruption
and the actions of adversary after tag corruption.

zk-privacy vs. ind-privacy for single-tag systems. We note that any RFID protocol, even
if it just reveals the tag’s secret-key, trivially satisfies ind-privacy for special RFID sys-
tems consisting only one tag (e.g., for a unique item of high value). The reason is that in
this special scenario, the view of A is independent of the random bit ¢ (as the challenge
tag 7;, is always the unique tag regardless of the choice of g), and thus Pr[b’ = g] is
just % for any adversary. In comparison, in this special scenario the zk-privacy is es-
sentially degenerated to the traditional zero-knowledge definition, which still provides
very reasonable privacy guarantee.

Theorem 1. zk-privacy is stronger than ind-privacy.

Proof. First, we show that zk-privacy implies ind-privacy, which holds uncondition-
ally. In other words, if an RFID system (R, 7') does not satisfy ind-privacy, then it also
does not satisfy zk-privacy. To prove this, we show that if there exists a PPT adversary
A = (A1, A2) which can (e, t,n1,no, ng, ng)-break the ind-privacy of the RFID sys-
tem (R, 7'), then we can construct another PPT adversary A’ such that no PPT simulator
exists for A’

In the experiment Expff,p , let A’ run A and do whatever A does. In particular, A’
and A are of the same parameters (¢, n1, n2, n3, n4). Since A run by A" always outputs
a pair of clean tags at the end of its first stage, Expj;p outputs (g, view 1), where
g € {0,1} is a random bit, and view 4 implicitly determines the output of A (i.e.,
the guessed bit b’). That is, the guessed bit b’ can be computed out from view 4/ in
polynomial-time. As we assume A (¢, ¢, n1, ne, n3, ng)-breaks ind-privacy, it holds that

Pr[b’ = g]is atleast  +e for the output of Expff;p . However, the simulated view sview

in the output of the experiment Expgkp is independent of g (recall that the random

value g is unknown to the simulator S). Therefore, for the guessed bit b" implied by
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svtew (which can be computed out from sview in polynomial-time), it always holds
that Pr[b’ = g] = }. This shows that for the above .4’ and for any polynomial-time
simulator, there exists a polynomial-time distinguisher that can distinguish the output
of Expffp and that of Expgkp with non-negligible probability at least €.

Next, we present several protocol examples (based on one-time secure signatures or
CPA-secure public-key encryption) that satisfy ind-privacy but dissatisfy zk-privacy.

Consider a special RFID system that consists of only one tag 77 (and a reader R). The
secret-key of 77 is the signature of 77’s ID, denoted s;p, signed by R under the public-
key of R. Consider an RFID protocol 7 in which 77 just reveals its secret-key syp to R.
As discussed above, any RFID protocol trivially satisfies ind-privacy for RFID systems
consisting of only one tag, and thus the protocol 7 is of ind-privacy. But, 7 clearly does
not satisfy zk-privacy. Specifically, considering an adversary A = (A, As) where A
simply outputs C = {77} and then A, invokes 7, = 7; to get the signature s;p, no
PPT simulator can output s;p by the security of the underlying signature scheme. Note
that one-time secure signature is sufficient to show this protocol example not satisfying
zk-privacy, and one-time secure signatures can be based on any one-way function [24].

Given any ind-private two-round RFID protocol 7 = (c¢,a) for an RFID system
(R, T), where 7 consists of polynomially many tags, c is the first-round message from
the reader and a is the response from a tag, we transform 7 into a new protocol 7’
as follows: In the protocol 7/, besides their respective secret-keys all tags in 7 also
share a unique pair of public-key PK and secret-key SK for a CPA-secure public-key
encryption scheme. For a protocol run of 7’ between the reader R and a tag 7;, R sends
¢ = Epk/(c) in the first-round, and 7; decrypts ¢’ to get ¢ and then sends back o’ =
¢||a. The protocol 7/ could appear in the scenario of tag group authentication, where the
ability of sending back c can demonstrate the membership of the group identified by the
public-key P K. Furthermore, in the scenario of anonymizer-enabled RFID systems [9],
the decryption operation can be performed by the anonymizer. As in the new protocol 7’
all tags share the same public-key P K, the ind-privacy of 7’ is inherited from that of .
Specifically, the session transcripts of 7’ can be computed in polynomial-time from the
session transcripts of 7 and the public-key P K. However, 7’ does not satisfy zk-privacy.
Specifically, consider an adversary A = (A;, Az), where A; simply outputs the set of
clean tags C = 7 (in particular, .4 never corrupts tags) and then Az blindly interacts
with the challenge tag 7, for only one session. By the CPA-security of the underlying
public-key encryption scheme, no PPT simulator can handle the SendT(challenge, ¢)
queries made by Ao, as such ability implies the ability of ciphertext decryption. Note
that CPA security is sufficient here, as the adversary .4 involves only one session with
the challenge tag 7. |

We remark that though the above two protocol examples may not be very realistic, they
do separate the zk-privacy notion and the ind-privacy notion. We leave it an interesting
question to find more protocol examples that are ind-private but not zk-private.

5.2 Comparison with Model in [26,23]

In [26/23]], the simulator is not required to handle tag corruption queries by the adver-
sary. In other words, the simulator works only for those adversaries which do not make
tag corruption queries. It is not clear how such a simulator acts upon tag corruption
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queries made by an adversary. Suppose that S simulates a tag from scratch and A (typ-
ically run by S as a subroutine) requests to corrupt the tag in the middle of simulation
(possibly in the middle of a session run). Without access to tag corruption queries, it
is difficult or even impossible for S to continue its simulation for the tag and keep it
consistent with its previous simulation for the same tag.

The adversary considered in our framework essentially corresponds to strong adver-
sary in [26/23]], with the difference in that the adversary cannot corrupt any tag in set C'
before the end of zk-privacy experiment Expff”. In comparison, the model in [26[23]]
poses no restriction on tag corruption (though it is not clear how the simulator handles
such adversaries), which implies that an adversary can corrupt any tag at any time (pos-
sibly in the middle of session). However, in such a case, forward/backward privacy may
not be achievable if the challenge tag is corrupted in the middle of a session; this is the
reason why we require that the challenge tag 7, must remain clean at the moment of
corruption. Indeed, there are some confusions in [26423]].

The matching session concept defined in [26/23] is restricted to identical session
transcript, without clarifying some subtleties such as the “last-round-message attacks”
for defining authentication from tag to reader.

The notion of adaptive completeness is not defined in [26/23]]. The completeness
notion in [26J23]] is defined for honest protocol execution only, with no adversarial
desynchronizing attacks being taken into account.

The privacy notions proposed in [26/23] and that proposed in [18] are essentially
incomparable, while the privacy notion proposed in this work is strictly stronger than
that of [[18]].

5.3 Comparison with Models in [10,20]

The RFID privacy notion given in [10420] is formulated based on the unpredictability
of protocol output. We refer to this privacy notion as “unp-privacy.” The unp-privacy
is formulated with respect to RFID protocols with a 3-round canonical form, denoted
as m = (c,r, f), where ¢,r, f stand for the first, second, and third round message,
respectively. Note that our framework, as well as models in [[1826423]]), are not confined
to this protocol structure.

The unp-privacy notion formulated in [10420] essentially says that the second-round
message sent from a tag must be pseudorandom (i.e., indistinguishable from a truly
random string). We observe that this requirement has certain limitations. First, given
any unp-private RFID protocol m = (¢, r, f) between a reader and a tag, we can modify
the protocol to " = (¢, r||1, f), where ““||” denotes the string concatenation operation.
That is, the modified protocol 7’ is identical to 7 except that in the second-round the
tag additionally concatenates a bit ‘1’ to r. This modified RFID-protocol 7" is not of
unp-privacy, as the second-round message 7||1 is clearly not pseudorandom. However,
intuitively, the tags’ privacy should be preserved since the same bit ‘1’ is appended to all
second-round messages for all tags. Notice that when RFID-protocols are implemented
in practice, the messages being exchanged between reader and tags normally bear some
non-random information such as version number of RFID standard. Another limitation
is that the unp-privacy may exclude the use of public-key encryption in RFID-protocols,
as public-key generated ciphertexts are typically not pseudorandom.
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Another point is that the adversaries considered in the definition of unp-privacy
[[LOL20Q] is not allowed to access protocol outputs. Therefore, such adversaries are nar-
row ones as defined in [26/23]]. Informally, the unp-privacy experiment works as fol-
lows. Given a first-round message ¢ (which could be generated by the adversary A),
the experiment selects a value r which could be either the actual second-round message
generated by an uncorrupted tag in response to ¢ or just a random value in a certain
domain; then the experiment presents the value r to .A. The unp-privacy means that A
cannot determine in which case the value r is. Note that if .4 has access to protocol
outputs, it can simply distinguish between the two cases of . What .4 needs to do is to
forward r to the reader R as the second round message. If 7 is generated by an uncor-
rupted tag (and the value c was generated by the reader in a matching session), R will
always output “accept.” On the other hand, if r is just a random value, with overwhelm-
ing probability R will reject the message due to authentication soundness from tag to
reader.

In summary, we argue that zk-privacy is more reasonable than unp-privacy in prac-
tice. It allows for more general protocol structure, more powerful adversary, and non-
pseudorandom protocol messages.

6 An RFID Protocol within Our Framework

Let Fg: {0,1}%¢ — {0,1}? be a pre-specified keyed PRF and F} (resp., F}!) the x-
bit prefix (resp., suffix) of the output of F}, where « is the system security parameter.
In practice, the PRF can be implemented based on some lightweight stream or block
ciphers [12/2/11]. When a tag 7, with identity I D registers to the reader R, it is assigned
a secret-key k €r {0,1}", a counter ctr of length I, with initial value 1. R pre-
computes an initial index I = F(1||pad; ) for the tag, where pad; € {0,1}2~letr is a
fixed padding, and stores the tuple (I, k, ctr, I D) into its database.

At the start of a new protocol session, R sends a challenge string ¢ € {0,1}" to
7;, which also serves as the session identifier. To simplify the presentation, the session
identifier and the corresponding verification of the identifier by protocol players are
implicitly implied and will not be explicitly mentioned in the following.

Upon receiving ¢ from R, 7; computes I = F?(ctr||pady), (ro,m1) = Fg(c||I)
(where rg = FY(c||I) and 7y = FQ(c||])), and r7 = ro @ (ctr||pads). T; sends (I, 77)
to R and then updates its counter ctr = ctr + 1, where pads € {0, 1}~ !+ is another
predetermined padding string.

After receiving (I, r7), R searches its database to find a tuple indexed by I:

- If R finds such a tuple, say (I, k, ctr’, ID), it computes (ro, 1) = Fy(c||I), and
checks whether ctr’||pads = ro @ r7: If yes, R accepts 7; by outputting “1”, sends
rr = 71 to the tag, updates the tuple (I, k, ctr’, ID) with ctr’ = ctr’ + 1 and
I = FQ(ctr'||pady); If not, R searches for the next tuple including I (to avoid
potential collision of index I, i.e., two different tuples are of the same index ).

— If no tuple is found to have an index I (which indicates counter desynchroniza-
tion between R and 7;), for each tuple (I’ k,ctr’,ID) in its database, R com-
putes (r9,71) = Fk(c||I) and ctr||pads = ro @ r7, and checks whether I =
FY(ctr||pady): If yes (which indicates ctr is the correct counter value at 7;), R
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accepts 7;, outputs “1”, sends back g = r1 as the third message, and updates the
tuple (I', k,ctr’, ID) with ctr’ = ctr + 1 and I’ = F{(ctr’||pady). In the case
that R fails with all the tuples in its database, it rejects the tag and outputs “0”.

Upon receiving r g, 7; checks whether rg = r1: If yes, 7; accepts the reader and outputs
“17; otherwise it rejects the reader and outputs “0”.

In comparison with the protocol proposed in [20], the above protocol adds mutual
authentication (and is logically more precise), and we can formally prove that it is of
adaptive completeness, mutual authentication, and zk-privacy within the new frame-
work. Analysis of completeness and authentication was not conducted in [20]], and as
we shall see, the zk-privacy analysis of the new protocol is much more complicated than
the unp-privacy analysis in [20]. We suggest that the methodology used in our analy-
sis is of independent interest, which can be applied to analyze other RFID protocols
(particularly those based on PRFs) within our new framework.

Theorem 2. Assuming F}, is a pseudorandom function, the protocol specified above
satisfies adaptive completeness, mutual authentication and zk-privacy.

The reader is referred to the full paper [4] for the complete proof of this theorem. Below
we provide a high level analysis of the zk-privacy property.

The core of the simulation by the simulator S = (S1, S2), who runs the underlying
adversary A = (A;,.As) as a subroutine, lies in the actions of S in dealing with the
following queries made by A5 to the reader R and the challenge tag 7. S; just mimics
A; by using the PRF F}.

1. On oracle query InitReader(), S makes the same oracle query to R, and gets back
arandom string ¢ € {0,1}" from R. Then, S, relays back ¢ to A,.

2. On oracle query SendT (challenge, &), where the challenge tag 7, (simulated by
&) currently does not run any session, Sy opens a session for 7, with ¢ as the
first-round message (that also serves as the session-identifier of this new session);
Then, Sz randomly selects I, 7+ €r {0,1}", and sends back I||rs to Az as the
second-round message.

3. On oracle query SendR(¢, I||7r), Sy works as follows:
Case-3.1. If I ﬁer was sent by 7, (simulated by S») in a session of session-identifier

¢, Sy simulates the responses of the reader R as follows:

Case-3.1.1 If R is running an incomplete session of session-identifier ¢ (i.e., ¢
was sent by R upon an InitReader query and R is waiting for the second-
round message), Ss just returns a random string g €g {0,1}" to Az, and
outputs “1” indicating “accept”.

Case-3.1.2. Otherwise, Sy simply returns a special symbol “_L” indicating in-
valid query.

Case-3.2. In all other cases, S, makes the same oracle query SendR(¢, I||77) to
the reader R, and relays back the answer from R to As.

4. On oracle query SendT (challenge, 7'r), where the challenge tag 7, (simulated by
&) currently runs a session of partial session-transcript (¢, I||r7) and is waiting
for the third-round message, S, works as follows:

Case-4.1. If there exists a matching session of the same session transcript (¢, I||rr,
7r) at the side of R (where 7' may be simulated by S» as in the above Case-

3.1), Sz outputs “1” indicating “accept”.
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Case-4.2. Otherwise, Sy simply outputs “0” indicating “reject”.

5. Output of Sa: Finally, whenever Az stops, Sz also stops and outputs the simulated
view sview as specified in the zk-privacy definition, which particularly consists
of all oracle answers (including ones provided by the real oracles in O and ones
simulated by S») to queries made by A.

Itis easy to see that S works in polynomial-time. We investigate the differences between

the simulated view sview output by S and the real view view 4 of A:

Difference-1: In Case-4.1 (resp., Case-4.2) Sy always outputs “accept” (resp., “re-
ject”), while the actual challenge tag 7, may output “reject” in Case-4.1 (resp.,

“accept” in Case-4.2) in the experiment Exp’} “kp
Difference-2: On oracle query SendT(challenge c) or in Case-3.1 upon the oracle

query SendR(¢, I||7), S always returns truly random strings, while the actual
players (i.e., 7, and R) provide pseudorandom strings in the experiment Epokp by
invoking the PRF F}, where k is the secret-key of 7.

Intuitively, Difference-1 can occur only with negligible probability, by the properties of
adaptive completeness and mutual authentication. The subsequent analysis argues that
the properties of adaptive completeness and mutual authentication indeed hold under
the simulation of S in Exp‘zgkzo .

Intuitively, Difference-2 should not constitute distinguishable gap between sview
and view 4, due to the pseudorandomness of Fj. However, the technical difficulty and
subtlety here is that: the difference between pseudorandomness and real randomness
only occurs in the second stages of both EXkap and Expgkp (i.e., Ay and S»), while
both S; and A; are w.r.t. the PRF Fj. In other words, to distinguish the PRF F}, from
a truly random one in the second stage, the distinguisher has already accessed F}, for
polynomially many times in the first stage. In general, the definition of PRF says nothing
on the pseudorandomness in the second stage. To overcome this technical difficulty, we
build a list of hybrid experiments.

In the first hybrid experiment, a polynomial-time algorithm S runs A as a subroutine
and has oracle access to the PRF F}; or a truly random function H. S first randomly
guesses the challenge tag 7, (by taking ¢ uniformly at random from {1, --- , ¢}), and
then setups the RFID system (R, 7) except for the challenge-tag 7,. Note that S can
perfectly handle all oracle queries made by A to the reader R and all tagsin 7 — {7,}.
For oracle queries directed to 7, 5' mimics 7, with the aid of its oracle, i.e, the PRF F},
or a truly random function H. Denote by the v1ew of A under the run of S with oracle
access to Fj, (resp H) as view?, A * (resp., view, A ) By the pseudorandomness of F,
we have that view? A " and view$, A are indistinguishable. Next, suppose S successfully

guesses the challenge tag 7, (that occurs with probability () view? A “* s identical to
view 4. In particular, in thlS case, the properties of adaptive Completeness and mutual
authentication hold in view?, A " and thus also in view AH (as viewS A “* and view?, A are
indistinguishable). Thus, to show the indistinguishability between view A and sview,
it is reduced to show the indistinguishability between view AH (in case S successfully
guesses the challenge tag 7,) and sview.

In the second hybrid experiment, we consider another polynomial-time algorithm S’
that mimics S , with oracle access to Fj, or H, but with the following modifications:
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in the second stage of this hybrid experiment, S’ essentially mimics the original zk-
privacy simulator S. Denote by the view of .4 under the run of S” with oracle access to

. 1F . 'H . 1F
F}, (resp., H) as view?; “ (resp., view? ). By the pseudorandomness of Fy, view? "

. 1H . .. . . 1H . H
and view?  are indistinguishable. We can show that view?, and view? are also

indistinguishable, and that viewf(pk and sview are also indistinguishable (conditioned
on S’ successfully guesses the challenge tag 7;), which particularly implies that the
properties of adaptive completeness and mutual authentication hold also in sview. This
establishes the indistinguishability between sview and view 4.

7 Future Work

One of our future research directions is to analyze existing RFID protocols and design
new protocols within the new framework presented in this paper.

Since our framework is formulated w.r.t. the basic scenario of an RFID system, an-
other future research direction is to extend our RFID privacy framework to more so-
phisticated and practical scenarios which allow compromising of readers, tag cloning
(or more feasibly, protocols to prevent swapping attacks) [[16417]], tag group authentica-
tion, anonymizer-enabled RFID systems, and tag ownership transfer.
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