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Abstract. Software systems become distributed and complex. Distributed sys-
tems are crucial for organizations since they provide possibility to share data
and information, resources and services. Nowadays, many software systems are
not developed from scratch: system development involves reuse of already de-
veloped components. However, with the intrusion in the computer systems, it
has become important that systems must fulfill security goals and requirements.
Moreover, interdependencies of components create problems during integration
phase. Therefore, security properties of components should be considered and
evaluated earlier in the lifecycle. In this paper, we propose an agent-oriented
process that supports verification of fulfillment of security goals and validation
of security requirements during different phases of development lifecycle.
Moreover, the system needs to support mapping of security requirements to
threat list to determine if any of the attacks in the list is applicable to the system
to be developed. This is performed by the meta-agents. These meta-agents
automatically create a security checklist, as well as, provide control of actions
taken by human agent.

Keywords: Multi-agent system, security engineering, risk management, secu-
rity checklist, control system.

1 Introduction

Interdependencies between organizations in different sectors, such as business,
financial, government, and medical are increasing. Hence, software systems become
distributed and thereby more complex. However, distributed systems must be able to
fulfill security goals and requirements and be able to operate securely. Unfortu-
nately, security is often neglected during the development process. When considered,
security is “relegated to the status of a few add-on fixes when all other design deci-
sions have been frozen [1]. Thus, security solutions, when implemented are iso-
lated, and inadequate to business requirements. Lodderstedt et al. [2] point out three
reasons for isolation, which are lack of understanding that security should be inte-
grated in the development process, lack of tools supporting security engineering and
lack of experience of the developers. Several security standards, among others
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Common Criteria (CC), and ISO 27000 series, make it possible to handle security
requirements [3]. However, evaluation according to any of the standards is resource
and time demanding [4]. Faults in software systems are unavoidable. To identify
problems and find security risks that are not detected by human, automated processes
are needed. We propose an agent-oriented process that can support security require-
ments engineering by performing automated search, provide checking for documents
and intelligent matching of information. In the research in this paper, we present
search, check and match processes that verify and validate security requirements
against goals, risks and standards. Interdependencies of components create problems
during integration phase. Hence, combined properties of components should be
evaluated earlier in the lifecycle [1]. The work here explores the possibilities to auto-
matically inspect combination of components during design phase and identify and
analyze components that are necessary to achieve goals and fulfill requirements.

2 Related Work

Mouratidis et al. [5] present an approach that integrates security and systems engi-
neering process. The work is done within the context of the Tropos methodology
where security requirements are considered as an integral part of the whole devel-
opment process. Authors [5] introduce security-oriented paradigm to the software
engineering process. The process is iterative, which allows redefinition of security
requirements in different levels. In our research, we present a semi-autonomous
approach of controlling development of new systems or modification of existing
systems. We focus on verification and validation of security requirements throughout
the development process.

Breendeland and Stglen [6] propose an integrated process for component-based sys-
tem development and security risk analysis. The authors [6] concentrate on identify-
ing stakeholders and assets at the component level and identify and estimate the risks
of component interaction. Moreover, they describe how the basic components can fit
together into a composite component that refines the original requirements. In our
work, we propose a multi-agent system to verify and validate security requirements
and perform analysis of security properties of identified components. Moreover, the
agent system inspects interdependencies of components. The output is a security
checklist presented to the human agent.

Security checklist is not a new paradigm. Gilliam et al. [7] focuses their research
on the development of a Software Security Checklist (SSC) for the life cycle. The
authors [7] consider requirements engineering and specification, design and code
issues, maintenance and decommissioning of software systems. Gilliam et al. [7]
point at SSC as an instrument to guide organizations and system engineers in integrat-
ing security into the software life cycle. [7] Many checklist approaches were devel-
oped. However, listing pinpoints, without understanding and testing how they fit
together during different phases of the system development, do not help in creating
security architecture [1]. Thus, a multi-agent system is necessary in order to provide a
holistic view throughout lifecycle. In our work, we propose the checklist that is auto-
matically created by meta-agent as a result of performed analyses.
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3 Agents in Multi-agent System

Nowadays, agent technologies are used in information and communication systems in
order to provide management, search, monitoring, etc. In this paper, we present the
multi-agent system that enforces control of security requirements and secure design.
Moreover, the multi-agent system enables verification and validation of requirements
throughout software development process. To handle this quality assurance, the multi-
agent system consists of software agents and meta-agents where agents are working
as a team.

The agents are communicative, mobile, cooperative, goal-oriented, autonomous,
adaptive, and reactive [8]. Agents are communicative in the sense that they can com-
municate with users, other agents in the system, and other systems. Software agents
communicate with the user in order to receive commands. From these commands, the
agents search for information. The agents move between different locations over the
networks while searching for available components and are therefore mobile.

Cooperation with the meta-level agents consists of passing significant information.
Meta-agents use the information for analyses, control and matching. The meta-agents
communicate with each other to united solve the problems [9]. They have ability to
cooperate, i.e. work together with other agents to solve tasks. Goal oriented agents
work towards a specific goal(s) [10]. The tasks have to be performed by the agents
without any external guidance, and, thus, must be autonomous. Autonomous agents
can operate without human intervention.

Software agents execute the user input. These agents are used to provide search for
documents according to received information. Moreover, software agents can observe
and monitor user actions through Interface module. To minimize search time in our
system, software agents perform search in parallel in multiple databases.

Additionally, meta-agents are used as management, coordination, matching and
checking agents. The meta-agents, in our system, can compare, analyse and combine
information received from software agents. The meta-agents are also autonomous, i.e.
meta-agents are able to act autonomously, reason and take decision in order to satisfy
their objectives.

The meta-agents interact with software agents and other meta-agents to satisfy
goals [9]. The communication with the software agents consists of collecting informa-
tion from the software agents and giving commands that the software agents have to
execute [11]. Meta-agents are reactive and adaptive, since they can learn, respond and
adapt to changed environments.

The agents, in our multi-agent system, work in a deterministic environment, which
means that next state of the environment is determined by the current state and the
action that is being executed by an agent [11]. Environment is episodic, since soft-
ware agents perform one task at the time while searching for information in databases.
The task is complex and, therefore, divided into many simple tasks. Thus, we use
multiple agents due to task complexity. To increase efficiency and shorten search
time, the team of software agents execute in parallel. The environment, agents work
in, is accessible, since the agents have access to information needed to accomplish
tasks and satisfy goals.
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Dynamic environment refers to the environment that can change. In our work, the
agents need to monitor changes in the environment during execution because check-
list is continuously updated by the human agent and requirements can change during
the development process.

4 Security Requirements

Requirement describes the activities of the system to fulfil the purpose of the system
and specify a system’s behaviour [12]. Security is about protecting business goals and
assets [1]. Analysis of business requirements enable to determine security goals of the
system. Security policy expresses clearly and concisely what the protection mecha-
nisms are to achieve and contains security goals agreed by the management [13].
Security goals help to identify security requirements, i.e. security constraints. Thus,
security requirements must be identified and analysed according to business require-
ments and goals (business and security). The security policy specifies security proper-
ties of the system (i.e., identify secure and non-secure states, describe the secure way
of information management, conditions of altering data, and identify level of trust),
and exists to guide decisions in order to achieve desired goals [14]. However, the
security policy does not state how security is to be delivered [1].

Building secure system requires that risk management is a part of development
process [15]. The purpose of risk management is to produce knowledge about relevant
security characteristics of the system(s). Risk management ensures that information
security is managed appropriately during all phases in a system lifecycle. The first
step is to assess criticalities of the system to be developed through identification of
risks. Criticality is a measure of the extent to which a deficiency of the system in its
environment may affect security [16]. Next step is to define or update the baseline of
security requirements [17]. The ongoing risk analysis leads to the definition of secu-
rity requirements and reduction or acceptance of remaining risk. Risk expresses prob-
ability (P) that undesirable event will occur and the consequence (C) of it. Security
engineers have to understand that risks and threats should be put in content, and made
realistic assessments, of what might go wrong [13]. Requirements engineering often
suffers from problems such as: requirements are specified without any analysis or
analysis restricted to functional end-user requirements; requirements specification is
incomplete, inconsistent, and incapable of being validated [18]. Several standards that
deal with security requirements exist. However, many researches [4, 19, 3, 20, 21]
point out issues such as: lack of guidance on how to fulfill requirements during the
development process [21], lack of methodological support [3], evaluation is time
consuming [19, 21], and existence of gaps and overlaps [20]. Hence, analysis of secu-
rity requirements and mapping those to security standards, as well as, control of im-
plemented actions, that supports management, is needed. Therefore, a multi-agent
system where meta-agents provide verification and validation of security require-
ments against goals, standards, risk analysis, as well as, control of performed actions,
is highly needed.
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5 Secure Architectural Design

This section presents secure architectural design of the enterprise system. When
building distributed systems, architects need to considerate that resources and systems
from different organisations must work together. This involves Web servers, data-
bases, security systems, business logic components etc [22]. It is essential to describe
components and analyse their properties, interconnection, and interdependencies, in
order to, specify communication and control mechanisms, as well as, control behav-
iour of the system as a whole. Security architecture should encompass an enterprise-
wide view, i.e., from goals and requirements to operation and maintenance.

Secure design embraces logical, physical and component security architecture [1].
The logical security architecture identifies the relationships and interdependencies
between various elements of the system. Logical security architecture concerns with
specifying logical security services (i.e., confidentiality and integrity protection);
entities (i.e., users, administrators); domains; and security processing cycle (i.e., regis-
tration, login, session management) [1]. Physical security architecture describes
physical devices that deliver logical services. It concerns with specifying data model
and structures (i.e., tables, messages, signatures), rules (i.e., conditions, procedures,
actions), security mechanisms (i.e., access control, encryption, virus scanning), secu-
rity technology infrastructure, and time dependency (i.e., events, time intervals) [1].

Each component is an element of the whole system and its integration into the sys-
tem affects security of the overall system, since components are selected from differ-
ent vendors. Thus, component selection and component building is an important step,
since it may be the case that some components are not available or not suitable for the
specific system. During design phase should be determined what components to build
or to buy [1]. Sherwood [1] points out that the components with compatible standard-
ized interfaces should be used in order to achieve integration. Security analyses of the
components, as well as, security evaluation of each identified component and all
components together are necessary to achieve goals and fulfill requirements. As soon
as, components are identified, which are necessary for goal fulfilment, the relation-
ships between components are analysed. Thus, all security standards that are required,
descriptions and specifications of all selected strategic technologies, products and
tools along with guidance on how, why, where and when they should be used, are
described during design phase. Moreover, roles, access rights, all processes, proce-
dures and activities and how they relate to each other should also be specified.

Size and complexity of the systems are growing. Therefore, architectural risk man-
agement should be performed to refine identified assets and risks. Risk management
is the ongoing process throughout development lifecycle. It involves threat and vul-
nerability analysis and identification, and analysis of design flaws. Vulnerability
analysis is performed to understand the internal dependencies as well as the impact of
external software dependencies [23]. Threats are mapped to the potential vulnerabili-
ties and the security controls. Thus, architectural risk analysis identifies risks in the
architecture, which improves the built-in security of a system by determining the
security risks of the system. Misuse cases, i.e., negative scenarios or use cases are
designed in order to determine behaviour of the malicious user.

We propose using multi-agent system, where the meta-agent analyse requirements
and map requirements and attack patterns to each other in order to determine if any of
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attacks in the list are applicable to the system to be developed. Moreover, from
knowledge repository the meta-agents select those attack patterns that are relevant to
the system to be developed.

6 Multi-agent Control System

Many systems are built, operated, and maintained by different groups or organiza-
tions. Security plays an essential role in the development lifecycle. Security goals and
priorities define security requirements of the overall system [17]. Policies, goals,
risks, and requirements are analysed in order to identify conflicting, redundant and
missing goals and detect insufficient, inconsistent, incorrect, unrealistic and untrace-
able requirements. Software system architecture should conform to the goals and
requirements that are to be fulfilled, which include performance, security, and inter-
operability, integration, and supportability. Vulnerabilities embedded in the software
and system components affect security of the system [17].

An agent based security requirements engineering consists of a multi-agent system
with meta-agents and software agents. The multi-agent system is depicted in Figure 1.

1. Get Input

13. Present Checklist

‘ Inteface Agent }7'
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‘ Management and Coordination Agent ‘
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changes
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4.Get Docu,
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Knowledge
Repository

Component pool
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Project DB

Fig. 1. Multi-agent system

The multi-agent system, in this research, is semi-autonomous. The agent system
interacts with the external human agent in order to execute commands and capture
changes. The process is depicted in Figure 1. The role of human agent is assigned to
relevant actor throughout the lifecycle, which means that human agent can be a
business and security manager, requirements engineer and risk manager as well as
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developer, architect, security specialist, and test specialist. [17] The interaction is
going through the Interface Agent (IA). The Human agent (legitimate user) makes an
input, by providing protection level and ProjectID. Documents that belong to the
specific project should be tagged with its ProjectID. The TA gets this information
(1:1) and passes it over to the Management and Coordination Agent (1:2). The Man-
agement and Coordination Agent is a meta-level agent that acts as coordination agent
at this point. The meta-level agent is responsible for allocating search task to search
agents, which are software agents and coordinating them. Depending on task com-
plexity, agents can create new agents by cloning themselves. The replication allows
performing tasks in parallel manner. The Management and Coordination agent assigns
search tasks to search agents, i.e. gives a command to get documents according to
input that are protection level and ProjectID (1:3, 1:4).

Search agents perform parallel search for documents in databases (1:4). For this
pattern search is used. The software agents start to execute and a meta-agent is fol-
lowing along to the next node. Meta-agents provide control of software agents by
keeping track on them. For the amount of databases to be searched the numbers of
meta-agent and software agent are expanded. For the documents, a copy of the meta-
agent and software agents are created and expanded with the amount of document.
The procedure continues until agents reach every document that is relevant according
to the input information. Notice, since there is a database with standards we need to
consider the lifecycle phase, i.e. during requirements phase only standards that pro-
vide guidance for management security requirements will be valid. The meta-agents
collect all information from search (1:5) and collaborate with each other and make
decisions on how to proceed. Decision can concern standard(s) that should be used in
the current phase, knowledge that is applicable for specific requirement, etc. The
Management and Coordination Agent clones itself to Control Agent and Match Agent
(1:6). The Control Agent is responsible for analyses and checks of documents (1:7),
which contain important information that is necessary to perform the task. The docu-
ments such as business goals, system goals, requirements specifications (including
security requirements) as well as risk analyses documents are analysed. Analyses
include identification of conflicting, redundant and missing goals and insufficient or
incorrect requirements. If such goals and requirements are identified, the system de-
velopment is halted [17]. The agent system interacts with human agent in order to
inform and receive new commands. The Match agent is responsible for performing
mapping of standards, requirements, goals, security standards, domain expertise (1:8).
Moreover, the Match Agent decides actions that should be implemented during de-
velopment phases in order to satisfy goals (1:9) and create and update the checklist
(1:10). The checklist is presented to the user by the Interface Agent (1:13). Goals and
requirements can change during the development process. If that is the case then the
checklist must be updated. The Control Agent needs iteratively perform checks of
changes through Interface agent in order to detect deviations and capture new infor-
mation (1:11). We assume that every single change is documented. If preconditions
(goals and requirements) differ from initially defined conditions, the development of
the system is halted until new search and analysis is performed (stepsl:3 to 1:9).
Moreover, the Control Agent is also responsible for control of the performed actions
and validation of the requirements satisfaction. This meta-agent inspects the processes
and procedures that have been applied. Check for changes (1:11, 1:12) are performed
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at each stage of the development process. All performed actions are documented in
the checklist. The process is iterative and terminates when defined goals and require-
ments are satisfied [17].

Defective design accounts for 50% of security problems [15]. During the design
phase software agents search (according to request from human agent) for available
components and/or services (both internally within organisation and externally) in the
component pool or in the service registry. See Figure 1:4. The meta-agent analyse
component security properties and presents available components and analyses to the
human agent. Software agents also perform search for documents such as, require-
ments, risks, list of threats and vulnerabilities. A Meta-agent compares and analyzes
requirements and use cases and maps those to the attack patterns in order to determine
which attacks can target the system. A Meta-agent collects and interprets the avail-
able information and maps the requirements to the threats in order to determine if any
of attacks in the list are applicable to the system to be developed. The process is de-

picted in Figure 2.
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The meta-agent constructs a checklist with possible attacks that may target the sys-
tem and communicate it to the human agent through the Interface agent, which is
depicted in Figure 1. The checklist, created by the meta agent, can contain (but not
limited to) following checkpoints: check authentication rules, implement random
password generation, identify flaws, set up access control list, perform threat and
attack analysis, design abuse cases, perform security testing for system integration,
perform penetration tests, analyse network, implement and verify secure connections
[17]. The Label “Yes” indicate fulfilled goals and requirements while “No” point to
the unfulfilled goals and requirements. The checklist is extended and modified as
soon as the change takes place. The resulting checklist is examined continuously both
by the human agent and the meta-agent in order to detect changes, determine which of
the security relevant activities took place, when (time, which phase of development
lifecycle) and who (which human agent) is responsible for the specific activity.
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7 Conclusion

In this work we presented a multi-agent system that can be used as a semi-automatic
control system for verification and validation of security requirements throughout
development lifecycle. Moreover, the proposed system can identify essential points in
security requirements, such as conflicting, incomplete and inconsistent requirements.
Furthermore, the system can compare and analyze requirements and use cases and
map those to attack patterns in order to determine which attacks can target the system.
The multi-agent system monitors documentation that includes requirements specifica-
tions, architecture overviews, component structure, interface specifications, analysis
and results in order to keep track on changes in environment and have updated infor-
mation. The proposed system can also control actions of the human agent during all
the phases of system development.
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