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Abstract. Feature selection is an important pre-processing step in in-
trusion detection. Achieving reduction of the number of relevant traffic
features without negative effect on classification accuracy is a goal that
greatly improves overall effectiveness of an intrusion detection system.
A major challenge is to choose appropriate feature-selection methods
that can precisely determine the relevance of features to the intrusion
detection task and the redundancy between features. Two new feature
selection measures suitable for the intrusion detection task have been
proposed recently [11,12]: the correlation-feature-selection (CFS) mea-
sure and the minimal-redundancy-maximal-relevance (mRMR) measure.
In this paper, we validate these feature selection measures by comparing
them with various previously known automatic feature-selection algo-
rithms for intrusion detection. The feature-selection algorithms involved
in this comparison are the previously known SVM-wrapper, Markov-
blanket and Classification & Regression Trees (CART) algorithms as
well as the recently proposed generic-feature-selection (GeFS) method
with 2 instances applicable in intrusion detection: the correlation-feature-
selection (GeFSCF S) and the minimal-redundancy-maximal-relevance
(GeFSmRMR) measures. Experimental results obtained over the KDD
CUP’99 data set show that the generic-feature-selection (GeFS) method
for intrusion detection outperforms the existing approaches by removing
more than 30% of redundant features from the original data set, while
keeping or yielding an even better classification accuracy.

Keywords: intrusion detection; feature selection; polynomial mixed 0−1
fractional programming; mixed 0 − 1 integer linear programming.

1 Introduction

The problem of intrusion detection is often analyzed as a pattern recognition
problem - an Intrusion Detection System (IDS) has to tell normal from abnormal
behaviour of network traffic and/or command sequences on a host. In addition,
it is of interest to further classify abnormal behaviour in order to undertake
adequate counter-measures. An IDS can be modeled in various ways (see for ex-
ample [9], [10]). A model of this kind usually includes a representation algorithm
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(for representing incoming data in the space of selected features) and a classifi-
cation algorithm (for mapping the feature vector representation of the incoming
data to elements of a certain set of values, e.g. normal or abnormal etc.) Some
IDS, like the ones presented in [9], also include the feature selection algorithm,
which determines the features to be used by the representation algorithm. Even
if the feature-selection algorithm is not included in the model directly, it is al-
ways assumed that such an algorithm is run before the very intrusion detection
process.

The quality of the feature selection algorithm is one of the most important
factors that affect the effectiveness of an IDS. The goal of the algorithm is to
determine the most relevant features of the incoming traffic, whose monitoring
would ensure reliable detection of abnormal behaviour. Since the effectiveness
of the classification algorithm heavily depends on the number of features, it is
necessary to minimize the cardinality of the set of selected features, without
dropping potential indicators of abnormal behaviour. Obviously, determining a
good set of features is not an easy task. The most of the work in practice is still
done manually and the feature selection algorithm depends too much on expert
knowledge. Automatic feature selection for intrusion detection is therefore im-
portant. For automatic feature selection, the wrapper and the filter models from
machine learning are frequently applied [18]. The wrapper model assesses the
selected features by learning algorithm’s performance. Therefore, the wrapper
method requires a lot of time and computational resources to find the best fea-
ture subsets. The filter model considers statistical characteristics of a data set
directly without involving any learning algorithm. Due to the computational effi-
ciency, the filter method is usually used to select features from high-dimensional
data sets, such as intrusion detection systems. The filter model encompasses
two groups of methods: the feature ranking methods and the feature-subset-
evaluating methods. The feature ranking methods assign weights to features
individually based on their relevance to the target concept. The feature-subset-
evaluating methods estimate feature subsets not only by their relevance, but also
by the relationships between features that make certain features redundant. It
is well known that the redundant features can reduce the performance of a pat-
tern recognition system. Therefore, the feature-subset-evaluating methods are
more suitable for selecting features for intrusion detection. A major challenge
in the IDS feature selection process is to choose appropriate measures that can
precisely determine the relevance of features to the intrusion detection task and
the relationship between features of a given data set.

Since the relevance and the relationship are usually characterized in terms of
correlation or mutual information [4,19], we focus on two feature selection mea-
sures for intrusion detection task: the correlation-feature-selection (CFS) mea-
sure [1] and the minimal-redundancy-maximal-relevance (mRMR) measure [2].
In [11,12], a new search method that ensures globally optimal feature sets by
means of the CFS and the mRMR measures was proposed. It was shown that the
proposed search method outperforms the heuristic search strategies by removing
much more redundant features from the KDD CUP 1999 data set [7] and still
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keeping the classification accuracies or even getting better performances. In this
paper, the feature selection measures proposed in [11,12] are validated by com-
parison with various previously known automatic feature-selection algorithms
for intrusion detection. Thus, the feature-selection algorithms involved in the
comparison are the previously known SVM-wrapper [13], Markov-blanket [14]
and CART [14] and the new generic-feature-selection (GeFS) method with 2 in-
stances applied in intrusion detection: the correlation-feature-selection
(GeFSCFS) [11] and the minimal-redundancy-maximal-relevance (GeFSmRMR)
[12] measures.

A theoretical basis for comparison of the methods proposed in [11,12] and
the other methods is difficult to give. Such a basis would require the general
solution of the problem of comparison of filter and wrapper methods, which is
not known (sometimes, the filter methods perform better, but sometimes the
wrapper methods perform better). Because of that, in this paper we present
the results of practical comparison achieved on a particular data set. Then the
generalization of the results of the comparison depends to a large extent on the
quality and generality of the test data set. We believe that the data set used
for this comparison with the modifications described below is general enough to
claim that our comparison results can be generalized with high probability.

Any feature selection algorithm selects relevant traffic features based on la-
belled data (Fig.1). In this research, we used the KDD CUP’99 [7] data set for
this purpose, since all the existing approaches involved in the comparison used
the same data set for evaluation [13,14]. The full feature set assigned to this data
set consists of 41 features. It is well known [15,16] that the KDD CUP’99 data
set has several drawbacks regarding its suitability for representation of modern
traffic. To avoid problems related to this data set, we split it into 4 parts ac-
cording to the category of attack: DoS, Probe, U2R and R2L; we consider only
two attack classes: DoS and Probe. This ensures more objective classification,
since in such a way the influence of difference in cardinality of these subsets
in the overall data set is reduced. We compare the feature-selection algorithms
by the number of selected features as well as by the classification accuracy of
machine learning algorithms chosen as classifiers for intrusion detection. Exper-
imental results obtained over the KDD CUP’99 data set show that the GeFS
method outperforms the existing approaches by removing more than 30% of re-
dundant features from the original data set, while keeping or yielding an even
better classification accuracy. Even though the KDD CUP’99 data set does not
reflect completely the characteristics of contemporary traffic, the results of our
comparison indicate that the GeFS method for selecting features would behave
well on general intrusion detection data as well.

The paper is organized as follows. In Section 2, we give an overview of the
feature-selection methods involved in the comparison. In Section 3, we present
experimental setting as well as experimental results regarding the number of
selected features and the classification accuracy obtained over the KDD Cup’99
data set. Section 4 summarizes our findings.
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Fig. 1. A feature selection algorithm

2 Feature-Selection Methods for Intrusion Detection

In this section, we first describe the previously known feature-selection methods
used in intrusion detection. Then we give an overview of the recently proposed
generic-feature-selection (GeFS) method together with 2 instances applied in
intrusion detection: the correlation-feature-selection (GeFSCFS) [11] and the
minimal-redundancy-maximal-relevance (GeFSmRMR) [12] measures.

2.1 Existing Approaches

2.1.1 SVM-Wrapper
Sung and Mukkamala [13] used the ranking methodology to select important
features for intrusion detection: One input feature is deleted from the data at a
time and the resultant data set is then used for the training and testing of the
classifier Support Vector Machine (SVM) [17]. Then the SVMs performance is
compared to that of the original SVM (based on all features) in terms of relevant
performance criteria, such as overall accuracy of classification, training time and
testing time. The deleted feature will be ranked as ”important”, ”secondary” or
”insignificant” according to the following rules:

– If accuracy decreases and training time increases and testing time decreases,
then the feature is important.

– If accuracy decreases and training time increases and testing time increases,
then the feature is important.

– If accuracy decreases and training time decreases and testing time increases,
then the feature is important.

– If accuracy is not changed and training time increases and testing time
increases, then the feature is important.

– If accuracy is not changed and training time decreases and testing time
increases, then the feature is secondary.

– If accuracy is not changed and training time increases and testing time
decreases, then the feature is secondary
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– If accuracy is not changed and training time decreases and testing time
decreases, then the feature is insignificant.

– If accuracy increases and training time increases and testing time decreases,
then the feature is secondary.

– If accuracy increases and training time decreases and testing time increases,
then the feature is secondary.

– If accuracy increases and training time decreases and testing time decreases,
then the feature is insignificant

In [13] the experiment was conducted on a part of KDD CUP’99 data set [7]. This
data set contains normal traffic and four main attack classes: Denial-of-Service
(DoS) attacks, Probe attacks, User-to-Root (U2R) attacks and Remote-to-Local
(R2L) attacks. Some important features were selected and the obtained data set
after removing irrelevant features was classified by SVM [17]. The results are
given in Table 1.

Table 1. Performance of SVM using selected features (SF) [13]

Classes Number-of-SF Accuracy

Normal 25 99.59%
DoS 19 99.22%

Probe 7 99.38%
U2R 8 99.87%
R2L 6 99.78%

2.1.2 Markov-Blanket
Markov blanket MB(T ) of the output variable T is defined as the set of input
variables such that all other variables are probabilistically independent of T .
Knowledge of MB(T ) is sufficient for perfectly estimating the distribution of T
and thus for classifying T . Markov blanket has been applied for feature selec-
tion in many domains [4]. In 2004, Chebrolu et. al. [14] proposed to use Markov
blanket for selecting important features for intrusion detection. In order to do
that, they constructed a Bayesian Network (BN) from the original data set. A
Bayesian network B = (N, A, Q) is a Directed Acyclic Graph (DAG) (N, A)
where each node n ∈ N represents a domain variable (e.g. a data set attribute
or variable), and each arc a ∈ A between nodes represents a probabilistic de-
pendency among the variables. A BN can be used to compute the conditional
probability of one node, given values assigned to the other nodes. From the con-
structed BN, the Markov blanket of a feature T is the union of T ’s parents, T ’s
children and eventually other parents of T ’s children. An example of a Bayesian
Network is given in Fig.2. The gray-filled nodes constitute the MB(T ):

For conducting the experiment, Chebrolu et. al. [14] randomly chose 11,982
instances from the overall (5 millions of instances) KDD CUP’99 data set [7].
17 features were selected and the Bayesian Network [17] was used for classifying
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Fig. 2. An example of Markov blanket

Table 2. Performance of Bayesian Network using selected features (SF) [14]

Classes Number-of-SF Accuracy

Normal 17 99.64%
DoS 17 98.16%

Probe 17 98.57%
U2R 17 60.00%
R2L 17 98.93%

the obtained data set after removing irrelevant features. The results are given
in Table 2.

2.1.3 CART
The Classification and Regression Trees (CART) approach [17] is based on binary
recursive partitioning. The process is binary because parent nodes are always
split into exactly two child nodes and recursive because it is repeated by treating
each child node as a parent. The key elements of CART methodology are a set of
splitting rules in a tree; deciding when the tree is complete and assigning a class
to each terminal node. Feature selection for intrusion detection is based on the
contribution of the input variables to the construction of the decision tree from
the original data set. The importance of features is determined by the role of
each input variable either as a main splitter or as a surrogate. Surrogate splitters
are considered as back-up rules that closely mimic the action of primary splitting
rules. For example, in the given model, the algorithm splits data according to
the variable protocol type and if a value for protocol type is not available then the
algorithm might use the service feature as a good surrogate. Feature importance,
for a particular feature is the sum across all nodes in the tree of the improvement
scores that the predictor has when it acts as a primary or surrogate splitter. For



248 H.T. Nguyen, S. Petrović, and K. Franke

Table 3. Performance of CART using selected features (SF) [14]

Classes Number-of-SF Accuracy

Normal 12 100%
DoS 12 85.34%

Probe 12 97.71%
U2R 12 64.00%
R2L 12 95.56%

example, for the node i, if the feature appears as the primary splitter then
its importance could be given as iimportance. But if the feature appears as the
nth surrogate instead of the primary variable, then the importance becomes
iimportance = (pn)× iimprovement in which p is the surrogate improvement weight
which is a user controlled parameter set between 0 and 1.

Chebrolu et. al. [14] conducted the experiment on the data set, which contains
randomly chosen 11,982 instances from the overall (5 millions of instances) KDD
CUP’99 data set [7]. 12 features were selected and the CART [17] was used for
classifying the obtained data set after removing irrelevant features. The results
are given in Table 3.

2.2 A New Generic-Feature-Selection Measure

In this subsection, we give an overview of the generic-feature-selection (GeFS)
method together with 2 instances applied in intrusion detection: the (GeFSCFS)
and the (GeFSmRMR) measures.

2.2.1 Definitions
Definition 1: A generic-feature-selection measure used in the so-called filter
model is a function GeFS(x), which has the following form [12]:

GeFS(x) =
a0 +

∑n
i=1 Ai(x)xi

b0 +
∑n

i=1 Bi(x)xi
, x = (x1, . . . , xn) ∈ {0, 1}n (1)

In this definition, binary values of the variable xi indicate the appearance (xi =
1) or the absence (xi = 0) of the feature fi; a0, b0 are constants; Ai(x), Bi(x)
are linear functions of variables x1, . . . , xn.

Definition 2: The feature selection problem is to find x ∈ {0, 1}n that maxi-
mizes the function GeFS(x) [12]:

max
x∈{0,1}n

GeFS(x) =
a0 +

∑n
i=1 Ai(x)xi

b0 +
∑n

i=1 Bi(x)xi
(2)

There are several feature selection measures, which can be represented by the
form (1), such as the correlation-feature-selection (CFS) measure [1], the minimal-
redundancy-maximal-relevance (mRMR) measure [2], Mahalanobis distance, etc.
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A major challenge in the IDS feature-selection process is to choose appropriate
measures that can precisely determine the relevance of features to the intrusion
detection task and the redundancy between features. Since the relevance and
the redundancy are usually characterized in terms of correlation or mutual in-
formation [4], the following measures for application in intrusion detection were
considered in [11,12]: the correlation-feature-selection (CFS) measure [1] and the
minimal-redundancy-maximal-relevance (mRMR) measure [2].

2.2.2 Correlation Feature Selection Measure
The Correlation Feature Selection (CFS) measure evaluates subsets of features
on the basis of the following hypothesis: ”Good feature subsets contain features
highly correlated with the classification, yet uncorrelated to each other” [1]. The
following equation gives the merit of a feature subset S consisting of k features:

MeritS(k) =
krcf

√
k + k(k − 1)rff

Here, rcf is the average value of all feature-classification correlations, and rff is
the average value of all feature-feature correlations. The CFS criterion is defined
as follows:

max
Sk

[ rcf1 + rcf2 + ... + rcfk√
k + 2(rf1f2 + .. + rfifj + .. + rfkf1)

]
(3)

Suppose that there are n full-set features. Binary values of the variable xi are
used to indicate the appearance (xi = 1) or the absence (xi = 0) of the feature
fi in the globally optimal feature set [11]. Therefore, the problem (3) can be
rewritten as an optimization problem as follows:

max
x∈{0,1}n

[ (
∑n

i=1 aixi)2∑n
i=1 xi +

∑
i�=j 2bijxixj

]
(4)

It is obvious that the CFS measure is an instance of the GeFS measure. In [12],
this measure was denoted by GeFSCFS.

2.2.3 The mRMR Feature Selection Measure
In 2005, Peng et. al. [2] proposed a feature-selection method, which is based on
mutual information. In this method, the relevance of features and the redundancy
between features are considered simultaneously. In terms of mutual information,
the relevance of a feature set S for the class c is defined by the mean value of
all mutual information values between the individual feature fi and the class c
as follows:

D(S, c) =
1
|S|

∑

fi∈S

I(fi; c)

The redundancy between features in the set S is the mean value of all mutual
information values between the feature fi and the feature fj :
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R(S) =
1

|S|2
∑

fi,fj∈S

I(fi; fj)

The mRMR criterion is a combination of two measures given above and is defined
as follows:

max
S

[ 1
|S|

∑

fi∈S

I(fi; c) − 1
|S|2

∑

fi,fj∈S

I(fi; fj)
]

(5)

By using binary values of the variable xi as in the case of the CFS measure
to indicate the appearance or the absence of the feature fi and by denoting
the mutual information values I(fi; c) and I(fi; fj) by constants ci and aij ,
respectively, the problem (5) can be described as an optimization problem as
follows:

max
x∈{0,1}n

[
∑n

i=1 cixi∑n
i=1 xi

−
∑n

i,j=1 aijxixj

(
∑n

i=1 xi)2
]

(6)

It is also obvious that the mRMR measure is an instance of the GeFS measure.
In [12], this measure was denoted by GeFSmRMR.

Both the GeFSCFS and the GeFSmRMR feature-selection problems are
solved by means of the technique that involves the Polynomial Mixed 0-1 Frac-
tional Programming (PM01FP ). The details are given below.

2.2.4 Polynomial Mixed 0-1 Fractional Programming
A general polynomial mixed 0 − 1 fractional programming (PM01FP ) prob-
lem [5] is represented as follows:

min
m∑

i=1

(ai +
∑n

j=1 aij

∏
k∈J xk

bi +
∑n

j=1 bij

∏
k∈J xk

)
(7)

such that

⎧
⎪⎪⎨

⎪⎪⎩

bi +
∑n

j=1 bij

∏
k∈J xk > 0, i = 1, .., m,

cp +
∑n

j=1 cpj

∏
k∈J xk ≤ 0, p = 1, .., m,

xk ∈ {0, 1}, k ∈ J,
ai, bi, cp, aij , bij , cpj ∈ �.

By replacing the denominators in (7) by positive variables yi(i = 1, .., m), the
PM01FP then leads to the following equivalent polynomial mixed 0 − 1 pro-
gramming problem:

min
m∑

i=1

(
aiyi +

n∑

j=1

aij

∏

k∈J

xkyi

)
(8)

such that

⎧
⎪⎪⎨

⎪⎪⎩

biyi +
∑n

j=1 bij

∏
k∈J xkyi = 1; yi > 0,

cp +
∑n

j=1 cpj

∏
k∈J xk ≤ 0, p = 1, .., m,

xk ∈ {0, 1}, k ∈ J,
ai, bi, cp, aij , bij , cpj ∈ �.

(9)
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In order to solve this problem, Chang [5] proposed a linearization technique to
transfer the terms

∏
k∈J xkyi into a set of mixed 0− 1 linear inequalities. Based

on this technique, the PM01FP becomes then a mixed 0−1 linear programming
(M01LP ), which can be solved by means of the branch-and-bound method to
obtain the globally optimal solution.

Proposition 1: A polynomial mixed 0 − 1 term
∏

k∈J xkyi from (8) can be
represented by the following program [5], where M is a large positive value:

min zi

such that

{
zi ≥ 0,
zi ≥ M(

∑
k∈J xk − |J |) + yi

(10)

Proposition 2: A polynomial mixed 0−1 term
∏

k∈J xkyi from (9) can be repre-
sented by a continuous variable vi, subject to the following linear inequalities [5],
where M is a large positive value:

⎧
⎨

⎩

vi ≥ M(
∑

k∈J xk − |J |) + yi,
vi ≤ M(|J | − ∑

k∈J xk) + yi,
0 ≤ vi ≤ Mxi,

(11)

The feature selection problem (2) is formulated as a polynomial mixed 0 − 1
fractional programming (PM01FP ) problem as follows:

Proposition 3: The feature selection problem (2) is a polynomial mixed 0 − 1
fractional programming (PM01FP ) problem.

Remark: By applying Chang’s method [5], this PM01FP problem can be trans-
formed into an M01LP problem. The number of variables and constraints is
quadratic in the number n of full set features. This is because the number of
terms xixj in (2), which are replaced by the new variables, is n(n + 1)/2. The
branch-and-bound algorithm can then be used to solve this M01LP problem.
But the efficiency of the method depends strongly on the number of variables
and constraints. The larger the number of variables and constraints an M01LP
problem has, the more complicated the branch-and-bound algorithm is.

In [11,12], an improvement of the Chang’s method was proposed in order to
get an M01LP problem in which the number of variables and constraints is linear
in the number n of full set features. Details of the improvement are given below:

2.2.5 Optimization of the GeFS Measure
By introducing an additional positive variable, denoted by y, the following prob-
lem equivalent to (2) is considered:

min
x∈{0,1}n

(−GeFS(x)) = −a0y −
n∑

i=1

Ai(x)xiy (12)

such that

{
y > 0,
b0y +

∑n
i=1 Bi(x)xiy = 1 (13)
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This problem is transformed into a mixed 0-1 linearning programming problem
as follows:

Proposition 4: A term Ai(x)xiy from (12) can be represented by the following
program, where M is a large positive value [12]:

min zi

such that

{
zi ≥ 0,
zi ≥ M(xi − 1) + Ai(x)y,

(14)

Proposition 5: A term Bi(x)xiy from (13) can be represented by a continuous
variable vi, subject to the following linear inequality constraints, where M is a
large positive value [12]:

⎧
⎨

⎩

vi ≥ M(xi − 1) + Bi(x)y,
vi ≤ M(1 − xi) + Ai(x)y,
0 ≤ vi ≤ Mxi

(15)

Each term xiy in (14), (15) is substituted by new variable ti satisfying constraints
from Proposition 2. Then the total number of variables for the M01LP problem
will be 4n + 1, as they are xi, y, ti, zi and vi(i = 1, n). Therefore, the number of
constraints on these variables will also be a linear function of n. As we mentioned
above, with Chang’s method [5] the number of variables and constraints depends
on the square of n. Thus the method [11,12] actually improves Chang’s method
by reducing the complexity of the branch and bound algorithm.

3 Experimental Results

3.1 Experimental Setting

For comparison of the generic-feature-selection (GeFS) measure for intrusion
detection [11,12] with the previously known ones [13,14], we implemented the
GeFSCFS and the GeFSmRMR algorithms. The goal was to find globally op-
timal feature subsets by means of these two measures. Since different intrusion
detection systems used different feature-selection methods and different classi-
fiers with the aim of achieving the best classification results, we compared gen-
eral performance of intrusion detection systems in terms of numbers of selected
features and the classification accuracies of the machine learning algorithms
giving the best classification results. For our experiment, we used the decision
tree algorithm C4.5 [8] as classifier for the full-set data as well as for the data
sets obtained by removing irrelevant features by means of the GeFSCFS and
GeFSmRMR measures.

We performed our experiment using 10% of the overall (5 millions of in-
stances) KDD Cup’99 data set [7], since all the existing approaches involved in
the comparison used the same data set for evaluation [13,14]. This data set con-
tains normal traffic (Normal) and four attack classes: Denial-of-Service (DoS),
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Table 4. The partition of KDD CUP’99 data set used in the experiment

Classes Number-of-instances Percentage

Normal 97.278 18.35%
DoS 391.458 73.88%
Probe 41.113 7.77%

Total 529.849 100%

Probe, User-to-Root (U2R) and Remote-to-Local (R2L) attacks. As the two at-
tack classes U2R and R2L have been criticized [15,16], we did not consider them
for our experiment. Details of numbers of class instances are given in Table 4.

As the attack classes distribute so differently, the feature selection algorithm
might concentrate only on the most frequent class data and neglect the others.
Therefore, we chose to process these attack classes separately. In order to do that,
we added normal traffic into each attack class to get two data sets: Normal&DoS
and Normal&Probe. With each data set, we ran two feature-selection algorithms:
the GeFSCFS and the GeFSmRMR. The number of selected features is given
in Fig.3. We then applied the C4.5 machine learning algorithm on each original
full-set as well as each newly obtained data set that includes only those selected
features from the feature-selection algorithms. We applied 5-fold cross-validation
on each data set. The classification accuracies are given in Fig.4.

The GeFSCFS and the GeFSmRMR feature-selection methods were compared
with the existing ones (the SVM-wrapper, the Markov-Blanket and the CART)
regarding the number of selected features and regarding the classification accu-
racies of machine learning algorithms chosen as classifiers for intrusion detection
process. Weka tool [3] that implements the machine learning algorithms (C4.5,
SVM and BayesNet) was used for obtaining the results. In order to solve the
M01LP problem, we used TOMLAB tool [6]. All the obtained results are shown
in Fig.3 and Fig.4.

Fig. 3. Number of selected features (on average)
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Fig. 4. Classification accuracies (on average)

3.2 Experimental Results

Fig.3 shows the average number of features selected by the GeFS feature-
selection method and those selected by existing approaches. Fig.4 summarizes
the average classification accuracies of chosen machine learning algorithms as
classifiers for intrusion detection process. It can be observed from Fig.3 that the
GeFSCFS feature-selection method selects the smallest number of relevant fea-
tures. Fig.4 shows that with the approach from [11,12] the average classification
accuracies are approximately the same or even better than those achieved by
applying other methods.

4 Conclusions

In this paper, we compared, regarding the number of selected features and the
classification accuracy, some previously known feature selection methods appli-
cable for intrusion detection purposes with the feature selection methods for
intrusion detection proposed in [11,12]. The previously known feature-selection
algorithms involved in this comparison were the SVM-wrapper, Markov-blanket
and CART algorithms. The feature selection algorithms proposed in [11,12] in-
cluded in this comparison are instances of a generic-feature-selection (GeFS)
method for intrusion detection: the correlation-feature-selection (GeFSCFS) and
the minimal-redundancy-maximal-relevance (GeFSmRMR). Experimental results
obtained over the KDD CUP’99 data set show that the GeFS method outper-
forms the previously known approaches by removing more than 30% of redun-
dant features from the original data set, while keeping or yielding an even better
classification accuracy. In spite of all the known limitations of the KDD CUP’99
data set used for comparison and the difficulties in establishing a more general
theoretical basis for the comparison, there is a high probability that comparison
results similar to ours could be obtained on other data sets as well.
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