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Abstract. The paper presents the formulation of the problem of access control 
to information resources located in virtual local area networks. We define the 
initial data, the objective function and constraints of the problem. To solve the 
proposed problem we suggest the method of genetic optimization of access con-
trol scheme based on the poly-chromosomal representation of intermediate 
points. The results of computer simulation and evaluation of the proposed 
method are discussed.  
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1   Introduction 

Joint work of users in computer networks stipulates the need to restrict the access to 
information resources without the use of passwords. An example is the problem  
of protecting information from unauthorized access in computer classrooms of  
universities.  

This problem has the following specificity. First, the student contingent has a 
strong heterogeneity, and all students can be considered as potential security infring-
ers. In this case, the effectiveness of passwords and user accounts is low. Secondly, in 
classrooms the access control schemes require frequent retuning. This is due to the 
fact that in classrooms the lessons, having different composition of used information 
resources, are usually alternated.  

The basic principles of information security in such integrated information  
systems are outlined, for instance, in the papers [1, 2]. These papers show that the 
discretionary model based on an access control matrix is most widely implemented in 
classrooms of universities. The first access control matrix as access control scheme 
was introduced in [3]. This model was considered in more details in many modern 
works, for example [4, 5]. Each cell of the matrix defines the subject authority to 
access a specific object or another access subject.  

In practice, as a rule, the access control matrix is replaced by access control lists 
(ACL) [6] or "lists of capabilities" (C-lists) [7]. Switches, used for local area net-
works, also use ACL [8]. Such capability allows to implement virtual local area net-
works (VLANs) based on these solutions [9]. ACL lists ensure that certain traffic is 
sent to specific ports. This prevents the unauthorized access to confidential corporate 
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information and network congestion as a result of program attacks. As a result, on the 
one hand, VLANs provide an additional level of access control to network resources, 
and, on the other hand, the adjustment of VLANs is also determined by the access 
control matrix.  

The generation of an access control matrix is a complex problem [10]. Under sys-
tem operation the adjustment of access control schemes is repeated each time, when 
the equipment, software and users are changed. Nevertheless, usually the generation 
of access control scheme is still done manually, without the use of mathematical 
methods [11]. Creation of access control scheme can be automated, if we reduce it to 
an optimization problem and apply an effective way to solve it. One of these ways is 
to use genetic algorithms. Genetic algorithms allow to solve successfully the prob-
lems of structural and parametric optimization of various systems [12, 13].  

The purpose of this paper is to test the idea of applying genetic algorithms to gen-
erate a correct access control matrix for a computer network on the base of construct-
ing VLAN. We suggest the method of genetic optimization of access control scheme 
based on the poly-chromosomal representation of intermediate points.  

The paper is structured as follows. Section 2 considers mechanisms for access con-
trol to information in VLAN. Section 3 outlines the proposed problem definition and 
analysis. In section 4, we suggest the method of genetic optimization of access control 
scheme. Section 5 discusses the results of computer simulation and evaluation of the 
proposed method. Conclusion surveys the main paper results. 

2   Mechanisms for Access Control to Information in VLAN 

The efficient mechanisms for access control and protection of information against 
unauthorized access in VLAN are (1) the rational distribution of information re-
sources and users on network nodes and (2) the organization of virtual subnets using 
network switches or routers. Let us consider these mechanisms.  

2.1   Distribution of Information Resources and Users on Network Nodes  

Information resources (files or directories) distributed on network nodes are called 
access objects. Network computers are network nodes. Users, working at computers 
at any given time, are called access subjects. 

Several access objects can be situated on one network node at one time. In other 
words, there is a mapping DOU of degree 1 : M among the set of access objects and the 
set of nodes. The same access subject can work only on one node. Consequently, the 
mapping DSU among the set of subjects and the set of nodes has also the degree 1 : M. 

Access subjects have full access to those objects which are located on their own 
network node. At the same time, sometimes, the subject has to access one or more 
objects on other nodes (for example, on a network server). This capability is achieved 
by assigning to access object a special shared access flag. It should be noted that 
there is the opportunity of a password based shared access. However, this type of 
shared access is not taken into account in the statement of the problem due the speci-
ficity considered in the Introduction. The password based shared access control is 
assigned to VLAN. 



 Genetic Optimization of Access Control Schemes in Virtual Local Area Networks 211 

It is supposed that the access of a specific subject to a particular object is deter-
mined by the following rules: (1) access is possible, if the object does not have a 
shared access flag, but is located on the node at which the subject operates; (2) access 
is possible, if the object has that flag (in this case it is not important on which node 
the object is located); (3) access is denied in all other cases.  

2.2   Organization of Virtual Subnets  

Virtual subnets are realized by using managed network switches. These network de-
vices have a memory that stores information on banning (permitting) the exchange of 
information between certain pairs of computers connected to switches. As a result, it 
is possible instead of a fully connected exchange scheme between the ports to organ-
ize a selective scheme with segregation of virtual local subnets.  

The following access rule is used in VLAN for all computers: if two computers are 
not in the same subnet, then the information exchange between them is impossible.  

VLAN implementation requires a change of the second rule outlined above. Now 
this rule is as follows: access is possible, if the object has a shared access flag and the 
computer, on which the object is located, and the computer, on which the subject 
works, are in the same virtual subnet. 

The simultaneous use of two considered access control mechanisms makes up 
a "real" access control scheme. At the same time the usage the specific software  
determine a "required" access control scheme. In the general case a "real" and a "re-
quired" access control schemes may be different.  

Thus, an informal statement of the problem of access control with usage of VLAN 
can be formulated as follows: using mentioned access control mechanisms it is 
needed to ensure that the “real” access control scheme has minimal differences with 
the “required” scheme, and coincides with it in ideal case. 

3   Formal Statement of the Problem 

Let us specify the formal statement of the problem of on-line optimization of access 
control schemes in VLANs. 

The initial data for the formal statement of the problem are as follows:  
OD = {odi}, i = 1…I  –  set of access objects (files, directories);  
SD = {sdj}, j = 1…J – set of access subjects (for example, learners and teachers 

working in a computer network); 
U = {uk}, k = 1…K – set of network nodes; 
Rreq = ||rreq

ij|| – requirements for different levels of access (required access control 
scheme), where rreq

ij =1, if sdj should have access odi, and rreq
ij =0 otherwise. 

Since the problem variables should fully determine the decisions on the distribu-
tion of objects and subjects and the structure of VLAN, we assume that these deci-
sions are as follows: 

DOU = ||dOU
ik || – matrix of distribution of objects on network nodes, where dOU

ik =1, 
if odi is located on the node uk, and dOU

ik =0 otherwise; 
DSU = ||dSU

jk|| – matrix of distribution of subjects on network nodes, where dSU
jk =1, 

if sdj is located on the node uk, and dSU
jk =0 otherwise; 
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V = {vi} – vector of shared access flags of network resources, where vi =1, if odi is 
given in the share, and vi =0 otherwise; 

X = ||xmn||, m,n = 1…K – matrix of VLAN structure, where xmn =1, if nodes um and 
un belong to one virtual subnet, and xmn =0 otherwise. 

As an objective function should be used the function, evaluating the difference be-
tween the real control access scheme Rreal, stipulated by values DOU, DSU, V and X, 
and the required access scheme Rreq. 

Let us show how to obtain the functional form of scheme Rreal. 
Assume that the access control scheme is determined only by the decisions DOU 

and DSU (in other words, all the elements of V and X are equal to 1). We call this 
scheme unconditional and denote Ruc. In this case we have 

Ruc = DSU ⋅ (DOU)T , (1) 

where the elements of the matrix Ruc are determined by the expression 

( ).
1

OUSUuc ∑
=

⋅=
K

k

kjikij ddr . (2) 

 
Note that in (2), as in all subsequent expressions, summation and product are the 
logical operators OR and AND respectively. 

Suppose that the decision V takes effect (that is, there are vi=0). We call this access 
control scheme as “conditional on V” and denote RV. 

If vi = 1, then the resource odi is available for all subjects. In this case, for any j, 
rV

ij = 1. If vi = 0, then the availability of the resource odi is defined by a matrix Ruc. 
Consequently, the element of the matrix RV is defined by the following expression 

rV
ij = ruc

ij + vi (1 – ruc
ij). (3) 

Now suppose that in addition to V, the decision X enters into force. In this case, the 
access control scheme is a “real” control access scheme Rreal. 

The actual availability of the resource odi to subject sdj occurs when there is a  
virtual subnet joining this resource and this subject together. In other words, the  
following expression is true: 

.
1

Vreal ∑
=

⋅=
K

k

kjikij rxr  (4) 

It is easy to see that expressions (2)–(4) completely determine Rreal as a function of 
variables DOU, DSU, V and X. 

Objective function of optimization problem statement is defined as a measure of 
divergence between Rreal and Rreq 

∑∑
= =

−=Δ
I

i

J

j

ijij rr
1 1

reqrealR . (5) 
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The discrepancy between Rreal and Rreq should be minimal. Therefore, the synthesis 
criterion formulated in the problem statement has the form 

( ) min,,,, reqSUOU ⇒Δ RХVDDR . (6) 

The constraints of the problem statement are as follows: 
1) on a single node there can not be more than one subject, and therefore the  

following condition is true:  

( ) 1
1

SU ≤∑
=

K

k

ikd ; (7) 

2) one file can be only on one node, so the following expression is valid 

( ) 1
1

OU ≤∑
=

K

k

ikd . (8) 

4   Method of Solving the Problem 

The problem defined by expressions (2) – (8) belongs to a class of non-linear Boolean 
programming problems, when the variables are given in the vector and matrix form. 
The exact solution of this problem is possible only by an exhaustive search of vari-
ables that can not be acceptable for practical purposes. 

We offer for its solution a method which implements genetic optimization algo-
rithms (GOA), successfully used in many synthesis problems [12, 13].  

However, we note that, as shown by expression (3) and (4), the set of variables in 
the objective function (6) can be reduced by replacing the two matrices DOU and DSU 
on a single matrix Ruc. 

The method based on GOA is as follows. On initialization stage, an initial set of 
solutions (or population) is randomly formed. Each solution (or individual) is charac-
terized by a string isomorphically related to the vectors and matrices of variables that 
determine this solution. This string is called a chromosome and a single character in 
it – a gene. 

At each subsequent stage the following steps are fulfilled.  
Pairs from the population of individuals are randomly selected. They are called 

parents. Between them the process of crossing-over occurs. As a result of this proc-
ess, a couple of new individuals appear. These individuals are called descendants. The 
chromosome of each of the descendants is formed from two parts: one part is taken 
from the chromosomes of the "father", and the second – from the "mother"’s chromo-
somes. The descendants are added to the general population. 
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The population has quantitative restrictions, so individuals with the lowest suitabil-
ity function are removed from the population ("die"). The role of suitability function 
is played by the function (5). 

In addition, at each stage a part of the individuals is subjected to mutation. During 
mutation the genes in the chromosome are changed randomly. 

An essential feature of proposed GOA is his poly-chromosomal character, i.e. indi-
viduals have not one, but three chromosomes Ruc, V и X.  

Let us offer the forms of these chromosomes.  
Since Ruc is a matrix of dimension I x J, it is not symmetric. Therefore, the only 

way to build a chromosome mapping this matrix is a serial concatenation of rows of 
Ruc into one big string: 

[R]chr = [r11, …, r1J; x21, …, x2J; …; xi1, …, xiJ; …; xI1, …, xIJ]. (9) 

Vector V by its very nature is a chromosome, in which an element vi carries the role 
of individual gene:  

[V]chr = [v1, v2, …, vi, …, vI]. (10) 

Matrix X is a symmetric matrix. Each element of its main diagonal is 1. Therefore, to 
construct the chromosome which maps X, the following string is used: 

[X]chr = [x12, …, x1K; x23, …, x2K; …; xi,i+1, …, xiK; …; xK-1,K]. (11) 

As a result of poly-chromosomal crossing-over, not two, as in the traditional case, but 
eight descendants (23 = 8) will appear.  

The GOA is completed, when the population goes to a stable state, in which the in-
dividual with the maximum value of efficiency is taken as the final solution of the 
problem.  

5   Evaluation of the Method  

The evaluation was conducted in two phases. On the first phase, we estimated compu-
tational complexity and performance. On the second phase, we estimated the LAN 
security based on the method developed. 

Analysis shows that GOA has a polynomial computational complexity 
O (Npop⋅Nind⋅K), where Npop – number of populations needed to obtain a solution, Nind 
– number of individuals in the population, K – number of network nodes. In the ex-
periments, the value of Npo was in the interval [25; 100], K had values {5; 10; 15} and 
Nind = 200. 

Evaluation of GOA performance demonstrated that a full coincidence of the result-
ing access scheme with the required one is observed only at small values of I, in par-
ticular, when I = 6. Moreover, the coincidence is reached at population number in the 
range from 25 to 30.  

Data on security evaluation are given in Table 1. 
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Table 1. Security evaluation  

I P0 ppw N1 N2 P1 P2 kUUD 
6 10-4 10-4 6 0 0,00070 10-4 7,00 
6 10-5 10-4 6 0 0,00061 10-5 60,98 
6 10-4 10-5 6 0 0,00016 10-4 1,60 

12 10-4 10-4 12 5 0,00130 0,00060 2,17 
12 10-5 10-4 12 5 0,00121 0,00051 2,37 
12 10-4 10-5 12 5 0,00022 0,00015 1,47 
20 10-4 10-4 20 18 0,00210 0,00190 1,11 
20 10-5 10-4 20 18 0,00201 0,00180 1,11 
20 10-4 10-5 20 18 0,00030 0,00028 1,07 

 
The table 1 uses the following parameters: P0  – the probability of unauthorized ac-

cess the information caused by other reasons other than the compromise of shared 
passwords; ppw – the probability of password compromising; N1 and N2 – the number 
of objects which require access password protection in the traditional case and in the 
case of using the proposed method, respectively; P1 и P2 – the probability of unau-
thorized access in the traditional case and in the case of using the proposed method, 
respectively; kUUD = P1 / P2 – degree of security increase. 

Table 1 shows that for various configurations of the simulated system the gain in 
security increase varies from 7 to 600 percentages. The greatest gain in 60 times takes 
place only when ppw is greater than P0 in 10 times, and the simulated system has a low 
dimension, when the resulting access scheme, organized by means of VLANs, is the 
same as required one. In all other cases, when the probability of compromising the 
password is much more than the probability of unauthorized access by other reasons, 
the gain is also significant. 

6   Conclusion 

The paper shows that combining the technologies of VLAN and GOA can be an ef-
fective means of protecting information against unauthorized access to the informa-
tion stored in local networks. On the one hand, the proposed method of protecting 
information from unauthorized access takes into account the requirements of security 
policy. On the other hand, it provides multi-level use of organizational and technical 
measures of protection. The method has high efficiency and improves the security on 
7–11 percentages for large-scaled systems or in 7–60 times for small systems. In this 
case the network performance was not reduced significantly, and the cost of routine 
work of security administrators was greatly decreased. 

Software implementation of proposed method may be included in the arsenal of  
information security means available to network security administrators. It may be 
actively used to create dynamically configurable schemes of custom access to  
network resources. 
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