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Abstract. For the homomorphic Paillier cryptosystem we construct a
protocol for secure modulo reduction, that on input of an encryption
[z] with z of bit length ¢, and a public ‘modulus’ a of bit length ¢,
outputs an encryption [z mod a]. As a result, a protocol for computing
an encrypted integer division [z div a] is obtained. Surprisingly, efficiency
of the protocol is independent of ¢,: the broadcast complexity of the
protocol varies between O(nkf,) and O(n?k£,), for n parties and security
parameter k, and it is very efficient in case of small ¢, (in practical
cases £, often is much smaller than ;). Our protocol allows for efficient
multiparty computation of statistics such as the mean, the variance and
the median, and it is therefore very applicable to surveys for the benefit
of statistical analysis.

1 Introduction

We consider the problem of integer division with remainder in the setting of
secure multiparty computation. In its full generality, the problem is to evaluate
securely the integer function (z,y) — (zdivy,x mod y), where z = (x divy)y +
z mod y and 0 < z mod y < y. Whereas integer multiplication commonly allows
for secure protocols for which the performance is independent of the bit length
of the multiplicands, this is not true for known protocols for integer division.
Typically, secure integer division protocols use the binary decomposition of the
inputs x and/or y, and consequently these protocols are generally much more
elaborate than secure multiplication protocols. To a certain extent, this is to
be expected because integer comparison (which generally also requires bitwise-
represented inputs) reduces to equality testing given integer division: < y if
and only if z = z mod y.

* Work done partly while visiting Philips Research Labs.

R. Sion (Ed.): FC 2010, LNCS 6052, pp. 375-332] 2010.
© IFCA/Springer-Verlag Berlin Heidelberg 2010



376 J. Guajardo, B. Mennink, and B. Schoenmakers

In this paper we will focus on the computation of x mod a for a public mod-
ulus a. We observe that in many applications, particularly in secure statistical
analysis, division is used with a public modulus only. For example, for the mean
Z=(x1+ - -+z5)div L of a set of L values, it suffices to divide by the publicly
known L. A similar observation can be made for the computation of the vari-
ance. Hence, efficient protocols for the case of public a are clearly of interest, and
we will show how to achieve efficient solutions. Although our results apply to a
broad range of approaches in secure multiparty computation, we will present our
protocols mostly for the framework based on threshold homomorphic cryptosys-
tems (THCs) [11} Bl 22]. This framework allows n parties, n > 2, to securely and
privately evaluate a given function f: given encrypted inputs [z1],...,[zL], it
will be ensured that the output is an encryption [f(x1,...,z1)], without leaking
any further information on the values x1, ..., zr. In general, one may construct
a Boolean or arithmetic circuit for f, consisting of basic gates such as NAND
gates or addition/multiplication gates, and then evaluate this circuit securely.
For performance reasons, however, specific protocols are needed to obtain more
practical solutions.

The advantage of our THC-based protocols is that the malicious case can
be treated without efficiency loss (asymptotically) compared to the semi-honest
case. Our protocols can also be translated to the framework based on verifiable
secret sharing (cf. [6]). In this case, however, the malicious case will be (asymp-
totically) more expensive than the semi-honest case. The technical reason is
that some of the particularly efficient zero-knowledge interval proofs used in the
THC-based approach do not carry over to the VSS-based approach. Our proto-
cols can be seen as a generalization of the bit decomposition protocols of [23]. As
observed in [23], the problem of evaluating 2 — z mod 2 is already non-trivial as
it cannot be solved when ElGamal is used as the underlying (additively) homo-
morphic cryptosystem: an efficient protocol for computing the least significant
bit [z mod 2] for given [z] would imply efficient computation of a hard-core bit
(of the one-way function x — g¢%), contradicting the discrete log assumption.
Therefore, we will use a sufficiently strong homomorphic cryptosystem for our
protocols, concretely the Paillier cryptosystem. An immediate application of in-
teger division is to securely access arbitrary bits of a given input [z] efficiently.
For an /,-bit integer x, the work to access the i-th least significant bit will be
proportional to i, as ; = (x div 2¢) mod 2. Our protocols actually simplify con-
siderably for the case that a is a power of 2, such that the overall work is much
less than one would need using the bit decomposition protocol of [23].

1.1 Owur Contributions

For a set of m participants jointly sharing the decryption key of the Paillier
cryptosystem, we construct a protocol which, on input [z] with z < 2% and
a public ‘modulus’ a such that 2fe~! < ¢ < 2% outputs an encryption of the
modulo reduction of z with respect to a, [z mod a]. Consequently, this implies
a protocol for computing an encrypted integer division [z div a]]. The efficiency
of the protocol relies on the fact that a is known and, in particular, its length
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is known. The protocol has a broadcast complexity varying between O(nkf,)
and O(n?k(,) (with corresponding round complexities O(n) and O(1)), where k
is a security parameter, and the variation depends on the building blocks used
(e.g., for random bit generation several protocols are known, which differ in
complexities). In [I6 Sect. 5], the protocol is proven statistically secure in the
framework of Cramer et al. [5].

As an interesting application, this protocol can be used for secure and efficient
statistical analysis on encrypted data. In [I6] Sect. 8], a protocol for the compu-
tation of the variance of L inputs is constructed in detail. Other statistics can be
implemented similarly. The possibility to securely evaluate statistics allows for
a broad range of applications, like (medical) surveys. In medical surveys, many
users release medical data to some institute which analyzes the data and outputs
some result (a diagnostic, a result of statistical analysis, etc.). However, medical
data are privacy sensitive and users might be unwilling to reveal these data in
plaintext. Using secure multiparty computation, the institute is represented by
a set of multiparty computation servers and the users can input their medical
data in encrypted form. The servers then use the modulo reduction protocol for
secure statistical analysis. We end by noticing that the protocol can easily be
carried over to a client/server setting [16, Sect. 7], and that it has many other
practical applications, for instance in the area of secure face recognition [I0],
packing of encrypted values [2] and auctions [7, [12]. In particular, a modulo re-
duction protocol allows for easily obtaining packed encrypted values out of one
encryption.

1.2 Related Work

The relation with the bit decomposition protocols of [23] has already been dis-
cussed. For the unconditional setting using verifiable secret sharing, Algesheimer
et al. [I] constructed a modulo reduction protocol which works for encrypted
modulus a. The protocol relies on approximating 1/a (for which also a proto-
col by Kiltz et al. [I8] can be used). This protocol is only of theoretical in-
teres: instead of x mod a, the value x mod a + ia is computed, with |i| <
(n + 1)(5 + 24—ty for some additional security parameter ¢’ (the num-
ber of correctly approximated bits of 1/a). The value  mod a is then computed
after O(n2f—ta _5/) executions of a comparison protocol, which makes the proto-
col inefficient. We note that our protocol does not rely on approximations. More
comparable to ours is the VSS-based protocol by Damgéard et al. [6], which opts
for constant rounds. Unlike ours, their scheme does not make use of the form
of a. In particular, in the THC-setting their protocol has a broadcast complex-
ity varying between O(nkly(logfly + ¢,)) and O(nkly(n + logl, + ¢,)), where
l, > L,. In many practical applications the value ¢, is even much smaller than
£, as exemplified in Sect. Bl Using ideas of [I], their protocol can also be ex-
tended to secret a. We stress that for our purposes the protocol with public a

! We note that From and Jakobsen [I3, Ch. 8] discuss the efficiency of the protocol
of [I]. They conclude that the performance is generally low, particularly for a large
number of participants. See also [24], Sect. 4.6].
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suffices. In [4], Catrina and Dragulin independently introduce a modulo reduc-
tion protocol similar to ours. However, unlike ours, their protocol is constructed
for secure computation based on secret sharing and considers modulo reduction
by powers of two only. Our protocol works for general a, and in particular relies
on efficient ways for generating random values from [0, a) securely. Moreover, [4]
provides security against semi-honest adversaries only, while our protocol covers
the malicious case.

Although our main concern is the modulo reduction protocol, we also consider
related work with respect to statistical multiparty computation, which is used
as motivational example. Many works on privacy-preserving statistical analysis
(e.g., [9,[18]) focus only on techniques other than THC-based secure multiparty
computation. In [I7], computation of moments is considered for Paillier encryp-
tions and used to compute statistics like the mean and the variance. The authors
circumvent the need for a modulo reduction protocol by applying division on the
decrypted moments only. This protocol is not of practical interest: if for instance
Zle x; is decrypted rather than (25:1 z;)div L, the protocol unintentionally
leaks information about the inputs, namely (Zf:l x;) mod IB. Moreover, the
protocol of [I7] cannot be integrated as a sub-protocol with encrypted output,
while this would be desirable in many applications like packing of encrypted val-
ues. In this sense the construction of the modulo protocol offers a new approach
for privacy-preserving statistical computation.

2 Preliminaries

Throughout, we denote [4, B) := {4, A+1, ..., B—1}. By ‘random’ we implicitly
mean ‘uniformly randomly and independently distributed’, and we denote by
x €r V the event that z is taken at random from V.

PAILLIER CRYPTOSYSTEM. Our protocol relies on the additively homomorphic
cryptosystem by Paillier [20], but we consider its generalization and its threshold
variant by Damgard and Jurik [8]. On input of a security parameter k, the public
key consists of an RSA modulus N = pq of length k, for p = 2p’+1 and g = 2¢’+1
safe primes, and a positive integer s. We define m := p’q’. The secret key is a
value d coprime to N? satisfying d = 0 mod m. The message space is the ring
Zys, and a message x is encrypted by taking an r €p Z}y.;: and computing
¢ = (N 4+ 1)*rN" mod N*t1. For the threshold decryption, d is polynomially
shared among the n participants, each participant has a share d;, and at least
t participants are required to correctly decrypt a ciphertext. This decryption
protocol operates in constant rounds and has broadcast complexity O(nk). A
more detailed specification of the cryptosystem can be found in [§]. Encryptions
are denoted by [z].

PRrROOFS OF KNOWLEDGE. Our modulo reduction protocol involves zero-know-
ledge proofs of knowledge in order to achieve security against malicious adver-
saries. We use standard X-protocols, which can be made non-interactive using

2 Otherwise, if the value = mod a is computed, the value z div a would leak.



Modulo Reduction for Paillier Encryptions and Application 379

the Fiat-Shamir heuristic and are provably secure in the random oracle model.
In particular, our protocol involves interval proofs in which a prover shows that
a published encryption [x] encrypts a value x € [A, B). For this, one can use the
protocol by Boudot [3] (refined in [I9, [15]). This protocol operates in constant
rounds and has broadcast complexity O(k).

2.1 Multiparty Computation Gates

The proposed protocol requires several efficient gates, which will be introduced
in this section. Using efficient X-protocols, these gates handle the malicious case
efficiently. We recall that the Paillier cryptosystem is additively homomorphic,
which means that given encryptions [z],[y] and a public a, the encryptions
[x + y] = [=][y] and [az] = [«]* can be computed non-interactively.

MULTIPLICATION. Cramer et al. [5] constructed a constant round protocol for n
participants to securely compute [zy] given [z], [y]. This protocol has broadcast
complexity O(nk).

RANDOM BIT GENERATION. Several multiparty protocols for generating random
bits are known, varying between an O(n%k) broadcast complexity protocol in con-
stant rounds [5], and an O(nk) broadcast complexity protocol in O(n) rounds [23].
COMPARISON GATE. On input of two encrypted bit representations ([zo],. ..,
[xe—1]) and ([yo], - - -, [ye—1]), a comparison gate outputs an encrypted bit [[x <
y]]. An O(lg¥) round complexity protocol [14], as well as a constant round
protocol [6] are known, but the latter has a considerably higher hidden constant.
Both protocols have broadcast complexity O(nkf).

3 Random Bitwise Value Generation

The modulo reduction protocol introduced in Sect. [ requires a sub-protocol to
generate a value r € [0,a) in a bitwise manner. We refer to this gate as the
random bitwise value generation protocol and we discuss such a protocol in this
section. Other protocols for securely generating random values from a restricted
domain are known as well [2]].

Protocol 1 (Random bitwise value generation). Given a publicly known
value a such that 2¢~1 < g < 2% the following protocol generates an encrypted
bit representation ([ro], ..., [re,—1]) of r such that r €g [0, a). The participants
P; (i =1,...,n) perform the following steps:

1. Forj =0,...,¢,—1, the participants jointly generate random bit encryptions
[r;] for r; €r {0,1};

2. Using a comparison gate, [[r < a]] is computed and jointly decrypted. If
[r < a] =0, the protocol is restarted.

Notice that in case a # 2%, the number of restarts of the protocol is 2% /a < 2
on average. Using this observation, we conclude that Prot. [l has broadcast com-
plexity varying between O(nkf,) (with round complexity O(n)) and O(n2kl,)
(in constant rounds). Correctness and security are proven in [16, Propositions 1
and 3].
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4 Multiparty Modulo Reduction

We consider input [z] with 2 € {0,1}% and a public value a such that 2f~1 <
a < 2% for some /,, and construct a protocol for the computation of [z mod a].
Without loss of generality, we assume that ¢, < ¢,: clearly, if ¢, > ¢, then
certainly a > x, in which case  mod a = z. The protocol relies on the fact
that it is unnecessary to compute the ¢, bits of z if the modulus a < 2% is
known for some ¢, < £,. As in many cases /, is relatively small compared to £,
(cf. Sect. [l), this reduces the costs. We recall that we have n participants (¢,n)-
threshold sharing the secret key for Paillier decryption, and that the public key
for the cryptosystem is (N, s). We introduce a security parameter £, which we
require to satisfy an2f=+t < N*.

Protocol 2 (Modulo reduction). Given [z] for x € {0,1}% and a publicly
known value a, the following protocol outputs an encryption [z mod a]]. The
participants P; (i = 1,...,n) perform the following steps:

1. The participants jointly generate a random encrypted bit representation
([ro],- - [re,—1]) of r such that r €g [0, a), using Prot.[Il In parallel, each
participant takes s; €g {0, 1}% % and publishes S; = [s;] together with an
interval proof of knowledge for relation {(S;;s;) | Si = [si] As; € [0,20F5)1;

2. Each participant individually computes

[2] = [10r] (H[[Si]]) = ﬂfﬂ—rﬂlzszﬂ ;

3. Using threshold decryption the participants obtain z, and compute z =
Z mod a;

4. Using a comparison gate the participants compute [c¢] = [[l[a —1 —Z < r]];

5. Each participant individually computes

mod([z], a) = [Z][r][c] ™ = [T + r — ca].

Notice that in phase 4 the comparison gates of Sect.Z.I]can be used, as a—1—7 is
known in plaintext, and the participants know the encrypted bit representation
of r. Correctness and security are proven in [I6, Propositions 2 and 4].

5 Efficiency Analysis

The modulo reduction protocol has average broadcast complexity varying be-
tween O(nkl,) (in O(n) rounds) and O(n?kl,) (in constant rounds). The ab-
solute number of rounds highly depends on the gates used. In [6], Damgard et
al. also construct a modulo reduction gate, although for verifiable secret sharing.
The THC-analogue of this gate is less efficient than the one proposed here. Their
protocol has a broadcast complexity varying between O(nkf, (logl, + ¢,)) and
O(nkly(n +logly + £,)) (with round complexities O(n + ¢;) and O(1), respec-
tively). More importantly, in many practical applications the value ¢, is rather
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small compared to £,: consider for example a scenario where 100 millionaires
want to securely compute an encryption of their average fortune. In this case
l, = 7, while ¢, = 37 but needs to be extended to 47 to cover billionaires as
welfl. Note that Damgard et al.’s construction needs to compute the complete
bit representation of x, while the idea of the proposed scheme relies on knowledge
of the form of a.
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