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Abstract. Cloud computing is generally believed to the most gifted technologi-
cal revolution in computing and it will soon become an industry standard. It is
believed that cloud will replace the traditional office setup. However a big ques-
tion mark exists over the network performance when the cloud traffic explodes.
We call it “explosion” as in future we know that various cloud services replac-
ing desktop computing will be accessed via cloud and the traffic increases ex-
ponentially. This paper aims at addressing some of these doubts better called
“dangers” about the network performance, when cloud becomes a standard
globally. Our study concentrates on, that despite of offering better round-trip
times and throughputs, cloud appears to consistently lose large amounts of the
data that it is required to send to the clients. In this paper, we first give a concise
survey on the research efforts in this area. Our survey findings show that the
networking research community has converged to the common understanding
that a measurement infrastructure is insufficient for the optimal operation and
future growth of the cloud. Despite many proposals on building an network
measurement infrastructure from the research community, we believe that it
will not be in the near future for such an infrastructure to be fully deployed and
operational, due to both the scale and the complexity of the network. We ex-
plore this problem, and offer deduction that might explain this erratic behavior.
We also suggest a set of technologies to identify and manage cloud traffic using
IP header DS field, QoS protocols and some high speed edge routers. Our solu-
tions assume that cloud is being assessed via basic public network.

Keywords: Cloud computing, traffic, Round trip time, Throughput, IP,
DS field, MPLS, RSVP, Sampling.

1 Introduction

Akin to how very few people today prefer to build a house on their own, but rather
prefer to rent one, in the next generation of computing, people may prefer to opt for
renting a scalable and reliable provider for their computing needs. This will actually
minimize risks while induction a new application, rather than build an entire new en-
terprise for the purpose of launching products. Cloud computing is such one of the
hottest topics in information technology today. This is the outsourcing of data center
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functionality and resources to a third party via a network connection. Companies use
IT for highly distributed activities including transaction processing, Web retail and
customer support, data analysis and mining and regulatory reporting. If these applica-
tions are hosted via cloud computing, it will be necessary to link cloud resources to a
company's own data center resources for data access, and it will also be necessary to
provide user access to the applications in the cloud.

Though there is much talk about the rewards of using the cloud, there is no existing
measurement study to validate the claims. Also no clear comparisons have been made
between the performance of a cloud computing service and that of an established web
hosting service. With relation to Cloud Computing, we can classify measurement
studies into two broad categories: computation-based measurements and network-
based measurements. The computation-based measurements include Storage, Process
cycles, and language engine performance. These measurements can only be made at
the server level and hence are taken by the service providers themselves or by author-
ized third parties. The network based measurement is a quantities and qualitative met-
rics that may include throughput, round trip time, data loss and other QoS (Quality of
Service). The main attention of our work is on network-based measurements of the
Cloud Computing service.

1.1 The Network Based Measurement

The three important metrics that we shall be analyzing for the cloud network meas-
urement are Network Throughput, Roundtrip time (RTT), and Data Loss, using the
measurement tool. A brief description of each of these metrics is provided below:

i) Network Throughput: The average rate of successful data transfer through a net-
work connection is known as network throughput. It is important to differentiate this
term from network bandwidth, which is the capacity for a given system to transfer
data over a connection. Though providers base their billing on bandwidth and not
throughput, throughput is more important from a client’s perspective as it decides the
data rate they receives for there request.

ii) Round-trip Time (RTT): RTT is defined as the time elapsed from the propaga-
tion of a message to a remote place and to its arrival back at the source. The choice of
this metric is obvious it provides the exact amount of time that a client accessing a
web application would experience as delay in receiving the output of her query from
the time of her input.

iii) Packet/Data loss: Packet loss occurs when one or more packets of data travel-
ing across a computer network fail to reach their destination. This metric is important
as it places a quantitative test on the data that a client actually received from the
server. Loss can be measured either as loss rate — which detects the amount of data in
bytes or as packets lost per unit of time - or simply as loss - the amount of data in
bytes that were lost during transfer. It is important to note that none of these metrics
can alone provide a general picture of the performance of the cloud computing
service.

The various dimensions by which network will get affected with cloud data can
describe as:
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I. Cloud data storage: The network will be affected by data needed in applications
running in the cloud When there are large quantities of data involved (a large database
or several large databases) in an application, access to the data must be fast and reli-
able or the application's runtime will be excessive. That means either data should be
stored in the cloud (which may present cost and privacy concerns) or have a very fast
network with very high QoS to support cloud connections.

II. Cloud Data updates and backup: If the source data for the application is highly
dynamic, the link between the cloud data resources and enterprise data resources will
need to be very efficient. But if the data is more static, network requirements for
maintaining the data will be less important and there may be little impact on a com-
pany's network. The most difficult application class to support efficiently in cloud
computing outsourcing is simple "overflow" or backup applications where traditional
enterprise applications are run in the cloud instead. This class of application can cre-
ate enormous data access requirements unless the entire enterprise database is hosted
in the cloud, something few organizations would consider. If this application of cloud
computing is supported, the only effective strategy will be to create a high-speed con-
nection between the cloud computing data center and the enterprise data center, so
that traffic can then jump to the normal enterprise network.

III. Cloud data access. If the application is to be accessed from many locations in
many countries, the access must be secure, fast and reliable. If access is primarily
from a company's own facilities, then it may be necessary to connect the cloud com-
puting resource to the company's own network. Where a cloud application is highly
incorporated with a company's own data center resources for any reason, the perform-
ance of that connection is absolutely critical. If it fails, not only is there a risk that the
application will fail, there is a risk that data between the cloud and the enterprises
own storage resources will lose synchronization, requiring a complex and expensive
restructuring. Thus, this kind of cloud application should probably be supported with
a private data link to the cloud computing resource. Tense integration between cloud
computing information resources and the data center may also increase requirements
on the data center network and on any trunk connections between the data center and
other primary or regional headquarters locations.

2 Current State of Cloud Computing Services

The problem Definition: There are a number of cloud computing services in the
market today, each offering a variety of services ranging from powerful tools like
Google App Engine offers to the complete server solution that Amazon EC2 offers.
According to the Network Performance Frustration Research Report by Dimension
Data, IT users lose a monthly average of 35 minutes on network log-in delay and 25
minutes on e-mail processing activities such as downloading of mail from a server.
File transfers take up an average 23 minutes per month. According to the report,
shorter delays were associated with applications such as VoIP (voice over Internet
Protocol) and video, but such applications have low tolerance for delays that any time
lapse might render them unusable. The survey also found that 30 percent of end users
including decision makers--reported frequent computer crashes and slow running ap-
plications. On the other hand, about 30 percent of IT departments have well-defined
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processes for handling network performance issues. In addition, fewer than 40 percent
of IT departments have complete capability to monitor network performance, and
even smaller groups have access to a "rough view" of network traffic. Lack of visibil-
ity could result in either unnecessary over-investment, or conversely too little invest-
ment, and may lead to unnecessary costs and performance implications.
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Fig. 1. Worldwide growth of digital Information

Studies indicate that cloud engines perform exceedingly poorly under heavy loads,
opposite to claims made by the cloud companies. What actually is the scenario in
most cloud is, at zero load, App Engine will not dedicate much server resource to an
application, letting a single server monitor the application. When this server is sub-
jected to an extremely heavy load, the single App Engine server appears to make
connection and service every request that arrives to an application at least partially,
regardless of the number and size. In the meantime, it appears to be calling for assis-
tance from the other servers in the cluster in order to distribute the load efficiently.
This would probably result in a delay in servicing a request for the client. With a more
robust client like a browser, a slightly longer delay is permissible. According to a
study, The Internet traffic that includes cloud services of 2015 will be at least 50
times larger than it was in 2006.Thus the network growth at these levels will require a
dramatic expansion of bandwidth, storage, and traffic management capabilities in
core, edge, metro, and access networks.

2.1 Networking Vendors Are Forced to Change Their Equipments: The Efforts
Going On .....

When a company builds a web site in the real world, they assemble servers, routers,
switches, load balancers and firewalls, wire them up, configure them and go live. But
when that application moves into a cloud environment, things change. In a cloud
model, the customer isn’t dealing with physical equipment. Many operational clouds
still require their customers to accumulate their own machines, however virtual. To
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build an application, the operator still needs to do what they do in the real world —
assemble servers, routers and switches to make a data center — only this time; they’re
configuring virtual servers instead of real ones. All this means a big transition for the
makers of traditional networking equipment. The company's like Cisco, Juniper Net-
works and many more are adding some new piece of telecommunication equipments.
Cisco will give its customers like cable and mobile phone companies and Internet
service providers six times the capacity of products from competitors. The change is
desperately needed because the rapid explosion of data and movies distributed on the
Web will mean a doubling of Internet traffic by 2010 and again by 2012. Edge routers
will play a crucial role in determining whether that future consumer experience will
be a pleasant one, or simply another excuse to keep your cable company's customer
service division on speed-dial. Unlike core routers, which send data packets within a
network, edge routers are the traffic cops for data that travels between local area net-
works (LANs). They sit on the boundaries, of service areas and are that much closer
to the actual users. They are expected to handle a lot of the diverse media now head-
ing to homes and cell phones. In future, routers might function via load balancing
over passive optics, with packets distributed randomly across the lines. A passive op-
tical switch, which consumes no power itself, will regulate data flow, eliminating the
need for arbiters (directional data packet buffers), and increase performance. Flow by
flow load-balancing will enable the building of a mesh network, which will operate
over a logical mesh of optical circuits, support all traffic patterns, will be resilient
against failure, demonstrate simple routing and cost less to run. Presently, no network
provider makes a profit from generating a public internet service, which has to be
subsidised by Voice (especially mobile) and VPN activities. Ultimately this lack of
profiteering will lead to the consolidation of the number of network providers, which
will inevitably converge into one monopoly provider. Potentially optical dynamic
circuit switches will be used. These are well suited to optics, are simple, have high
capacities to unit volume and wattage, low cost, no queues and no delay variation.

3 Existing Solutions and Associated Problems

3.1 VPN (Virtual Private Network)

The easiest application of cloud computing to support the enterprise network is one
where access to the application is via the Internet/VPN, where the cloud computing
host can be joined to the VPN, and where little synchronization of data is needed be-
tween the cloud host and the enterprise data center. In this case, there will be little
traffic impact on the enterprise network, but the support of a cloud resource as a
member of the VPN will cause security considerations that will have to be resolved
both in a technical sense and through a contract with the cloud computing provider.
However the cloud computing providers may incur significant network bandwidth
charges as their business grows. These charges can result from traffic to and from
customers and traffic between provider’s sites. Moreover to implement private tunnels
service providers can use there own WAN with multiple peering points with all major
ISP’s, however small cloud vendors lack the resources to implement it.
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3.2 Use of Geographical Distribution Services

With the increase of cloud traffic, some cloud support service providers give network
and system administrators a DNS based alternative to costly hardware based global
server load balancing systems. They direct their client’s traffic to the geographically
closest available servers. It gives an ability to route, load balance and control cloud
traffic to the applications running on the dedicated servers that they provide. This
solution may have to deal with all the problems related to geographical distribution
like replication of data, fragmentation, updating etc. Moreover it is difficult and inef-
ficient for a cloud vendor to keep servers globally.

4 Differential Services(DS), QoS Protocols(MPLS, RSVP),
Sampling Packets and High Speed Edge Routers — A Proposed
Solution to Traffic Problems

We know that the telecommunication companies are making efforts to develop new
high speed telecommunication devices like high speed routers and putting fiber optics
path against traffic demands of cloud. But this will not be going to happen globally in
near future since replacement of these technologies will cost high and cannot be em-
ployed globally in one day. Therefore with a little support of these paths and routers,
we propose a solution to traffic problems just described above. The solution involves
marking cloud traffic with the use of IP Header DS (Differential Services) to identify
cloud vendors traffic and providing QoS protocols (RSVP, MPLS) to satisfy the traf-
fic demands along with high speed Edge routers. Because these high speed routers/
routers identifying QoS protocols will be very few, they use tunneling approach to
forward packets to each other and identify cloud traffic using DS field. In this paper
we suggest a solution that involves use of following technologies:

4.1 Use of IP header DS field to identify cloud traffic.

4.2 Use of QoS (Quality of Service) protocols such as RSVP to reserve resources,
MPLS to label such packet for forwarding and providing required services.

4.3 Use of high capacity edge routers.

4.4 Use of sampled packets to monitor cloud traffic

The overall procedure and use of these techniques to provide QoS and to monitor
cloud network are as follows: As traffic increases need for a guaranteed quality of
service (QoS) for network communication grows for cloud systems. The Internet En-
gineering Task Force (IETF) has proposed many service models and solutions to meet
the demand for QoS. Cloud systems should provide some communication capability
that is service oriented, configurable, schedulable, predictable, and reliable. In our
paper we are suggesting to use RSVP and MPLS protocols to achieve QoS. RSVP is
signaling protocols for setting up paths and reserving resources and MPLS is a for-
warding scheme that labels the packet and then forward those packets based on the
label.
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4.1 Use of Differential Services

We suggest Differential service field of IP header to be used to classify and recognize
cloud network traffic. Differential services categorize the packets at the edge of the
network by setting the DS field of the packets according to their DS value. In the
middle of the network packets are buffered and scheduled in accordance to their DS
field. MPLS Label Switching Routers (LSR) provides fast packet forwarding com-
pared to routers, with lower price and higher performance. They also offer traffic
engineering, which results in better utilization of network resources such as link ca-
pacity as well as the ability to become accustomed to node and link failures. Accord-
ing to RFC 2474 six bits of the DS field are used as a code point (DSCP) to select the
PHB a packet experiences at each node. A two-bit currently unused( Fig 2).

Differentiated Services Codepoint (DSCP) Currently
RFC2474 Unused
- ~

(0) 1 2 3 4 5 6 7

Fig. 2. Differentiated Services Field

Since we want to differentiate usual internet traffic and cloud traffic we can use
one LSB’s i.e last bit(8th Bit) which is unused by internet, to identify cloud traf-
fic(Fig. 3). If the 8th bit is set it identifies packet as cloud packet, in this case the 6
MSB’s contain 101110 which is suggested for Expedited forwarding in internet and
having highest priority over all the traffic. Expedited Forwarding minimizes delay and
jitters and provides the highest level of aggregate quality of service. But if 8th bit is
not set it will be identified as internet traffic and the router can then check for the 6
MSB’s to serve internet traffic as defined in IETF standard.

Differentiated Services Codepoint (DSCP) Can be Used
RFC2474 to identify Cloud traffic
A
' I

0 1 2 3 4 5 6

Fig. 3. Suggested classification for cloud traffic
4.2 Use of Qos Protocols

4.2.1 Use of MPLS
MPLS is an advanced forwarding scheme. It extends routing with respect to packet
forwarding and path controlling. Each MPLS packet has a header. MPLS capable
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Fig. 4. MPLS

routers, termed Label Switching Router (LSR), examine the label and forward the
packet. In MPLS domain IP packets are categorize and routed based on information
carried in the IP header DS field of the packets. An MPLS header is then inserted for
each packet. Within an MPLS proficient domain, an LSR will use the label as the in-
dex to look up the forwarding table of the LSR. The packet is processed as specified
by the forwarding table entry. The incoming label is replaced by the outgoing label
and the packet is switched to the next LSR. Before a packet leaves a MPLS domain,
its MPLS header is removed. This whole process is showed in Fig. 4. The paths be-
tween the ingress LSRs and the egress LSRs are called Label Switched Paths (LSPs).
MPLS uses some signaling protocol like RSVP to set up LSPs. In order to control the
path of LSPs efficiently, each LSP can be assigned one or more attributes. These at-
tributes will be considered in computing the path for the LSP. When we use Differen-
tiated Service filed to identify cloud traffic, packets are classified at the edge of the
network. The Differentiated Services-fields (DS-fields) of the packets are set accord-
ingly. In the middle of the network, packets are buffered and scheduled in accordance
to their DS-fields. With MPLS, QoS is provided in a slightly different way. Packets
still have their DS-fields set at the edge of the network. In addition, the experimental
fields in the MPLS headers are set at the ingress LSRs. In the middle of an LSP,
packets are buffered and scheduled in accordance to the experimental fields. Whether
MPLS is involved or not in providing QoS is transparent to end users. Sometimes it is
advantageous to use different LSPs for different classes of traffic. The effect is that
the physical network is divided into many virtual networks, one per class. These vir-
tual networks may have different topology and resources. Cloud traffic can use more
resources than best effort traffic. Cloud traffic will also have higher priority in getting
the backup resources in the case of link or router failure. LSP’s will be treated as a
link in building the LSPs for VPN. Only the endpoints of LSPs will be involved in the
signaling process of building new LSPs for VPN. LSPs are therefore stacked.
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4.2.2 Use of RSVP

RSVP is protocol for resource reservation in network nodes along traffic’s path. To
achieve it the sender sends a PATH Message to the receiver specifying the character-
istics of the traffic. We are assuming that DS field is used to identify cloud traffic.
RSVP enables routers to schedule and prioritize cloud packets to fulfill the QoS de-
mands. Every middle router along the path forwards the PATH Message to the next
hop determined by the routing protocol. Upon receiving a PATH Message, the re-
ceiver responds with a RESV Message to request resources for the flow. Every inter-
mediate router along the path can reject or accept the request of the RESV Message.
If the request is rejected, the router will send an error message to the receiver, and the
signaling process will terminate. If the request is accepted, link bandwidth and buffer
space are allocated for the flow and the related flow state information will be put in
the router.

(1) PATH (2)PATH (3)PATH

fio —goui,_ o~ mebe
RESV

Fig. 5. RSVP Signaling

4.3 Use of High Speed Edge Routers

Another requirement for traffic problem elimination is installing high-performance,
carrier-class, intelligent routers at the edge of the network, through which operators
can efficiently manage bandwidth while delivering cloud services over cable infra-
structure. Cloud networks require carrier-class edge routers with high levels of clev-
erness so that all traffic flows can be efficiently classified and treated according to
network policies. The key feature of this position in the network is that the edge
router is the first trusted device in the network and must therefore have the intelli-
gence to implement traffic classification, management and policing. Edge routers fo-
cus on processing large numbers of cloud packets with simplified per packet logic.
The routers at the edge of the network recognize and classify traffic flows and need
to provide per-flow dealing according to network policies. After dealing with the
flows, the router must proficiently forward the traffic to the appropriate destination.
Traffic treatments include applying the suitable Quality of Service (QoS) controls as
well as implementing Admission Control and other traditional router services. To be
effective edge routers also need to offer support advanced-load balancing to guarantee
the optimization of network infrastructure assets. The packets are processed by Edge
routers in the following way: The most basic function of packet processing is the



Elucidation of Upcoming Traffic Problems in Cloud Computing 77

classification function, which performs packet differentiation and understanding
based on the packets’ header information.

To achieve both high-speed packet processing and complex processing with flexi-
bility, the packet engine is constructed from multiple programmable processing units
(PU’s) arranged in a pipeline-manner as shown in Figure. Each processing unit is spe-
cialized for table lookup operation and packet header processing. These processing
units are controlled by micro-code processing units are controlled by micro-code
which can be programmed to meet the customers requirements. Implementing multi-
ple processing units may increase the circuit-size; but given the recent advances in
LSI technology, this will not be a significant issue. The packet access registers in the
processing units that the packets go through. These packet access registers form a
cascaded packet transmission route The incoming packets are forwarded in synchro-
nization with clocks with no additional buffering delay time. The processing units can
perform operations on the packets only when they are passing through their packet
access registers. The processing is distributed among multiple processing units.

It provides 1) high-speed processing, 2) the packet classification function essential
for QoS processing, and 3) the ability to flexibly define these functions. QoS performs
1) flow detection, which maps each packet into an associated QoS by classifying them
according to the DS field information, and 2) QoS management, which measures and
polices the flow quality (bandwidth, delay, jitter, etc.) and manages the packet send-
ing order by scheduling.

After marking the packets according to their QoS requirements, the packet has to
be transmitted within the network according to a routing scheme, which searches a
table to find a routing. Then, the packet headers must be modified in accordance with
the routing.

4.4 Sampling Cloud Data

To make the cloud traffic smooth and to minimize traffic problems we can use tech-
niques for monitoring cloud networks. The monitoring techniques describe a mecha-
nism to capture traffic data in switched or routed networks. It uses a sampling tech-
nology to collect statistics from the device and is, for this reason; applicable to high
speed networks (at gigabit speeds or higher). An agent is the implementation of the
sampling mechanism on the hardware (for example a switch). The collector is a cen-
tral server which collects the data grams from all agents to store or (later) analyze
them. The agent uses two forms of operation: statistical packet-based sampling of
switched or routed packets, and time-based sampling of interface counters.

Based on a defined sampling rate, either for the complete agent or for a single in-
terface, 1 out of N packets is captured and sent to a collector server. This type of sam-
pling does not provide a 100% accurate result in the analysis but it does provide a
result with quantifiable accuracy.

5 Conclusion

Cloud computing is a relatively new concept, and the current services are emerging.
As a result, a very limited amount of literature is available in the area. Furthermore,
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no clear standards exist in this industry, and hence each service provider has its own
definitions for resource usage. The upcoming near danger of traffic explosion is really
a challenge for the cloud services. Though a lot of telecommunication companies get
involved to solve the problem, yet a lot of efforts need to be done. Traffic shaping,
load balancing, traffic monitoring, adding new high capacity routers, adding high
bandwidth fiber optic networks and many more keywords like these need to be con-
sidered for the success of next generation computing- Cloud Computing. That’s a big
challenge for the IT service vendors. Nobody should jump into cloud computing on a
massive scale; it must be managed as a careful transition. A smart enterprise will trial
out applications of cloud computing where network impact is minimal and gradually
increase commitments to the cloud as experience develops. That way, network costs
and computing savings can both be projected accurately.
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