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Abstract. Mobile ad hoc networks (MANET) are formed when two or more
nodes come within the communication range of each other. Since the wireless
range is very short, all the nodes in the network have to extend their complete
co-operation for efficient functioning of the network. This paper proposes a
generalized trust framework for any ad hoc routing protocol to curb selfish and
malicious nodes in a MANET. The trust relationships existing between the
nodes determine the routing path to be taken for data transfer. The trust frame-
work is combined with any MANET routing algorithm. The performance analy-
sis of this framework is currently done with two reactive protocols. Jointly, they
form a trusted network to curb various attacks originating in the ad hoc net-
work. This type of a trusted framework established in a MANET, would be
most suited for tactical environments.

1 Introduction

Security is one of the major issues to be considered in the deployment of MANETS in
a tactical network environment. Since, today’s world is moving toward Network-
Centric Warfront [1], the requirements and functionalities of ad hoc networks are
much more than their wired counterparts. MANETSs should provide all services like
routing, data forwarding, resource availability which are typically offered by infra-
structure-based networks, in a most secure environment. In addition, the participating
entries in the network should be capable to self-organizing among themselves in a dy-
namically changing topology with limited resources. The absence of centralized infra-
structure or server component in mobile ad hoc networks poses the greatest security
challenge [2]. Since no monitoring or detection software can be deployed for the
network, the mobile devices which form the network have to take care of routing, se-
curity and all other server functionalities. Hence, all mobile devices are expected to
extend their co-operation in exchanging routing information, forwarding of data pack-
ets etc. It is easily possible that after the deployment of these mobile devices, some of
the nodes may be implanted by enemies in a tactical environment [1]. These nodes
may behave maliciously, disrupting the networking services. Therefore, it is very es-
sential to safeguard the ad hoc networks which are deployed in a tactical environment.
Effective solutions to these security issues need to be proposed for widespread de-
ployment of mobile ad hoc networks.
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The wireless links are more susceptible to various types of attacks like passive
eavesdropping, active modification of messages, disruption of service, replay attacks
and impersonation attacks [2]. The compromised nodes makes use of the unreliable
links and dynamic topology of ad hoc networks and introduce inconsistencies in the
routing table information exchange. It is very difficult to detect these nodes because
there is no central server component wherein key management and monitoring soft-
ware can be installed. Hence, detection of attacks and countermeasures to be taken in
the midst of these attacks will be very complex. Establishment of trust relationship
between the nodes will lead to the detection of these attacks and isolation of compro-
mised nodes [2].

To curb selfish behavior of nodes in mobile ad hoc networks, three broad strategies
are identified: reputation-based methods, credit-based methods and game theory solu-
tions [3]. In reputation-based schemes, the neighboring nodes are observed and their
behavior is quantified and used for routing and packet forwarding. In credit-based
techniques, the co-operating nodes are benefited from their benevolent behavior. In
game-theory based approaches, the entire forwarding process is modeled as a game
and individual participants are expected to find an optimal strategy.

This paper is an initiative towards providing a security solution which spans the
entire protocol stack of a MANET. The attacks under consideration for this paper are
black holes, grey holes and flooding attacks. A comprehensive trust framework is
suggested which will improve the efficiency of the network even in the presence of
these attacks. The rest of the paper is organized as follows. Section 2 describes the re-
lated works and literature review done on security issues in mobile ad hoc networks,
as well as various trust establishment schemes. Few works on flooding attacks pre-
vention and wormhole detection strategies are also analyzed. Section 3 briefs about
the proposed strategies to prevent the abovementioned subset of attacks. A Trust ar-
chitecture to be incorporated in each mobile node is discussed. Section 4 describes
about the performance analysis of the proposed methods. Section 5 mentions about
further enhancements to be made to the trust model.

2 Related Works

The lack of trusted environment in an ad hoc network results in many security lapses.
This is considered as one of the major concerns in the large scale deployment of ad
hoc networks [4]. Trust establishment algorithms [5, 6, 7] have been developed which
addresses few of the security attacks possible in an ad hoc network. The participating
nodes should know in advance regarding the type of security attack in the network
and run the corresponding algorithm to detect the misbehaving nodes in the network.
Most of the techniques are suited to prevent or detect a specific type of attack. These
schemes do not provide any comprehensive framework for securing the ad hoc net-
work resources.

The Dynamic Source Routing(DSR) protocol for dependable routing as presented
in [8] has the possibility of flooding and sinkhole attacks in the network. Again, this
scheme is suited for DSR and it has to be customized for other proactive and reac-
tive protocols. An improvised protocol version is presented in [9] for DSR and Ad
hoc On-demand Distance Vector (AODV). Some of the cryptographic protocol
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schemes [10, 11, 12] presented have the overheads associated with the secure rout-
ing at all times. Also, distribution of certificates and key management is again an is-
sue in mobile ad hoc networks. The presence of a server or a central monitoring
component is inevitable in these schemes. Computational overheads involved in
executing a cryptographic algorithm are considerable. The battery power and com-
putational overheads assume great importance in a resource constraint MANET en-
vironment. These schemes will be impractical for deployment of wireless ad hoc
networks in real world.

Resisting flooding attacks in ad hoc networks as in [13, 14] describes two flooding
attacks: Route Request (RREQ) and Data flooding attack. In RREQ flooding attack
the attacker selects many IP addresses which are not in the network or select random
IP addresses depending on knowledge about scope of the IP address in the network. A
single threshold is set up for all the neighbor nodes. The given solution is neighbor
suppression. In Data flooding attack the attack node first sets up the path to all the
nodes and send useless packets. The given solution is that the data packets are identi-
fied in application layer and later path cutoff is initiated. . Similar solutions are
proposed in [15] where a rate-limitation component is added in each node. This com-
ponent monitors the threshold limit of request packets sent by the neighboring nodes
and accordingly, drops the packets if the limit is exceeded. Flooding by data packets
is not addressed.

The work presented in [16, 17, 18] provides a generalized trust metric scheme to be
used for neighbor evaluation. The direct trust refers to the trust computed for all the
nodes which are adjacent to the evaluating node. Recommendation trust is an indirect
trust given by a node i, about node j to a node k. Two schemes are presented: distance
semiring, which aggregates the trust from one node to another along a particular path;
path semiring, which aggregates the trust from one node to another along different
(parallel) paths. Even though these schemes are useful in collecting a global trust
value for a particular node in the network, the overheads associated with these tech-
niques needs to be analyzed. And the practical limitations of computing a trust value
for a node, taking the feedback of every other node in the network needs to be studied
in an ad hoc environment where all the information are localized.

Hence, our proposed system considers only the direct trust values based on the
experience of the node with its neighbors. The trust concept was introduced in DSR
protocol and its performance analyzed in [19]. Furthermore, a proposal for flooding
attack prevention using the trust scheme is made in [20]. Initially, at the time of initia-
tion of an ad hoc network all the nodes will be strangers with unknown trust values.
Later, the observations and behaviors of the neighboring nodes are recorded and an
analyzed and the neighboring nodes are categorized.

3 Proposed Model

The trust establishment algorithms will run below any MANET routing algorithm.
Fig.1 shows the security issues in a wireless protocol stack. Every participating node
in an ad hoc network will be fortified with the trust architecture as shown in Fig.2.
The trust relationships between individual nodes in an ad hoc network may belong to
any type as shown in Table 1.
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Table 1. Trust Relationships existing between ad hoc nodes

Relationship: Trust significance
Node i=> Node j
Stranger The neighbor node is not evaluated.
Default value
Acquaintance Neighbor node is evaluated for relatively
short duration. Upgraded from stranger status.
Friend Neighbor node is one among the trusted

nodes in the network. The relationship is
evaluated over a period of time. Upgraded
from acquaintance.

Malicious Blacklisted neighbor nodes. These nodes
are evaluated to over a short duration and their
co-operation is not satisfactory.

Degraded from stranger.

At the time of initiation of the ad hoc network, all the nodes will be strangers to
each other. At that time, no routing packets exchange or data transfer would have
taken place. Hence, the nodes in the network would not have had a chance to
evaluate their neighbors. Once, the first request for data transfer comes in a par-
ticipating node, it initiates the ROUTE DISCOVERY process by broadcasting the
RREQ message. The trust estimator in the node will be in promiscuous mode
overhearing the transmission of the neighboring nodes. The counter which records
the RREQ message broadcast will be incremented or decremented based on the
behavior of the neighboring node. Similarly, black hole attacks of the neighboring
nodes can be detected. Table 2 lists the metrics for estimating the trust relationship
of a neighboring node.

The overall trust relationship with a neighboring node is computed by performing
the aggregation of individual metrics. The Ordered Weighted Averaging(OWA) op-
erator is used for aggregation of individual constraints.

Table 2. Trust metrics defined in an individual node

Trust Metrics

Number of RREQ packets successfully forwarded

Number of DATA packets successfully forwarded
Number of instances with matched message digest values

in packet transmission
Number of RREQs received from the neighboring node
Number of DATA packets received from the neighboring
node
Time taken to respond to a RREQ message
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OWA(T,.T....To) = Y W Ty (1)
j=l

Where T1,T2.....Tn are individual trust metrics, wj are positive weights associated
with each trust metric and o(j) is the permutation ordering of the metric.Wj > 0 and

n
Z w;= 1. The purpose of assigning weighted trust metric is to give different weights
j=1
to different trust metric. The aggregated trust value is normalized within limits (0 to
1). The normalized trust value from Eqn 2 will determine whether the neighboring
node is a friend, acquaintance, stranger or malicious as shown in Table 3.

Middleware and file security

Session security over single or multiple connections

Network layer security issues over proactive and
reactive protocols

Trust establishment algorithms which aid in routing

Data link and MAC security offered by existing
WLAN:S like IEEE 802.11

Physical layer security issues like encoding

Fig. 1. Security Issues in a wireless ad hoc protocol stack

(Ac - A min)(L max — L min)
Amax— Amin

Normalized trust T = + L min (2)
Where Ac- current aggregated trust

A min - minimum possible aggregated trust

Limax -1

L win - -1

A max - maximum possible aggregated trust

These computed trust values are stored along with routing information in the route cache
table. These observations are used in choosing the right path for data transmission. After
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discovering the routes and updating the information in the route cache, the data transfer
will be initiated. Before transmission of data packets, a message digest is computed for
the packet and sent to the neighboring node. The current node will switch to promiscuous
mode and listen to the packet transmission of the neighboring node. It will recompute the
message digest of the packet transmitted from neighboring node. If the values match, no
content modification of the packet is done by the neighboring node. Accordingly, another
counter keeps track of this behavior of the node and records it.

Some of the neighboring nodes may act malicious by frequently involving ROUTE
DISCOVERY process. These nodes may use the stale route table information and
initiate the route discovery process for destination nodes which never exist in the
network. They may involve in RREQ Flooding attacks. Hence, all the neighboring
nodes which receive the RREQ will remain in the active mode participating in the
route discovery process. This scenario will exhaust the network resources; drain the
battery power, thereby reducing the battery life of the ad hoc devices. To curtail
flooding attacks, the proposed trust model in the ad hoc node, monitors this activity.
Any node can accept only a certain number of RREQs from its neighboring node. If it
exceeds the RREQ threshold limit set for its trust relationship, which it maintains with
the current node, further RREQs will be destroyed. A similar setup is used for DATA
Flooding attacks by the malicious nodes. A neighboring malicious node may be
cooperative in route discovery process. Once the data transfer begins, it may start
sending junk packets for transmission. Even though, the content of the packet can not
be viewed at the network layer, depending on the volume of data transfer, restrictions
can be applied over the incoming traffic from neighboring node. To prevent DATA
Flooding, incoming packets for data transfer can be accepted from a neighboring node
till a certain threshold is reached. Since the packet arrival from a neighboring node is
assumed to follow a randomized Poisson distribution, any deviation from the
distribution pattern indicates malicious intention of the neighboring node and their
behavior is recorded. The cumulative probability Pn of getting n junk packets from a
neighboring node is expressed using Poisson distribution in Eqn 3.

Pa= D e™ k! 3)

k=0,n

where k is the number of times incoming packets were processed from the neighbor-
ing node at a constant rate A.

Table 3. Trust threshold limits

Relationship with Trust Threshold
neighboring node (normalized)
Friend >(0.75
Acquaintance >0.3 and < 0.75
Stranger <0.3 and positive
Malicious -1
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Fig. 2. Trust Architecture in an individual node

4 Simulations and Performance Analysis

4.1 Test 1: Few Black Holes as Neighbors over DSR Protocol

In a standard MANET running DSR protocol, compromised nodes are introduced into
the network. These intermediate malicious nodes involve in active attack by receiving
the data packets, not meant for them and simply not forwarding them. Simulations are
carried out in OPNET Modeler in a 500 X 500 Sq.m area and the mobility model
chosen is Random Waypoint. There are 25 nodes moving about with a speed of
20m/s and the transmitted power of these nodes is 1 mW. Fig.3 compares the
throughput of standard DSR and modified DSR by varying the number of malicious
nodes in the network. The modified DSR copes up well in an environment where the
number of malicious nodes in the network is less than six out of twenty five. The
performance of the trusted network is analyzed with six different scenarios as shown
in Fig.4. In all the scenarios except scenario 5, the percentage of malicious nodes in
the network is 40%. Scenario 1 represents a network by decreasing the node density
in an area. Scenario 2 is with increasing node mobility speed. Scenario 3 is with slight
increase in transmitted power of the participating nodes. Scenario 4 represents a
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Fig. 3. Comparison of Throughput by varying malicious nodes in scenario 25 nodes, 20m/s, 20
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network with increased number of nodes. In scenario 5, number of malicious nodes is
decreased to 5%. Scenario 6 represents an extreme case with many failed connections.
In all these environments, the trusted network over DSR protocol offers increased
throughput compared to standard DSR. The neighboring nodes behaving as black
holes are detected and an alternate path is found to destination over the trusted nodes.

4.2 Flooding Attacks over AODV

Simulations are carried out over a mobile ad hoc network running AODV protocol.
The simulation parameters are same as Testl. In default scenario, four nodes are made
malicious by making them to transmit RREQ packets frequently with different
identifiers which are meant for various destinations not existing in the network. Fig.5
shows the delay of packet transfer in seconds for the entire network. In modified
AODV, all the nodes in the network run the trust establishment algorithm and
evaluate their neighbors. Based on their observations, they accept RREQ packets from
their neighbors depending on their respective thresholds. If their neighbors exceed
their limit, their RREQ packets are dropped. The reduction in delay of packet transfer
is accounted for by the involvement of the nodes in data transfer rather than
participating in the RREQ flooding traffic caused by malicious nodes. From Fig.4, we
can conclude that the superfluous routing packets sent by malicious nodes are
immediately destroyed by its neighboring node.

WLAN throughput in packets/sec
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Fig. 4. Routing traffic received from a malicious node in packets/sec
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Fig. 5 shows the increase in the WLAN throughput using the modified AODV.
Thus, adding a trust establishment framework in every mobile node in an ad hoc
network, curtails flooding attacks and improves the performance of the WLAN
networks.

5 Conclusion

Wireless ad hoc networks are more prone to security attacks because of the vulnerable
environment, frequently changing topologies and absence of centralized infrastruc-
ture. Since security is one of the major issues to be considered in the large scale de-
ployment of mobile ad hoc networks, our work is an initiative towards the develop-
ment of a foolproof trust model which can detect and isolate a wide set of security
attacks possible in an ad hoc environment.

A generalized trust framework is formulated and every node in the network will
incorporate the trust architecture. The neighbor behavior and relevant events are ob-
served and given as input to the routing algorithms. These trust information help in
choosing the best path for data transfer in an ad hoc communication. In addition, the
nodes protect themselves from their malicious neighbors by retaining their resources
like power and computation time. Our trust model currently detects black holes, grey
holes and flooding attacks in the neighborhood. The efficiency of this model is tested
over DSR and AODV protocols.
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preparation of this paper.
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