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Abstract. Systems ought to behave reasonably even in circumstances
that are not anticipated in their specifications. We propose a definition
of robustness for liveness specifications which prescribes, for any num-
ber of environment assumptions that are violated, a minimal number of
system guarantees that must still be fulfilled. This notion of robustness
can be formulated and realized using a Generalized Reactivity formula.
We present an algorithm for synthesizing robust systems from such for-
mulas. For the important special case of Generalized Reactivity formulas
of rank 1, our algorithm improves the complexity of [PPS06] for large
specifications with a small number of assumptions and guarantees.

1 Introduction

Current verification and synthesis approaches consider the functional correctness
of a system as a Boolean question: either the specification is fulfilled, or it is
not. This approach is unsatisfactory in many situations [BCHJ09]. In particular,
many specifications consist of environment assumptions and system guarantees.
For such specifications, the classical approach does not impose any restrictions
on the behavior of the system when the environment assumptions are not ful-
filled. We argue that (1) desirable systems act in some “reasonable” way, even if
the environment does not always fulfill the assumptions and (2) it is an undue
burden on the user to specify the proper behavior of the system for each and
every environment behavior. Desirable systems should fulfill a natural “graceful
degradation” property in the sense that the system should fulfill the guarantees
as well as it can, given any behavior of the environment.

We have previously studied the verification and synthesis of robust systems
for safety specifications [BGHJ09]. In the case of safety, environment failures are
immediately apparent and the difficulty is how the system can best recover from
them. A violation of a liveness property, however, cannot be detected at any point
in time [AS85]. Thus, a system that is robust to liveness failures must attempt
to fulfill its guarantees under all circumstances, without knowing whether the
environment satisfies the assumptions.
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In this paper, we define several possible notions of robustness in the presence
of liveness, all aiming at maximizing the set of guarantees that is fulfilled for
any set of fulfilled assumptions. Suppose a specification has two assumptions
and two guarantees. In order for the specification to hold, both guarantees must
be met when both assumptions are. A system that meets both guarantees when
only one assumption is met is more robust than one that meets one (or zero)
guarantees when one assumption is met.

Ezample 1. We consider a variant of the dining philosophers problem [Dij68].
There are n philosophers sitting at a round table. There is one chopstick be-
tween each pair of adjacent philosophers. Because each philosopher needs two
chopsticks to eat, adjacent philosophers cannot eat simultaneously. We are in-
terested in schedulers that use input variables h; signifying that philosopher 7 is
hungry and output variables e; signifying that philosopher i is eating.

We have the following requirements. First, an eating philosopher prevents her
neighbors from eating. Formally, G1; = [J(€; — —€(—1)modn A 7€(i+1)modn ) S€c-
ond, an eating philosopher eats until she is no longer hungry: Go; = [1(e; Ah; —
QO ;). Third, every hungry philosopher eats eventually Gs; = [J(h; — < e;).
We add the assumption that an eating philosopher eventually loses her appetite:
A1 = (e; — < —h;). Our final specification consists of n assumptions and 3n
guarantees: \;_; A1; — A1 (G1i A Gai A Gs;).

We have synthesized a system realizing this specification for 5 philosophers
using our synthesis tool RATSY]. The system constructed by RATSY is not very
robust: When philosopher 1 violates the assumption by always being hungry,
then philosophers 1 and 3 eat forever, while the other philosophers starve. Thus
the three guarantees [J(he — ea), [(ha — ey), and [J(hs — es) are
violated. A more robust system would let philosopher 3 and 4 take turns, thus
violating only two guarantees. O

In this paper, we consider Generalized Reactivity specifications of rank 1 (GR(1)
specifications). GR(1) is an expressive specification formalism with a natural
distinction between assumptions and guarantees [PPS06]. Efficient tools exist
for GR(1) specifications, which have been used to synthesize relatively large
specifications [JGWB0T, BGJ+07]. GR(1) specifications are of the form ¢ — .
Here, ¢ represents the environment assumptions and 1 represents the system
guarantees and both ¢ and 1 are given as a set of deterministic Biichi automata.
These automata are combined into a product automaton with state space @,
transition relation 4, and acceptance condition A", (1< a; — Afey O ¢
GR(1) specifications do not require any guarantees to be fulfilled when some
assumption is violated. We propose an intuitive notion of robustness that pre-
scribes, for any number of environment assumptions that is violated, a minimal
number of system guarantees that must still be fulfilled. We show that this
and related measures of robustness can be transformed to a specification of the
form /\;?:1(/\;11 O aj; — Aoy O gji), which is a Generalized Reactivity
(generalized Streett) formula of rank k. We address the problem of verification
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and especially of synthesis of such formulas, which allows us to construct robust
systems.

The verification problem is a relatively straightforward generalization of the
verification problem for GR(1) (cf. [GBJVO0S]) and can be performed in time
O(m -n-|Q| - 10]). Recall that m is the number of assumptions and n is the
number of guarantees, and |Q| and || refer respectively to the size of the state
space and the transition relation of the product automaton.

The synthesis question is answered by solving a Generalized Reactivity game.
This can either be done through a specialization of Zielonka’s algorithm, or
through a novel algorithm presented in this paper, both of which can be imple-
mented symbolically. Zielonka’s algorithm runs in time O(|Q|?*-|§|-(m+n)*-k!),
which we improve to O(|Q|* - |8] - (m - n)**+1) . k). On the other hand, our al-
gorithm produces larger strategies and thus larger robust systems: the systems
produced by Zielonka’s algorithm have size |Q| - n* - k!, whereas our algorithm
produces systems of size |Q] - ((m + 1) - (n + 1))* - k.

Our algorithm is a generalization of a game-theoretic algorithm for the impor-
tant class of GR(1) conditions based on a reduction (via a counting construction)
to Streett games with single pair. The algorithm runs in time O(|Q|-|d|- (m-n)?).
This bound improves the O(|Q|?-|§|-m-n) time bound of the algorithm of [PPS06]
for the case that @ is larger than m and n, which is typical in such applications
as GR(1) synthesis.

Measures of robustness for different fault models, for example internal mal-
functions of circuits [FDO§]|, have been studied. Classical notions of fault toler-
ance such as self-stabilization [Dij74] and the notions of closure and convergence
suggested in [Aro93] focus on safety properties. Convergence requires that a sys-
tem restores its invariant after an error has occurred, and closure requires that
the system satisfies a second, larger invariant even when errors recur. Our ap-
proach can be viewed as an extension of closure to liveness, where we require
that some weaker set of guarantees is fulfilled when the environment behaves
unexpectedly. Apart from our previous work [BGHJ09], there is little work on
synthesis of robust systems, although people have studied the related problem
of retrofitting fault tolerance to existing programs. (See, e.g., [KE0S, [EKAQS].)

The flow of the paper is as follows. After giving the necessary notation in
Section 2] we define several notions of robustness in Section Bl In order to solve
the synthesis problem for robust systems, we introduce the necessary transfor-
mations on the formulas and game theoretic algorithms in Sections Hl and [l
In Section [f] we return to the questions of verification and synthesis of robust
systems. We conclude with Section [1

2 Preliminaries

We consider systems with a set of input signals I and a set of output signals O.
We define AP = I UO. We use the signals as atomic propositions in the specifi-
cations defined below. Our input alphabet is thus X; = 27, the output alphabet
is Yo = 29, and we define X = 247,
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Acceptance Conditions. The specifications we use are automata and we syn-
thesize a system that realizes a given specification using games. Both automata
and games can have the following acceptance conditions. Let @) be a set of states,
an acceptance condition is a predicate Acc : Q¥ — B, mapping infinite runs to
true or false (accepting and not accepting, or winning and losing, respectively).
The Biichi acceptance condition is Acc(p) = 1 iff inf(p) N F # (), where F C Q is
the set of accepting states and inf(p) is the set of elements that occur infinitely
often in p. We abbreviate the Biichi condition as B(F). A Generalized Reactivity
acceptance condition is a predicate \;_, (A", B(Ari) — A, B(Gus)), where

A;; € @ are assumptions and G;; C () are guarantees. To simplify notation,
we will assume that the m; are all equal to some constant m, and similarly for
n; and n. The acceptance condition is a GR(1) acceptance condition if k =1, it
is a generalized Bichi acceptance condition if kK =1 and m = 0, it is a Streett

acceptance condition with k pairs if m =n = 1.

Automata. A (complete deterministic) automaton A over the alphabet X is a
tuple A = (Q, qo, 9, Acc), where @ is a finite set of states, ¢o € @ is the initial
state, 0 : Q x X — (@ is the transition function, and Acc is the acceptance
condition. A run of an automaton A on a word w = wow;... € X* is the
sequence p(w) = pop1 ... € Q¥ such that po = qo, and p;41 = I(p;, w;). An
automaton accepts a word if its run is accepting (Acc(p(w)) = 1); its language
L(A) consists of the set of words it accepts. A Bichi automaton A = (Q, qo, 6, F)
is an automaton with a Biichi condition with accepting state set F.

Generalized Reactivity(1) specifications. Consist of two parts: assumptions
and guarantees [PPS06]. They specify the interaction between an environment
(controlling the input variables X) and a system (controlling the output vari-
ables Yo). The specification states that the system must fulfill all guarantees
whenever the environment fulfills all assumptions.

A GR(1) specification over the alphabet X' consists of m Biichi automata

¢, ..., A% for the environment assumptions and n Biichi automata AY, ..., A9
for the system guarantees. [PPS06]. Let AG%() = (Q, 6, qo, Acc) be the product
of all automata A? and A7, where the state space is Q = Qf x---x Q% x QY x- - - x
Q9 the transition function is §((¢%,...,q9),0) = (6¢(¢%,0),...,09(¢%,0)), and
the initial state is go = (¢§ 1,---,40.,) Let J = {(qf,...,q3) € Q | ¢f € F{} be
the set of states that are accepting in A¢. Similarly, let J7 be the set of all states
of AGR() that are accepting in A?. The acceptance condition Acc is a GR(1)
condition with assumptions J@* and guarantees J.

Note that the size of the state space of the specification grows exponentially
with the number of assumptions and guarantees (if the Biichi automata have
more than 2 states), whereas m and n grow linearly.

A system realizes a GR(1) specification AG(1) if the language of the system
is part of the language of AGT(1)

Games and Strategies. A game graph is a finite directed graph G = (.5, so, F)
consisting of a set of states S, an initial state sy € S, and a set of edges £ C Sx .S
such that each state has at least one outgoing edge. The states are partitioned
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into a set Sy of Player-1 states and a set Ss of Player-2 states. When the initial
state is not relevant, we omit it and write (S, E). A play p = sps1... € S¥ is an
infinite sequence of states such that for all ¢ > 0 we have (s;, s;41) € E. Given
a game graph G = (S, E), a (finite memory) strategy for Player 1 is a tuple
(I, y0,7), where I' is some (finite) set representing the memory, vy € I" is the
initial memory content, and 7 : S; x I’ — S X I' is a function mapping a Player-1
state s and a memory content to a successor state s’ and an updated memory con-
tent such that (s,s’) € E. A Player-2 strategy is defined similarly. A strategy is
positional if it depends only on the current state. We represent a positional strat-
egy 7 for player p as a function from S, to S. Let p((I't, 70,1, 71), (I2,70,2, 72), S)
denote the unique play starting at s when Player 1 plays according to the strat-
egy (I',70,1,m ) and Player 2 plays according to (Iz,70,2, 72)-

A game is a tuple ((S, E), Acc), consisting of a game graph (S, F) and an
objective Acc. The game graph defines the possible actions of the players. The
objective describes the winning condition for the players. A play p is winning
for Player 1 if it satisfies the objective of the game, otherwise it is winning
for Player 2. A strategy m; is winning for Player 1 if for all strategies mo of
Player 2 the play p((I1,70,1,m1), (I2, 70,2, T2), So) is winning. A game is winning
for Player 1 (Player 2) if there exists a winning strategy for Player 1 (Player 2,
resp.). A Generalized Reactivity (GR) game is a game with a Generalized Reac-
tivity acceptance condition, and similarly for GR(1).

Given a game graph G, two objectives are equivalent if all plays in G have
the same winner for both objectives. The objectives are equivalent if they are
equivalent for any game graph.

GR(1) Synthesis. A GR(1) specification can easily be translated into a GR(1)
game. A winning strategy for the GR(1) game corresponds to a system that
realizes the GR(1) specification.

3 Defining Measures of Robustness

In this section we discuss how to compare systems with respect to robustness.
Usually, multiple systems satisfy a specification, but which one is most robust?
In prior work we answered this question for safety specifications: our measure of
robustness for a safety specification ¢ — 1) is the ratio between how often the
environment violates ¢ and how often the system violates . For specifications
with liveness properties, this approach does not work because we cannot count
the number of violations of a liveness property. Instead, we propose to count the
number of properties violated. In the following we show two different robustness
measures, the single and the multiple counting requirements measure. Then we
formally state the requirements a robustness measure has to satisfy.

Single Counting Requirements. Recall the dining philosophers example with
n = 5 philosophers given in the introduction. Suppose system D; always lets
one philosopher eat until she is not hungry anymore and then moves to the
next hungry philosopher in a round robin manner. If one philosopher is hungry
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forever, then no other philosopher gets to eat again. Thus, the violation of one
assumption leads to the violation of four guarantees.

Suppose system D lets two non-adjacent philosophers eat at the same time
until neither is hungry anymore. They take turns in the following order: first
philosopher 1 and 3 eat, then philosopher 2 and 4, and last philosopher 3 and
5 eat. If one of the currently eating philosopher is hungry forever, then the
two currently eating philosophers eat forever and no other philosopher gets to
eat again. Thus, the violation of one assumption leads to the violation of three
guarantees. System Ds is thus more robust than system D;.

An even more robust system (Ds) is the one described in the introduction.
Two philosophers eat at the same time, as soon as one of them is not hun-
gry anymore another philosopher with free chopsticks is allowed to eat. If one
philosopher is hungry forever, she eats forever and the other philosophers that
are not her neighbors take turns eating. The violation of one assumption leads
to the violation of two guarantees.

We specify robust systems by adding restrictions to the original specifica-
tion. All three systems above satisfy the original specification ¢ = A, A1; —
A1 (G1i NG A Gs;), but only Dy and Dj guarantee that they violate at most
three system guarantees if the environment violates one of its assumptions. For-
mally, Dy and D3 additionally satisfy

= <\”/ A Alj)*(@SA\n/ \”/ \”/ A Gsz),

i=1je{1,...n )\ {3} i=1j=i+1 k=j+11€{1,....,n}\{i,j,k}

where ¢ = AI_;(G1; A Ga;). The antecedent of the formula states that the
environment satisfies n — 1 out of the n assumptions. The consequent says that
the system satisfies all the safety guarantees (G1; and Ga;) but might violate
three of its liveness guarantees.

Note that in general, a robust system cannot violate a safety guarantee in
response to a violation of a fairness assumption, since a violation of a fairness
assumption can not be detected in finite time.

Since D3 violates at most two system guarantees if one environment assump-
tion is violated, it also satisfies the following formula.

Y2 = (\"/ A A1j> - (‘PS/\ \"/ \"/ A GSk)

i=1je{l,...n}\{i} i=17=i+1 ke{l,...n}\{i.j}

These two formulas allow us to distinguish between systems D, Dy, and Ds,
which satisfy the same base specification but differ in how resilient they are with
respect to violated environment assumptions. We propose to use formulas of this
type, which relate the number of satisfied assumptions to a number of satisfied
guarantees to measure how robust a system is.

Suppose A is a set of assumptions and G is a set of guarantees. Let Ay =
{A C A | |Al = k} be the set of all subsets of A of size k and let G be
defined similarly. We can augment the specification with a restriction of the

form (\/ qca, Aa,en 4i) = (Vaeq, Ng,eq Gi) to check if a system satisfies
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guarantees when k assumptions are satisfied. Naturally, a system that satisfies
more guarantees with the same number of satisfied assumptions is more robust.

Multiple Counting Requirements. In some cases we might want to have a
more fine-grained measure of robustness, which cannot be expressed by a single
restriction of the form given above. Recall again the dining philosophers example
but this time assume there are n = 7 philosophers. Suppose system D, allows
two hungry philosophers to eat at the same time. Then, even if one philosopher
does not stop eating, the other non-adjacent philosophers can still take turns
eating. However, if two philosophers misbehave and they both get to eat (i.e.,
they do not sit next to each other), they will leave the other five philosophers
to starve. Suppose another system Ds allows three philosophers to eat at the
same time. Now, if two philosophers misbehave and they both get to eat, the
system Dj still allows another philosopher to eat and only four philosophers are
left to starve. Both D4 and Dj realize the specification . If we consider the
restrictions from above, we see that both systems satisfy the formula ; and
1. Our previous measure of robustness cannot distinguish between Dy and Dj.
Let’s add another restriction 13 to our specification:

1/13=<\n/ \”/ A A1k>—>(<ﬁs/\\n/ \”/ \”/ A GSZ)

i=1 j=i+1 ke{1,...n\{i,j} i=1j=i+1 k=j+11e{1,....,n}\{i,j,k}

System Dj realizes o Apo Aths but system Dy does not. We can measure the number
of satisfied guarantees for several numbers of satisfied assumptions. The restric-
tions we add to the specifications are of the form A, ;yer((V ae 4, Aa,en 4i) —
(Vgeg, Na,eg Gi)), where L is a list of pairs (k,[), requiring [ guarantees to be
satisfied if k£ assumptions are satisfied.

Definitions. Both single and multiple counting requirements, as defined above,
can be put in the following form (as we will shown in Section H).

Definition 1. Given a GR(1) specification AGT) with assumptions Ji oo T8

and guarantees JY, ..., J¢, a robustness specification for AGEM) has the form
k my ny
A (s~ Asery).
=1 \i=1 i=1

where Jf; € {J7, ..., I} and 7 € {J7, ... Jg}

There is a natural partial order on robustness specifications: If, for each set of
satisfied assumptions, a specification S requires a superset of the guarantees
required by specification S’, then S is more robust than S’. Let us denote this
order by <.

Definition 2. A robustness measure for a GR(1) specification is a set of ro-
bustness specifications together with a total order that respects <.



Robustness in the Presence of Liveness 417

For example, consider again the ‘simple counting requirements’ robustness spec-
ifications from above. A possible total order is (k = 0,1 = |G]) > (k = 0,] =
Gl —1)>...>k=0,1=1)>k=11=1G]) > ... > (k= |A|,l =0),
where k is the number of satisfied assumptions and [ the number of satisfied
guarantees. Another possible total order is (k =0, = |G|) > (k= 1,1 = |G]) >
o> k=A-LI=G])>k=0,l=1|G|-1)>...>(k=|A,l=0). A
total order is necessary to synthesize the most robust specification.

Section [0 shows how to verify and synthesize robust systems for a given mea-
sure. To synthesize a robust system, we solve games with the robustness specifi-
cation as objective. Section B shows how to solve such games. In the next section,
we show how to translate combinations of Biichi objectives to generalized Biichi
objectives.

4 Simplification of Combinations of Biichi Objectives

In this section we present a simplification of disjunctions of conjunctions of
Biichi objectives (DCB objectives) to conjunctions of Biichi objectives (gener-
alized Biichi objectives). This simplification is needed to transform counting
requirements to robustness specifications. The simplification (or reduction) in-
curs an exponential blowup. Games with generalized Biichi objectives can be
solved in polynomial time, whereas we show that games with DCB objectives
are coNP-complete. This shows that the exponential blow up in the translation
is probably inevitable.

Simplification of DCB objectives. The simplification is done in two steps.
First, we show how to translate DCB objectives to conjunctions of disjunctions
of Biichi objectives. Second, we show that conjunctions of disjunctions of Biichi
objectives can be translated to generalized Biichi objectives.

Lemma 1. Any winning condition v that is a DCB objective can be translated
into an equivalent winning condition 1)’ that is a conjunction of disjunctions of
Biichi objectives, such that |3'| = O(21¥]).

Proof. For any objective ¢ = \/7"; /\?:1 B(B;j) there exists an equivalent objec-
tive ¢ = /\::1 Vi, B(Bj;) with Bj; € {Bj; | i € {1...m} and j € {1...n}}.
The translation is identical to that of changing DNF into CNF. O

Lemma 2. Any winning condition v that is a conjunction of disjunctions of
Biichi objectives can be translated into an equivalent generalized Biichi objective

', such that [¢'| = O(|y]).

Proof. Since a disjunction of Biichi conditions is again a Biichi condition (B(B;)V
B(Bs2) = B(B; U By)), objectives of the form /\f:1 \/é:1 B(B;j) can be reduced
to a generalized Biichi objective /\i.c:1 B(U;:1 Bij). O
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Fig. 1. Game graph for 3SAT formula

Corollary 1. Any winning condition v that is a DCB objective can be translated
into an equivalent generalized Biichi objective v, such that |3'| = O(21¥1).

Complexity of solving DCB objectives. We first show that the problem
of deciding whether Player 1 has a winning strategy for a DCB objective is
coNP-hard, and then we will argue coNP-completeness.

Hardness proof. We show that the problem of deciding whether Player 1 has a
winning strategy in a game with a DCB objective is at least as hard as deciding
whether a 3SAT formula is unsatisfiable. Consider a 3SAT formula 1 in CNF
with clauses Cq,Cs,...,Cy over variables {z1,z2,...,2,}, where each clause
consists of disjunctions of exactly three literals (a literal is a variable or its
complement). Given the formula 1, we construct a game graph as shown in
Figure [l The game graph is as follows: from the initial state, Player 1 chooses
a clause, then from a clause Player 2 chooses a literal that appears in the clause
(i.e., makes the clause true). From every literal the next state is the initial state.
The winning condition for Player 1 is /[, (B(X;) A B(X;)), where X; is the
set of states that correspond to the literal z; and X; is the set of states that
correspond to the complement literal —x;; in other words, Player 1 wants to visit
some variable and its complement infinitely often.

We now present two directions of the hardness proof.

Not satisfiable implies winning. We show that if 1 is not satisfiable, then
Player 1 has a winning strategy. The winning strategy is as follows: the strategy
is played in rounds; in round ¢ Player 1 chooses the clauses Ci,Cs,...,Cy in
order, and then proceeds to round i + 1. Since @ is not satisfiable, for every
round ¢ there is at least one variable such that both the variable state and its
complement state is visited in round i. Since the number of variables is finite, it
follows that there must be some variable such that both the variable state and
its complement state appears infinitely often. The result follows.

Satisfiable implies not winning. We now show that if ¢ is satisfiable, then
Player 2 has a winning strategy. Consider a satisfying assignment to ¢. A mem-
oryless winning strategy for Player 2 is as follows: for every clause C;, Player 2
chooses a literal from C; that is set true by the satisfying assignment. Given the
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strategy of Player 2, since the strategy is obtained from a valid assignment, it
follows that never a variable and its complement is visited.
The above argument gives us the following lemma.

Lemma 3. Given a game graph with a DCB objective, deciding if Player 1 has
a winning strateqy is coNP-hard.

Lemma 4. Given a game graph with a DCB objective, deciding if Player 1 has
a winning strateqy can be achieved in coNP.

Proof. The proofis as follows: we have already shown that DCB objectives can be
translated to a generalized Biichi objective (which is an upward-closed objective).
It follows from the result of Zielonka [Zie98] that there are memoryless winning
strategies for the complement of an upward-closed objective (in particular for
disjunction of coBiichi objectives). It follows that there always exist memoryless
winning strategies for Player 2. Hence to falsify that Player 1 has a winning
strategy, a memoryless strategy for Player 2 can be fixed (as the polynomial
witness) and the resulting one-player graph can be verified in polynomial time.
The polynomial time verification procedure uses the following fact: consider a
maximal strongly connected component (MSCC) in a one-player graph (only
Player 1), then the MSCC is winning if for some index ¢ of the disjunction,
for every index j of the corresponding conjunction the MSCC contains at least
one Biichi state B;;. Using the above fact, MSCC decomposition of a graph,
and reachability to winning MSCCs we obtain a polynomial time verification
procedure. The result follows. a

Lemma Bl and Lemma [4] yield the following result.

Theorem 1. Given a game graph with a DCB objective for Player 1, deciding
if Player 1 has winning strategy is co-NP complete.

5 Solving Generalized Reactivity Games

In this section, we first present a translation of GR(1) winning conditions to one-
pair Streett conditions (or parity {0, 1,2} conditions). Our reduction is based on
a counting construction similar to the reduction of generalized Biichi conditions
to Biichi conditions. Second, we generalize the translation to reduce games with
Generalized Reactivity objectives to games with Streett objectives.
Reduction. Consider a GR(1) game G = ((S, E), Acc) with Acc = A" | B(4;) —
Ai_, B(G;) with Player 1 states Sy and Player 2 states So. We construct an equiv-
alent one-pair Streett game G’ = ((S’, E'), B(4}) — B(G})) with Player 1 states
S1 and Player 2 states S5 as follows.

1. The state space S" = S x {0,1,...,m} x {0,1,...,n}, with S| = S x
{0,1,...,m} x{0,1,...,n}, and S, = Se x {0,1,...,m} x {0,1,...,n}.
2. The set of edges E’ is defined as follows:
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((s,4,n),(s,0,0)) € E' for 0 <i<m,

((s.m.j), (5,0,4)) € E' if j #n, and

((s,4,4),(s',i',4) € E' if (s,8') € E,i'=i+ 1if s’ € A;+1 otherwise i’ =1,
and 7' = j+1if &' € Gj41 otherwise j' = j.

3. The Streett pair is (A] = {(s,m,j) € ' | j € {0,...,n}},G; ={(s,i,n) €
S"|ied{0,...,m}}).

We present the intuition behind the construction. Initially ¢ and j are zero. If
all the assumptions are visited such that, assumption Ao is visited after some
visit to assumption Ap; assumption Ag is visited after some visits to assumptions
Aq, Ag; assumption Ay is visited after some visits to assumptions Ay, Az, As; and
so on, since the last reset, then i is reset to 0. If all the guarantees are visited,
such that guarantee G is visited after some visit to guarantee G1; guarantee G3
is visited after some visits to guarantees G, G2; guarantee G4 is visited after
some visits to guarantees G1, G2, Gs; and so on, since the last reset, then j is
reset to 0. In between resets, ¢ and j denote the last assumption and the last
guarantee visited in the order described above, since the last reset. The size of
the new state space is |S’| = |S|-(m + 1) - (n+ 1) = O(|S] - m - n). The new
number of transitions is |E'| = |E|- (m+1)-(n+1)+2-|S|=O(E|-m-n).

Lemma 5. There exists a winning strategy for G iff there exists a winning strat-
eqy for G'.

Proof. Consider a play p in G and the corresponding play p’ in G'. We consider
two cases. Case one. We consider the case where all guarantees appear infinitely
often in p. If all guarantees are visited infinitely often, then a state with third
state component with value n is visited infinitely often in p’ (i.e., G} is visited
infinitely often). Thus, if the play in G satisfies the GR(1) condition by visiting all
guarantees infinitely often, then the corresponding play in G’ visits G infinitely
often and satisfies the Streett condition.

Case two. We consider the case where some guarantee is not visited infinitely
often in p. In this case a state with third state component with value n is visited
only finitely often in p’. We consider two sub-cases.

Case two(a). If all the assumptions are visited infinitely often in p, then a
state with second state component with value m is visited infinitely often in
p'. In this case the play in G does not satisfy the GR(1) condition, and the
corresponding play in G’ visits A} infinitely often and G} finitely often, which
violates the Streett condition.

Case two(b). If some assumption is not visited infinitely often in p, then a
state with second state component with value m is visited only finitely often in
o' (i.e., A} is visited finitely often). In this case the play in G satisfies the GR(1)
condition, and the corresponding play in G’ satisfies the Streett condition. This
completes the proof. O

Theorem 2. Games with GR(1) objectives can be solved in O(|S|-|E|-(m-n)?)
time.
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Since one-pair Streett (or parity {0,1,2})) games with |S| states and |E| edges
can be solved in O(|S| - |E|) time [Jur00], from Lemma [l we obtain the above
theorem. It may also be noted that one-pair Streett games can be solved very
efficiently in practice [dAFQ07] and also symbolically [EJ91] (and implementing
our counting construction symbolically is standard). The previous best know
algorithm to solve GR(1) games was through the triple nested fix-point algorithm
of [PPS06] which works in time O(|S|? - |E|-n - m). For the typical case that |S]
is much greater than m and n, our algorithm is faster.

Our algorithm can easily be generalized to Generalized Reactivity objectives.

Theorem 3. Games with Generalized Reactivity objectives can be solved in
O(|S|F - |E| - (m - n)F D) L k1) time.

Proof. Turn all GR(1) objectives into Streett pairs, the Streett game has O(|S]-
mF . nk) states, O(|E| - m* - n*) transitions, and k-Streett pairs. A Streett game
with k pairs, |E’| transitions and |S’| states can be solved in O(|E’| - |S’|* - k!)

[PP06). O

A symbolic algorithm for Generalized Reactivity objectives can be obtained as
follows: use the standard symbolic implementation of the counting construction
along with the symbolic algorithm for Streett games from [PP06]. This gives us
a symbolic algorithm for solving games with Generalized Reactivity objectives.

Winning strategy and memory required. A winning strategy for a GR(k)
condition is obtained as follows: first we consider an automaton A; of size ((n+1)-
(m + 1))* to store the values of the counters and follow the transition as given
in the reduction to Streett games with k pairs (essentially this mimics the re-
duction of the counting construction). Winning strategies in Streett games with
k pairs require at most k! memory, and a winning strategy (automata As with
k! memory) can be constructed from the Streett game solving algorithms (such
as [PP06] or [CHPO7]). The product automaton A; x As describes a winning
strategy for the GR(k) condition and requires ((n + 1) - (m + 1)) - k! memory.

In the case of GR(1) conditions, our construction of winning strategies requires
(n+1)-(m+1) memory. The memory can be improved to n as follows: once the
winning set is computed, we can run Zielonka’s algorithm to compute a winning
strategy with n memory. However, as the winning set is already computed we can
get rid of the outer iteration of Zielonka’s algorithm and re-running Zielonka’s
algorithm to compute the winning strategy, given the winning set, takes O(|S| -
|E| - (n +m)) time.

6 Verification and Synthesis of Robust Systems

First, we show how to verify whether a system has a certain level of robustness.
Then, we give an algorithm to synthesize the most robust system with respect
to a given robustness measure.

Verification. Verification of a robustness specification is similar to the verifica-
tion of a GR(1) specification.
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Lemma 6. Given a GR(1) specification AR = (Q, 6, qo, Acc) with m as-
sumptions and n guarantees, and a system M, verification can be performed in
O(m-n-|QJ?-|8|) time.

Proof. Check if a trace in ASEM) x M satisfies A", B(4;) A (Vi = B(Gy))
(the negation of the specification) using the p-calculus formula pX .(pre(X) Vv
Vi vY (=G ANL, pre(pZ (Y A(A;iVpre(Z)))))) [GBIVOS]. The complexity
of the nested fix-points is in O(|Q|? - |§|) [ELS6). O

Theorem 4. Given a GR(1) specification AS*1) = (Q, 8, qo, Acc), a robustness
specification /\f:l(/\i”;1 B(Ai;) — Ny B(G1y)), and a system M, verifying that
M satisfies the robustness specification takes O(k -m -n-|Q|? - |5]) time.

Proof. Check if a trace in AG®() x M satisfies the negation of the specifica-
tion \/}_, (A", B(A1i) A (Vi 2 B(Gy;))) by checking the k different GR(1)
parts (A~ B(Ari) A(Vi_, 7 B(Gi;))) separately, one after the other, using the
method of Lemma a

Synthesis. The most robust system with respect to a given robustness measure
can be synthesized by synthesizing the greatest realizable robustness specifica-
tion. Thus, synthesis can be reduced to solving GR games.

Theorem 5. Given a GR(1) specification ASF1) = (Q, 6, qo, Acc), and a ro-
bustness measure with h robustness specifications r, = /\f:l(/\?;1 B(A;) —
Ay B(G)), with 1 < p < h, and a total order, synthesis of the most robust
system can be performed in O(h - |Q[F - |6] - (m - n)* TV . k) time. The size of
the resulting system is ((m + 1) - (n+ 1))* - k! - |Q|.

Proof. The best system can be synthesized by trying the specifications in order.
Start with the lagest robustness specification according to the given total order.
Try to synthesize a system satisfying the specification using the algorithm given
in Section Bl The translation of the specification into a game graph is linear,
hence synthesis of a robustness specification can be performed in O(|Q|* - 5] -
(m - n)**+1) k1) time (see Theorem B)). The size of the synthesized system is
((m+1)-(n+1))*- k! |Q|, if the robustness specification is realizable. If the
robustness specification is not realizable proceed with the next specification in
the given order. O

7 Conclusions

We have presented a framework for robustness for liveness specifications. The
notion of robustness that we suggest aims to maximize the number of guaran-
tees that are fulfilled for any number of assumptions that may be violated. We
have discussed several different interpretations of this notion and have shown
that they can all be reduced to Generalized Reactivity formulas. We have shown
how to verify such formulas and how to synthesize them to robust systems.
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For synthesis we have developed a novel game-theoretic algorithm that is faster
than Zielonka’s, although it does produce strategies with larger memory. Our
algorithm can also be used for the synthesis of GR(1) properties, in which case
it outperforms the algorithm of [PPS06] when the state space of the specification
is larger than the number of assumptions and guarantees.

References

[Aro93|
[AS85]
[BCHJ09]

[BGHJ09]

[BGJ+07)

[CHP07]

[dAF07]

[Dij68]
[Dij74]

[EJ91]

[EKAO08]

[ELS6]

[FDOS]

[GBJIV0S]

Arora, A.: Closure and convergence: A foundation of fault-tolerant com-
puting. IEEE Transatcions of Software Engineering 19, 1015-1027 (1993)
Alpern, B., Schneider, F.B.: Defining liveness. Information Processing
Letters 21, 181-185 (1985)

Bloem, R., Chatterjee, K., Henzinger, T., Jobstmann, B.: Better quality
in synthesis through quantitative objectives. In: Bouajjani, A., Maler,
0. (eds.) CAV 2009. LNCS, vol. 5643, pp. 140-156. Springer, Heidelberg
(2009)

Bloem, R., Greimel, K., Henzinger, T., Jobstmann, B.: Synthesizing ro-
bust systems. In: Proc. Formal Methods in Computer Aided Design
(FMCAD), pp. 85-92 (2009)

Bloem, R., Galler, S., Jobstmann, B., Piterman, N., Pnueli, A.,
Weiglhofer, M.: Automatic hardware synthesis from specifications: A case
study. In: Proceedings of the Design, Automation and Test in Europe, pp.
1188-1193 (2007)

Chatterjee, K., Henzinger, T.A., Piterman, N.: Generalized parity games.
In: Seidl, H. (ed.) FOSSACS 2007. LNCS, vol. 4423, pp. 153-167.
Springer, Heidelberg (2007)

de Alfaro, L., Faella, M.: Accelerated algorithms for 3-color parity games
with an application to timed games. In: Damm, W., Hermanns, H. (eds.)
CAV 2007. LNCS, vol. 4590, pp. 108-120. Springer, Heidelberg (2007)
Dijkstra, E.W.: Cooperating sequential processes. In: Genuys (ed.) Pro-
gramming Languages, pp. 43-112. Academic Press, London (1968)
Dijkstra, E.: Self-stabilizing systems in spite of distributed control. Com-
munications of the ACM 17, 643-644 (1974)

Emerson, E.A.| Jutla, C.S.: Tree automata, mu-calculus and determinacy.
In: Proc. 32nd IEEE Symposium on Foundations of Computer Science,
October 1991, pp. 368-377 (1991)

Ebnenasir, A., Kulkarni, S.S., Arora, A.: Ftsyn: a framework for auto-
matic synthesis of fault-tolerance. Software Tools for Technology Trans-
fer 10, 455-471 (2008)

Emerson, E.A., Lei, C.-L.: Efficient model checking in fragments of the
propositional mu-calculus. In: Proceedings of the First Annual Sympo-
sium of Logic in Computer Science, June 1986, pp. 267278 (1986)

Fey, G., Drechsler, R.: A basis for formal robustness checking. In: ISQED,
pp. 784-789 (2008)

Greimel, K., Bloem, R., Jobstmann, B., Vardi, M.: Open implication. In:
Aceto, L., Damgard, 1., Goldberg, L.A., Halld6rsson, M.M., Ingdlfsdéttir,
A., Walukiewicz, I. (eds.) ICALP 2008, Part II. LNCS, vol. 5126,
pp. 361-372. Springer, Heidelberg (2008)



424 R. Bloem et al.

[JGWBO7]

[Jur00]

[KEO05]

[PPO6]

[PPS06]

[Zie98]

Jobstmann, B., Galler, S., Weiglhofer, M., Bloem, R.: Anzu: A tool for
property synthesis. In: Damm, W., Hermanns, H. (eds.) CAV 2007. LNCS,
vol. 4590, pp. 258-262. Springer, Heidelberg (2007)

Jurdzinski, M.: Small progress measures for solving parity games. In:
Reichel, H., Tison, S. (eds.) STACS 2000. LNCS, vol. 1770, pp. 290-301.
Springer, Heidelberg (2000)

Kulkarni, S.S., Ebnnenasir, A.: Complexity issues in automated synthesis
of failsafe fault-tolerance. IEEE Transactions on Dependable and Secure
Computing 2, 1-15 (2005)

Piterman, N., Pnueli, A.: Faster solutions of Rabin and Streett games.
In: Logic in Computer Science, pp. 275-284 (2006)

Piterman, N., Pnueli, A., Sadr, Y.: Synthesis of reactive(1) designs. In:
Emerson, E.A., Namjoshi, K.S. (eds.) VMCAI 2006. LNCS, vol. 3855,
pp. 364-380. Springer, Heidelberg (2005)

Zielonka, W.: Infinite games on finitely coloured graphs with applications
to automata on infinite trees. Theoretical Computer Science 200(1-2),
135-183 (1998)



	Robustness in the Presence of Liveness
	Introduction
	Preliminaries
	Defining Measures of Robustness
	Simplification of Combinations of Büchi Objectives
	Solving Generalized Reactivity Games
	Verification and Synthesis of Robust Systems
	Conclusions
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




