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Abstract. This paper describes an “Intelligent Tap” – hardware device
dedicated to support real-time Ethernet networks monitoring. Presented
solution was created as a student project realized in Institute of Infor-
matics, Silesian University of Technology with support from Softing A.G
company. Authors provide description of realized FPGA1 based “Intelli-
gent Tap” architecture dedicated for Real-Time Ethernet network mon-
itoring systems. The practical device realization and feasibility study
conclusions are presented also.
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1 Introduction

The real-time industrial network area is now changing from solutions based on
standard serial communication into area of dedicated real-time (RT) Ethernet
based solutions. Another fact is the increasing size of newly created industrial
networks. In fact the network structures used for the distributed industrial con-
trol systems have become more and more complicated. New functional require-
ments for horizontal and vertical communication are given. Despite these facts
there are very few solutions which can help engineers to startup and maintain in-
dustrial networks based on real-time Ethernet. There are some general purpose
network analyzers, but very few solutions are dedicated to low level Ethernet
based industrial networks [1].

The traffic structure in the real-time Ethernet network consists of large num-
ber of deterministically exchanged small Ethernet packets. To support RT Eth-
ernet network monitoring the preliminary filtration of data is necessary due
to large amounts of data incoming in one instance of time [2]. Current paper
contains “Intelligent Tap” hardware device presentation which is dedicated to
support industrial network monitoring.

1 FPGA – Field Programmable Gate Array – an integrated circuit which internal
structure can be modified (programmed) after manufacturing.
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Due to large number of transmitted packets real-time Ethernet network diag-
nosis using packet-analysis methods becomes a task, which requires high com-
putational power and memory consumption [3]. One of solutions that allow to
reduce amount of data, received by dedicated network-analysis software, is a
filtering device implemented as a dedicated hardware. This paper clarifies the
“Intelligent Tap” hardware filtering device concept, together with its principle
of the operation and presents the realized solution for real-time Ethernet traf-
fic filtration embedded into FPGA structure as a configurable IP core2 named
Ethernet Frame Filter. This idea is presented in Fig 1.

Fig. 1. “Intelligent Tap” hardware device idea

Three main goals for considered the “Intelligent Tap” architecture were
formulated:

– Design of a sufficient method of Ethernet packets filtration in hardware,
being able to process up to 100 Mb/s full duplex data flow.

– Development of a specification of hardware filtering module that could be
embedded into Altera’s family FPGA chips as an IP core.

– Delivery of a working prototype of a filtering device on particular platform:
Altera’s Cyclone III Development Board.

2 “Intelligent Tap” System on Chip Structure

The network monitoring process based on “Intelligent tap” filtering device consists
of two main parts. First one is the software level: filtering schema preparation. The
2 IP core – reusable unit of logic that is the intellectual property (IP) of one party. IP

cores are commonly used as building blocks of FPGA designs.



60 R. Cupek et al.

user of the monitoring system is responsible for the filtering pattern preparation.
For this task a dedicated filter description language and the related software com-
ponents were created. This software allows for user defined mask preparation and
is responsible for its translation into proper low-level register configuration of the
IP core. Second part of realized solution is FPGA based “Intelligent Tap” hardware
architecture presented in Fig. 2. Each rectangle in Fig. 2 embodies single System
on Programmable Chip Module. Presented system comprises of NIOS II embed-
ded processor, an IP core responsible for filtration, two Ethernet MAC’s3 and a
number of standard system components. Those include the following: SDRAM
controller that allows access to external SDRAM chip used as CPU instruction
container as well as data storage. CFI Flash controller connected through a tri-
state bridge, and EPCS controller4 – both capable of initial FPGA configura-
tion and program startup. Sysid component ensures safe compilation of software
projects, pll (phase locked loop) divides external crystal oscillator frequency into
several clock domains.Timer provides an interval-timer for Avalon-based proces-
sor systems and jtag uart module allows USB connectivity during design process.

Fig. 2. The FPGA embedded “Intelligent tap” hardware structure

3 MAC: Medium Access Controller. A piece of hardware that implements data commu-
nication protocol sub-layer specified in OSI model. In FPGA design commonly occurs
as an IP core.

4 EPCS chip controller – an IP core controller for AlteraâĂŹs Serial Configuration De-
vice a.k.a. EPCS device.
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Three different data channels can be distinguished in the Fig. 2:

1. Instruction and data Avalon buses represented by solid arrows indicates the
communication between instruction master port of the Nios II CPU and
peripherals that are able to store processor’s instructions (program). Data
master port is also connected to those peripherals to allow accessing data lo-
cated on those mediums or to write to them. This includes following modules:
EPCS chip controller, CFI Flash (through tri-state Bridge) and SDRAM.
Last memory device (SDRAM) was used during testing. It stored both pro-
gram and data information. Initial FPGA configuration loaded from EPCS
chip should be considered overwritten.

2. Data Avalon buses (solid arrows) show typical Avalon Memory Mapped In-
terface’s interconnections between NIOS II and those of its peripherals that
do not consist program memory. Media Access Controllers, Ethernet Frame
Filter, Frame Buffer memory and standard SOPC components (PLL, Sysid,
timer, jtag uart) are accessed this way by NIOS II CPU.

3. Direct Memory Access buses5 represented by dashed arrows define those
interconnections that are omitting CPU and define communication between
system’s modules. Ethernet packets are sent from MAC using DMA interface.
Two DMA sinks are present in the system: Ethernet Frame Filter module
and Frame Buffer.

Filtration schema – once translated from the script query into register com-
patible sum of minterms form – is downloaded into FPGA structure (Ethernet
Frame Filter (EFF) IP Core). This Ethernet Frame Filter preparation phase
have to be done before actual network monitoring. Second phase starts after the
IP core configuration is uploaded – data capturing begins. Media Access Con-
trollers Ethernet MAC 0, ETHERNET MAC 1 insert the packets directly inside
internal frame buffer of the Tap. This is done via DMA channel. If the packet ar-
rived successfully to the buffer, MAC asserts an interrupt, informing CPU about
its arrival. This causes an update (software controlled) of Tap status registers
and starts the filtering process. Depending on the filtering result, an interrupt
is asserted, informing that the frame matched filter’s current configuration and
can be sent to external buffer (IP stack, SDRAM etc.). If the filtering result was
positive, packet is copied. This concludes data capturing phase, which repeats
itself in the loop until filtering process is terminated.

Depending on network’s payload and reference clock driving IP core, another
frame might be copied into EFF buffer, while the previous one is being sent. In
order to provide fast and “transparent” filtering, buffer space is paged – inter-
nal controller alternating inserts frames into upper or lower part of the buffer.
Since dual-port memory is implemented, it allows parallel reading from lower
part, while the upper is being overwritten by next incoming frame and vice
versa. Presented Tap device is implemented on Cyclone III FPGA (40k logical
elements) using only peripherals located on DBC3C40 [4] development board.
5 Direct Memory Access (DMA): feature that allows access to certain hardware sub-

systems independently of the central processing unit.
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Two Ethernet ports are functional, however only one of them is “equipped” with
hardware filtering capability. Second Ethernet port serves as monitor port. Fil-
tering output is redirected onto PHY6 responsible for this port. Although not
saved on any mass storage medium, filtering results (number of frames on fil-
tering output) can also be viewed on seven segment display located on board.
On-board reference clock generator provides 50 MHz signal. It is later divided by
Phase-locked loop module to generate 75 MHz reference clock for all peripherals
included in System on Programmable Chip design.

3 Performance Tests

Researches of the “Intelligent Tap” performance under heavy load conditions was
performed in simplified Ethernet topology. Tap Ethernet port (the one capable of
hardware filtering) was connected directly to packet generator soft-ware running
on PC. Ethernet Frame Filter module was configured so that every incoming
frame was passed to the external monitor port. Such EFF setup simulated max-
imum CPU load condition, since it resulted in execution of Interrupt Service
Routine every time the packet arrived to EFF.

This assured execution of maximal number of instructions per time unit. As a
packet generator AnetTest software was chosen. It allows creation of packets with
different lengths varying from smallest possible valid Ethernet packet to largest
ones defined by IEEE 802.3 standard. Generated packets can also be sent with
arbitrary defined time intervals between them. In every tested scenario no time
intervals were added, therefore maximum effective payload was determined by
overall system performance – a PC computer equipped with Intel’s Core2 Duo
CPU and 100 Mb/s compatible Ethernet network card, governed by Microsoft
Windows operating system. Such configuration allowed generation of following
bandwidth utilization efficiency: 7.8 Mb/s for smallest possible Ethernet packet,
up to 83.5 Mb/s for maximal Ethernet packet size. This radical change in pay-
loads occurred due to system’s limited ability to generate high packet per second
rate (it did not exceeded 14 000 packets/s for AnetTest generator). The results
of high payload testing are presented in Fig. 3.

Since maximal bandwidth utilization efficiency for 64 bytes packet size equals
84.2%, and AnetTest generated approximately ten times lower payload, different
generator was used to provide more comprehensive results. This flooding software
executed on UNIX based server station with 100 Mb/s compatible Ethernet net-
work card. Generated traffic achieved levels close to maximal (approx. 77 Mb/s),
using 60-bytes ARP7 packets. Test results present that for larger packets (ex-
ceeding 600 bytes) number of packets were lost (they did not shown up on the
monitor port of Technology Demonstrator). It appears that the maximal sup-
ported payload dangles around 41 Mb/s for frames larger than 600 bytes. This
problem was not explicitly identified within internal system structure; however

6 PHYceiver is a device that operates at physical layer of OSI network model.
7 ARP – Address Resolution Protocol.
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Fig. 3. Results of high payload testing

few factors that causing it were identified. Since packet size is the variable caus-
ing the problem, such threshold is most likely defined by ineffective copying
operations (the bigger the frame is, the more clock cycles are needed to transfer
the packet from one buffer to another within system on chip). Copying operation
from the Ethernet Frame Filter IP core’s internal storage to frame buffer on-chip
memory takes place during execution of interrupt service routine with priority
higher than MAC IRQ8 priority. Accordingly, it cannot be halted by an incom-
ing packet event (announced as MAC interrupt request), which results in packet
loss. Additionally, software loaded to FPGA did not support multi-threading, so
despite of DMA channel established between MAC and filter, and filter’s sup-
port for multi-threading is impossible to receive new packet from MAC while the
previous one is being sent to the monitor port of the Tap device. Running an
optimized version of the software and increasing the reference clock frequency
resolved the problem. This leads to the conclusion that system in presented
form oscillates on the border of theoretical magnitude of network traffic. It does
not completely fulfill 100 Mb/s constraint for software compiled in debug mode
and reference clock of 75 MHz, while it obtains 100 Mb/s functionality after the
increase of reference clock to 100 MHz and execution of optimized software in
release mode.

4 “Intelligent Tap” Behavior in Profinet I/O Environment

Although presented “Intelligent Tap” may be used for any 10/100 Mb/s Real-time
Ethernet frame filtering the practical tests were made in reference Profinet I/O
environment that consisted of three Profinet compatible IO devices and Siemens
PLC (Programmable Logic Controller) (S300 Series). All of mentioned devices
were connected to Profinet compatible 8-port Siemens switch. During normal

8 IRQ – Interrupt ReQuest.
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Fig. 4. The Profinet I/O “Intelligent Tap” test environment

operation, reference environment generated some (around 15–20%) VLAN9

tagged frames [5,6]. The Profinet I/O test environment is presented in Fig. 4.
The Ethernet Frame Filter System gathered outgoing and incoming data

from the PLC device through the mirror port of the switch. Testing procedures
were common for following presented below PROFINET I/O communication
scenarios:

– Startup of Profinet devices. Communication establishment between IO Su-
pervisor and IO Device was investigated. Traffic consisted mainly of broad-
cast/multicast, LLDP10 and DCP11 frames. Network load did not exceed
0.01 Mb/s.

– Normal network operation where vast majority of the traffic was generated
by RT frames. Bandwidth utilization in this case was evaluated to be ap-
proximately 2 Mb/s.

– Malfunctions imitation of different elements from reference topology by dis-
connecting or powering off some of the devices. Different elements were forced
to produce alarm type frames and reestablish the communication after plug-
ging them back into the network.

9 VLAN – Virtual Local Area Network, is a group of hosts with a common set of
requirements that communicate as if they were attached to the same broadcast
domain, regardless of their physical location.

10 LLDP – Link Layer Discovery Protocol.
11 DCP – Device Control Protocol.
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Various filtering schema were uploaded to the “Intelligent Tap” device in order
to investigate its behavior under three scenarios presented above:

– all packets transmitted to PC with Wireshark software,
– no packets transmitted to PC with Wireshark software,
– only alarm frames were allowed to pass to the PC,
– bidirectional communication between only one of the IO devices and PLC,
– unidirectional communication between only one of the IO devices and PLC,
– multicast and broadcast frames only,
– real time traffic only.

More sophisticated scenarios utilizing all features of “Intelligent Tap” device
were tested also for example: combination of different filtration schema uploaded
to “Intelligent Tap” device. Scenarios investigated had exploited most of the cases
that can occur in practical applications. Positive results were obtained in every
investigated set of circumstances; however one must remember that reference
topology assembled using only few Profinet devices.

5 Conclusions

This article describes “Intelligent Tap” student’s project results and practical
tests of network monitoring hardware device realized in Institute of Informatics
Silesian University of Technology with cooperation with Softing A.G. The Tap
hardware support for software real-time Ethernet networks monitoring was pre-
sented. Described solution was implemented and tested as a preliminary study
for a commercial device that would compete with several other available network
monitors, such as ProfiTAP device from Grid Connect Inc.

Although realized in Profinet I/O environment tests didn’t find any data losing
the heavy load performance tests had shown that in some extreme conditions
transmitted frames may be lost. Lost packets were caused by very have network
load and long frame transmitted. Because as the principle industrial networks
use short packets and lower traffic load planned in the network design process
[7] such condition weren’t observed. Because of the more and more complicated
network structure we can’t guaranty that such conditions will not appear in real
installation.Additional restriction is the fact that second Ethernet port serves as
monitor port only. Such configuration allows for one directional network traffic
monitoring or requires additional switch device with mirroring port as it was
done in realized test environment presented in Fig 4.

Presented “Intelligent Tap” device has shown that embedded FPGA architec-
tures based on one processor may by insufficient for real-time Ethernet network
monitoring. Presented architecture may be improved by multi-processor parallel
architecture which will offer parallel processing of receiving and sending RT data
and filtering process procedures. Although presented solution can’t be used for
critical data registration many network monitoring applications may use it for
statistical real-time network analysis and for network maintenance and startup
tasks as well.
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