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Abstract. This paper illustrates the research results concerning the
character of signals emitted by the selected microcontroller via the power
supply lines. The main purpose of the study is to determinate the in-
struction that is currently realized by the microprocessor, based on the
conducted emission in the power supply lines.

The research results presented in the study indicate that there are
the differences in the spectrum of the signal emitted by the processor,
depending on the program being executed. Thus, it can be presumed
that there is a partly possibility to determinate the instruction currently
realized by a microprocessor based on the conducted disturbances emit-
ted by the power supply lines. It can be suggested that there is a risk for
programs written in microprocessor memory, which should be protected
from copying.

Keywords: conducted emission, electromagnetic compatibility (EMC),
electromagnetic disturbances, microcontroller, program code.

1 Introduction

The source of electromagnetic field diffusing in the space is each device supplied
with electric energy. This kind of field can disturbs the work of various electric
and electronic devices. However, the disturbances are not the only problem that
accompanies electromagnetic emission. It is possible, in some cases, to get the
information about signals appearing inside the device if the emission from the
device is recorded, and the received signals are decoded and interpreted by the
appropriate methods. Such situation is especially value in the case of digital
devices because the remote reconstruction of signals inside the device may enable
to regenerate information processing by this device.

The high integration scale and permanent increase of the frequency of micro-
processor circuit, entail that current peaks are generated with higher amplitudes
and shorter rise times on the power supply lines of the electronic circuits. These
impulses are generated by simultaneous switching of millions of transistors in-
side of the integrated unit. The total power drawing by all gates that execute
a single instruction may indicate the kind of instruction which is already exe-
cuted. Moreover, the propagation of these currents through lines and paths on
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PCB board into other electronic devices may cause problems with their proper
functioning.

The network controller placed in the network card can be also considered as
a microprocessor unit, which is responsible for data processing of transmitted
frames. Such unit can be also the source of electromagnetic disturbances that
can interfere the work of other electronic devices.

The previous article [1] aimed mainly at determining the spectrum of signal
emitted by the processor during realization of a particular single instruction.
Nevertheless, this instruction was realized in the loop. This paper presents the
methodology and the research, that allow determining and comparing the spec-
trum of a specific single instruction. This issue is opposite to the one discussed
in the publications [2] and [3], where authors intended to predict the emission
of electromagnetic disturbances emitted by the microprocessor under different
program behavior.

The main purpose of the research is to determine the instruction currently re-
alized by the microprocessor based on the emission of conducted disturbances on
the power supply lines. The test bench constructed for the research is discussed
in the Sect. 2. Determining the instruction currently executed, which is based
on the disturbances on the power supply lines may lead to unauthorized recon-
struction of a program without any directly interference into the microprocessor
memory. Protection of information is a very essential issue; otherwise the cost of
so far, very expensive systems of confidential information increases. Moreover,
an inappropriate attitude to this issue may expose the protected information to
be used in an unauthorized way.

2 Test Bench

The research used a microprocessor PIC16F84A produced by Microchip. The
test bench illustrated in the Fig. 1 consists of microprocessor to which the power
supply and 2 MHz external square waveform generator were connected. In order
to exclude conducted disturbances that can get into microprocessor when using
an external AC/DC power supply, a complete of batteries was used instead.

The oscilloscope was connected to the power supply lines to monitor the
decreases of voltage. With the using batteries as an unstable source of power
supply, the voltage decreases were equivalent to the current in the power supply
lines. Such solution was dictated by the difficulties in finding a proper current
probe that could have measured 1 milli- or even 1 microampere current with
the approximate 1 GHz sampling frequency. The microchip programmer used
in the research, was connected to the microprocessor only for the period of
programming, in order to avoid conducted disturbances that can get from the
programmer to the supplying lines.

The microprocessor PIC16F84A used in the research has one executive pipe-
line, which means that during one instruction cycle only one command is realized.
One instruction cycle (2 µs) consists of four machine cycles (500 ns):
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Fig. 1. The schema of research position

– Q1 – instruction decode cycle,
– Q2 – instruction read data cycle,
– Q3 – process the data,
– Q4 – instruction write data cycle and fetching the next instruction from the

program memory.

Due to the fact that in the last cycle (Q4) another instruction is fetched from the
program memory, thus not only currently realized instruction but also next instruc-
tion has the influence on the current flow (shape). Microcontroller PIC16F84A con-
tains totally 35 instructions, among others:

– 1-cycle instructions (2 µs): ADDWF, ANDWF, CLRF, CLRW, COMF,
DECF, INCF, IORWF, MOVF, MOVWF, NOP, RLF, RRF, SUBWF,
SWAPF, XORWF, BCF, BSF, ADDLW, ANDLW, CLRWDT, IORLW,
MOVLW, SLEEP, SUBLW, XORLW,

– 2-cycle instructions (4 µs): DECFSZ, INCFSZ, BTFSC, BTFSS, CALL,
GOTO, RETFIE, RETLW, RETURN.

In the research presented in this work only 1-cycle instructions (24 instructions)
were taking into account in order to simplify the analysis. However, the authors
intend to test also 2-cycle instruction in the further research.

3 The Research Procedure

First, the two researches were conducted for all 24 one-cycle instructions, and
next similarities among particular instructions were determined. The research
procedure is as follows:

1. Determination of the time flow of the microprocessor power supply voltage
during whole program (Fig. 2 and 3a).
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2. Excision of part of the time flow which refers to the currently tested instruc-
tion (Fig. 3b).

3. Passing from time domain to frequency domain for the removed part of time
flow using FFT calculation algorithm of Fourier Transform (Fig. 3c).

4. Comparison of amplitude spectra determined for particular instructions
based on the least squares method.

Fig. 2. The research procedure – microcontroller program construction

It was necessary, during the test of each instruction to record a proper pro-
gram for the microprocessor (Fig. 2). Thus, each program consists totally of 7
instructions:

– the instruction that initiates the microprocessor, realized implicitly,
– the instructions that reset the value of accumulator and the first working

register,
– the tested instruction,
– the instructions that reset the value of accumulator and the first working

register,
– the SLEEP instruction that aim was to switch the microprocessor into

standby mode.

In order to ensure the same conditions for realization of each instruction, the
working registers that were used by a particular instruction, were reset each
time. During the test the parameters of a particular instruction were set to 0.
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Fig. 3. The research procedure: (a) Voltage on power supply line – test 1, program 6,
(b) Voltage on power supply line – test 1, program 6, DECF instruction (c) Amplitude
spectrum – test 1, program 6, DECF instruction

4 The Research Results

As the test results illustrate 19 of 24 instructions were correctly recognized
thanks to analysis of microprocessor supply voltage flow (Table 1).
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The Figures 4, 5 and 6 present an exemplary microprocessor supply voltage
flow for entire program. Figure 4 comes from program 6 executed during the first
test, whereas Fig. 5 comes from program 6 which was executed in the test 2. As
it can be seen there is a similarity between the two charts. However, Fig. 6 shows
that the flow of voltage for program 7 differs a lot from the two others. That
can indicate the differences in the microprocessor supply voltage which depend
on a particular executed program or a single instruction. The Figures 7, 8 and
9 present the same programs, but only the parts of voltage that refer to the
tested instruction were specified. Whereas Figs. 10, 11 and 12 present amplitude
spectra for Figs. 7, 8 and 9 that were determined by the FFT algorithm. The
spectra determined for the whole instructions were afterwards compared using
the method of the least squares. The results are presented in Table 1.

Fig. 4. Voltage on power supply lines – test 1, program 6

Fig. 5. Voltage on power supply lines – test 2, program 6

Fig. 6. Voltage on power supply lines – test 2, program 7
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Fig. 7. Voltage on power supply lines – test 1, program 6, DECF instruction

Fig. 8. Voltage on power supply lines – test 2, program 6, DECF instruction

Fig. 9. Voltage on power supply lines – test 2, program 7, INCF instruction

Fig. 10. Amplitude spectrum – test 1, program 6, DECF instruction
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Fig. 11. Amplitude spectrum – test 2, program 6, DECF instruction

Fig. 12. Amplitude spectrum – test 2, program 7, INCF instruction

The fields in the Table 1 present the result of the least squares method be-
tween two particular instructions. Because of the fact that the method of the
least squares was used, thus the smallest value is in a particular field the more
similarity is between two instructions. Instructions mentioned in the following
verses represent the first research, whereas instructions in the columns refer to
the research 2. The expected minimal values should appear along a diagonal
line thanks to the special construction of the chart. The gray fields stand for the
smallest values where the analysis was correct. Meanwhile the incorrect results of
analysis were marked with black background and white text. Fields marked with
black border in particular columns refer to instructions, which were recognized
as those of more possibility than tested instructions.

5 Conclusion

The research results presented in the paper indicate that there are unambiguous
differences in the spectrum of conducted signal emitted by the microprocessor,
depending on an executing instruction. Therefore, it can be concluded that there
is a partly possibility to determine the currently executing instruction by the
microprocessor based on the conducted disturbances emitted through the power
supply lines. However, that situation may be dangerous for programs saved in
memory of microprocessors, which should be protected from being copied.

In the further research the authors intend firstly to take into account 2-cycle
instructions. Next, to increase the precise of receiving results, create a possibility
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to determine instructions executing in the sequence, and yet consider the instruc-
tions parameters in tests.

If the further research allows increasing the precise of foreseeing currently exe-
cuting instruction, then there is a serious risk for programs saved in the memory
of microprocessors. In the conducted research it was possible to foreseen the
currently executing instruction with the 79% of probability (19 of 24 instruc-
tions recognized correctly). Determination of the currently executing instruction
based on the disturbances in the power supply lines, may allow for unauthorized
reconstruction of program without directly intervention in the microprocessor
memory.
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